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Abstract. The use of formal methods in software engineering requires
that the user adopt of a suitable level of precision in the description
of both design artifacts and the properties that should hold for those
artifacts. The level of precision must be sufficiently high that the log-
ical consistency of the design and the logic properties can be verified
mechanically.

The source code of any well-defined program is itself a formal object,
although it typically contains more detail than desirable for effective
analysis. But, practitioners often have no problem producing or recog-
nizing an abstracted version of the key features of a design, expressed in
the modeling language of a verification tool.

The real problem preventing a broader acceptance of formal methods
is that there are no intuitive formalisms that practitioners can use to
express logic requirements at the level of precision that is required for
formal verification. That problem is the focus of this paper.
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1 Introduction

Some claim that all defects in software products find their root cause in misstated
requirements, e.g., [1]. Industrial software development processes typically start
with a requirements elicitation process, with requirements captured in English
prose documents. The requirements are meant to be understood with some ease
by software developers, who can fill in gaps and resolve cases of ambiguity by
using common sense and experience. But, as we know, this process can lead to
problems.

A formal methods based process requires us to make things sufficiently pre-
cise that requirements and a suitably abstract representation of the code can
be checked for their logicall consistency by purely mechanical means: by an al-
gorithm. We will side-step the question here what the best way is to produce
this magical ”suitably abstract representation” of the code, and for convenience
consider this a solved problem for now. What we would like to focus on is the dif-
ficulty of turning ambiguously and incompletely stated requirements into precise
logic statements that can be verified mechanically.
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2 The Charm of Informality

”When you pick up the phone, you get a dialtone.” Unfortunately, the relevance
of this informal requirement is familiar only to a rapidly shrinking audience, but
for those of us with longer memories, the meaning of the statement will be clear.
The English text, though, is not precise enough for use in any formal verification
tool.

Pnueli was the first to point out, in 1977 [2], that statements like these can
be stated more precisely in temporal logic. A first attempt to do so can then
look as follows:

offhook — < dialtone

where the right arrow — stands for logical implication, and the diamond operator
< is pronounced ”eventually.” But that formalization needs quite a bit more work
before it could be considered correct.

The statement has precisely defined semantics that can roughly be summa-
rized as saying: ”either the phone is not offhook now (i.e., in the initial state of
the system we are considering) or it must be true that now or at some point in
the future a dialtone will be present.” And, that’s not what we meant.

A first improvement is to make it clear that the property should not just
hold when coincidentally the phone happens to be offhook in the initial state,
but it should hold at any time. That leads to this version:

O ( offhook — < dialtone )

This is better, but still not quite right. Note that the property will be satisfied
even if the dialtone is already present in the very state that the phone goes
offhook. That takes away the cause and effect that we would like to verify, so we
have to separate the effect from the cause. That leads to this version:

O ( offhook — X < dialtone )

where we used the X symbol to represent the "next” operator, as we do in the
Spin model checker [4].

Are we done now? No, not really. For a more complete statement we may
also have to state that the dialtone should not be generated unless there was
an offhook event first, and it also need not be generated if the offhook event is
followed by an onhook event before the dialtone appears. Then we haven’t said
anything about the requirement that the dialtone should be generated within
the first few milliseconds after the offhook event, and it should disappear after
the first digit is dialed.

Once we are done with a precise statement of this still relatively simple
requirement, any user uninitiated in the use of temporal logic is unlikely to
recognize the statement, nor would that user be likely to produce it.
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2.1 Visualizing Requirements

One way to address these problems is to build tools that can visualize require-
ments in a more intuitive way, leaving it to a tool to synthesize the correct
formalization of the requirement with all subtleties properly addressed.

One such tool that we experimented with long ago is the timeline editor [3].
The editor allowed users to place events of interest on a timeline, and to annotate
that timeline with various types of constraints that can span overlapping periods
of time. The tool could convert the specifications into Biichi automata, which
could then be used directly in a logic model checking tool such as Spin [4]. A
specification of the dialtone property is illustrated in Figure 1.

offhook dialtone

Fig. 1. Visual formalism for specifying temporal logic properties from [3].

The use of a visual formalism as shown here does still have limitations. One
main drawback is, for instance, that the visual formalism is not expressive enough
to specify everything that can be specified in temporal logic.

But then again, also temporal logic is not expressive enough to formalize all
types of requirements that may be encountered in practice. The next section will
give an example.

3 Graphs and Sets

The following example property is inspired by [6].

Consider a graph where each node represents a lock. There is an edge in
the graph from node a to node b if at any time during an execution a thread
holds lock a while it acquires lock b. If this graph contains a cycle, there is a
potential for a deadlock scenario. Two events are of interest: acquire(t,a), which
represents the acquisition of lock a by thread ¢, and release(t,a), which represents
the release of lock a by thread t.

The property of interest is that in any given run of the system, the lock graph
as defined above is acyclic. How can we express this formally?

The first problem we have is that basic temporal logic does not have variables,
and it does not allow us to bind variables to symbols. If, for instance, we wanted
to state that every time lock a is acquired it is also released, we have to be able
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to correlate the a from the release event with the a from the corresponding
acquire event. We may not know a priori which lock names might be used.

There have been a few attempts to explore extensions of temporal logic in
model checkers, but the restrictions are usually non-trivial, cf. [5]. But even if
we allow for variable binding, and add quantification, it is still very hard to talk
about the existence of a cycle in a graph of unknown size.

It is possible to state a highly simplified version of the problem, if we restrict
the problem to two threads and two locks only, by saying:

Vt17 t27 ll) l2 :
O (( aquire(ty, I1) A ( - release(ty, 1) U aquire(ty, I2))) —
O- (aquire(tq, l2) A ( — release(ts, l2) U aquire(ts, 11))))

The formalization is very limited, but already relies on powerful features that
are not present in most systems.

A very similar specification problem would be to formalize the type of check
that is performed by the Eraser algorithm [7] for detecting data races in a multi-
threaded program. In this case we want to maintain a lockset for every shared
data object, and on every write access take the intersection of the lockset that
is currently held by the writer with previous locksets. If the stored set every
becomes empty we know there is a problem.

Here too the check asks us to track and update data, this time not in the
form of a graph but as a set of sets (one for each shared data object). Temporal
logic is clearly not equipped to handle this, but the question is: what type of
formal specification could do so elegantly?

One method, described in the context of runtime verification tools, in an
early draft of [6], is to use rule-based checks. We then minimally need the basic
operations to insert or remove items from sets, and to check for set membership.
Basic events like aquire and release then trigger set operations. Next we can
define a set of rules to deduce facts of interest from the stored sets, e.g. using
the Rete algorithm [8].

Writing properties in this way requires a change in perspective. Rather than
a logic-based approach we now have a more operational view. Basically, we are
writing a program to perform the checks we are interested in, though at a rela-
tively high level of abstraction.

The deadlock problem we started this section with can be formalized in the
following five rules (with minor edits, from the draft of [6]):

1. acquire(t, 1) — insert(Locked(t, [))

2. release(t, ) — remove(Locked(t, 1))

3. Locked(t, 11) A acquire(t, lz) — insert(Edge(ly, l2))

4. Edge(l1, l2 ) A Edge(la, I3) A —Edge(ls, l3) — insert(Edge(l, l3))

5. Edge(l, I) — error
This is a remarkably succinct specification, though, like specifications written in
temporal logic, it may still require a substantial effort to create.

The last two rules perform what is basically term rewriting on the generated
sets. Clearly, the computation of transitive closure in rule 4 and the indirect check
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for cycles in rule 5 could be computationally demanding. To use this approach in
a model checker, e.g., integrated with a depth-first search algorithm, we’d need
to make arrangements for backtracking of changes to the constructed sets.

3.1 Rule-Based Model Checking

In principle, one could write an entire logic model checking procedure as a rule
based system. After all, in standard explicit state model checking we merely
construct a graph and check for the existence of specific types of cycles in that
graph. There have been several attempts already to implement model checkers
as rewrite systems, starting more than two decades ago, e.g. [9].

Yet, we are left with the question if rule based specification formalisms, or
rewrite systems in general, are any easier to use than logic based formalisms?

4 Conclusion

There may be two factors that can explain the continuing reticence of software
developers and software development organizations to adopt formal methods as
a routine part of software design, even for safety critical applications as used,
for instance, in cars and in medical devices. One factor is certainly the unpre-
dictability of the demands on both human and computer time that a formal
verification approach can impose. Cloud-based solutions may be able to change
at least some of these trade-offs [10].

A more serious factor is that writing formal specifications is not just perceived
to be hard, it actually is hard. Even expert users can be misled by the exact
meaning of complex formulae stated in temporal logic. It is perhaps also telling
that semi-formal methods based tools, such as static source code analyzers, that
make use of predefined specifications have indeed found broad acceptance, and
are routinely used in industrial software development. Routine use of these tool
could be boosted still further with the advent of interactive code exploration
algorithms for large code bases [11].

Logic model checking and formal program analysis techniques though seem
stuck at the hurdle of making formal specification human friendly. What can we
do to make formal requirements specification OO Easy?
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