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AWS SDKs TEBHES N TLVD AR

Z<OSDK &Y =)Lk, HERIARFLEHEZAT7ZVEZBELUT, WO OHBHEZHRE
LTLW&ET,

COHARIZERTICEATRIEBRIEENRTVET,
« AWS SDKs&EY —ILOJO—/VILERE - B configH KT credentials 77 AL FLRBFRE
ZHZEFEHAL TAWS SDKsEY — L ZRET D H %o

« AWSSDKs £V —)LEFEALLRIAET VA -2FEALTHRAWS 35 EIC, O—R&EL
Y —IA TRIALTBDHEEBILILET AWS O —E A,

« AWSSDKsE Y —IILDBREV I 7L VA -FBEAEREICEATERIINTOREREN VT 7L
> Ao

- AWS HBS> R AL (CRT)SA 75V - BETNTNH SDKs THEATE 3 HE AWS HBES> &
4L (CRT)ZA47Z1)OHBE,

« AWSSDKSXVTFH VAR — Tk, ENAILBRTE/ DA R —FY N (IoT) SDKs ZET
AWS Software Development Kit (SDKs) £V —I)LOX > T+ ARII—eEN=23 200, B&
CEOEBERDIEKFERICOVTHALET,

DO AWS SDKsB RV —IILUT 7LV ATA Rk, BEHO SDKsHEXRTY —)LIZHEHAE hBER
DEBEBDEZEANELTVET, CCIICEHFETNTVAERICMA T, FALTWVWS SDKE
ERY—ILBEEOHA REFALTLKEEVY, COHA RTHOEROBEEELEY> I EEL SDK &
YV=ILERXROEHY TT,

REEALTLNDEA: COHARCEET DI IVERDES)
7,

« EEO SDK £1zEY—) AWS SDKSX > T F 2V ARI > —

« AWS Cloud9 AWS SDKs& Y =)L 0 JO—/NLERE

« AWS CDK

AWS SDKs &V —LZFEALEFRREET O+
» AWS Toolkit for Azure DevOps Z

. AWS Toolkit for JetBrains B
« AWS Toolkit for Visual Studio

AWS SDKsX > T3> AR S —



https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/vsts/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
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ReFEALTWRIEE: COHARICEETZ EIZIVEARODESY)
<9,

AWS Toolkit for Visual Studio Code
» AWS Serverless Application Model

* AWS CodeArtifact

» AWS CodeBuild

» Amazon CodeCatalyst
« AWS CodeCommit

* AWS CodeDeploy

* AWS CodePipeline

« AWS CLI AWS SDKs&Y =L 0 I O—/VILERE

S S S G AWS SDKs £V — )L &AL ERIEET I+
« AWS SDK for Go =z

+ AWS SDK for Java a

 AWS SDK for JavaScript
« AWS SDK for Kotlin AWS HBZ > XA L (CRT) S475 V)
« AWS SDK for .NET

« AWS SDK for PHP
L

AWS SDKs&EY —J)LOBEIV 77 LA

AWS SDKsX > TF > AR S —

+ AWS SDK for Ruby
« AWS SDK for Rust
« AWS SDK for Swift
* AWS Tools for Windows PowerShell

s TT7VT—23>ZEREITIOICRUDV-IOBEICODVWTE AWS, "EBEITZV-—)
AWS, ZZRL TS EZ L,

s YR—NIEITRIHEHRE. TAWS FL YD+ E—, ZZRLTSEZL,
« AWS ABEICDVW T, AWS OAFEE V7 7L ADAWS AREEZZRL TS EE W,



https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/codeartifact/latest/ug/
https://docs.aws.amazon.com/codebuild/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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Amazon Q Developer &, £ Al Z25FRLERXRBETARXNT, AWSTF7UTG—23a> 08
fR. B, R, BERAICKRISET., BEEZMETSL-HIC AWS, Amazon Q Z2#{LTHETIN
&, RVELETEANBSBRENCEEZERNTSLEHIC, SRED AWS D7V TR
NTVET, FMICDOVWTIE., TAmazon Q Developer 1—H%—7 4 R1 @ TWhat is Amazon Q
Developer?) 228 L T &L\,

YV=IFYNOFTLANUEA

AWS FHABRIIRE (IDE) Y —I)L*¥ Y Nk, IDERD AWS H—ERZAADOT VAR TEICTDS
ZU4 2 EHRBEET T, Amazon QIDE 759 1 > L HiR#EEENE . IDE D4R Al XEZ WAL
ICLUET, % IDE Toolkit ®FFMIC DV TIEE, BIORD Tookit T—H—H4 RESHBL T EE
Wo IDE T® Amazon Q OEADOFEFMIZ DOWTIE, Amazon Q FROY/N\—HA KD IDE REY ¥
® "Amazon Q DEAL ZZRL T EEL,

AWS IDE Toolkits & Amazon Q I&. $#& ® AWS Toolkit & AmazonQ DV —AIZETIREZE
HITBEHIZ, 94T MIOTFLARNIF—2ZRNEL TRETIEEN B ET, NEEII
F—A&(k. AWS Toolkit & Amazon Q DERAEEE{LLE T,

I X T D IDE Toolkits & Amazon Q AWS TREENFL X NUF—ROFEMIC OV T, aws-
toolkit-commonGithub 'J7/RZ N @ commonDefinitions.json RFIX RZEZSBL T EEV,

& AWS IDE Toolkits & &k O Amazon Q #LiREEREIC R > TUETNETFL A NUF—2OFEMIZ DOV
Tk, R®D AWS Toolkit GitHub VAR KU DUV —ARFIXI RN EZSBLTLSEEL,

« AWS Amazon Q %Z £/ L /= Visual Studio Toolkit
« AWS Toolkit for Visual Studio Code VS Code @ & & T Amazon Q L3R AL
« AWS Toolkit for JetBrains JetBrains i & KU Amazon Q 7’55 14 >

* Amazon Q for Eclipse

AWS Toolkits TPV EATEZDREND AWS H—E Rk, BMOISATMNIOTLXRN) F—
REWNETRHENBYVET, 2D AWS H—ERIZL > TRNEET D F—2OEEOFHMIZ DL
Tk, EBLOHZIBEOH—EANDAWS RFIAXAKNRNEYOZSBLTLIEETL,

FROYN=DUY—=R °


https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
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AWS SDKs& Y —)L 07 O—/VILERE

AWS SDKs X AWS Command Line Interface ( AWS CLI) & Dt AWS BREY —IILE2FERTS
E., AWSH—EAXAPISZBRETEET, LEL, TORIC, EREhEBREZERTIDLHICH
EREHRE SDK FLERY —IILICERETIHEN HYET,

CORBICEATOTATLNEENET,

« APl DD L tZ2 &5 9 228, RiEHRIE. AWS H—N—AODUVIITANZRES{LTS
EHICERAETNET, COBEHREFEAL T, FIDAWS ZHEEL., ThICBENMNITONET I
AFFAIR)S—ZRBTEERT, XIC, EORDIBTOVAEETTEDINEHMTEET,

s UOTARNOREBEZE, VIOITANDEEFERXR (AWSH—ERIVRERAUKN), LARADRE
RELBFRTRAEE AWSCLI F£E SDK ICERDEHICHERATZ EOMHOEREDEEMA,

HESDKRERY -G, VEBFABTHRERERREHRIEITDLHICHEATEZIBRBOY —A%ZY
R=BRLTLVERT, V—ADOHIZE SDKPY—ICHMBDENEHD 1=, TOHEDERAFED
FHCOVTE, ZOV—LEIZESDKORFIXY NEZRIDBENHVET.

1L, AWSSDKs&EY =)Lk, J—RBBUADTZAIVY—AL SO —BNEREE T R—
RULTVET, cOEIa>TR, RORMEYZIZOVWTHBELET,
(N =Ry

« X857 7 A )lconfig& credentials 77 1)L ZFEAL TAWS SDKs &£V —J)LZTJO—/NILICEBRET
)

« AWS SDKs &Y —)LOHAE 7 7 4 )lLconfigk credentials 77 1 JLDBFIOBREELEE
« IREZHZEFAL TAWSSDKs&eY —)L&E T O—/NILIZERET S

« WWMZARAFL7ONT 14 %ZFHL TAWS SDK for Java & 25 0O—/VILICERET S AWS SDK for
Kotlin

HBT 7 14 )config& credentials 77 /)L &EERHL T AWS
SDKs &V —)LzJ0O0—NIICERET S

48 AWS config 77 M4 J)L & credentials 7 7 A )Lk, AWS SDK £zl EY —ILADFERLERE
ZIEETEDIRE—MNEAETT,

#5 config 8KV credentials 77 4L 4
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H#B 774 )lconfig& credentials 77 AINICIE, —BOTA77AILFEENTVWET, 7
A774J)Ik, AWS SDKs, AWS Command Line Interface (AWSCLI) ., 8XRTEOMDY =)L
THEAThZF—ECEORTO—ENDHRETT, 7OV 7A N 2FERTBHEEICSDK/ Y—ILD—
HEBRETHLEHIC, BEEA7O77AIILICREENET, ChsOT7 7ML, EFf 1I—H—0
A—AIIREBICHZDIXNTOT V=232, 7O0EA, FLESDKICHEETREVSAT T#
Bl Eh&ET,

#E config 77 M) & credentials 77/ I)LIkEBE55% ASCII XF (UTF-8 TII—R&h
7‘)®&Eat7b DTFARNTTAILTT, CchSE—mRICINI 7 7AI)EFENDERXZEEY)
9,

707740

H#E config 77 M4J)LE credentials 774/ IAOREFBEN7O7 7M1 IIICEENS TS NE
To 77MIATERO7O7 74N ZEERL T, BL2HARREBICEAIZIELIREBREEK
TEEY,

[default] Z7O77ALICE. BEOGBFMNETOAT 7 AL EEEATVWEWESRIZ SDK £
EY—IARL =23V TCHEATNDENINrEENET, BEAICTHTHNICSRTEZENO7O7 7 4
LWEERTRDEETERT, BRTOATTFAINRE. T7TVT—232®2F VAU TERDRE
EEZERTERY,

® Note

[default] BREICHFOBZVWITOT7AILTT, COTOT7AIE, I—H—
707740 ZEEELBEWVEEIC SDKAERTEZ T 7L NOTOT77AILTHD I

., default OERAFIHFSNTVEY, ERESNET7 A NEZMOTOT 7 AILICE
R332l EREBA, [default] 7O 7AIINICAL ZREL ., BRNETOT 7 A
LIRELZEWES, BRINE7O7 7ML ZEATREE. EFREThEFHA,

BUNETO77AIZERETS

[default] Z7O7 7 AL EEBOERNETOT77AILE, BU77AIILRICEETEERT. X
OREZFEAL T, I—RORITHICSDK TGV —INFrFEATZ7O77MIIOREZERL E
T, 7O77ALNREO—RATERTSZCELE, ZRETHIEECOAVIRIECERTR L
TE&XJ AWS CLlo

ROVWThAZREL T, COBREZRELET,

70774 5


https://wikipedia.org/wiki/INI_file
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AWS_PROFILE - RIEZEHK

CORBLZHZZURNETOAT7ANELEE "F7A4I)I M) ICRETDE, IXNTO SDK J—
R&EAWSCLI ONREIEZFO7O077A4IINOBREZFEALET,

Linux/macOS WX RTAVICKBDBREBEZHROFREDH ZLLTICRLUET,
export AWS_PROFILE="my_default_profile_name";
Windows DN RTA VIZLDREZHOREDH ZLULTICRLET,

setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM > AF A7 ONT 4

JVM O SDK for Kotlin & SDK for Java 2.x Tld., aws.profile AT A7 ONT A ZZETE
F9. SDKF, Y—ERIZATU N EZERTDEEIL, O—RTHRENF LBEEThBEVEREY,
BEIREZ7O77A4IINORELZFEHALET, SDKforJava1.x &, COTATALAZTONT 1 %Y
R—=KNLTLVEHA,

(® Note

75— a3a 0 8BoT7 7 )5r—23> 2270 VWS H—N—LICH25EE. 7
72O T7A77AIINTREL, BICRAFETA7 7N 2ERATHI L EHEBOHLE
T F7FIILRO7O7 74L&, REANOEED AWS 77U Tr—23a>v Ik > TEHEH
ICHBEh, ThSsORBTHEEAET, LEN 2T, BOI—H—HATF7SU5—>23>0
F7ANRNTOT77AINZEFHFTZE, OI—F—ICERLEBEVEEEEZX 2 TWEEND
WET, chzB<ICE, HBconfig7 7AIILICEFIFETO7 74 ) Z2EEL, JI—R
LB E7TO7 74N ERELT, TORPFAET7A7 74N ET7IT—2 3 TEH
LET, REZRFLZ IVM P ATLAZ7ONT A Z2EAL T, AOA—=7HTF77)5—3
JNICOKREETDCEN DI >TVREEE., BRINET7O7 7ML EZRETERT,

RE77AILOER

config 77 M)k, £V 32VICREHSNTVET, EI/23a2VEF, REOBHNEIL V>3
OTHY, BRI IAVERDITIREENDIRTHRERT,

BREZ77AILOERX
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config 774 I)LiE. ROFAEEATZITL—2TFARNTI7AILTT,

c EUAVRHOINTOIY MUK, setting-name=value O —MWEFERXICKY ET,
s TOXRBICNYZ2RT #) 20D E, TZ2IXRNTINTEETD,

to>areq47

tUYaVERE, REQIL IV 3aVICBMERTRTTI. £V I VERTOABRERERZA
T[] T, /MR, £33 R(TRBFERIZADDNAZLBN BN ERT, HX
FLBFECNAT2 (), PUE—AOT7 ) BERATEXRIAN, AR—ABRFEATETLEA,

2aAVERTOH : [default]
[default] &, profilet V> a> BRI FEZHXLBELAVE—OZ7O7 74T,

[default] 7O77ALNDOHBDEAE config 77 A ILOBIELATICRLUET, region ZRELE
T, BBV AVEBNRETDIET, COTICHESINTORERK., o707 7/4I)ILO—HT
ED

[default]
#Full line comment, this text is ignored.
region = us-east-2

92 3a>RA7: profile
02 a2 ERITOH : [profile dev]

profile 43 3V EHFTR. cET PRI FUACHEATEZENNEREIN—T T,
BEHMHETOT77ALEDVTOEREROBICE,. IOEIS3I>D T7O77(),) BBBLT
<EEV,

ROBIE, profilet V23V ERITE EVSEROTOT 7 AN ZEFHE dconfig7 74 I)LZRL
TW&ETfoo, BIDEIZIAVERIRETEZIET, COTICHESINTORERF. COBEFET
O77A4)LO—&TT,

[profile foo]
...settings...

REZ7AINOER 7
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ROBIO s3/BERPHTRERE, —BOBRELBIBEOHTRETIN—THFRAREATVET,
BTREZ 1 DELREBDAR—ATAIVFURNLTIIL—TICHERTET,

[profile test]
region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000
93323247 sso-session

2
O aVEZRTOH : [sso-session my-sso]

sso-session VA OERTICE. ZFEAL TAWS RIBEREMRITZDELSIC7O7 7104
ERETIEHICEAECNBBRED TN -7 OHEN FHF SN ET AWS IAM Identity Centero =~
TINH A2 FRAOFREDFEMICOVWTIE, TIAM Identity Center ZEH L T AWS SDK &V —)L

ZRild 21 ZZRLTLKEE Y, 7O77A4)EE. F—EEOARTIZEK 2T sso-session £
AUV IENET, T, sso-session ldF—, sso-session EIZ I DOBRHIFET
9 ( sso-session = <name-of-sso-session-section>%& & ),

ROBITIEE, "my-ssos OR—U2ZFEAL T "111122223333, 7HO KD

FSampleRoles IAM O—JLOEH AWS REIEHRZEMBIA 7O 7ML ERELTVET, "my-
ssoy sso-session 2923k, profile 923> OHT sso-session F—&EFEHAL THE
ACTSRENET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

Il

o>

>34 7 sexrvices

o EHETNDH : [services dev]

E77AILOFER 8
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® Note

services T2 a V@Y —ERABEOIY RRAVNDHARIA X EHR—NLTH
W, COBEZEUSDK EY I TOXMEATEET, HFEVD SDK T OEEENFEAT
EDNESHEZERTDICK., "H—ERBENOI RAKRA >~y O AWS SDKs& Y —)LIC
LBDHR—KN ZZRLTLEET,

services LU IVERTIR. AWSOH—FER UIVIARNDARZLAIY RIRA 2 NERE
TRREQDIIN—TICBuZEFTERT. A7 7ML, F—EEORTICK2Tservices &
v2avIt I OENET, T T, services [FF—, services I IV NRBIRETT
( services = <name-of-services-section> % &),

services £33 d& SIC<SERVICE> = |, {Tl&lCHY TRV avIZpElEhET, <
T, <SERVICE>lF AWS OH—ERX #BFF+—TF, AWS OH—E R BRI FlE, IXNTOAR—
AZETUA—AATICBEERZ, INTONFENXFICEEH; A serviceldd & T, API EF
LD IZESVTVET, services BV 3> THERATRZINTOH—ERBRFF—DOUANIC
2VWTR, "TH—ERBEOIV RRAMOFERF1 ZSRLTILKEET VY, Y —ERABAFF—0
BIZE, RARENERE (FREAN1TEHY ., 2DODAR—ATA VTV REATVS)
EET,

ROBITIE, services EEZZMEAL T, Amazon DynamoDB H—E ALK L TiThhiU o T
ANZOKRERATDELSICI RRA M EBRELTWET, "local-dynamodb" services &
923, profile 923> OHF T services F—Z2FRAL TR TSRENET, AWS D
H—E R #BFF+—& TFdynamodb, Amazon DynamoDB H—EAH 7o a> ik TEAS
BEVYETdynamodb = . BEEDA VT RENETRIRNTEOH 72723 ICEEN, TD
H—ERCEAENET,

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

NAZRLLIY RRAV NOREDFHMBICOVWTRE, "H—EAEEBOIV RRA b, 25RLTL
ZE W,

REZ7AINOER 9
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roAlE¥ER 7 7 1 L DK

JTA77ANEOD I VN EEE profile THRESBVZEZRITIE, credentials 771D
L=ILIE—MMIC config 77 AMLDIL—I)LERUTYT, AFENOEICE, 7O7741ILBEBE&HD
AEFEALTLKEZTV, XROFlF, £VSBEO7O7 740923 ZF Dcredentials7 7
A1 )I&aRLTVWETfoo,

[fool
..credential settings...

credentials 77 A I)ICRTFTEDDR., "—IL YRy FLERBBEERBENDE

E. aws_access_key_idaws_secret_access_key, 8 KRT Ok TFaws_session_tokens

CNSDBREFHBcONTig7 7AIICERETADCEETERTHN, ChsOBBEHEOSVERG R

Dcredentials 77 A IINICRBEIT B CEZHBE#OLET, chilkyY, BEIIRUTTI 7SI L
ICEBRIDOT O AFAZEZADENTEXRT,

[default] Z7O77AINDOHBEAK credentials 77 AN OHIELLTICRLE
9, aws_access_key_id, aws_secret_access_key, B KT aws_session_token FO—/\

IREZHRELET,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

77 ALTEERETO7 7 AL EAT B Adefault T EFATENCANDS
Fcredentials, CCTORER. AUTO7 7 AL EZERTHconfig7 7 A LOREE MK
abEsnEd. AURNERETITO77ALOAED 7 7 A L CRIEESEN 5284, RTHE
BT 7ALOF—HFEEENET,

AWS SDKs &YV —I)LOHE 77 14 )lconfigt credentials
FTAILDERMOBRREEE

HHE AWS config 77 /)L & credentials 7 7 A )Lk, AWS SDKs& Y — )L DREFRERET
BTL—FTFFARTT7AILTY, 774N REBEICO—HILICEEL, SDK I—RFEFLRFZTDIR
BTETITSAWSCLIOX > RICE>TEEBWICERAENET, flxE, B0 E1I—2T,
F = l& Amazon Elastic Compute Cloud 1 > AR ATHRTDEHEEHETT,

REALBEH 7 7 1L OFERX 10
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SDK £V —IN%E2ETITdE, CcnsO77A4 )N eFIv oL, EHAAERBHRREZO—RL
TT, 774NN ELEFELEVEESE. SDKEERY I >TEXN G T 7AINFEEBNIC
ERENET,

T7F#ILKTE, 774 homeERizlk I—H—T7 A I)NFICEMES iz .aws EVSHERIO T # )L
FIZHYET,
ARL—=—TFT AT AT LA F77ANDT7 #)SOFFEAR
Linux 3 & ' macOS ~/.aws/config
~/.aws/credentials
Windows %USERPROFILES\.aws\config

%SUSERPROFILE%\.aws\credentials

R—LTFALIRN)DORRE

~ L R—ATFALIRNUDBRIIOKERENETT,

« NAZRIHLEXT

s BRIC/FERETSYRNT7F—LBEOXYY) XENHEET, Windows Tlk, ~/& ~\OWEH
DNER—LTALIRNJICBRENET,

R—LTALIRNIERETDEEIL, ROZBBANFIVIEIKT,

« (£72Y M7 #—LA)HOME IREZH
( Windows 72 ¥ N7 #—/ ) USERPROFILE RREZHK

« (Windows 7’2 ¥ N7 #—/1) HOMEDRIVE & HOMEPATHIREZ H 0 E#E ($HOMEDRIVE
$HOMEPATH )

« (SDKEERY—ILZEDAT3Y )SDK EERY —IILEEDR—LNABREBEGFER

AgEBBEEaRE. NAOXRIZI—HF—DOKR—LTFALININFBEETATVRES
(#l : ~username/ )., BREcni1—H—B0OFR—LFT1LI KN (H]: /home/
username/.aws/config) ICEERENE T,

AL A LT N ORBE 11
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cNSDTT7ANDTF7AINDEMEEETS

ROWThAZFERALT, SDKELERY—IILICE2>TZhSOT7 7MY HSO—RENDIEHZE
LEETEET,

REZHEZFERALET,

LTORREBEREL T, ChSDTTAINDBRELEERNZT 7 A NMENSHARALEICE
BTEXRY,

« config 7 7 A )L DIREZE : AWS_CONFIG_FILE

« credentials 77 /)L DIRFEZE : AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

Linux £ & macOS TRO[L UV AKR—R AN REEFTLT, BOBFREREETEXRT,

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
Windows TX® [setx] AN RZRITL T, BIOBFRAZEETEEXT,

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

REBZHEZFERALULTCOATAZRETZDAZENOHMICOVTE., T 2BLTILKESVERELH %=
FEALTAWSSDKsEY —)LZJO0—NILICERET S,

JVWM S ATLZ7ONT A &2ERATS

JVM TE1T7E TS SDK for Kotlin & SDK for Java 2.x Tl&. X® JVM > AF L7 O/NT 1 &%
ELT, chsOT77A4IINOGHRELFEBAET 7 ZILNDSHARALEICEETEET,

« config 774 )L VM 2 A7 L7 O/NT 1 : aws.configFile
« credentials 77 4L DIREZLE : aws.sharedCredentialsFile

NBDTTFANDTTAIDNDEHZLEET S 12


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS SDKs& W —JL Y77 LY RAA K
VM AFALAZ7ONTAZBETRDHEICOVTIE, T #83BL TL £ & Lthe section called
UOVM 2 AT ALA7ONT 1 ZBETSHE, SDKforJavalx k., CheNATFLZ7ONT 1 %Y
71_:_ I\L-C\I\iﬁ/bo

IRIEZHEFEAL TAWS SDKse Y —)LZ20 O—/NILICERET

REBEZHIE. AWSSDKs &Y —I)L&2EATREZICREA /> a cRABEREEETDROEE
ERHELET, REZHBE, ROV MNEERTZEEX, BFE7O7 704 E2TF7F)LMEL
T—RNICRETIHERICKRILEET, FEAED SDK THR—RENTVIREZHOUARNIC
D2VTR., TREZHO—E, 2RBLTIEEL,

F7> 3> oOBEIEN

RELTHEFEALTRELEEETD L., B AWS config 8K U credentials 774/ ILRHRDOT
AO77A4)IASO—RENLEIXNTOEN LEEENET,

AWSCLIOXR Y RZAVTNIX—B2ZFEALTRELZEETSE, RN THIREZHE LR
E77A4L0O7O77A4LOVTIhADOEN LEEEhET,

RIBEZRHDRESE
ROBITE, F7ALROI—F—ORELBERET 2 HHERLET,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkulWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REZHERETDE, DIV 0RTHRET, TLBERICHDEZRETDRT.
ERATRENEEENE T, EREZINDOAR—RNTYTRAOVTRTRETDZET, EH
BCNASDEYSIIVTRENICTDZENTERT,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

REBLH 13
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C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

set #EALTBEERERETHE, BEOIYY ROV T hEY S a  ORTRET, =
FREBEROBIRETET, EATHENTEENET, setx £EALTRETRER
ETdE, BEOINRZ7OV7hEY23a>oBLUON Y REFTEICERTZDINTOHOIN
ROV a>THEATIENABREENET, chid, IV RETHICT TICET
EATVBHOITY R ILCRHEBERELEEA,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

BDBICRT RS I PowerShell 7OV 7 K TREZEHZREL LHER. BEOEY> 32D
BB TENMREENET, PowerShell BRIV R7OV7 MY a v ETREZSKZ K
FRICERETAICEK., [AMO=IUNZRIL D [ZATALAIT7Vr—>a3a>zER0 TEHEZR
BFLET, £k, ZH%E PowerShell Z7O7 7 A IIICEMT 2L, ZOEHESHOINTD
PowerShell EY > 3V ICRETE XY, REZHOREFERPThE Y I VETKRENICHET
BEMIZDOVWTIE, "PowerShell documentation (PowerShell RF 21X N #SBLTLKEE
Wo

#—)\— L ARBEBRE

RREICY-—N—LAT—FTI0Fv2EAITZEHE, REEZBEZREIZLHOMHOAT IV EH
WERT. AVTFIRE2TE, VTV RREBEECEAKIC, TOAYTFHFTRITENSZI-RICHLT
RBEDHEEZFEALTREZERERRLEYTIORALEN TR ZENTEFRT,

EzF, ZFEATSE AWS Lambda, IREZHEZEFERETEXTT, FHAICOVTEK., " AWS
Lambda FAROY/N\—HA Ry OAWS Lambda "RIEBZHOFEH ) 2B L T EETL,

H—N—LAT7L—LD—UTR, REBZEOTOT7ONAF—F—OT D serverless.yml 77
AL SDKIRIEEBEBEZRETED CENKLKHYET, O serverless.yml 77 AI)LICDL
THEHULE, ™M—N—LAT7L—L4LT—21 RFAXbO "T—HEHHZE, 2SR LTLEE
(A

H—N—L ARBEZHEEE 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings

AWS SDKs& Y —JL V77LYAAHAR

AT IREZBORELCEDXANZALZEATRIAICAADLS T, DT FHILEL2TFHNENT
WBENEHYET, LEAK, Lambda®d "EREFH TV ZALRBEEH, THHTATLDE

NBEETT, REZHBOLELECHBROBEICOVWTE, FALTVWAOYTFTORKXRFIXY
heZRLTEEL,

JVM 2 AT L70NT1Z#HL T AWS SDK for Java & &%
O—/NJLIZERE T D AWS SDK for Kotlin

JVM AT LAZONT A, P ZRE, VM TEITE N1 SDKs OFREA 7S 3> AWS SDK for

Java L RAHEHEIRET D HID A EEREML £ AWS SDK for Kotline SDKsy Z5BL T &
W, 777

F7> 3> OBEIEN

s WMZATA7ONT 1 Z2FEALTREZEET D E. REZEBTRON > EX,. £F AWS
configB & ¥ credentials 77 A J)AO7AO77A4 ) A 50— I\éh?"@?’)‘tiééﬂﬁ?o

- REZHEFERA LU TREZEETDE, HBEAWS 77 ( )configB & U credentials 77 4
IAOC7O774)LA50—RE 1’17‘:1'575‘J:§€‘c.“1’1$3'o

VM S AT LATONT 1 ZRET D HE

WM AT ATANRT A&, W< OHDBEETRETEERT,

ARV RZA42E

DAAYFEEALTIARY REFCHTEEZ, javadIY RSA VD WWM P RF AT O/

TAZRELERT, ROONY RIF, O—RADEZBARHICEZFELZVRY, IXTOH—EXR
DZATRNIRLT ZAWS V=232 JO-NILICERELR T,

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

BEOJIVM S ATLTONT A ZRETIHEN HDEEE. -DAMYTFEEREIEELET,
REZHZFERTS

AR RZAVICTIVEALTIVM ZHOCHLTT 7V T5—2 3> 2RI TERVEEE.
JAVA_TOOL_OPTIONSEEZHZMFERALTIOAN RZA AT R ETEEXTT, COTT

JVM S RAFA7ANT 4 15


https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html

AWS SDKs& Y —JL V77LYAAHAR

O—F&, Java 524 LT AWS Lambda Bz E1T0L Y, BHAK JIVM TI—REETLE
VIBIMRRATRIBEET,

ROBITE, - RADEZARNICLEZEELZVRY, IXTOY—ERIZA4T7>2 D &2 AWS
V=232 JO-NILICRELET,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REZWEREITDEERAIZENEEET N, TOERF I EYSIVFRTIRIL, T
ZHICHDENREENDETENTY. BREZINDAZ—RNTYTAVITRNTRETS
CET, ERECNAASOEY S IADTRENICTDENTEET,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

set EEALTRELEHERETSHE,. BEOIVY ROV TRy 3V ORTRET, &
EREHENOECREToET, BATHIENEEENET, setx £EAL TRELTHESR
ETdE, BEOIOR ROV MY 2 a>rBLOCIANY REFTRICER TS IXNTOIX
Y RZOYT Ry YA THEATHIEAEEEET, Chid, OV REFEI T TR
EhTLVBHOITY K T LCRFBERELE A,

ROPIUZRFTRSIC, System.setPropertyXV vy REFAL T, EFRFICI—RTIVM AT
LAZ7ONTAZBRETHEELTEET,

System.setProperty("aws.region", "us-east-1");

/A Important

SDK H—ERIVZA T N eHHILT R IVM AT LTONT A ZRELET, 5
LaWe, Yy—ERIVZATU NIEDEZFERTDAIEES B KXY,

WM RATFAZ7ANT A ZRET D HE 16


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx

AWS SDKs& Y —JL D7F7LYAAAR

AWS SDKs &YV — )l ZERALLELEET IR

AWSSDK 77U —2 a3 zlRTDEE, FLERFERATE AWSY—IILZERATZBEIE AWS
DH—EA, J—RFLERY-IORALEZEBILITDIVLEN HVYET AWS, AWS UY—ZAD
TOU0SALICERDTIOEAR, I—RAETENZRELEMNATRER AWS PUERIZIHELUT, &F
TERBHETHRETEERT,

O—7) (AWSHETREBEW) TRITEhDI— ROFBLEAT 3>

« 1AM Identity Center ZfEA L T AWS SDK &V —)LZRHTD -EFIVT 1 ORANTSY
T 14 A& L T, IAM Identity Center AWS Organizations T ZfAL T, IXTO ANOT I A%
EEITHLEZHEOLETAWS THUY N, TLI—H—%ZEKT S AWS IAM Identity Center
. Microsoft Active Directory ZfEfH 32 A, SAML2.0ID 7’O/N\4 & — (IdP) Z2EH T3 A, IdP
ZEBICTZIFL—23TEERTAWS THI Y R FEVDO U —2 324 IAM Identity Center
ZHR—KNLTVRAESH ZRFETSIZIE. Amazon Web Services £ 8D 7 7L VA @
TAWS IAM Identity Center T RIRA U hET 3 —2, Z2ZRLUTLKEEV,

« IAM Roles Anywhere Z £ L 7= AWS SDKS&:‘/ JL D FZEE — IAM Roles Anywhere ZfA L T,
ABTERITENDY—N—, AT+, P70T5—>308EQ0T7—O0—RO—EHNEEF1)
T 1 RAESRZE IAM THRBTEET AWSc> IAM Roles Anywhere ZfERA 32 IClE, 7—20—R
T X509 itAEZEATILEN BN ET,

« AWS SDKst Y — )L ZFBAET 2 120 D AWS FRELEHZHF2DO—ILD5EZ T - IAM O—J)L %5
EZTT. ThUADBERT IV EATEZRVWAWS VY —RIC—KRHNIZTIEATEEY,

« AWS 7Ot AFx—%FEHAL = AWS SDKsFREE — FIEHEAMEV, EEFAWS DY —A0OEF11)
TAVRINBEHAREEN HB2TOMOFTT a2,

AWS RIBNTETENZI—ROFBEAT7> 3>

O—RARTENDEAWS, P75 —2a 0 FRIAHEREBEBNICERATEDLRSICEYET,
BIZE, 77— 3> H Amazon Elastic Compute Cloud TTRARERTWVT, TOUY—AIC
EEMNFSshEZ IAMO—IIAF®H35E. RABREBBNICT VI — /E/T%UFH—I ElC/EV)E
¥, E#RIC. Amazon ECS £7-ld Amazon EKS OV 72 EA T 254, IAM O— )L OFRFER
Y N&, SDK OFRREHEHR 7 ONA A —F T — /’ci)lb'(ZI/Td’P\]'C?"éﬁéh%Zl RiC&k2T
BENICERBTEERT,

e IAIMO—)LZFAL T Amazon EC2 ICF7OA4E N7 7V r—>3> #2585 9% — 1AM O—
IEFERAL T, AMazonEC2 A VARV ATTF T Ur—>23a > aRL2lE2T7L %7,



https://docs.aws.amazon.com/general/latest/gr/sso.html

AWS SDKs& Y —)L D77LYAAAR
« 1AM Identity Center AWS ZEAL T7OTJZ AT EXVERYTBICE. ROFENF HYVET,
« AWS CloudShell AV —JLAS AWSCLI OX > REERITITSICE,. ZFEALET,

s V7KNDITHREF—LAFOIZTIRR=—AOIATRL -3V AR—AZHATICE
FAmazon CodeCatalyst; OZEAZKREISEE L,

DITR—ADTAFoOTATA—7TONA T —ICRDRBE - ENANEERFRITATMR—AD
DIJTFT—=3Y

TOCRBRBBETRENAANTTZVT—23 V&R IVZATOM—AODIT T )r—>3
CEERTRIERFAWS, JITIDT7IFL—23aVEGALT—RNKAWS X217 1533
BHREHNICVIIARNTRIRSICT7UT—2a2>%ZBELET,

JI7JID7IFL—>arvEFERTRE, DAZRLYA A O—REERLEYBBEOI—H—
IDZBELEVIRIHEBREHYEEA. TORDYIZ, FTVOI—H—E&, K<Hs5hTW?
S\ERID 'O/ 4 &' — (IdP) (fl: Login with Amazon, Facebook, Google 7% & @ OpenlD Connect
(OIDC) Bt IdP) ZFEAL THA AV THENTEET, RIAEMN—VVZZHEY, TOR—
U O—BNBREF IV T RIBERERBRLT, AWSOUY—RAZFEATIT I EAFA%Z
BEDO2IAMO—=)ILICYXYETTEXRTANS THIV K,

SDK £h@FY—IARETSIHEICOWTIE, "TJ 17 ID F/F OpenlD Connect THO—)L % 5| &
&H"C AWS SDKSt‘/_)I/EFVLa n.[Ea-éJ E*Ebf( EE (AN

ENALTFTVr—23a I L T, Amazon Cognito DERZH#1® L EF. Amazon Cognito
& ID70-—HA—&ELTHEL, I—H—0RDYICB<DTIFL—2aEEETVET, FHil
IC2WTE., TIAM1—HY—HA R, ® "ENAILT 7 JICK T S Amazon Cognito DIEA L 2SR
LTLEEL,

TOEAEEICET 2 FMIER

IAM 1—H%—HA RICE, AWS DY —AANDOT VLA ZZELICHHITILEOOUTOBEHRN GCEHE
nNTWVWETD,
« IAMID (1—H—, 1—H—4)L—7. O—J)L) - TO ID DEXREEHL FF AWS,

c IAMICEFREFIVTADRARNTZI9TAA—BERREBETLICH>TAWS 7T U T—
JAVERRIDIBIIRSNEEFIUT 1 OHRSERE,

Amazon Web Services € RO U7 7L VR IZIE, A TICET2ERANBEREBEBNI HVET,



https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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« AWS FREFBHOEBHELENE — AV —INTOAET7OATZLAT VL AOBAICEBTEZ TV
AF¥F—FA72a EEERBTSU9T1 A,

FIOEATBIAMTAFEYTFAT 422 Z—OEEE I IDEE (TIP) 7594 AWS OH—F
A

s TIP 7S94 %EFERALTICTI9EATAH AWS DY —EA-EEBTED IDOEBEYR—NT
% Amazon Q Business £kt —ERABOT7 75— 3> #ER L. AWS SDK for Java
Tk 2FEAL TVWBHEEIE AWS SDK for JavaScript, TIP 77504 &2 ERAL TRAZEE{L
TEET,

AWS EJLSE— ID

k., TTICAAEAWS 7HDU M LTWVWD, FERERTDTHMEOHZENE AWS EJLSE —
BRELERT, AWSTHUUN I, ERULEAWS UY—ZANAVTFELTHEEL, Thsol)
V—ANtEF 1T ERZRHLE TS, FI1—H—E2BAELTAWSEILZF—IDERLET,
EERALTHYAA42 AWS EJAZ—ID $5 &, Amazon Q X Amazon CodeCatalyst % & DB F &
V=LY —ERICTI9EATEET,

s AWSHA VA I —HA RO " THA A2 AWS EIIA—IDFT B - ZEKLTHEATS
FEAWS EILA—IDE, ELX—IDAREIZRNBICOVTHALET,

« CodeCatalyst ®#=: - Amazon CodeCatalyst 1—H'—7H4 RTH AWS EJLZ—ID -
CodeCatalyst TM AWS EJLA— IDOFERAFEIC OV THBLET,

IAM Identity Center Z{FFA L T AWS SDK &YV — )| ZFFET %

AWS IAM Identity Center l&, AWS (A E1—FT AV IJH—ERATT TV T—23 0 2HKTS
AWS £ ZEI(Z AWS RIERERMIZIHERFETT, LA, ChRO-NDILORARRREOLS
%€ MO TT, Amazon Elastic Compute Cloud (Amazon EC2) ® &M AWS UY—ATHEFELTL
%% A AWS Cloud9, KD WICEDH—EAN SRIABERZNBIZD_EEZHEOLET,

COF1—KNUTILTEE., IAM Identity Center 7 V2 AZHIL, AWS POV EAR—ZI & ZFEH
LTSDK F¥EEY—IAICERELEYT AWS CLI,

« AWS 77U tEAR=ZLE, IMTAFUTATAEVR—ICFBHTHA 423017
A7 —>32T9, URLDT7#—X Y M d-xxxxxxxxxx.awsapps.com/start, ik
your_subdomain.awsapps.com/start T9o AWS PO EAR—ZRIIZHA A4 TFTB L,

AWS EJLA— ID 19


https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
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TOA—HW—RAICREENELEO-INAWS THIUN E O-LERRTEXT, COFIETE.
AWS 7O tEAR—Z)NZFEAL T, SDK/Y—IIFA7OLACHEZREBEZRELET,

« AWSCLI Ik, O—RIC&K>TITHONEAPIO-ILIZIAMTZATFoTAT14 2R 2R
BDES5ICSDKFEERFY—IERETADEHICFERAEIET, CO1ERYOZOLATE, #E
AWS configZ7 ZA AN EFech, J—ROEFTEICSDK FEEY —IICK >TEAEIhET,

B TR SR AF
COFBEMATRHC, UFERTLIHBABN BUET,

« BVEBEIFEAWS THIOUN, AT YTLULETAWNS THO K,

c IAMT7ATFUTATA R E—ZFTEBMCLTVWAEVESEE. T AWS IAM Identity Center 1 —
H—HA R OFIBIEH D TIAMT AT TATAE S Z—ZB/MICLET,

IAM Identity Center ZFRA L TC7T O TS ALAILRD T IV EARAZRELEFT
ATY7T1 . TOEAZ®IAL, BUBRTIVEAFTEY h2BRLULET
AWS BREBRICT VAT I, ROVWThAOHEEZBRLET,

IAM Identity Center @ED T IV AZEIL TVELEA

1. AWS IAM Identity Center 1—%'—7# 4 R® "F7 # )L b ® IAM Identity Center 4 L O~ %
FEALTA—Y—T7IOtAZREITS, FIEICH>T, I—H¥—=EML, EEEERZEML
9,

2. T2Vt AAdministratorAccessHFatY N, BEORARICEFEALEVWTIEEL, Kb
VIZ, BAENANCOBEWNDOEHICHAR LPowerUserAccess 77 EAZFTEY NZEERL TV
BZVWERY, BRIERSNET IV EAFTLEY NEERATR 28O LET,

BLUF7 #J)L KO IAM Identity Center 4 LO NV TI—H—T O AZBETHFIEZBE
RITLEITH, SERRXOBREZITVLET,

e Admin team TN —T7%ERTBDROYIZ. Dev teamT I —T%ERL. TDEIhEF
JECEBERZIET,

s BEOI1—YY—%2FRATEETH. TOI—HF—%FHLWiev teamT I —7ICIEBIMTEDHE
NFHYET,

BIRSRAF 20


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html

AWS SDKs& Y —JL V77LYAAHAR

TVt AAdministratorAccessiFA Y NZERTIRDYIC, 7ot
APowerUserAccessiHAl Y RZERL., TORCIZFIETEEHRAET,

TTLES, ROEDHYBETT,

« Dev team JI—7,
« Dev team T IN—TICT XY F&E hi-PowerUserAccess7 UV EAHFA Y K,
« 1—H¥—H"Dev teamZ )= ICEBIMEhEL /=,

3. R—2IEERTL. BEYA>14>L T, AdministratorEhiE O AWST7HTOU KN BKY
F7>a2 &L EIPowerUserAccess, Y —JL/SDK Z{#F 9 dPowerUserAccess& &
I ZBERLFET,

ERFEHNEEBEITS7IFL—FT 1Y RID 7’O/VA & — (Microsoft Entra X> Okta & &) AWS ' 5 I
BRICTOEATES

ID Z7ANA A —DR—FILAWS S ICHA A2 LET, V5T REBEN 1—H—
PowerUserAccess (ARE) L7V EAFAZFELTVRIFERE. TUOEZATES AWS 7HY
VN ETOERBFALRY MRRENET, 7IOEAFTEY NOBRIOHEIC, TOT IV EAHFT
Y REFEALTTAHADNCFEHFREFTOTSATT IV RARATRD AT AN RIENETT,

NABLRETR, TUORLAHFALY NENFEBRDIBE, TVARVUIVANERBRZGZENIHYE
T EOT IV EAFHTEY hEEATAELIVADASBVESR, ITF-—ALCHBLEDELE
=L,

BRAXHN AWS EETZ TV EAR—ZI AWS 5 ICBRICT IV EATES

AWS POEAR—ZRILAWS S ICHA A4 LET, VT REEENS PowerUserAccess
(FAREB) TV EAFTEREENTVSREEE. TIVEAEOHD AWS THI N ETOEAFH
ALY MRTRENET, POCAFTEY NOBEIOH#IC, TOTIAFITLEY N2FEALTT
NIOVKNCFBEREGTOVSATTIORATRD AT IaUNFRRIENET,

ERENEEIZ7ITFL—TAYRARZLAID Z7ONAMA—AWS ZBL T ICBRICT VA TE
%

HR—KNIDOVTR, ITF—ALLCBBAVELESLEZV,
AT Y7 2: 1AM Identity Center ZFA T AL SIC SDK &V —ILZRELET

1. RARNIVICEHO AWSCLIZA AR —ILLET,

IAM Identity Center ZFEFAL T OV S AICKD TV ELAZRELET 21



AWS SDKs& Y —JL V77LYAAHAR

2.

3.

5.

a. "AWS Command Line Interface 1—%—H4 KRy ® "TAWS CLI OF#FH/N—>3 & A
A=) ELEEFHFLET, o ZSRLTLSEETL,

b. (FA7>32)AWSCLIAEELTWAZEE2HRTSICE. AN ROV NERE,
aws --version N RZE{ITLET,

AWS POEAR—=ZINICHA A4 LET, COURLIF, ERAEALASEMEhEY, TR
TYT 1 TIORREEITS ORICEX—ITRELLEYIZEEN HBYVET, TS5THEV
BE k., https://console.aws.amazon.com/singlesignon/ MR Y > 17R— RTAWS 77 AKR—
X)) URL ZEDWHERT,

a. AWSTIOEAR—ZINO THIVKNZRTT, BBIDBELOTHONEERLET,
I—%—0O—IFRRENET, P7OLAF—Z2BIRL T, ANV RT A HORIER
FEREBYET7I7ELAHTEY NAOTOTSALAICEKDTIOELAZREBLET, BRIERS
N iz PowerUserAccess st/ Y NZFEATRI A, LRI —ELKBEEARAENHAR
DEDHICERNMFIEDHTZBRAIAEHICERLFATEY hEFERAL TS EETL,

b. [RIBHROMB HAFOYRY VAT, ARL—FTAVIY AT LKL T, [MacOS &
Linux] & 7= l& [Windows] Zi®#iR L £ 9,

c. [IAM Identity Center FREEfEHR] XV Y RZEIRL T, XROATY 7ICHEX Issuer URL
& SSO Region MEZEBLET, 7F:SSO Start URLIX EHBMABH ) £ Issuer
URL,

AWS CLI N> RZ7OV7 NT, aws configure sso N RZEERITLET, 7OV b
FRRENLES, BIORATY T TRELEREMB/ZEALLET, <O AWS CLI IV ROFEM
ICDWTIE, aws configure sso "DAH—REFHALTITO77AIERETS ) B#SR
LTLKEEL,

a. 7O2Y7 K~ IZSSO Start URL, THUBLEZANLETIssuer URL,

b. [CLIZA7Z7AIINRBIUCE. BRBEIC#####EANTDEZBE8OLET, F7FIL R
Ao (BEHE ) Z7O77MILERNICHETIRBEREZRET S HECODVTR., 7
A774)1 Z5RBLTLEE,

(FA7232)AWSCLIOXY Y R7AOY7MT, aws sts get-caller-identity ON > K

EROULTTFOT4 75wy >3a> D EBERLET. LARV AL, FREL £ IAM Identity

Center PV ALY RAKRTEhBRETTT,

AWS SDK 2L TVW35HEEF. ARRIRTSDKADT 7V Tr—>3a>2ERLET,

IAM Identity Center ZFEFAL T OV S AICKD TV ELAZRELET 22


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso

AWS SDKs& Y —JL D7F7LYAAAR

a. —&B® SDK Tk, IAM Identity Center FRFEZ A T2 EIIC. SSO X SSO0IDC & ENIE
N T—2%TF7)5—2a 2 ICEBMTBIHLENHYYET, FHAIICOVTRK, BEEPE
SDK 2L T &\,

b. NOFT IV LAZLAICEREL TWSEEIF AWS, #£8 AWS credentials7 7/ T %&
BRELEIAWS 7O EAF—, BIAEHBTONAA—TFI—%Z8HEIT S BRIEMICK
V), SDK £7&EY —JLA" IAM Identity Center OFREIEHRZ R T2 HIC, BNRIIEHRE
INXNTHIBRTDHEN HVY)ET,

SDK &Y =LA CHREZFEAL CRIAIMERZEZFASLVCEMR TS HEICOVTOFMIE., "TAWS
SDKsEY— LD IAM T AF T AT 14 2—BAOMBREE #SBLTLEEL,

HHBconfig?7 7 4 )L T IAM Identity Center Z7O/NA X — R EZBERET DI, CcOHAR
M IAM Identity Center Z2aEEHR 7 O/NAFZ— T3 ZSRLTLKEE L,

R=BILTOEAEYZ A2 OEH

TOLAGRKWICHRINICEY), SDKELRFY —IITRIEIS—HFRELET., COEMER
B, BELEEYSAVORESIZKI>TERBYET, BEIIRUTTIVERAR—ZILEYS I3V EH
EEHTSICME. AWSCLI ZHL T aws sso login AN REETLET,

IAM Identity Center 7 7 ZAR—ZIINOEY > IVHBET IV AFATEY NOEY 2 I HEOE
FRERTEXRT., chil&klY), AWSCLICFETHSA VAV LEITHXEN HAXRTICO—RZR
TTEDIHEIRSBYET, FHHMICOWTIE., TAWS IAM Identity Center 1—H'—H A R:a DL
TOREY ZZZRBLTLSEEL,

* 1AM Identity Center £Y > 3 VB - 1—H—HA AWS R—ZRI)IZT IO LATHEY > 3 OHE
ERELET
TOERAHFAEY by a B -ty >3 HEZRELET

AWS SDKs&Y =)L D IAM T A T2 T4 T4 2 X —FFRE DR E

IAM Identity Center @ B3iE 18

LT ORAREE. AWS IAM Identity Center® BERICH DT O ALREZBERIDDICKILBEET,
AWS SDKAPIs ® RF 1 X MNTlE, 2hs OFREBZD—EBIC IAM Identity Center £ IFEZ D H
MZEFEALTVET, BADBFHZEH > THKERICUBEET,

R=BILNTORAEYZ I OEH 23


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html

AWS SDKs& Y —JL

V77LYAAHAR

RDEREF, BIBOMEERRZRLTVWETD,

IAMT7ATF>T4T741 SDK APl ® & &l
X—DOAHE]
TFAFoTATAH2X— SSO

IAM Identity Center 12/Y —
L

B>V

AWS 7 7t A R—2)L URL

IAM Identity Center 7 7 2 A ity >ar
R—2I)IEYvZa>

TOEAFAREEY > 3>

%I:I

B

AWS Single Sign-On @ & &
FZEEETNETH., ssoAPI
ZRZEE TNERMED LS
ICTDERMZRITFLET, F
MICOVTE., TAWS IAM
Identity Center 1—H—H 4
K1 @ "Whatis IAM Identity
Center (IAM Identity Center
tR) #SRBLTLSEETY,

SOINTA I DOEREI
ﬁm?éj\/y_)l/o

IAM Identity Center @
THIVKNI—ED
URL ( https://xxx.awsapps.
com/start X&), IAM
Identity Center Y 1 21 >
RALEREFEAL TIOR—
FNCHAA2UET,

REENIRTZ-TIOEA
N—U2ZRBTERT,

SDK A" EZBEIIC AWS D H—
ERXABUOHLUICERTS IAM
tv>al, AXEERRT
F, cOtEY>arHFERLT
MM—-lltvy>3ar, eFE
ndZENBYET,

IAM Identity Center FRFEZ 29 3

24


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed

AWS SDKs& Y —JL V77LYAAHAR

IAMT7AF>oT4T41> SDK API O & i EAL]
X—DEZH
TOEAHFAEY NEAEEHR  AWS REEER SDK A EEAED AWS O
H—EABUOHL FICTNX
sigv4 FBAL1EHR T D sigvd AWS OH—E A

HOHL) ICERICERTS
WALER. NN BKERT

., cOtEYv>aUHELT
TO—)LFEREEEHR. EHEN

BLENDBYERT,
IAM |dent|ty Center %El—l:'fﬁiﬁ SSO & nIE F$E7 D/\’f@ - B nJ-.E F*E(DHY jj_/f ( ﬁ%
7ON1 54— REIZIIVZARED 21— )L
BE),

O SDK FRRLIF MR ZEFET D AWS DY —ER

IAM Identity Center APl l&, RT7Z—Kh—0 2 OFEIAEHREZ sigv4 OFFEEFEHRERBLE T, F&
A E AWS O —E R & sigv4 APls, Amazon CodeWhisperer X ZED VWL DA OHIAA H V) F
9 Amazon CodeCatalyste AT Tk, ZNHLTTF7UT—23 20— ROBFEAED AWS OH—
EXABOHLZESR—NTRLHOFMBHRHARTOEZAICOVTBHAL FT AWS IAM Identity
Center,

AWS 7O EAR—ZIINEYZ 3> ZHHKETS

3., RiEREFEALTEY A VICHMI 4 LET,

« AWS Command Line Interface () T aws sso login N> RZERALUEFITAWSCLlL, 7&
TATBEYAaUNFELEZVGEE. FL LV IAM Identity Center v > a U A BIBE N E
T

s FILLWEYZ 3 ERBITDE, IAM Identity Center A SEFR—V 2 ET VAN =DV &Z T
BV &ET, AWSCLIFh, FESSOF+YZ21JSONT77AINEHFLVWFIEAN—DOEEH
N—2>TE#HL, SDKs THEATEDLSICLET,

« POTATREYSZIAVUNITILHZBE, AWSCLI OXY REEEFEOEYS 3> ZBRAL,
BEOEYZ I VOEMERININD ECICHRIINICEY) ET, 1AM Identity Center =Y = 3
VORESERETDHEICOVWTIE, AWS IAM Identity Center 1—H'—H 4 R "1 —H—0
AWS TOEAR—ZItYy a2 0HBZRET S 2SRLTEZL,

IAM Identity Center R BT 5 25


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html

AWS SDKs& Y —JL V77LYAAHAR

c EICHA ATV ERZFS TS, Ev2a>ogAEEA 0 BEICEREAEL
o

SDK #" AWS OH—E A WO H L OFFREEHRZIGE T 2 5%

SDKsld, W—EARZEWLISATUONATSIORNEA VARV AL AWS DY —ER 2 EEIC
ANDTIVLERAERMLET, HEAWS config7 ZAIORBRLEZZ7O7 74 IUN 1AM T A 7>

TATAE Z—ORAEREABICHRECNTVWIEE, AIMT7AFUoTAT122—%EH

LTT77VT—> 3> 0FAHER SBRENET,

« WALBHRBRTOLARK, ZVRALLCITAT U RNIERENDEECRTLET,

IAM Identity Center DS > F L4 A > A &ERL T sigva APl ORIIERERBT B 50, SDK
(& IAM Identity Center D7 VAN =02 ZFEALTIAM Y23 ZBEBLET, O IAM Y
2AVETIVERAFAREY MY a eEHEN, IAIMO—)LZ5|E% (1% & TSDKAWS AD
TOEAZRHLET,

s PUORAFTEY hOtv < a> A IAM Identity Center DY 2 a BB & IFIRI L TERE
ThET,

s TUOERAHFAERY NOEYZ IVHBAZRETSHZEICDODVWTE., TAWS IAM Identity Center
A—H—HAR, O "Ly I HEORES ZRLTIEEL,
s TOLAFTLY NOFRIABRIF., FEAED AWS SDKAPI RF 1 X NTAWS IR E
sigv4 FRAIBHREEFEND ZEITFEL TS EETL,

TOEAFTEY NORIEERIE. IAM Identity Center APl @ getRoleCredentials N\OFEUHL A S
SDKIZIBENET, SDKDIZAF U RNATZTONE, BlEZH AL IAMO—-)LZEMAL TAWS
NDH—ERX, THIONAONTY NZE—BRTRTBDELSIC Amazon S3 ICIKFET A E, Z2HUH
LET, 94T URNATSIORNE, POERAFTEY N2V 23V 0BEMHERNITINDET, T
NSOTI7EAFALY NRIHFHREEAL TREZRITZDCENTEXRT,

Yy aOEMHREE EH

SSO h—=0 > 70ONAZ—RE ZFERAT 5SS, |IAM Identity Center A SERBL = 1 BEEMOT
DEAN—=DO2 &, EFN—U2 2ERLTEHBNICEFRFRENET,

« SDKATIEARN—Y > EFEALLSELEEELZOTIEAN—I 2 OEMERF TN TV
ZIEE, SDKRREHN—I > 2FALTHLLVWTIEARN—9> OBEBERAET. IAM Identity

IAM Identity Center R BT 5 26


https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html

AWS SDKs& Y —JL V77LYAAHAR

Center I&. E# ~h—%2 > % IAM Identity Center D7 V2 AR—Z IOy I HBELBRL E
To EMRN—U 2 OBMHEBREN YN TWEWES. IAM Identity Center FBIO T VAR —9 2T
HELET,

c COTIVEAN=DI2E, BEOIVZATNOT IV EAFAEY Y>3V ZEHLEY ., #F
LWIOSATRNORABRERALIEVIDLEHICEATERT,

=7 L. IAM Identity Center 77 EARAR—ZI)I Y a > OEMHERIINZD E, HILLWTFIER
R—=O R fREEhELA, TOLSH, TOEAFITEY NOBMHBEREHFTEELEA. BFOY
FATROFY Y 1ENLETIOEAFTRY MY IVORENFZALTINIBDE, BN
HRAYNET (FTIOERRELXDNET ),

IAM Identity Center v > a > OBEMBRITINZ EIT<IC, HFLWISATUORNEERTZI—R
FEREEICKBMLET, chid, PTOEAFITEY NOREBHENF £ +r+v2 12 hBzVWeHTT, BW
BTFIORCARN=DUNBSNDET, I-—RTHLVISA T MNEERL Y, REEHRHRHERTO
EAZRETLEVTRERTEEE A,

it&bét SDK LW T VLAY NBILEHRZEXEL TH5E, SDKRETHEMEEE

HRAEHRZEBFEL, TS ZFEALET, chidF, FIABHEIFHFLLVWISATOROEDOD,, SR
F‘%ﬁ@ﬁ MERAINIEBREOIVSA T ROEON ICERESBERAEINET, RIABEHEIROHS
BV, FEEEMTHVIEES, SDK & IAM Identity Center APl Z OV H L TH L WEREHE R & BB
LET. API ZHVDETICE, FTIOEAN—OUHFYBETY, PIOEBAN—TOEMNHRIYINT
W54, SDKIFEFN—U > #FEAL T, IAM Identity Center Y —E AN SFHLWF VA ~—
DOERMBLEDIELET, O KR—2U2IF., IAM Identity Center 7O EAR—XRI)ItEv>a>ng
MR TV EBEVSEICRAEEhET,

IAM Roles Anywhere ZfEf L 7= AWS SDKs& Y — )L DF2E

IAM Roles Anywhere ZfFAL T, OAIPTRITE D H—/N—, A0FF, F7V5r—>3>
BREQOTD—o7O—RO—BFNZEF1 )T 1REEHZ IAM TEETERT AWSO IAM Roles
Anywhere ZERT2I(C1E, D—I0—RT X509 SIAEZFERATISLEN H')ET, IAMRoles
Anywhere ZRRRHIEHB7ONA T —E L TRETDIDICHERIMPELE T TAR—NF—R, 757
REEENBEHIDIMBENF HET,

AT Y 7 1: 1AM Roles Anywhere 25X EL £

IAMRoIesAnywhere(,?.* NDAIBTRITENZDTV—VO0—REFLF7OLAD—BHRERIIEHREZE
B35 EZRHELET AWS, FABBEEDOBTRSIARNT O A—HRIUIEh, BETS IAMO—

IAM Roles Anywhere 27



AWS SDKs& Y —JL D7F7LYAAAR

LO—BHNBRIRHREMBTEEXRT., cOO—J)LIk, Od— KA IAM Roles Anywhere TEREEE 11 %
EEICD)—OO—RAFEODT7IOELAFANERELET,

NSANT7>HA—, IAMO—)JL. IAM Roles Anywhere 7O 7 7 A )L &R ET B FIEICOVT
l&. 1AM Roles Anywhere 1—%'—7H 4 RMAWS Identity and Access Management "Roles
Anywhere TORNZARNT O A—ETOT77AIDERL BSBLTLSEEZL,

(® Note

"IAM Roles Anywhere 1—%'—H 4 Ky 707 7 14L&, 1AM Roles Anywhere H—E X
AOIMEFOBMEZELTVET, HBE AWS config7 74 IIADZ7O7 7ML EEBERD Y
Tt A,

AT Y 7 2 : 1AM Roles Anywhere O

IAM Roles Anywhere &' 5 —Bfy =+ 1) 7 4 FEREERZEE TS ICIE. IAM Roles Anywhere (2
RAEEHMAILN—=Y =)L ZFERAL T EEV, ZOREEERY —ILIF IAM Roles Anywhere NOE
%7Dt1&§ LET,

WEEEBAIN—Y —)LZ2X o> O0—RIBFIRICDOV TR, IAM AWS Identity and Access
Management Roles Anywhere 1—%'—74 R® "Roles Anywhere " S O —BHBZEEF1 )T 15
AEEMOEE) ZZRLTLKEZV,

1
cd

AWS SDKs & T IAM Roles Anywhere O —B B+ 1 )7 1 FREARHRZFEA T S AWS

|, %58 AWS config7 7 4 JL T credential_process REZBHK L FJ., SDKs & &, »
w.,\nEcredentlal_processL{Eﬁﬁ IO ARIEEHRONAAX—AWSCLI Z2HR—KNL FE
9, credential_process ZFRET S —BWBBEZUTICRLET,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

ANIWN—Y—)L® credential-process N> RiE, credential_process &XEE E#MEDH
PF%E JSON R T—HMBRABERERLET, ANV RBLEZENSTUHAEENATVERTH,
REBICKTUEZ—AAT7HFEENATVRCEICFELTLKEETV, AV RICEATONTX—2
HFRBBEERYET,

« private-key-UJIANIBELETZAR—NEF—-AND/NA,

AT Y 7 2: 1AM Roles Anywhere O 5 28


https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html

AWS SDKs& Y —JL V77LYAAHAR

-« certificate - SEFAEAD/NA,

« role-arn- —FHNEFRIAFERZEEIS0O0—/L DO ARN,

« profile-arn-EBEEhEO—-ILOIVYEL T %ZT570O07 7 4)L 0 ARN,
 trust-anchor-arn-FELEATERZARNT>H—0 ARN,

V7V REBER, SABLETTAR— N F—Z2REIIVENfHYVET, 3 2O ARNEREITNT
AWS Management Console 5 IAE—TE& &£ T, XDOBlE, ANILN—Y—)LH 5 —RKHZFEIAER
ZHBITADRSICERELEHE config 774 I EZRLTVE T,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

F723a2VONTA—REFTOMOAILN—Y—)LOFMIC OWTIE. GitHub ® TIAM Roles
Anywhere FREEIEBAIL/N—1 ZSBL TS EE L,

SDK BREBHMAE7OEARIBER7ONAET —OFHICOVWTE., COHA RO "0t ARE
WIONAA—1 #ZSBLTLIEEL,

AWS SDKs&Y — )L #2180 AWS HifEwmREF>O—)
N5|EFF

O—JITlk, MOAETRETIEATEBZVWAWS UY—ZAANDOT I AL, —EBWEEFIU T4
RIMEHROEY NEFERATIVLEN HBDELET. cnsO—RKWERIMERIE. 7OEAF—
ID, >—OLYRNT7IOLEAF—, BXRTPEFIVFA M=V TERENTVWET, AWS Security
Token Service (AWS STS)API U T ANDOFMIZ DOV T, "AWS Security Token Service API 1)
J77LAI 0 "o a3 #22RBLTLKEEL,

O—)%Z5|EZFDKDICSDKFELERKY—IERETDICIEK, FITEIZZTH2OLEHOEE
OO ZERELRFBETIHENf GVET, IAMO—J)LIEE, O—JL (Amazon VY —AX—A
(TARN, )T—EILEBAEhFET, O—LERHOI> T4 T4 EOEEBERERILET, O—)
EERAIZIEECAEIVTAT14 . AWSOHY—EREERHOIT14T57 1 THDAHEE
FHYVETAWS THOV N, O—-IILOEREFERAOFMMIODVTRE., "AMI—H¥—HA1 R, D
"NAMO—)LZzFEAT2) 22RL T EEV,

A= o&EIVHT 29


https://github.com/aws/rolesanywhere-credential-helper#readme
https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

AWS SDKs& Y —JL D77LYAHAAR

IAM O—=I)LAEEEhDE, TOO-IUALSEFEENATVWREHEE., ToO-)ICE>THRHEEZL
HEREZFERITAELSICSDKELRY —IILEZBRETEET,

(® Note

A[RERRPRY) VU —2a T RIRA U N EERAL, BRETDCEN AWSRARNTSSOT 4
ATTAWS U—>3 >,

IAM O —)L o ## 7%

O—)LZ5l22F2EIC, F—BNZEFIVT(FRBEHROEY N AWSSTS ZIRLUE T,
NS OFABE®E. BIOT7O77A4), £LEOA—RFERTEATVRA ARV AELEIAY TS
b‘bHSl ENhET, BE., CORXATDOEIEZHE. H2THI MO AWS RBAIFEHRZR > TV
A TTVTr—=232 HFROTHIV ROV —RAICT VAT RHBEN HRIHECEAENET,

ATYZ7 1 IAMO—)LZRET S

O—)%Z5EZF2L5ICSDK XLRY—ILZRETRICE. KIEIEZH20LHORBENO—
LNeERTRZERETILEN HYET. IAMO-)LIEO—)L "TARN, ZFEAL T—RICHEBEh
T, O-LRRIDIVTATAEDEREREZRIULET. BRI THAV MNAXREEVOART A
DORNTOEARTY, FMICOVTE, "IAMI—%—FHA R, O TIAMO—-IILOEK, 2R

LTLEEL,

ATYT 2.SDK EF1R@Y—IILZRET S

credential_source £l source_profile A SRIABEHRZMEBE T DL DI SDK TEIEY —
ILERBRELET,

credential_source ZEH L TAmazon ECS 277+, AmazonEC2 A VARV A, £ERIRE
BN SHRIAEHREZRMELET,

source_profile ZFALTHOZ7O7 7 A ILA SERAHEHRZEIEBLET, source_profile &
T, O=—NILFIAZT0EHR—-—NLTVET, O—-IFIAZ20JLF, 5l1ZZ2FEO0-)L%
FoTHloO—)LEZ3EZT23707 74 IILOREREETT,

TO77A4INThEZIEETDE, SDKELERFRY =N EBEBHICKETS AWS STS AssumeRole
APl J—)LZTVWE T, O—I)Z5| 22T —RKNLRIEBHRZNMEL THEATSICE. £F AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html

AWS SDKs& Y —JL V77LYAAHAR

config7 ZA L IZCRDOBREEZIEELE T, ChSOREOFMAICOVWTE, "TO—/LFEEIEHRT
ONAE—%Z5lEZFFET) 2ZRLTSEZ L,

« role_arn-ATY 7 1 THEREhEZ IAMO-)L

« source_profile £ l& credential_source DWIThAZERELFT
« (#7223 >)duration_seconds

« (7> 32)external_id

s (7> 32)mfa_serial
)

s (A7<32)role_session_name

ROBIE, config HBT77AILAD 2 205IEZRFO-IINATSIVOREZRLTVET,

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

INTOEZZFO-ILOFAEBTR7ONA A —OREOHMICOVTF, COHA RO TO—)LFE
AEHR7ONA A —%Z5|2ZTET, 25RLUTEEL,

7T 7 ID £7I& OpenlID Connect TO—J)L%& 5| & Z(+T AWS
SDKs&Y — )L ZFREET S

O—I)TE, MOBFETETIVELATEBZVWAWS UY—ZAANDOTIEAIL, —BHRBZEFIUT1
RAEHROEY N2FERATHIMHEN HBBDELET, chsO—RNAFRRIERE. 7OEAF—
ID, >—9JLYRNTFIEAF—, BXPEFIVTAMN—TU2TEBRENTVET, AWS Security
Token Service (AWS STS) API U T A NDOFMIZ DOV T, "AWS Security Token Service API 1)
J77LA2 0 "o a3 22RBLTLKEEL,

O—I)%Z5|EFF3L5ICSDKELERFY —ILEZRETDICEK. FTEIEZTH20LHOEE
OO—ZHERETLERIBETHIHEN HBYVET, IAIMO—)LIE. O—JL (Amazon VY —AFx—A
(FTARN, )T—EICEBAEhET, O—LRBGBHOIVT AT EOEEBRERILET, O
EERATRZEEENEIT4T14 1k, 771D 70O/N4 X —, OpenlD Connect (OIDC), F ik
SAML 7IFL—232T9, IAMO—J)LOFMAICOVWTE., IAMA—H—H4 R0 "O—)LZ5|
ERIBHEI BBRBLTLEE,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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SDKTIAMO—J)LZBEL &, ZOO-LANID 7ONA A —ZEEITRLSICREETN TV
HZaElk. —HHNE AWS FRIMEREZMB IS HIC, TOO—INZ5|EZTHKRSICSDKZEESIC
RETEFRT,

(® Note

A[RERRPRY) UV —2a T RIRA U N EERAL, BRETDCEN AWSRANTSSOFT 4
ATTAWS U—>3 >,

JDITTAFTT 4T 14 F7=IE OpenlD Connect TO 7 T FL—>ar

Login With Amazon, Facebook, Google % & ®M/N7' U Y - 1D 70O/N4 & —0 JSON
IFR—4 (JWTs) ZERALT. #EALT—EHNZ AWS RIBEEERETE S

F AssumeRoleWithWebIdentity, ERAAEICK 2 TR, ChS5D IWTsZ ID h—O 2 FEET
DHEAN—D 2 EMV'ET, Entrald X PingFederate &M OIDC OBREZTONIJILEEBRMEDH
%D 7O/ H— (IdPs) A SRTE NI IWTs EEATHCEETEET

Amazon Elastic Kubernetes Service 2R L TW3 B4, COMEEZFERA TS &, Amazon EKS &

SAR—ADHY—EATHIRIEICERD IMMO—-ILZEETEET, 0 Kubernetes #aEld
JWTs ZRY RICEHLET, JWT &, —B% AWS SRAMEHRZEE T2 -0 IC CORIEHR O
NAZ—=IZ&>THEAENET, D Amazon EKS DEREDFHMIC OV TIE. "TAmazon EKS 1—
H—HA R, O TH—ERAT7HORDIAMO—)L, Z28BLTLKEEV, EEL, KV Btz

7’2a>eELT, SDKAYR—KLTVRHEIK, V) IC Amazon EKS Pod Identities ZFIF 9

DLEBEBHLET,

ATYZ7 1 ID7ONA A —E IAMO—I)LZ2EET S

AP EDTIFL—2a &R ETDICE. IAMID Z7ONA X —&FERAL T, AEBIdP &7 D
EETE AWS ZBHLET, ChiCkY, AWSTHIU KN EAZBIAP OB ICEENBILIENET,

FREEIC JSSONJI 7 R—9> (UWT) 2EATHELSIC SDK ZRETDHIC, £ ID 7ONIMH—
(IdP) EZNICT VAT R LEHICERAET D IAMO—ILEZRETIHEN HYET, ChSERE
I2ICE, "IAMI1—H%—HA4 Ry ® "2 OpenlD Connect 7T FL—>3a > AOO—)LOE
B (O>V—=))1 #BRLTLIEZ,

ATYT7 2:.SDK EF12R@Y—IILZRET S

AWS STS SBEEIC A S JSON I 7 h—9> (JWT) BEATBESIC SDK £k Y —ILEBREL
=7,

DITTAFT 4T 4 Elk OpenlD Connect TH 7 TFL—3 3> 32


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
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ZJ7O77AINThERETSDE, SDKEERY —ILEXIET S AWS STS
AssumeRoleWithWebIdentity API =2 BEMICETLET, VI ID7IFL—2arv%E
FALT—BNERMEREMEBLTERATSICE. B AWS config7 7L IILTROREEEE
ELET, cNSOREDHMICOVTR., "TO—-LRABERZ7ONAA—%6|EZHET, 2SR
LTLKEEL,

« role_arn- ATY 71 TERENEZ IAMO-)
« web_identity_token_file-#AZp IdP 'S5
« (#7°>32)duration_seconds

s (7> 32) role_session_name

JI7 DEFEALTO-ILZ5ZZ1% configRBE77AMUREDOHZRICRLET,

[profile web-identity]
role_arn=arn:aws:iam::123456789012:role/my-role-name
web_identity_token_file=/path/to/a/token

(® Note

ENAIINT 7V =232 ICx L Tk, Amazon Cognito DEFAZ H & L EF, Amazon
Cognito l& ID 7O—H—E LU THEEL, 1—HF—RDYICZK DT IFL—aE#E
ZTVWET, L. Amazon Cognito ID Z7O/NA X —I&, 4D ID 7ONAZF—D &S I(C
SDKXY—)LOATZA7ZVICREENTLVEL A, Amazon Cognito API IZT7 VAT
Bl SDKELERY—=ILOEI RELFEZ A7 S5 1JIZ Amazon Cognito H—EAIZ4 T
VhEEHTLEETV, AWS SDKsAmazon Cognito RO Y /N—HA Ry @ "1— R4Al,
ZSRLTLEEZL,

INTOEZZFO-ILOFAEBTR7ONA A —OREOHMICOVTF, COHA RO TO—)LF
AEHRZ7ONA A —%Z5|2ZFET, 25RLUTEEL,

AWS 7Ot AF¥—ZFERAL 7= AWS SDKsFREE

AWS 7O tA*—DFEAER., AWSSDKseY — I ZEATRHBEDRANDA T3> TY,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
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RBORAFHRZFERALET

Y2 a HEORVAT a3 2EATSICIE. IAM Identity Center Z £ L T AWS SDK &Y —
I ZRiAT2 Z#FEATEIRSICSDKELRFY —ILZRETILEZBHOLET,

121U, SDK RV —I)IL O —KERLIEHMZ EREREIT A HECOVWTR, "EHFIERZER
L 7= AWS SDKsgal1 ZZRL T<IEE L,

RHAFRELIE 2R D £

/A Warning

EXIVFTAVRVERBITZ LS, EBEAVINIITORRPEBOT—2ZRSEE
. IAM 1—H—ZREEICEALAVTSEE VL, KD ICZ, AWS IAM Identity Center 7 &
OID7ONAA—EDT7ITFL—2a>vzFERALTIEEL,

BOT7 O tAZEETS AWS THUU b

EFIVFTAORANTZTOFT14RAEL T, IAM Identity Center AWS Organizations T Z R L
T, IXTO DTV EAZERTBHEEBEBOLET AWS THUY b FHAICOVTE. TIAM
I—HY—FHARI D TIAMTOEFIVFTARARNTSIVT 1AL Z22RLTLKEEV,

IAM Identity Center T1—H—%4#EK T 3. Microsoft Active Directory ZEH 32, SAML2.0ID 7°
ONAZ— (IdP) £EA TS, £EF 1P ZERIC 7 IFL— 3 FBCENATEET AWS 77
IR, hsOTF7O-—FOVWThAZERALT, I—F—IC TN BA A OIVARUTL
VAZBRMTEFRT, T, ZEXRFEL (MFA) ZEBAL., AWST7HOU N 7O EAIC—EWARR
AFREERATRDEETEERT, chFIAMI—HY—ERGRERYET, IAMI—Y—F, #ET
ZH5RHENARRIERTHY ., AWS DY —AICRTBEFIUTA VAN ESED NN BV E
£

B RRYOAREBEERAD IAM 11— —%2EKT S

ZHOHTERTZIESEAWS, TANIAMI—HY—%ERL., ThEFALTFI—NUTILEZE
TL., FEHITZAWS ENERARDZCENTEET, FEFROENERBERZFEAL TEM
BHV)ECAN, YO RRYVAREBEUATREEALBVCEZHHSOLET,

LTOI1—AT—ATR., TIAMIA—Y—0OFERZRBITIOHNBICABZ>TVEIBEN HBYUET
AWS,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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« AWSSDK RERY—IDERAZHEBL., AWS DY —ERX B2 RARY VARRTHRERT S,
« FEO-RELT, ABELBDTFA VAV T7OAZYR—MLBV, ATD1-)LEnlZAT)
7,237, TOMOBEHTOERAZETT S,

CNSDI—AT—AUATIAM I—HY—%FALTWVWREEIE. AWSTHIUU N TEZLETE
KIAMT7AFETFA4T14E22—CBITT2H. D7ONAME—%2 IC7TIFL—>3 2 LET, 5
MICOWTEE., TAWSTOID 7IFL—>3> ) #28BLTLSEEL,

IAM A—H—DOT7 IV EAFX—%REITS

IAMA—H—OT7 VEAF—RBEHNICEHRIZILEN HVET, "TAMI—Y—HA1 R0 7
TEAF—DEH I OHAX VA2 TLKEEZV, IIMI—HY—0OT7 IV EAF—2R>THEL
EEBDNBFEE, TOEAF—ZEHMLTSEEL,

IAM 1—H—F O tAF—F. O—HINZ > OHE AWS credentials 7 7 M IILICREFTIHE
AHYEST, IAMI—HY—OT7 IV AF—21—RIZKRELBVTLSEETV, IAMI1—%—0T Y

TPAF—RECRET7MIILE, WThOY—RJ—REBYTRNIITICEEDHEVTLSEZL,
FA—=72V—A7TOD T YN git-secrets BEDATY —ILZHEATH &, BWEBEHRER>TGit
RORNVIZOZYRNTRCEEZMSENTEETET, FHICOVTR, "TIAM 1—H—HA R, ®

NAMT7ATTAT74 (A=Y —, I—F—J)L—7, O—J)l)1 2ZBLTKEEL,

FUSIC IAM 11— -U- E E?%‘n— r EHEFVD nﬁﬁiﬁéﬁﬁﬁ L 7= AWS SDKSWb nIEJ E*Hﬁb'(<
e (AN

EHAFPRLIE & A LU 7= AWS SDKsFREE

Rty > a BB A 7S 3 1AM Identity Center & L T AWS SDK &Y — )L &9 2 THEMA
TBDELSICAWSSDK FHEWREY —IZRETHDLZ2B#OLET, L. AWSTIUVEAR—Z
ITHERATED —BNEFEIERZIE-LTIERATEET., BVMHRI YN EZS, FHL VEEER
ZAE—T2HXENfHVYVET., —RHHEFRIEREG. 7°D774)L'C“{§Fﬁ?élt-'€-\ ATA7O
NTAXREZEBODEE L TERATBDCEETEET,

RARNTSOT4 A RBABRITANAOT I EAF—ERN—V  EFEHTERTIRDYIC,
TVT—=2 a2V UTASEEENS —BHNARIIEREFERAITH L 2H#HOLET,

« Amazon Elastic Compute Cloud £/2ld TP 77U —23 0 2RTITHHEDAWS 01—
T4 > —E A AWS Lambda,
REABEHR7ONAA—FI—205I0AT 3>, &EIAM Identity Center & L T AWS SDK
V=) ZFHIAT B,
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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« RERZOEAFEBEHRZONAST —, ZEAL T BN SFRAFEREREBLET,

AWS 77 AR—ZII L SEEL PRI HREFEAL (RABRV 7ML ZRET S

1.
2.

RIELEROE 7 7 1 )L DR

REEHT 7 AL, EEAO—BREEER YR TBET, ROTL—AKRLE—FF AN
R TET,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

T74)N&2RELET, CNT, ~/.aws/credentials 774N EO—HIOEES AT A
CEELTVRETTT, COT7AMIICE. BEDZLEZ7A7 7/ BEENTLEY
BEICSDKFELERRY—INERATD [T7A2ILNTOT7AIHFEENRTVET,

AWS 7O EAR—ZINICHAVALET,

7

TJEAAWS R—ZI)AS IAMO—ILOFAEHRZIE—FIDICE, "FHAIBEROFEE

5. OFIECRVET,

a.

DOFEDFIEODATY T 4T, BRZI—ARICE2 ET7V7EAZHFAITS IAMO—-ILOA
HEBRLET, BE. COO—JLICIE PowerUserAccess X° Developer & & M & &1 A 1 L)
TVWET,

VOFRDFIEOATY 77T, [AWSREHR®7 7AIINICTO7 7AIINZFEHTEM 7
7oarveEBERL, RREIE-LET,

O — LU E=BiEHRZO—H) credentials 77 AIICEBEY FTE T, default 70774
LN Z2FERATRIHEE. ERENETO77MINBRYVEHYYEBA. 774ILIELTORSICAKY)
x99,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC

credentials 77 M) Z®RELET,
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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SDK Wk, W—ERVZATURZERTIEEIL, ChsO—BNERABFRICTIEALTUY
TARNZELEZFEALET, ATV 7 5a TERRLEIAMO—LOREICKY), —BHHEFRIEROE
MEEARKN KT, HRAHEF 12KEETY,

— RN BERIIBEROEVHRAINLZS, ATV T 4~7 ZVIRLET,

EE@WUHIE F#Eéﬁﬁﬁ L/ 7; AWS SDKSWL,\n

/A Warning

EF1VFAVRIZBGD S, BAVINIITORRPEROTFT—REZRSEE
&, IAM 1—H—ZREEICEALAVTSEE VL, KD I, AWS IAM Identity Center 7 &
OID7ONAA—EDTIFL—2a>zFERALTIEEL,

IAMA—H—ZFEALTI—RZ2RTITZHE. ARREO SDK XzEY—I)LiEF. £H AWS
credentials7 7 /I TREWNE IAM 11— —FFRHEHRZ2FEAL RIAILET, TIAM REY OO
TFIVTADORANTZOT14 A, ZERL, TESDEFEL IAM Identity Center E /=& Db
O—BRBERRIERICBITLTSEETL,

AR MICRITIERBBHFLEAANI A
RABHRICETIE

s BEVOTHI MO —RRAEHREFEALTAWS VDY —=RICT7I7EALBEVWTLSEEW, C
NS ORIBERISEFROTHINTIOEAZEHL, BYETONRETT,

« F7VGT=23> T 7A4NICITFINTOEAF—PRIAERZEHELBZVTLSEEVW, ChEfT
SENTUYOURDKNIICTOP IO RNETYTO—RTZHE, B> THABBRF NBEEH
DURINEELET,

s 7O TV NEEICRIERZESC 7 7ML ZEHBEVTLIEEL,

« #8 AWS credentials 7 ZAIIICRBEENTVBRIABERIEIXNTCITL—2FFANTRES
N3 EIICEELTLSEZTL,

MBS E RS ICEETA-HOEMOHI A A

AWS FRAIEHZZ L ICEE IR HEO MU EHBIC OV TR, "1 DAWS "TIOEAF—%F
BIDIEODONRANTZI9T 1A, Z2RUTLKEETVAWS 2OV T 7LV A, FTZTORAKR
MAT, LTOREERBLTSEZ W,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
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« Amazon Elastic Container Service (Amazon ECS) X AV T, ZAVA® IAM O—)LZFEAL &
T,

« AMazonEC2 A VARZAVATETHROT 7 UT—>a LT, IAIMO—I)LZ2EALET,

BIRFM AWS THIY NEHEKT S

IAM A—H—ZEHALTAWS Y—ERICTIEATBICE. AWS 7HT > b & AWS FFREFE#wRA
BETT,

1. THOUNEHEKT S,

AWS THIOU N EHERTDICIE. "TAWSTHIOKRER VI 7LUAHA R, O "RHIREE:
MHTHDAWS I—H—TIH 2, ZZRLTEZ L,

2. BEEI-Y-ZERLET,

RNEZAVRNOAVY=ILEY—EARANDOT 7 EAIZE., root I—F—THo> N (fERKXL 7=#1H8
ThHoOURM ZFERLEVTLSEEZVL, DY, TIAMI—Y—HaA R, 0 "EBI1—H—%
ERT 21 THRAEETNTWDRESIC, EBI—HY—THOMNEERLET,

BEI-—Y-—THAOURN2ERLTOJTA D OFMAZREL LS, -1 —THI KN
SHBIEICHATINL, EBETHAIVNEERLTBEYAM 212 LET,

ChSOTAIYRNEVWTFhE, TORKAWS X TOTZ7UTr—23a>0RTICEELTVEE
AAWS, ZOEHICE, ChESORAVICEL DY —, TORA#FAEY NEKIZEY—ER

O—I)ZERTIBENFHERT, FAICOVTR, "IAMI—¥—-—HA R, O "BNNGET I
AAFAZERATE ) Z2ZRLTSEEL,

ATFY7T 1 IAM 1—Y—%ERKT >

. NIAM 12— —HA R, ® "IAM I—%—0ER (V=)L) OFIEICHE>TIAM 1—H—
BERLET, IAMI1—H—%EKTZES :

« ADI1—HY—T U tA%ZRMT S AWS Management Console 2RI DL Z2HEHLFE
T, chnlcky), ZEOY O#EER AWS CloudTrail ¥ Amazon Simple Storage Service N\ @
77A4MOFTY7O—-RBE, EZ2ITIIRETEITLTVAO—RAWS O —ER (CH
BEITD ZRRTEET, chiF, I—REFNVIFTREEILRIUEET,

s PORAHFUDRERE - FORAFAATS3a>T, COA—HY—ICT IO AFTEEHTS
FEELT, RUS—Z2zEETRY FEERLET,

RIFRELE R 38


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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s FEAED THBAEL SDKFI—KDUTILTIE, Amazon S3 H—E A& Hl&E L THER
LTWET, 77U —>3 2 AmazonS3INO 7T VA EBHTBICE., 11—
H—IZTFRYFT3 AmazonS3FullAccess R —%&BIRLET,

c PTORAHADKRALEEZITORELCHEIZDTOFIEOATVIVATY TEERTER
ERD

ATYVT 2. T OAF—2EEBETS
1. IAMO2Y=LOFES—23URA2T[A—Y—] Z&RL, UEICERL 21— —D
User name ZiEIRL £,

2 l_ﬁ_o)&_:/"—c‘- [tq::LlJT»f nIEF*E]/\ /Elgﬁbgsj—o /A(ﬂ— [77‘&1#_]_6‘
(772 A%—OER] BBRUET,

3. [PUERARF—BERATYZT. AV RSAU AV Z—TIA R (CL)EEFE—HI
O—RERBRLET., E550A47 3%, AWS CLI & SDKs DA THEATHEL R«
TOF—EERLET,

4. [TOERAF—OERATY T 2| T, 7232072 AHDLTRN] ZERLET,

5. [PUVEAF—DERATY T 3T, [csv 774N EFT>O0—R] Z&ERL, IAM 1—H—0
TOEAF—ES—VOLYRNTIVEARF—RED .csvI7ANERELET, COBHREFET
PVEICBEYET,

/A Warning
BYBZEFIVT A RREZBLU TS OFAFERZZL2ICRKREL TSEE L,

6. [ET7]ZEBRLZET,

AT Y7 3:credentials HE7 7 AN EEH TS

1. HB AWS credentials 77 ML ZEKTDH, AEET. CcOT 7M., ~/.aws/
credentials Linux 8 & T macOS > AT A, KT SUSERPROFILE%\.aws\credentials
Windows EICH VW ET, FHHICOVWTIE, "TREEEHR77AIN0DEFL Z5RBLTLSEEV,

2. B credentials 774 INICKROTHFANEZEBIMLET, IDEOHIEF—EDHIZ, XA
JDoO0—RUE .csvIZ7AMIDEICEERAET,

[default]
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. 774N EREFELET,

RABERERETIHRE—ROBEFZER credentials HET7 7ML TT, ChSRRBREZHEL

TRETHDCEETEERT, AWSTIUHEAF— ®f—iﬁg{§&%ﬁﬁﬂgbf<féb\o CNFBEHB I
HDFETTA . IAM Identity Center X Z DD — BRI R RABHRICTERD T RELSBITTR L%
BEOHLET, REFIMEHROFERAN SBITL LR, 4T credentials RET77AMIIAS5h
S DFRIHERZHIBRL TS &L,

IAMO—J)LZ#EAL T Amazon EC2 IcF7’'OA4&EhiE=T7 7 U —
AT S

ZDHITIE, Amazon S3 7V A% D AWS Identity and Access Management 01— JLDE&TEIC D
WTEHBALET,

Amazon Elastic Compute Cloud €1 > AR ATAWS SDK 77V r—23a>&aETT3ICE. IAM
O—J)LZ#EKL., AmazonEC2 A VAR AICFOO—IADOT O AEEZNFELET, FHMIlCD
WTIlE. Amazon EC2 1—H¥'—H A4 R® "TAmazon EC2 ® IAM O—)L, ZSBL T EE L,

IAM O—)LZEXT S

BH9T2 AWSSDK 77U —>3aik, 2BLSEE1D2OICTIERALTT V>3 #ET
AWS DY —E X 2Rl B ET, F7IT—23 ORTICHERT IV EAHFI2HE5T2
IAM O—I)LZERL E T,

CHDFIETIE, HlEL T AMazon SSNOHEAWERAT7 IVt AZHFUITHO0—-IILZERXLET, Z
<M AWS SDK H4 RIZIE, Amazon S3 55k ES "R AEE, Fa—RKNUTIUNFHYET,

1. %4242 AWS Management Console L., https://console.aws.amazon.com/iam/ T IAM
V=N EeREEFET,

2. FETF=>3RA42T A [A-ILZ2EK] DIEISERLET,

3. BHENIEITATARAT|TCIERENLEIDTAT42BR|T2518. [AWS OH—FE
A1 ZBRLKRT,

4. [Use case] (1—A4—RA) T [Amazon EC2] ZiZIR L, [Next] GXN) ZBIRL E£ T,

EC2A2VAZYAD IAM O—JL 40


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
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5. [ERDEM T, RUZ—UARMDS [Amazon S3 & ERAT7 VLR ] OFI Vv IRY
DARBIRL, [N ZBIRLFT,

6. O—LO&EBZAIL., [A—LOEK] ZBRLET. AmazonEC2 A VARV AZERT D L
EILHBBRICBDESH, COBRMEZREATHEVTLSEZY,

Amazon EC2 1 VAR AZzEBHLTIAMO—I/LZEELEXT

IAM O—)LZERAL T Amazon EC2 1 AR A%ZEKL TRETBHICEF. ROFIEZERTLE
ER

"Amazon EC2 1—H—HA R, O "M ARV AT @ERLLEETD, 2SBLTSEETL,
Amazon EC2 i=# L., BREEATYZORIIC, UTEERITLTLSEEL,

c HEDOIAM AV ARVATOT77A) T, BIOATY T7THERLEO-ILZERLET,

ZDIAM & AmazonEC2 Dt Y N7 Y 7Tk, F7Ur—3>% AmazonEC2 /1 > AZ > AIC
F7OA4TE, 77)5—>3 21k Amazon S3 H—EAANDOHZARY 7O AEZHEEE T,

EC2 412 AR AND

AmMazon EC2 A VARV AICELHEL T, 77V =23 B2 F0DA AR AICEEL, 77U
=23 BETTERELIICLET, 1 VAR ADERBICF—ART (OJ142) TEAL
F—RTODTZAR—=KED, D2FEVYVPEM I 7AINEEL 774N MBETT,

CNETDICE, A VABZAZRATOHAR D A2 T Linux 41 AR AT
2H. Windows 41 VAR AICELHELET, BEHRIDIRE, ARNZVDLSA AR AILTTA
IWEEETEDRDICESELTLSEEL,

® Note

Linux £72l& macOS 2—XF I Tk, E¥217IE—IX > RZFEALTT 7V
=23 EIAE—TEET, F—RTscpT EZFERATSICEK., XOOIN REMFEA
TE&EJ:scp -1 path/to/key file/to/copy ec2-user@ec2-xx-Xxx-Xxx-
XXX.compute.amazonaws.com:~ o

Windows OFMIZ DWW T, "Windows 1 VARV AND 7 7 A DEiE s 22U T
2TV,

Amazon EC2 1 VARV AZRBEBLTIAMO—)LZEELET 41


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
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Toolkit ZFERAL TVW3FEE., AWS Tookit ZFEHAL TA VAR AILELRTDEETEET,
EMICHOVWTIE., CHFAETIhTVS Tookit DEENDI—H—HA REZSEBLIEE,

EC2AVARVATT7IVTr—>32ZR1TTS
1. O—HALRSATHS AmazonEC2 A VARV AT 7V r—23> 774 ) 2E—L &
EE
2. 7Vr—>3a zREBL., AR VEFBURITHERNIBOND L Z2HALET,
3. (AZ723r)FP7VTr—23>T, IAMO—LIZK > TRBEEATVRFRABERNIEAE 1
TVWB I ZzmHFELET,
a. %4242 AWS Management Console L. https://console.aws.amazon.com/ec2/ T
Amazon EC2 2V —)lZ2HE X T,
b. A12AXRVAZEBRLTSEZ W,
c. Fo2ar, EF¥F1VF4%BRL, IAMO—-/LOEEZZRERL XTI,
d. IAMO—-)I0HER, IAIMO—-LBELZ#RLTIAMO-ILEZTFRYFLET,
e. [[AMO—-JLOEH 2BRL TEEL,
f. T7Ur5r—23>zBERTLT, BAIZ—HNREIhDEEZBIFLET,

TIP 72042 FERALTIETIOEATS AWS O —EX

EHETED IDEE(TIP) Ik, OBEBENfTI—TO0BERTAEDI—HY—BHICESIVWTT It
AFHT AWS OH—E R Z{45 AWS IAM Identity Center TE2 &S IC T2 DMEET T, EETE
2IDOEETE. TAFT4T74ATFAN IAMO—JLICEME N, AWS UY—ZAANDT
VARV IANTR 1Y —2BRLET, COTDVTFANIMO ICEEENET AWS O
H—EZ,

IDAVTHFANE, ATIOELAVIIANZZEFELEEECRADREZTDOLHIC AWS OHY—
EAERTZBERTERAENET, COBHICE. VI ITAX (IAM Identity Center 1—H'—7x
E)Y, TOEBAFVIOIARENSD AWS O —E R (Amazon Redshift & & ), 7OV AEHE (5t
BYERAT IV EABE) ZRBATEIXRT—INEENET, TEAAWSOH—ERX &K, oIV
THFARNED—HF—ICEWVHEHTSNET IV EAFTZFEALT, TOUY—ANDOT UV AZEFR
£, FMIOVTIE, " AWS IAM Identity Center I—H'—H4A R, ® "EEE i ID EEDHE
B, QT EBBLTILIEEL,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
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TP 7594, EETEZIDDIEEAWS DY —ERX Z2HR—KNT2 THEATEET, &
A—AT—AEL T, "Amazon QBusiness 1—H%'—H4 K, ®» " ZAL T Amazon Q Business
77— 3> AWS IAM Ildentity Center238ET 21 Z2SRBL TS &L\,

(® Note

Amazon Q Business ZEAL TVW2FEE. Y —ERABBOFIEICOVWT, T ZFEALT
Amazon Q Business 7 7' 7 —<, 3 2 &5 E T % AWS IAM Identity Center; 3B L T<L
EEV,

TIP 720422 ERAT3HOHRFMS
TSTA 0 HESEDICEK, RODVY—ANMBETT,
1. AWS SDK for Java £zl& OVThAZFERA T I HEN H V) £I AWS SDK for JavaScript.

2. FALTVWABY—EANEHETES ID DEBEEHR—NLTVWBCEZERELET,

F1—%—7H4 K1 ® TIAM Identity Center £EFRETBDNZR—I RT7UST—23 20 1AM
Identity Center ZT L 1zE8TE 2 ID OEBEZEMICT S, JzZRBLT<EEVL, AWS AWS
IAM Identity Center

3. IAM Identity Center L{S3TZ2 ID OB ZEMICLET,

AWS IAM Identity Center 1—H'—7 4 R®D "TIP OEIRFZHEEZEEBEE,, 25BLTLIEEV,
4. |dentity-Center-integrated 7 7’ ) 5 —> a VN RLETT,

AWS IAM Identity Center " 1—%—H 4 Ry OAWS " XZR—JRT77UT—23>, &I
& "THAEY—XZF—IRTFTVT—232, Z2RBLTLKEEV,

5. GETEARN—URITE (TT) 2REL, Y—ERAZIAMT7AFUTATA D Z2—ICERT
PRENHYET,

FT1—H—HA4AR, O "EETEDN—IRITEOAREZHN. BLV EHETEDN—IU UK
TEZRETDLODEZAV ) ZZRLTLKEEL, AWS IAM Identity Center

OdA—RTTIP 7S04 2EHTDICIE

1. EETEDIDGEETZTAVDAV ARV AZERLE T,
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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2. EXRVBW TR EODY—ERTIZAT UM ARY AZEHRL AWS O —ER | FETE
2 DIETZTA422EBMLTH—ERITAT Y NENAEZIAAXLET,

TP 72042, ROAINTA—RZZTWIET,

« webTokenProvider: #AZF ID 7’O/NA/ A —AH S OpenlD h—0 > ZHMBITILEHICBEERNEE
ERLLE

« accessRoleArn: 1—H¥—® ID I TFARNZFEALTTZTA42061EZ T2 IAMO—-)
ARN, ID #LsREBEIEHRZEEBL £ T,

« applicationAxrn: VAT RNEKLERGT7TVT—23>0—E0HBNFXFS., COfE
(&. OAuth BFAIARRESTS N TWVWB 77U —>3>2 ARN T,

- applicationRoleArn: (#7°>32)0IDC & AWSSTS V547> NaEaT 7 # ) N OFRILER
ZT7ANA A= LTT—RNARNT Y FAssumeRoleWithWebIdentity TE 2K 5IC, TEIEF
(1% IAMO—J)L ARN, CchZEELBEWVIEES. accessRoleArn/NTXA—XDENFFERHENE
9,

« sso0idcClient: (F7°232) Sso0idcClient for Java X* client-sso-oidc for Javascript 7
E,. BEERNERLEREZFDOSSOOIDC VZ14 T ke BELBWEE, F7FINEEE
FERIBDOIDCIVTZATURNA VAR ALENTERAEAET,

« stsClient: (A 723 2)AWS STS 1—H—HNEXRLEBREZFE 2IZAFT M, 1——D ID
O TF ABMaccessRoleArnTEIZEZF2EHICEAEhET, BELAWEES, 72N
EZFERATD AWSSTS UTZA T UMM VAR ALENTHERAEIET,

Java

AWS SDK for Java ZAZ TV RNTTIP 72504 2FEAT 3Kk, 7029 MO pom. xml
T77ANTTIP 7S040 2 GEERELTESTTRILEN BYET,

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>1.0.0</version>

</dependency>

V—AOA—RIZ, IBEBEBNYT—DRAT—RXVNZEHE
Fsoftware.amazon.awssdk.trustedidentitypropagation,

O—RTTIP 7S940 2ERATBICIE 44


https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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ROIA—RHIE, FEETEDIDGBEETZTA DAV ARV AZER L., TOT 5T/ %
B—ERIZATU RN VARAILENT D HEZRLTVERT,

COPITE., BIRLEAWS OB —ER 54T KS3Client& LT ZFEAL T, IAM Identity
Center h\—O > OEB%ZRLET, =L, TPAWS OH—ER Z#HR—NT240 £EHKT

9o

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();
TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.stsClient(client)
.webTokenProvider(() -> idToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0OidcClient.builder().region(Region.US_EAST_1).build())

.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

FHME Y —AIL DV Tk, GitHub Mtrusted-identity-propagation-javay 2B L T E&E L,

Javascript

RODIAIX Y REERFTLT, TIPERRES 594 /Ny r—< % AWS SDK for JavaScript 7O T &
NCAZARM—=ILET,

$ npm i eaws-sdk-extension/trusted-identity-propagation
BRED ICE., ROLSBHEERZEE D Dpackage. jsonBEBENF HVET,

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "21.0.0"

}I

V—A]—RT, $EL&TrustedIdentityPropagationExtensionkZB&%Z 1 > R—KL
9,

O—RTTIP 7S940 2 EATICE 45


https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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ROIA—RHIE, FEETEDIDGBEETZTA DAV ARV AZER L., TOT 5T/ %
B—ERIZATU RN VARAILENT D HEZRLTVERT,

BT, BIRLEZEAWS OB —ER 95472 ~S3Client& LT ZFEAL T, 1AM Identity
Center N\ —U>OWEBZRLET, L. TIPAWS OH—ER £#2HR—KNT2M40 £LEAXKT
9,

import { S3Client } from "@aws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER'
3,
applicationRoleArn,
accessRoleArn,
applicationAzrn,
1,
1,
3

~e

FHME Y —AILDVWTIE, GitHub Mtrusted-identity-propagation-js1 228 L T & L\,

O—RTTIP 7S940 2 EATICE 46


https://github.com/aws-sdk-plugin/trusted-identity-propagation-js
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AWS SDKs&EY —JLDOEREDV 77 LA

SDKsl&, SFEEHBD APIsZRMHL EI AWS OH —ERA, FFRE. BREATEESE., APIJ—-J)LZ1E
BILASEHIIHEZHABSEED—BRIASICL>TLEEIAET, TOLHIZ, SDKIZEY

JIANCHEATZRABROME, EY—EATEATZIRENEE, JO-NIREICEATS
BEOWMBEV S ERXRRGHEBENHYET,

REDFMCOWTE, AToEI>3a>z2RLTSEZL,

« AWS SDKsiR#E L E N EFRREEHR 7 O/NA4 X — — 88O SDK THRELE NI HBOFRAER7 O
/\"f g‘_o

« AWS SDKstRZE(L & h /- HEREE - BB D SDK THRE/N T W HBEREE,

B—ERVZAT>2 NOERK

T7OJSATICTIEARTZEDHIZAWS DY —E R, SDKSEENTRDITA T NITAIFT
SIVRNEFERALETAWS O —ER, EEXEFE, PFUT—>3 >N AmazonEC2 ICF7 Ot A

TRIMENHDBEE. PT7V5—>3a> e —EREARXR—T7 T4 A% &% Amazon EC2 7
AT UORNAT DI ORNEBERLET, RIC, Y—ERITZAFTNEERALT, TO AWS O —
ERACHLTUIIARNEEZITLET, BEAED SDKs Tk, Y—ERISATURNATSTH

RNEAZ21—RTILTHZD D, VITARNEZTO SH—ERZEILHLWISA T NEERL, B
BAREZFEALTCRALY—EAICVITIANZEETIHLENHYET,

AE OB STlEf

SO—-NILBEER. BEAED SDK THR—RNEN, AWS OF—ER2AKICIEL BT DM
. BEIBHTONAT—, BLOETOMOBEERELET, TATOSDK ISk, YO—/VLE
EOEERDHBEOO—ENBH (£FY—R ) FHYET, BERROBEIELBIOESY
<7,

1. = RFLERY—ERIZAT7NEBEICKRESNTVIHRNERER., MORELY EEL
TNET,

c —HWOBRERANRL—2IVIEIIHETE, BUEHITARL -2 a3 EIHEIRUTE

BETEET, AWSCLI £hIF OFEE AWS Tools for PowerShell, Ch S8 @EIOAX RTAIC

ABLEARL—=23 2 ZEONTA—2OFKICEY) EFT, SDK DIFEE. BARNEZ)HT

H—ERITAT > NDERK 47
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k. AWSDH—ERX ITA TV NELERBREATZIVRNEA ARV ALTREE, &I
EEl% D APl ZHOHT EEICRELENTX—ZOERICE KT,

2. Java/Kotlin ®é: FBED JVM L ATFALATONTFANFIVIEINET, FEETNhTVBIES, T
NDEEZFEALTITAT N ERELE T,

3. RIREBAWIENE T, RESChTVWIEHER, TOEZEALTIZAT RN ERELET,

4. SDK &, #HBcredentials7 7ML T REZHWIELET., RESNTVWBREFEE, V95/4TF> b
FETnEFERALET,

5. RED#Aconfig7 7 (). RENFETHHS,. SDKRZTOREEFEALET,

« AWS_PROFILE REZHE(F aws.profile VM AT AT ONT 1 ZEHAL T, SDK N
O—R¥B7O77AIINEIBETEEXT,

6. SDKY—AO— RBEKICE > TEMHEE B F 7 NENFERICEAEIhET,

(@ Note

SDK®Y—=)IC&L2 TR, FIVIDIEFNF ELRZDZEEN B ET, £z, SDKPY —
LoHRIZE, HOBFETNIA—2ZREFLEVEBLIEYTERZEDEHY)ET, L
A, FSDKART7EFFNZEMDY —A AWS SDK for NET ZHR—hK L TVE
T SDKFLRFY—IICOKXFEITZ7ONAA—ICODVWTEHLLEF, AL TWS SDK
RERY—LOBEDCHA REZSEL TS EE L,

JEFICK2T, EOXVY RFBEEN, IOXVYY REF—N—F A4 RTIIHNFREVET, &
A2, BB config 77A4IWIC7A7 7ML EZRELEBE. TOZAO77A4I)LIE SDKEEY —
I RACMOGZFRZRZEL LRICOAGHE A, FAENET, DFY, credentials 774l
CREZANTRE, config 77 M IILICHZIBREORDY ICETORENEAETNET, RIREHIC
HRELMEERETDE, credentials & config 77 M IILOEEDREN F—/N—F 4 R&EahFE
T, FREIC, ALOARL—232 (AWSCLI AN RFAUNFXA—=RELEF APINTX—&)
FEEI—RAOERERK., TO1 20N ROMOINTOEZFA—/N—FA1A RLET,

COHA ROFEER—TIZOWVT

COHARD TEEVITLUVAL 29232 OR—=DICE, ERETEBAXAND_ALATRETESF
AT REOHMNREETNATVET, RORIZ, RET7AINERIRTHRT7 7ML ORKRE. &R
BEH. RV (Java B KT Kotlin SDKs NIFE) WEEZRETHLHIZI— ROABTHEATES
JVMBREEZRLET, FUARDRUVVEhERNEY IR, RETIRER—JICBBHLET,
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html
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« Config 77 A ILEREV AN

« Credentials Z7A4IIEEV AL

- REZHO—E

« WM ZRATALAZONTAVAL

BERABEHR7ONA T —F I HEEICEK., TOHREOREICFATNIBREN —BERTEhBIR—D
FHVET, REZEIL, REEREZ77AIIICEMTZ D, REEHERETSH. VM AT
LZONT1ZFREL T (Java B LT Kotlin D) EZRETEXR T, FREICIE. HAOFHEO L
CHB7TOYITHEERETDEDICHR—FEATVBIXRTOXY Y RFI—EBERREINET, &
FIEVFRB)ETHN, BROMBRIERESECERE<SELUTT,

BB, TELEVBECANCEBTT AL MEFEENES, . TOREOEHEELE
BLET.

EAE, VDOTANERBER—SHPSREZRTHEL LS,

R Edisable_request_compressionfflOIE&RICIE. LTAREEhTVWET,

e A—RR=ZAATVIVIANEBEHBITZICIE, 3O2OEZFOEFEN HYVET, ROVWThH%E
TOENTEFRT,
- ZEALTRE7 7ML TRET S disable_request_compression
- ZEALUTIRELHE L TERET S AWS_DISABLE_REQUEST_COMPRESSION

« Tk, Java T Kotin SDK 2EAL TV HEEEK, ZFEALTIVM P ATLAZONT A
ELTERELE Y, aws.disableRequestCompression

(@ Note

K. - RATRAUBEZEEREITZDHFEEHYERIN. COVTF7LVATRSE
SDK ICEED=H., chZAN—LTVWEEA, I-RBRTREZRETIHEE. &
EDSDKHA RXEGFAPIUTFLYAZZRLTSEZ W,

s AELBVWEE, BERERF7AIRNT IRV EFfalse,
« CO7—IIEOEHMEEIE., truek O&TTfalse,

BHER—OTHICIE, AWSSDKseY —ILORA BV ET,

ZOAMRORER—JIIOLT 49
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COREF., SDKHAR=JIZUARENTVWAREZYR—FLTVBRHLESHZERLTVE

9. Supported %l

* Yes — iXEIE.

&, ROEZFHFOYR—BNLARILZRLETS,

HBRENEEBYICSDK ICE > TREICHR—RNENTVET,

« Partial - —#BM3 E#ﬂT REhTWVWDA, BENHBALSEBRLTVWET., D5

&Partial, REZRTY

* No- EDBREEHR—BPENTVWERA, ChiE, O— RTEUKEE

WTRERLERA, VJARNENTOLRIABBRBRENI YR—RERTVWEWZEZRLET,

Config 774 )l

RORICRIRER

EMXEANHYIET,
FERENBDAEDIHICD

BREJARN

HB AWS config7 7A I TEIN HTBEANTEXRT, chsEF/O-N

LT, ?NTWAWSWﬂ ERACEELET, SDKs&VY—I)LiEk, —EORELREZHREYR—
RIBDBEEHYET, YD SDKKRERFEY —ILTOHYR—NENRTVWIRELRRERZ T
TRIEF. TORED SDK RV —ILHA RESBLTSEEZWL,

Ef
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api_versions
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s_key_id
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ca_bundle
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AWS 7 U 2 AF —
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EH
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credentia
1_process
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1_source

defaults_mode

disable_h
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mpression
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endpoint_
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endpoint_url
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7 I:l't’.qunIErE$E7 I:l/\’ffl—

O—J)LFEEHRZ7ONA T —%Z5|EZFET

AN—RKRBET7#4I)IL b

RANTLZAYORA>2T923>

DO TITANEHE

O—J)LFEERZ7ONA S —%Z5|EZFET

IMDS FREEEHRZ O/N A 5 —

IMDS WL:I'-IIEF*E7 D/\'f'}"—

IMDS WLHEF$E7 I:I/\’f'}'(—

TV RAKRAT bR

H—EABRBOIY RRLA b
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BER
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

region

request_c
hecksum_c
alculation

request_m
in_compre
ssion_siz
e_bytes

response_
checksum_
validation
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O—J)LFEEHRZONA S —%Z5|EZFET

H—EABRBOIY RRL b

BEITHE

Amazon EC2 1 ARV AXZTF—2A

Amazon EC2 1 2 ARV AX R TF—2A

O—JLFREEHRZ7ONA S —%Z5|EZFFET

AWS U—>3>

Amazon S3 N TF—XBEMHRE

DO TITANEHE

Amazon S3 N TF— X BEMHRE
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BRESR =20

retry_mode BATEE

role_arn O—)LEREHEsHR 7 ONA A — %5 EZIHET
role_sess O— LGS SHR7ONA A —%8|EZTET
ion_name

s3_disabl Amazon S3XINF V=23 FOEARA
e_multire s

gion_acce

ss_points

s3_use_ar Amazon S3 7V ARA 2~

n_region

sdk_ua_app_id TF7)5—<3> D

source_profile O— LRGBS 7ONA A —%26|Z2Z(TET

sso_account_id IAM Identity Center sRaE1E8 7" 0/N 1 X —
sso_region IAM Identity Center FRREEFHR 7 O/N 1 X —
sso_regis IAM Identity Center ZREEIEHR 7 O/ 1 & —
tration_scopes

sso_role_name IAM Identity Center F2aEE¥R 7 0/N 1 X —
sso_start_url IAM Identity Center sRaE1E8 7 0/N 1 X —
sts_regio AWSSTS U—23 VIV RRAU b

nal_endpoints

use_duals FATINAZYOEFIPS T RERAU N
tack_endpoint

use_fips_ FATINAZYODEFIPS TV RARA N
endpoint
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RER B

web_ident O— LR H7ONA A —%26|Z2FZTET
ity_token_file

Credentials 77 A IILE&EV AN

RORICRITREE., B AWS credentials 77 AN TEH TR ENTEXRT, chsEd
O—NILT, IXTOAWS OH—ERICEFELEFT, SDKs&V =)Lk, —"ENRELRELH %
BR—KNTEIHEEHYNET, BALDSDKFXLERFY—ILTOAEYR—RNENTVIRELRELH
ZRERITDICE., TOBEBED SDK FEREY—ILHA RESRBLTLSEE L,

BRER EEZ 4

aws_acces AWS 7Ot A% —
s_key_id

aws_secre AWS 7Ot A% —

t_access_key

aws_sessi AWS 7Ot AF¥+—
on_token

BEERO—%

BEAED SDK THR—RENBDREZHIF. ATORICTENATVERY, chsEJ/O0-NI
T, INTOAWS DH—ERAICFELET, SDKs&V -k, —BEORELRREHZTR—bH
TRBEEHYNET, YD SDKXERY —ILTOHYR—NENTVIRE L RELE =T
BT, TORED SDK RI=2REY =AM RESRLTLSEEL,

RER B

AWS_ACCES AWS 7Ot AF—

S_KEY_ID

AWS_ACCOUNT_ID THIOURR—=ADODI RIKRA B
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spe s

AWS_ACCOU
NT_ID_END
POINT_MODE

AWS_CA_BUNDLE

AWS_CONFIG_FILE

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED
ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_HOST_P
REFIX_INJ
ECTION

=30

TAIDVRR=ADIY RRAL B

—HRERE

AWS SDKs & “J—)Ld)ﬁﬁconfig7 7A4)
Ecredentials 774 I DBEFOBRREERTE

]/Tj_wunﬁliiﬁ7 El/\’fg—

u\nIErE$E7 El/\’f'}'(—

AT FRatE®R7ON/ 5 —

AT FRAE®R 7O/ 5 —

AN—bhRET7ZI) b

IRANTLTAVYORADT oS3
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AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

B3

DO TITABNEHE

IMDS nlL.nIEr;*E7 D/\47—

IMDS FRREE# 7 O/N 1 & —

IMDS wu\nJ-.EFE$E7 D/\'f'}'z —

I RKRA MR

H—EABEBOIY RRLA b

H—EABREOIY RRLA b
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RER =34

AWS_IGNOR H—EABBENOI RRA N

E_CONFIGU

RED_ENDPO

INT_URLS

AWS_MAX_A BEITHE

TTEMPTS

AWS_METAD Amazon EC2 1 ARV AX A T—A

ATA_SERVI

CE_NUM_AT

TEMPTS

AWS_METAD Amazon EC2 {1 VAR AX R T —A

ATA_SERVI

CE_TIMEOUT

AWS_PROFILE H£BH 774 )lconfigk credentials 77
A EFEALTAWS SDKsEY — )L &5 00—
NILICERET S

AWS_REGION AWS I)—= 3>

AWS_REQUE Amazon S3 D TF—XBEMHRE

ST_CHECKS

UM_CALCULATION

AWS_REQUE O TANERE
ST_MIN_CO

MPRESSION

_SIZE_BYTES

AWS_RESPO Amazon S3 N TF—XBEHRE
NSE_CHECK
SUM_VALIDATION

AWS_RETRY_MODE BHEITEE
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RER
AWS_ROLE_ARN

AWS_ROLE_
SESSION_NAME

AWS_S3_DI
SABLE_MUL
TIREGION_
ACCESS_POINTS

AWS_S3_US
E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE
T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
TALS_FILE

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D
UALSTACK_
ENDPOINT

AWS_USE_F
IPS_ENDPOINT

=30

O—JLFREEHRZ7ONA S —%Z5|EZFET

O—/RAEHRZONAE—%Z51EZHERT

Amazon S3 X IF ) =3 FOBARA >
N

Amazon S3 7Vt ARA 2~

T707—>3>ID

AWS 7 O AF¥—

AWS 7V AF—

AWS SDKs & “J—)Ld),itﬁconfig7 74
Ecredentials 774 I DBEFOBRERERTE

AWSSTS U—23a> IV RKRAU B

FAFIARZYDEFIPSTY RRALU N

TATIARYDEFIPSITY RKRAU B
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spe s

AWS_WEB_I
DENTITY_T
OKEN_FILE

=30

O—J)LFEEHRZONA S —%Z5|EZFET

JVM AT L7071 AR

AWS SDK for Java & & T' AWS SDK for Kotlin (JVM Z2&—7'Y &%) IZIE

. RO IVM AT L

ZONT 1 Z2EATEET, JVM the section called “UVM AT LT ONT A ZERETDHE A

TLAZONT A ZRET R HELCDOVTE,

RER
aws.accessKeyId
aws.accountId

aws.accou
ntIdEndpo
intMode

aws.configFile

aws.defau
1tsMode

aws.disab
leEc2Meta
dataVl

aws.disab
leHostPre
fixInjection

1 Z2ZRLTSEEL,

=30

AWS 7 7t AF¥—

TADVER=—ADIY RKA b

TADYRIR—ADIY RRLT K

AWS SDKs &YV —)LOHBconfig7 714 )L
Ecredentials 774 I DBFOBRREEE

AN—BRRBRET 72 b

IMDS ITIIL:FI.I-.EFE$E7 D/\’f'}'(—

RANTLZAYORA> 2923

UM S AF L7 ONT A UAK
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EH

K

aws.disab
leRequest
Compression

aws.ec2Me
tadataSer
viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws . endpo
intDiscov
eryEnabled

aws.endpointUrl

aws.endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts

aws.profile

aws.region

=30

DO TITABNEHE

IMDS FREEEHR 7 O0/N 4 A —

IMDS FBAEEFHR 7 O/NA X —

I RARA MR

H—EABEBOIY RKRA K

H—EABREOIY RRLA B

H—EABREBOIY RRLA b

BEITHE

HBT7 714 )Lconfig& credentials 77
AI)%ZEFEHALTAWSSDKs £V —)L&JO—

NIICRET D

AWS U—>3 >

UM S AF L7 ONT A UAK
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RER =3

aws.reque Amazon S3 DT —XEBEEMHRE
stChecksu

mCalculation

aws.reque DO TANER

stMinComp

ressionSi

zeBytes

aws.respo Amazon S3 DT — X ESMHRE
nseChecks

umValidation

aws.retryMode BETEE

aws.roleArn O—JLRHEsHR7O/NAM A —%5|Z2FHET
aws.roleS O—I)LREHR7ONA X —%5|EZTET
essionName

aws.s3Dis Amazon S3 X IILFV—3a> T oORARAY
ableMulti s

RegionAcc

essPoints

aws.s3Use Amazon S3 7Vt ARA 2 K

ArnRegion

aws.secre AWS 7Ot A+ —

tAccessKey

aws.sessi AWS 7Ot A+ —

onToken

aws.share AWS SDKs &V — )LD X BconfigZ7 714l
dCredenti Ecredentials 774 DEFOBRERELTE
alsFile
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EH

K

aws .useDu
alstackEn
dpoint

aws.useFi
psEndpoint

aws.userA
gentAppId

aws .webId
entityTok
enFile

B3

TFIAZYODEFIPSTIY RKRAU B

TATINAZRYDEFIPSITY RRAU B

7745 —>3> D

O—)LRIAEHRZ7ONAZ—%5|EZHET

AWS SDKsEBE LT N =FRiEEHR 7 O/N 1 X —

ZLOFRRHB7ONAA -, —BLETT7 A MECEEHXENTEY, <O SDK TEU K
SICHELET. CO—BMHICKY, EHO SDKEQOD—FT 1 DEEMEHBEEA @M LEL X
T INTOREFID—RHATLEEEZ TR EN TEXRT, FHICOLVTR., BEVOIFEND SDK

APl 2R L TSIEZ ),

/A Important

INRTO SDKAITXRKTO7ONAM A —2HR— L TVWBDbIFTREEL, 7ONMF—K
NHSWHEEEHR—NLTVDDEFTEHY)EEA.

(N =Ry

c WAlEMZONAS—FI—2%ERITD

« SDK IEIEBJ-\U“/_)LIEIEG)WLHIEF$E7 I:l/\’f’)" 3'_1 /

s AWS 7V EAF—

s O—-J)FEBEHRZONA A —%Z5|EZTFET

- IV TS RIEEE IO/ S —

+ |IAM Identity Center 58aEER 7' 0/N A4 X —
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 IMDS wunEF$E7 I:l/\’f'}'l—
- ZOEAFEEHRZ7ONAE —

AL EW/ONA A —FI—2%2BETS

IXTOSDK IZIFE., AWS DY —EZAANDOVIVIANCEATI2ENEFIARTHREEIE TS I-OH0

—EOFFF (T
BRI BBRERE.

V=R ) BV ET, BUMBREABHBIROAD L, RREFLEETNET, C0
AR 7ONA A —F I -2 ERENET,

Fﬁfbéh CRRAELEHZONA A —OWTFhA ZERATDEE. AWS SDKsEMHIRAIN S &
RALIFRZBEBNICEHRL IS ELET, HARAKOFAFTR7ONA A —FI -2, FI—

TEHEALTVRZ7ONAFZ—ICBEEREELS, F7V5—23 2 p R
EMNMOI—RIEBEHVYEBA,

¥, SDKAFZhZT50ICE

SDK ICK > THAZTNBEBOFI—2EFEEY XTH,

FNhET,

PRl IRER 7’ O/N A X —

AWS 7 7 L AF—

DITFPATFTATAERER
OpenlD Connect TH 7 T 7L —
>3 -O—)LREEHR 7 O/NA
A—%B|EZFET

IAM Identity Center FRAFIER 7 /N
15—

O—)EREIEHR7ONAH—%5|&

ZFERT

AT FRRRIEHR 7 O0/N1 F —

LB EEHF TEDLSICLE

FEAEDEE, ROKDIBY—ANE

Sk

AWS IAM 1 —%'—® 7 7 AF— (AWS_ACCES
S_KEY_ID . . x&AWS_SECRET_ACCESS_KEY ),

K<HSNhTVWAAE ID 7’0/ 1 A — (IdP) (fl: Login
with Amazon, Facebook, Google & & ® OpenlD
Connect (OIDC) BE#:® IdP) ZFAL THA 1 LF
9, AWS Security Token Service () ® JSON VI 7 h—
52 (WT) ZEALTIAMO—=)LOT Y AL T3 &
ZTEITAWS STS,

H SERFAIEHRZEE L ¥ 9 AWS IAM Identity Center,

IAMO—=ILOTF IV tAFAZ5EZIBET, Dl
Y—ALTOEATEERY, (A—-IO—KFRAFEHZ
WEBLTHERALET ),

Amazon Elastic Container Service (Amazon ECS) & &
U Amazon Elastic Kubernetes Service (Amazon EKS) ®

RAER7OANA X —F -2 ZBETS
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RELEER 7 O/N A 5 — i
WEERR. A>T FHRAEHR7ONAMF—F, BEEOO
/Tj_ﬂ./:éht: Ulj- /EI/ODW.,nl_I:fi%ﬁ’EHY L&
ED

ZOtARERZ7O/NAM 5 — HDAZLRER7ONA A —, RIBERZATHY —A
FEE 7O A (IAM Roles Anywhere) A SEVEL £ 9,

IMDS FREEEH 7 O/NA 5 — Amazon Elastic Compute Cloud (Amazon EC2) 4 > A&

DA7O7 74 ORRIERK, IAMO—)LZEF EC2 1~
AZVAICEEMNRTET, TOO—-)LO—BREERE
AVARVATETHROI—RTHERATEDRSICK
VET, BABERIE. Amazon EC2 XX F—XH—E' R
ZEBUTCBREENET,

FI—AHADOEATYSICIE, REEBEZE)ETHDHFENf BHEHVET, I—RTEESIATVSEE
EENBICBEENE T, LEL, BEZEH & HBE7 714 )lconfig& credentials 774 )%
FALTAWSSDKs EV—=)LZJO—NIICERETD €HVWET. FHICODVTR, "HREDESL
JEfL, ZSRLTEEL,

SDK BBEH LY —)LEBEORIAEHR 7 ONA X —F T —>

SDK K2RV =L OKEDELEFTHR7ONA A —F I -2 OFMICEEBDISICE. UATHS
SDK &1zFY —IL ZERL E T,

« AWS CLI

« SDK for C++

+ SDK for Go

« SDK for Java

» SDK for JavaScript

+ SDK for Kotlin

« SDK for .NET

« SDK for PHP

» SDK for Python (Boto3)
+ SDK for Ruby
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html

AWS SDKs& Y —JL

U7F7LYAHA K
+ SDK for Rust

+ SDK for Swift

* Tools for PowerShell

AWS 7 UVt AF¥—

/A Warning

EF1VFAVRIZBGRD D, BAVINIITORRPEROTFT—REZRSEE
. IAM 1—H—ZREEICEALAVTLSEE VL, KD IZ, AWS IAM Identity Center 7 &
OID7ANAMF—ENT7IFL—>a zEFEALTLSEEL,

AWS IAM 1—H%'—0 7Ot AF—% AWS FRAEFHRE L THEATEER T, AWS SDK [ BHEIHIC
chsmAWS FRALE#HRZEALTAPIU VI ANIEE TS0 AWS, D—J0—RiE AWS U

U—ARETF—RICREN QBT IV EATERT, FHABHN —BENEEDOT, BMHRAINS

EEMCBDEDIC, BIC aws_session_token ZFATHEE2HTITHLET, BHIRIER
DERAEHHOLEEA.

(® Note

AWS A hs O —RHBFRIFEREEMNTERVEE, V-0 RICEENMNREBZV&K
SICFRAREROBEME AWS ZHIRTE X T,

#5B AWS credentials7 7M., 77V 5—23> VY —RAF1LIRN)OARTEZETHY),

/\ﬁconflg7 74D SDK BEDE Tit ERINENTH1-8, RAIEHREREFETHLHICHR
ENBDEFTI,

Awsmrtriiﬁt DEAXF—OFEAOFEMACOVWTIE, IAMI—%—HA4 ROAWS TtF+11)
A1FREEHR, & "TIAM A—H—0T7 9 AF—0DEE ) 28BL T EEL,

DHEEZRET BRI, UTOLSICEALET,

AWS 7Ot AF—
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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aws_access_key_id - 58 AWS config”7 7 1 JLE&E, aws_access_key_id - £ F
AWS credentials 7 7 1 )LEXE (H#HE XY Y R ), AWS_ACCESS_KEY_ID - IRIEEZH,
aws.accessKeyId - JVM 2 A7 A7'0/NT 1 : Java/Kotlin @ &

A—Y—%2RATRHORAFRO—MBELTHEAETND AWS 7O EAF—ZEELE T,

aws_secret_access_key - 3H AWS config” 7 1 JLEX7E, aws_secret_access_key -
B AWS credentials 7 7 M )LERE (#HER XYY KR ), AWS_SECRET_ACCESS_KEY - IRIZEZLH,
aws.secretAccessKey - JVM > A7 A7 O/NT 1 : Java/Kotlin @

A—Y—%2RA T2 LODORAFTRO—MELTHEAETND AWS S —JL Y hF—ZEELX
ER

aws_session_token - £8 AWS config” 7 1 JLE&E, aws_session_token - £ F&
AWS credentials 7 7 1 )LEXE (#HE XY Y R ), AWS_SESSION_TOKEN - IRIZEZ %,
aws.sessionToken - JVM > AT A7 O/\NT 4 : Java/Kotlin @ &

11— —%RATHLHORMBHRO—FBELTHERAETIAD AWS Y I N—=DU 2 &EBEL
F9, COER. O—IIZ5ZZTBDVIITARNERICKRT TR EIREND —BHNRRIER
—HELTBIRYET, Ev>a> =02, —BWNEEFI1) T EABEREFHTE
ETRBERICOKXMETT, L., REOERMBHRTEALS, —BNAEFX1 )T 1 REAER
ZEIFEATRZRCLEZHEHLET, EFXF1UT A OHERBEEREICODVTE., TIAMTOEF2 )
TADRARNTZO0T14 A1 BBBLTLEEL,

ChoDEZRBIDHEICOVTIE., TEHRIIEHREMFERL = AWS SDKsFFiE, 258BL T<L
EEW,

config £4 & credentials 77 M IICHEBEREEZRETSHZUTICRLET,

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux'macOS WX RTA VIZKRDREEHROEZREDH EUTICRLET,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy . . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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Windows DX Y RSA VICKDREZHOBREDH ZLLTICRLET,

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQOoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWlOgQs8IZZaIv2BXIa2R401gk

AWS SDKs&Y —LIC &K B HR—K

LLT®OSDK Ik, COREY U THRIBITDIHELREEYR—NLET, TN EFAN SN,
FARNTCRBEENTVET, VM ATFTALAZ7ONT 15REWE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B AEERFLEFHMABR
*
I\
AWS CLI v2 (&
L
SDK for C++ & HEBE config 77 M@ HR—REhTLVEHA,
L)
SDK for Go V2 (1.x) (&
L)
SDK for Go 1.x (V1) (& ﬁ config 77 A IIBREZERATSICE. REZ 7LD
L n;L&JA&Eﬁ*bthﬁ“%%E/J‘ai")ﬁ?o vy 3
’E’i}ﬂﬁbf<t‘c‘f A
SDK for Java 2.x (&
L
SDK for Java 1.x (&
L
SDK for JavaScript 3.x (&
L)
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 Y —)L

PowerShell V4 ©YY —)L
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L
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REZHEIYR—RENTLEREA,
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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O—)LREEHR7ONAM X —25|2ZHET

(® Note

BRER—DDODLATIONOERE, FEWFUTO AWSSDKs ") #25BLTLKEEVWC DS
14 ROBEER—ZIZDOVWT,

O—I)Tlk, MOAETCERT7IEATEZVWAWS UY—ZAANDOT7IEAIC, —BHZEFIUT 1
RIIEHRO Y NEFERITAIVLEN HHDELET, chSsO—BHNERIBEHRIE. 7I9AF—
ID., >—9LYRNTFIOEARF—, BLTFEFI1)TARMN—DTEBERENATVET,

A=) ZB|IEZFRRSICSDKELRY—IILZRETSICE. FT5EZHH20LEHOEE
OO ZERELRFBETRIHENf HGVET, IAMO—)LEF, O—JL (Amazon VY —Ax—LA
(TARN, )T—EICHEBEhET, O—LRBOI T T EOEEBEERILET. O—)
EERATRIEHEENEITATAEAWS OH—ER, | BIOAWS FHO N, ©I7 1D 7O
NARZ—FIEOIDC, £WFE SAML 7T 7L —>3>T9,

IAM O—=I)LAEEEhDE, TOO-IASEFEENATVWRHEAE, ToO-)IICE>THRHEEL
IHERZFEATDIEISICSDKFLERFY—IZHRETEETT, cnZITSICE, ROON RE2FEH
LET,

ChSOBRENERAZRBIZDIEOOHAZVAILDO2VTE, ZOHA RO TAWS SDKs& Y —)L
ZRIALTRDLHD AWS FRIERZF 2O O5IEZ ) 2SRLTSEEZL,

O— LR ER7ONAE—%Z25|EZTET

COMEZRETDICE. UTORSICEALET,
credential_source - 8 AWS config” 7 1 JLEXE

Amazon EC2 4 > AR > AFE I=l& Amazon Elastic Container Service D 1> 7 FRHNTERE
N, role_arn NSX—ATEELEO—-II 25|22 H3-HICFERAITIRIEHRZE SDK £
Y =B ETEDEMERRELET,

F7HI)NME: BBL

B (E:
« Environment - SDK £z l&Y — L IRIEZ I AWS_ACCESS_KEY_ID &
AWS_SECRET_ACCESS_KEY A8 Y —ARIABEHRENBID L EZBELET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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« EC2InstanceMetadata — SDK F = dY =LA EC2 A VAR ATOT77A)ICTRY FEN
EIAMO—)LZFEALTY —ADORIMERZEMETD L ZEELET,

« EcsContainer— SDK /=&Y — LA ECS OV TFHICTRYFEhIZ IAMO—)LZY —ADF
AMERELTHERATACEZEELET,

credential_source & source_profile DA ZRBLU7O77AITEEITDELERFETESE
A,

Y

RELER%Z Amazon EC2 A SHB TR MEBEN HBDEERTLEHIZ, config 77 A IICh %
EITBPZUTICRLET,

g
(s

kg

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - #8& AWS config7 7 1 JLE&E
O—-)lty>a>osXRBABeRELTEELET,
CORER., 7O77ALFO-IILO#EZEEL TVRIEEICOABEREIET,
374 )LNME : 3600 B (1 BE) TF

BWMBE: COERWVOW (152) A5sO—-ILOHEREY >3V HERE (LRI 43200, 974
HDE12E) ETOHBZEBETEER T, FHACHOVTE., "TIAMI—Y—HA R, © "TO—-)L
NEALEYIVHEREZRTITD, ZZRLTEZT W,

config 77 A NICChZBRETBHZUTICRLET,
duration_seconds = 43200

external_id - & AWS config”7 7 1 JLERE

BEROTHAIRTH—RN—FT 1 —HFO-IIZ5 €202 -OICERAT BB ORI FZ
BEELET,

COHRERF, 7OT77AINNEEESZEZFRELSICEELTVT., TORIOEFERII—7T
Externalld QENVERZRFZESICOKBEBRENET., COER. 7O7 74O 2EET
% EEIZ AssumeRole BEICEET NS Externalld /NS X—ZICIYTENET,

T7AINE: &L,

O—-L7ONA X —%5E2 T3 70


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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BMBE: IAMI—H—HARDAWS "JY—ANDT VLA ZE=EICHFETDILEICH
HID ZERAT2HE 25RUTSEE L,

config 77 AN ZRETBHZUTICRLET,
external_id = unique_value_assigned_by_3rd_party

mfa_serial - 48 AWS config7 7 4 JLERE

O—)LZ5|2ZF2CEIERATILEN HBZERFDA (MFA) TNAADDELLREUT
NBESZEELEY,

O—ILOEER)S—IC MFARREZXEE TRERENEENTVRIO-)IL251EZFHHEIC
HBETT, MFADFMRIZ OV T, AWSIAM I —H—H A RO "IAM TOZEZFZE, 25 R
LTLEEW,

T7FINE: &L,

BE : EBIZE. N—RODITFNAADTUT I+ )N— (GAHT123456787%% &) £z 1R
B MFA /81 A (2E) ® Amazon J Y —AF—LA (ARN) DWTFhAEETZEE T, ARN OF
REXDODEHVY TT, arn:aws:iam::account-id:mfa/mfa-device-name

config 77 A )ICChhERETBHEZUTICRLET,

COBITE. THOY NACHERE hMyMFADevice, I—H—(CXL TEMICHZ >TVS &)
SRIE MFA N4 AZEELTVET,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn- £58 AWS config” 7 1 JLEXE, AWS_ROLE_ARN - I:RIEZH, aws.roleAxrn - JVM &
AT A7 O/NT 1 Java/Kotlin @ &

COZ7O77ANEEALTYIIARNENEREORITICEATS IAM O—)L O Amazon 1)
V—AZR—L (ARN) ZEEEL X T,

T7AINE: &L,

BWE : EIE., AT® arn:aws:iam: :account-id:role/role-name e ® IAM O—JL
D ARN THAUENFHVET,

TSI, ATOREOVThL ZEETILENHYET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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« source_profile —ZFN7O7 7ML TENREZ5|ZZ TR HERZHF ORABERERET
PEHICFERATRZRO7O7 7/ 2#HBITS,

« credential_source — BENRRZH THEIE B FEAER. £/&F AmazonEC2 1 A
BUOATAT7T7AINIHFFENTVBRIAER., £EE AmazonECS AV TFA VARV A
ZFERATS,

« web_identity_token_file — ENAINEERG DI T 77V r—> 3> cRifehni-1—
H'—I(Z/V7 ) v 2 0penlD Connect (OIDC) BE#t® ID ZONA Z—%=2FHT 5,

role_session_name - 85 AWS config” 7 1 JLEXE, AWS_ROLE_SESSION_NAME - IRIEZLH,
aws.roleSessionName - JVM 2 A7 A7 O/\NF 1 : Java/Kotlin @

O—=)ty>a ICT7RYFI2Ru1%2HELET. COREIFE., COEYIIVICEEMRITS
hi=IT> MUJU® AWS CloudTrail OJ ICERRENET, FHFMICOWVWTIE., " AWS CloudTrail 1—
H—H 4 K, ®CloudTrail userldentity E%& | 238 L T EE L,

T7AIWNE: FT23a2NIX—8, COEZEELEWVES, BV a2 ER3EBNICER
ThET,

BM{E : AWS CLI £7zlk AWS API A" 1 —H—(ZX1H > T AssumeRoleARL —> 3 (L
& ARL—23 275 ED AssumeRoleWithWebIdentity AL —232) ZHUHTEEIC
RoleSessionName/ NT X —RIZRHEhET, COER., JITVAgEEAEO-)ILI—Y—0
Amazon )Y —RZ—L (ARN) D—BIZBY . ZOTOT7 7 AL &> TREHE B AR —
23>® CloudTrail AT MDD —FHELTRTENET,

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config 77 AL ChEBRET BB EUTICRLET,
role_session_name = my-role-session-name

source_profile - 5 AWS config7 7 1 JLERE

TTOZ7O77A4A)AD role_arn FFETEEENLEO—IIZRE TSI -HICFERAE NDERIAER
ORIO7O7 74 Z2EELET. B AWS conflg 774 & credentials 77 AL T
A77AILFEDLSICEAENBZAICIOVTE., ") ZZRLUTLKEEVWHE config LT
credentials 771 ),

O—LsIZ2Z2F7O774NTEHZDTO7 7ML EEETSE, RABBITLICHEREND
KO, EO-LNFIEFICEIZMAINET, SOKARAEBERZECTO77MILICEET D &,
COFI—2EFEFELLET, O—JLOEHIFE, AWSCL £EE AWSAPIO—I)LEYv>arz
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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BAR1EBICHRL, BPIEETERREA, FALCOVTE, "TIAMI—Y—HA R, O
O OEBAFLEZ ZZRLTLEZT W,

77 # )L NME : NONE,

BMWBME : config BKRY credentials 77 AL TEREIATVRTO7 7 AL OB THERK
TENBDTFANZH, REOTO77A4ILD role_arn ICKTREEIBETIHENHYE
9,

credential_source & source_profile DA ZRLUZ7O7 7AITEETSD LR TER
tA,

REITAINTINERET S

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

HOBITE, AZO77A4ILIE SDK £@EY—IIZ, U>9&EhiB7’077 /r)l,wmrt'r%%ﬁ?&
BENICKRETDLSICIERLET, COBFE,. B7O77 M) NMEETBREEBERAIL/N—
‘/ JLEERAL T SDK M AWS FREEE#RIAM Roles Anywhere Z{#EF L 7= AWS SDKs& Y — )L M

HRALZEEBLET., ChsO—RHNEFRIEBERE. RICAWS UY—ZAANOT7 I EARICERAEh
TF9, EESNLEO-NICE, O RAWS OH—EAR API XYY RgE, DUOIARNEN
EO—ROERFTZHFATE IAMTIOECAFARVS —HFTEYFERATVWBIREN HBYVET, 7
O77A)NICEK2TREITENDITRNTOT I3 AICEE, CloudTrail OJICEEN2O0-)ILtEY
avENEENET,

O—JL0E ﬁﬁd) 2 ZB OHITIE. Amazon Elastic Compute Cloud 1 > AR AICF 7)o —<3
By, E TVr—=2aviClo0—) 5|2 tc 258, XROREEFHATESE

ED

[profile A]

O—-L7ONA X —%5E2 T3 73


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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source_profile = B
role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

7°I:I774)LAL¢ Amazon EC2 41 VAR ADMRIMEHRZFERAL TEESh EO—)LZ5|EF
T, RAEHRZBEHNICEFTRLET,

web_identity_token_file - £#8 AWS config” 7 1 JLE&E,
AWS_WEB_IDENTITY_TOKEN_FILE - IR¥EZH, aws.webIdentityTokenFile - VM 2 AT LT
O/\NF 4 : Java/Kotlin @ &

X9 % OAuth 2.0 7’0/VA4 X — E=I&, OpenlD Connect ID & BIEHR7ONA A — HS5DTF
DEARN=D20%2EET7AINNDODNAEIEBELET,

CDFREICKY). TGoogles . TFacebooksy . TAmazony BEDOZHOVITID7IF
I/—/EI/7EI/\4'51 ZERALUTRZITDOCENTEERT, SDKELREHAREY —IILEC
D77AINOARZO—RL, 1—%—ICfK1 > T AssumeRoleWithWebIdentity F~RL —
2a>EFUOHTEEIC WebIdentityToken 5IEE L TELE T,

77 #JL MME : NONE,

BBE: COBENAETT7TALBTHRITNREBRYEREA. 774I)ICEK, BEBR7O/NA
A—hsRtEnd, OAuth2.0 7V A KN—U 2 F =& OpenlD Connect ID h—OU > HFEFN
TWEFnEBYEEA. BENAR, 7OCAOEETA LI NJEREECLEMEF/NAEL
TEHNIFET,

AWS SDKs& Y —JLIC & B HR— K

LLT®OSDK Ik, COREY UTHRIATIBELREETR—KNLET, TN EHAN SN,
INRNTCRESTNTVET, VM ATALAZ7ONT 15%EFE. AWS SDK for Java & AWS SDK for
Kotlin TO &Y R—KREhET,
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/

AWS SDKs& Y —JL

V77LYAAHAR

SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

= 3 I

= Y I

<

= 3

<

ERF LB

credential_source @FHR—REThTLEE
Ao, duration_seconds WEHR—KREhTLVEE
Ao, mfa_serial W@WHR—KREhTLVEHEA,

HE config 77 MILBREZFERTHICE. BET7A4ILD
S5NHHIAREBIM_TEISLEN HYYET, Y3
BSBLTLSEEL,

mfa_serial WBFHAR—KREhTWEEA, duration_
seconds GWHR—KREhTLWELRA,

credential_source W@HR—KREThTVWEEA,
mfa_serial WHR—KREIhTLVEEA. VM ZATLY
ONTARYR—REhhTLVERA,

credential_source W@FHR—KREThTVLWERA,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 O —)L

PowerShell V4 @YY —)L

B EEF L EFEER
N

&
R

%3
R

(&
L

(&
L

=
L

=3
R

=3
W

=3
W

AT FREE®R7ANA A —

(® Note

RER—IOLATINOBM, EBUTO AWS SDKs M) #8BL T EEV IO
{ ROBER—IEDVT,

OVTFRIFEHR7ANAMS—, SEFEROATFHEENLET7IT—2 32 OFRMERZIE
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AVTF7aNAE—

76


https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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Amazon Elastic Kubernetes Service (Amazon EKS) Z RN B BFHKICKILEE T, SDK (& GET U
DIANEZBUTEEESNEHTTP I RRA MY SREAEHREO—RLET,

Amazon ECS ZXA T 3HEE k., RAMEHRO 2B, B, BEEUHEMERETHLHIC, ZRY
IAMO—)ILZ2FERT2z2H58HLET, Amazon ECS ZERET D &, SDK &Y —I)LARAER
ZHEBITBHICEAT S AWS_CONTAINER_CREDENTIALS_RELATIVE_URI REBEZEHABREE 1
£9, COMEERAIC Amazon ECS ZERE T % ICIE. "Amazon Elastic Container Service RO Y
N=FHAR, O "TZA0 IAMO—)L) B5RBLTLEEL,

Amazon EKS 2RI 3284, RBEHRO o B, H/MSHE, EEFREM, ML A
RL—>3>, BRAK, BRTCRAT—FEUT 1 2RETSHLEHIC, Amazon EKS Pod
Identity ZRATH e 2BHOLET, RY REIAMO—JILOmEARF, 77UTr—3
CHAICRAIEREEE TS L0IC Kubernetes H—E AT AV NMCEEMFS K TVE
¥, Amazon EKS Pod Identity OFFMIC DWW T, "Amazon EKS 1—H—744 K1 ® TAmazon
EKS Pod Identities; ZZB L T E& W, Amazon EKS Z5%Ed 5 &, SDK &V —/LAH
AR ZEEB TS -HICHEH TS AWS_CONTAINER_CREDENTIALS_FULL_URI & T
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE IREBZEBNREENET, Y N7V T OFHMA
IC2OWT., "Amazon EKS 1—H%—7i4 K, ® "Amazon EKS Pod Identity T— I ROt Y
N7y 7, Fhik " 7099 7H%4 K8, @ "Amazon EKS Pod Identity (&, Amazon EKS 75 A
B—LOT77VT—3 V0 IAM T O AT ZERILLET. AWS

COMBEZRETAICE. UTOLSICEALET,

AWS_CONTAINER_CREDENTIALS_FULL_URI - IRIBEZLH

SDK A'REEHRZVIVIANTDEEILHEATD 7 HTTPURL I RARA 2 NZIEE
T CNICRAF—LERANOEANBENET,

T7FIKNME: &L,
BMME : HWE URL,

AE . COFRER AWS_CONTAINER_CREDENTIALS_RELATIVE_URI ORETH
V). AWS_CONTAINER_CREDENTIALS_RELATIVE_URI A"BREEhTVEVBESIZOXKEAET L
x9,

Linux/macOS NN RSA VICKBDBREZHOBZEDHZEUTICRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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or

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - IRIBEZEH

SDK A'RRAEFHRZEV IV IARN TR EEICHEAITAIMEN HTTPURL I RARA > M EEEEL &

¥, EE. T7#)L MO Amazon ECS KA N 169.254.170.2 ICMEhET,

TF7#) NME: [& L]

BHMAE : BREEX URL,

Linux/macOS AN RSA VICKDREZHODEREDH EZLULTICRLET,
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - IRIEZE

RARN—=9>2%7TL—2FTFARNTEELE T, COEBNREENTVWSIHS, SDK (& HTTP

VOTARNDRAAY X—ICREZEBDEZRELE T,
T7FINE: &L,
BME: XF5H,

EE  COEREE AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE DRETH

V). AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE A"SBREENTVEVESICOXKERAET L

x9,

Linux/macOS WX RSA VICKDREBEBZHOREDH ZLLTICRLUET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - IRZEZLH
TL—FTFARNOBARN—TEZECT7ANANDERT7AIINNAZBELET,

77 # ) ME: [BZ L]
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BMEE : XF5,

Linux/macOS WX RTAVICKBDREZHOFREDHIZLLTICRLUET,
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
AWS SDKs& Y —)LIC KB HR—K
LT®OSDK Ik, CORNEY UTHBATAIMELREZTR—NLET, BoOBHAN HNE.,

IAXNTCRESTNTVET, VM ATALAZ7ONT 15%EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—RNEhET,

SDK B FEFRLEFMAER
7
N
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L)
SDK for Go 1.x (V1) (&
L)
SDK for Java 2.x l& Lambda SnapStart "7 25 4 7{LAWS_CONTAINER_CRED

L\ ENTIALS FULL URI &ha&., & AWS_CONTA
INER_AUTHORIZATION_TOKEN EBEEMICERAIICERE
nEd,

SDK for Java 1.x l& Lambda SnapStart "7 27 4 7{LAWS_CONTAINER_CRED
L\ ENTIALS FULL URI &h3a&., & AWS_CONTA
INER_AUTHORIZATION_TOKEN FBEEMICEREICERE
nxd,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift
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(A

(W)

(A

(W)

(A

(W)

ERF LB

Lambda SnapStart #*7 27 4 7{tLAWS_CONTAINER_CRED

ENTIALS_FULL_URI &ha&, & AWS_CONTA
INER_AUTHORIZATION_TOKEN FBEEMICEREICERE
hEd,

Lambda SnapStart /"7 97 4 7 {tAWS_CONTAINER_CRED

ENTIALS_FULL_URI &ha&, & AWS_CONTA
INER_AUTHORIZATION_TOKEN FBEEMICEREECERE
hEd,

Lambda SnapStart #*7 275 4 7 {tLAWS_CONTAINER_CRED

ENTIALS_FULL_URI &ha&., & AWS_CONTA
INER_AUTHORIZATION_TOKEN FBEEMICEREICERE
hEd,
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK B EFEFEFEHEER
#
N
PowerShell V5 ©YY —)L (&
L)
PowerShell V4 @YY —)L (&
L)

IAM Identity Center FRREEER 7 O/ X —

@ Note

BRER—TOLATINOEMF, FEEFLULTO AWSSDKs ") Z8RLTLKEEVC DS
1 RDEBER—TZICDO2VT,

CDFWIAEX D ZXLIE AWS IAM Identity Center . ZFAL TI—RAWS OH—ERX O AD> Y
TN A2F>2 (SSO) P/ AZEMBLET,

@ Note

AWS SDK APl R¥F 1 X N Tk, IAM Identity Center 52EEEHR 7' O/V 1 X —I(& SSO FEH1E
®7ONAF—ERENETT,

IAM Identity Center ZB%ICL =5, £BH AWS config7 7/ L TREND 7O 7ML EERZLF
T, cOZ7O7 74L& IAM Identity Center 7 7V ZAR—ZIIANQOERICEAEThET, 1—F—
¥ 1AM Identity Center TIEEICRAE D &, R—ZIILBEEOI—H—ICEEF TSI IAMO—
LNOEHRAEREZRLE T, SDK AFREN S —RWARAEREZINEL. AWSOH—ER U
DIANIFERATEAZEICOVTE, T, 22BULTLKEETVWAWS SDKsEY —ILD IAM 7 AT
TAT A Z—RADOFERE %,

config 774 )L Z#EH L T IAM Identity Center ZERET D ICIE 2 DO FEN H V) F T,

(#%8)SSO h—o > 7ONAH—RE- Y2 aVBHOER. HAKXLEY IV BHEOY
R—RFEERTVET,
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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« ROEHMAARERE —BEEDND SKHEY> a2 2FEALEXT,

EE5DEBRTE, Y2 Ia 0BMBPRFIYNNESBEYA AV TRIRENHYET,
KD 2 D20OHA RIZIE, IAM Identity Center ICE T2 BMBEHRNIEENTVET,

+ AWS IAM Identity Center 1—H'—H 4 R
« AWS IAM Identity Center R—ZJLAPI )7 7L A

SDK &Y =LA CDEREFEAL (RIIMERZFERASLVCEMITSHEDOFHMICOVWTIE, TAWS
SDKsEY =D IAM T AT T AT A0 Z—R0ORREE, #25RBLTLEEL,

Bl R SR

&#IZ 1AM Identity Center ZBEMICL TH S BEN H V) £F . |IAM Identity Center FREED B XH1E
DFMICDOVWTIE, AWS IAM Identity Center " 1—H—74 K1 @ "E%{L AWS IAM Identity
Centery ZZ2RL TS,

® Note

T, TELBAREZHFE, COR—DTHATNTVRIHSELBHEBconfig7 7 1 ILERE
WC2VWTR, Tt 0ty NT7YTHA RESBL T & WAM Identity Center ZfEFA L T
AWS SDK t\/_)llﬁéwunl—t?%)

SSO h—o 27 ONAH —&E

SSO M=V 7ONAF—RERFEATSHE, AWSSDK FRRY—IIRGBEREhEEYS a2V
BETEYIICZBHNCEHLET, v a B RABBOFMICOVTE, "TAWS
IAM Identity Center 1—H'—H 4 K1 ® AWS "7 Ot AKR—2Z)LE IAM Identity Center ST 7°1)
T—23a oty I HEZRETS 2SR LUTLKEEL,

config 774 )L ® sso- se551ont7/3/(2|: SSO7VEAN—VVZHBIRD-ODOHRER
BEIIN—TIT2EHICERAES L, if"’*ﬁ’éﬂﬂ ITHLEHICERTEERT AWS, config 7 7
AR OEIZIVOFMIODVWTR, T ZZRLUTKETVEREZ 7A4ILOERK,

ROBEBconfig7 ZPAIINDHITE, devZ’OT77AIN%ZEFERALTSDK FEEFEY—ILEREL. IAM
TFATFOTFAT1422—ORLEHREV IV ITIAMNLET,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

OB TIE, sso-sessionty>araE&EL., ZO77AIICEENFGFS
EERLTVWET, BE, SDKA AWS RIBEHRZVIVIARNTEDKSIC,
profile 29> 32 T sso_account_id& Z&&Esso_role_named B AEAH
H')ETJ, sso_region, sso_start_url, & sso-sessiontzP< 3> ATE
Esso_registration_scopesT2XAENHVET,

sso_account_id & sso_role_name & SSO R—OUVERENDIXNTOIFUFATHEEVS DT
TREBHVEBA, PTUVT—2320 AWS ODH—ERANMNRTS—RIAZHR—NTD OxhEFERAT
BBE. KO AWS FRAHERIEIBEH V) EFH A, RT7T—RiF. RKT7I—KN—=—0EFEFND L
FAVTARN—DV 2 ZFERATD HTTPRIEAF—ALTT, <D F VAT, sso_account_id &
sso_role_name WA ATREH Y EFLEA, Y—EANNRTS—KN—=0 R AZHR—KLTWVWSDH
ESNZHRTAICIE, AXDAWS O —ERX HA4 RZESBLTSEEL,

BBRATI—7IF sso-session D—HPE L TEREENE T, AA—7R&F. 1—H—0F7hHD
NIRRT BETTVT—23a>0OF VAZFRTS OAuth2.0 DXH_AXATT, BIOHIT
lksso_registration_scopes, PHDU U NEO—IIE—EBRRIDLEHICHAEBRT IV LAZRM
ITBERIICERELET,

ROBlE, BHEOZ7O77A4I)TRELUsso-sessioniXEZBRATA A EZRLTVET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRoleZ2
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[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

[\

)

R—=o>2k, Y23 RICESVWET77A4I)NBZFERAL T, ~/.aws/sso/cache F4L T K
TOTFAARIICFyv1dshEzET,

s
S B

EHMAADOLHY—FRE

N—OCOBBEHE. EFAATOLAS —RETREYR-—REATLEREA, KDYIZ, SSO
h—=O2 7 ONAE—RE OERZHEHL LT,

EHTAAOLAY—BEZFEATAIICR. Z7O77MIILATROBREZEETIHLEN BV ET,

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

ZT7A77A4)0NOI1——R—F)LIE, sso_start_url &V sso_region REZMFEAL TEEL
£9, 7OEAHAE sso_account_id 8KV sso_role_name SRETEEL X T,

ROBITIE, config 77 AINIC 4 DOMBBEEBDEERELET,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

FoRL h—O &, sso_start_url CETVWET77AIIEZERAL T, ~/.aws/sso/cache 1 L
TJRUDTOTFARIICF Yy Y2 1ENET,

IAM Identity Center FREEEHR 7' O/N 1 X —DFRE

COMEBFUTZHERALTHRELET,
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sso_start_url - 8 AWS config”7 7 1 JLERE

HEBOIAMTATOTATAER—RTEURLEFLE T 7EAR—2)L URL 237 URL.
FHMCOVWTR, "TdI—HY—HAR, OAWS " POEAR—ZIOFERA 2B LTEE
L AWS IAM Identity Center

COEZRDTBICIE, IAM Identity Center 12V —)LZB&, A Y 1R—REXRRL
T, AWSTUOEAR—FI)I URL ZRDHFET,

« FlzlF., O/)N—232 2220 HETIFE AWS CLI, KDV IZAWS #1T7#H URL ODfEZFERTE
9,

sso_region - 48 AWS config”7 7 1 JLERE

IAM Identity Center R—Z LKA KN AWS U—23 > ZE8 . DF V) IAM Identity Center Z B %b
ICFBEICEBRLEV -3, CARERT7AILMOAWS V=232 B ULTHY, EX
BBEENHYNET,

AWS =232 EFQOO—ROEEBVANIDOVWTE, "o 0 "U—=232 T2 RRA
Vb1 ZZBLU T & WAmazon Web Services 28D 77 LV A, CDEZERTSIC
(&. IAM Identity Center 1>V —)LZBWT[ZA Y 2 1 R—R]ZRRL, [U—23 )& RUE
LR

sso_account_id - 58 AWS config”7 7 1 JLERE

S2RE(CfEF 9% AWS Organizations H—EAZBLUTAWS 7HO > KN EBiNE hiz OIE ID.

FERABEERTHI RO ANERERT S, 1AM Identity Center 1>V —)LIZBEIL T
[AWS PHTIY KN | R—T%B&£F, AWS IAM Identity Center K—ZJL API U 77 L > A®D
MListAccountss API XV Y RZFERALU TRIAAREET ATV MOV ANZERTDELETE
F£9, EAXEF., AWSCLI XYY R list-accounts ZFOHIT ENTEET,

sso_role_name - 85 AWS config”7 7 1 JLERE

A—4¥—OF7 7 AFAZERITAIAMO-)LeELT7OBSIZTEhiET oA
Faty NoFwEl, O—J)LiE. TAWSTPHIU N EBEENE CFETIXENHYE

Jsso_account_ide O—J)L® Amazon )Y —AFX—LA (ARN) TlE&<, O—J)ILBZFEALT
<EEL,

TOERAFAEY MCR IAM ARV S —ENABRLT VRAFARI S —HFTRYFENTEY,
A—Y—CE)IETESNLEAWS THIY NINEEhBZTIOEALRILZEELEXT,

CEIEATRATIVEAFTEY NOUARNZERRTBICE AWS 7AHT b, 1AM Identity
Center AV —I)LICBEBLTAWS PTHO U RMR—2BBEET, AWST7HOUKN F—TI)LIC
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
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JARENTVBELVWTFIVEAFTLEY NBEZEBIRLET, AWS IAM Identity Center /R— &
JLAPI U7 7L>A®M TListAccountRoles; API XYY REFRAL T, EATWREAT IV EAHT
Y RODVANEHRITZEETEET, LEXIE., AWSCLI XY Y R list-account-roles %
HUOHTENTEET,

sso_registration_scopes - 5 AWS config”7 7 1/ JLERE

sso-session ICHFHATBAOA—T7OAXRRXEPYDIVARNTY, P7UTr—232iE 12
LEQAOD—TRVOIARNTE, PF7VT5—23 2V CRITENETIORAN—I VB EE
ENEAD—-TICREENhET, IAM Identity Center U —E AN SEH N —IV > ZHEBTSIC
l&. sso:account:access DREBOAI—TENFETIHEN HYUET, FRATELET Y
TAAOA=7"F723>0OJARMIOVTIE, AWS IAM Identity Center " 1—%'—H 4 K
O "TOELAAO—71 Z2RLTEEL,

chsOA—7&, BREhEOIDCIVZAT UM IVIOITANTERTORAFTE, U7
AT RNDPBETEITIVEARN—VZEELET. AJ—7&. |IAM Identity Center RT7 5 —
N—=O THERENEIRRSA MO TIVEAZHFALET,

NREF, FEHFTERVRRORECEBRATENAELA, LA—EBREFERALTRITENE
I\ Ik, BEMICsso:account:access Ad—7ICHIRENET,
AWS SDKs&EY —)LIC KD HR— K

LLT®SDK &, COREY U THRIBTIBELREEYR—NLET, TN EHAN SN,
FANTCRBEENTVET, VM ATFTALAZ7ONT 15REWK. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B FEFRLEFMAER
7
K
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L)
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https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK B ARFLEFHMABR
e
K
SDK for Go 1.x (V1) & HBE config 77MIBREEZFERATSICE, BREZ77 ALY
W SOFRIAKEZEMNCTIHXENHYET, vrar,
ZSRBRLTLEEY,
SDK for Java 2.x & EEfEcredentials 774 TEHR—RENTVE
W 9,
SDK for Java 1.x L
L
4
SDK for JavaScript 3.x (&
R
SDK for JavaScript 2.x (&
R
SDK for Kotlin (&
L
SDK for .NET 4.x (&
L
SDK for .NET 3.x &
L
SDK for PHP 3.x &
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
L
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK B EFEFEFEHEER
+
N
SDK for Rust B EHAAOL A —RED H,
ﬁj\
3]
SDK for Swift =
L)
PowerShell V5 ©YY —)L (&
W

PowerShell V4 DY —)L (&
L

IMDS FREEE#®R 7’ O0/N 1 X —

@ Note

RER—IZOLATINOERE, IZELUTO AWSSDKs "y ZZRBLTLKEEVZDF
1 ROBER—TICOVT,

AVABVAXBRTF—ZH—EZA(IMDS) &, 1 VARV AIZETHTF—RT, RITHOA VAR
VACREELREEIRILOICEALET., FMAATREETF—FOFMIC DWW TE. Amazon EC2
I—HY—HAR, D "AVAZVAAXEZTF—Z0EE, 28R L TEEV, Amazon EC2 TlF.
A VAR VAL EEETEBBERERATEDZIO-—NILIVRERA I NESA VAR ATRIATRE
TT. A VARVAICO=IAFTERYFENTVWREERE, TOO-IILICEWERIAEHROEY
NAERATEXRT, SDKIFEFOI RRARNEFERALT, F7 ) NOREHR7ONA A —
FI—2O—HPELUTRABREBRATEELRT, A1 VARV AXZTF—RY—EAN=D32 2
(IMDSV2) . IMDS D& WEERN—T 32 THY. F74LRNTERENET, BRFTEREL
&M (HTTP T5—1— K 403, 404, 405 ) AREATEKULU EBEEE., IMDSVI A7 A—)LN\v U &
LTHERAEhET,

COMBEZRETAICE. UTOLSICEALET,
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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AWS_EC2_METADATA_DISABLED - IREZH
RAEEHRDENBIC Amazon EC2 1 VARV AXZTF—R Y —E A (IMDS) 2R T3 AL ES N,
F7 # )L hME: false,

BRAE:
o true-EIMEHRENEBEITHEHIC IMDS ZFRALEE A,
« false-RAIEHRZENBEITA=HIC IMDS #FAHALET,

ec2_metadata_vl_disabled - & AWS config” 7 1 JLEZE,
AWS_EC2_METADATA_V1_DISABLED - IRZEZH, aws.disableEc2MetadataVl - VM > AT ALY
O/N7 4 : Java/Kotlin @ &

IMDSV2 A"k BIL =354 (2. Instance Metadata Service Version 1 (IMDSv1) &# 7 # —JL/\Y U &
LTEATIHLES D,

® Note

#FLWSDK I IMDSV1 ZHR—RLTWELVEZ®, COBRERFTR—REhTLEE
Ao FHICDOVTEE, RAWSSDKsEY —)LIZLBHR—K Z5RLTKEE,

77 # )L ME: false,

BRAE:
« true-IMDSV1 Z7 #—)LN\Y O ELTHERALEE A
« false-IMDSV1 27 #—)LN\Y O & LTHERALET,

ec2_metadata_service_endpoint - £8 AWS config” 7 1 JLERE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - IRIZEZ ¥, aws.ec2MetadataServiceEndpoint -
JVM 2 A7 A7°0/)NT 1 Java/Kotlin @ &

IMDS DI RARA Mo COfEIE. AWS SDKs&YW —)LA" Amazon EC2 £ VARV AX R
F—REREITDTIFINOEmELEZLET,

F7# )L MME : ec2_metadata_service_endpoint_mode A" IPv4 (C

ZLWEES. F72INBRNIVRARAUNE http://169.254.169.254 T

9, ec2_metadata_service_endpoint_mode A" IPv6 ICEL VWHE, F7FIMNDODIVR
RA 2 N http://[fd00:ec2::254] T,

IMDS 7’O/N A & — 89
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BMZE : B URI,

ec2_metadata_service_endpoint_mode - %5& AWS config”7 7
4 JLEXXE, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - :RiZEZH,
aws.ec2MetadataServiceEndpointMode - JVM 2 A7 A7 O/\NF 1 : Java/Kotlin @

IMDS I RARA >V NE—R,
77 # )L NME : IPv4,

B3’ {E . IPv4, IPv6,

® Note

IMDS FRREE&H 7 ONA X —& FELEHRZ7ONAE —FI -2 ZEHETSD O—FHTI, It
ZU., IMDS FBAHEHRZ7ONAE—FE, CO—ETHOVK2AOTONA X —DHEICDH
FIVIOENhET, TOLH, T7OJFZLTIO7ONA S —OFARREEATSEE
&, REDSHOBMERABTRIONA X —ZHIKRTD A, HOT7O7 7L Z2ERTS
BENBNET, H2VE, BEABHR7ONAEFI—2VICE>TEDTONA I BNE
RALIFRZET A ZEBNICKRETZADYIC, OI—RAT IMDS FREAEFEHRZ7ONA X DO E
AEZEELTLKEEVW, Y—ERIZA TN 2RI EIC, FRRIFRY —AZEEE
ETEXRY,

IMDS FEREEHROEF 21 U T 1

F7 ) NTIE., AWS SDK ICEMNBEREIEHRARES N TV EVWIES,. SDK & Amazon EC2 1
VARV AXRTF—RYH—ERZ (IMDS) Z2FEAL TAWS O—/LOFIABEREMEBLELIS>ELET,
CDEMEIE, AWS_EC2_METADATA_DISABLED RIBZEHM%E true ICRETAHETEMIITESE

T, chlckY), FHRERZIY ND—OTFOTFT1ET14HBHlEE N, Amazon EC2 £ > AR A X
BTF—BY—EANBEIND UM HBDERETELAVRY NT—I0EF 21 UT @b hE
C

® Note

AWS BB BABWMTHREENLE SDKIVZA T ME, ChSs DOREICEFEERL, IMDS
ZEAL TRABRZMEL T A,
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Amazon EC2 IMDS FREEEHR O 5 0 EXL

CORBEBOREFEE, FAPOARL—FT12IATALE, BEEZHEENICLEVLESH
ICR2TEBRUERT,

Linux & & * macOS

Linux £l& macOS Z2FEAL TLSBEHKEF. XOONV REZFEAL T, CORBELHERETE
£,

$ export AWS_EC2_METADATA_DISABLED=true

COREZBBOIINEY 2 IaVRIATLAOBEBHREEFL ZVEES
(&, .bash_profile, .zsh_profile, .profile ZEDLEREOIAN REZIII7O774)
J77A4NICENTEERT,

Windows

Windows ZFEAL TLV2HEHKEFE. "OOAX > REFEAL T, CORBEHRERETEET,

$ set AWS_EC2_METADATA_DISABLED=true

COREZEBOZIINEYZAVRIATLAOBEBREMHITL LWVWEEE., KDYICHATOIN
Y REFERATEEXRT,

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note

setx ANV RRBREDS TN Y>3V ICEZERALEVEYD, BEEZEMICTRICES T
N2 )O—RIIHIMBERKBLENIrHYUET,

AWS SDKs& Y —JLIC K B R— K

LTFDOSDKIE, COREY U THIATHIHMELREZYR—NLET, oA BHANF BN,
FARNTCRBEENTVET, VM ZATFALAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

IMDS 7’O/N A & — 91
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

.|j.
N

%3
R

%3
R

(&
L

(&
L

=
L

(A

(A

ERF LB

HE config 77MIIBEZFERATAICE. BEZ7A4ILD
SNFHIIAKLZEMCTISLEN HYET, v a3,
ZZRLTLSEEL,

JVM 2 A7 A7 0O/NT 1 : com.amazonaws . sdk.
disableEc2MetadataVl @bV I ZEH
L aws.disableEc2MetadataVl aws.ec2Me
tadataServiceEndpoint . BAR—kaws.ec2Me
tadataServiceEndpointMode EhELA,

IMDSV1 7 #—)LINY D ZERALEL A,

IMDS 7’O/N A & —
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SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 O —)L

PowerShell V4 ©YY —)L

.|j.
N

&
R

%3
R

(&
L

(&
L

=
L

=3
R

=3
W

(A

ERF LB

IMDSvV1 7 #—)LINY VZERALEL A,

ZEALT, O—RTIMDSv1 7#—)L/NY U %ZBHRH
(CEMIZTE XTI [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true .

ZEAL T, JO—RTIMDSv1 7 #—)L/)\Y 2 Z8BHRH
(CEMICTE XTI [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true s

7OtARRRBER7ONA X —

® Note

BRER—TDOLATINOEMR, £-IFLLTDO AWSSDKs ) #22BLTLKEEVCDS
A4 ROBER—TICOVT,

7OER7ONAHE
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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SDK 2k, DAZLI—AT—AICEDLETRABHRIONAE —F T —>2 2RI B HEDHAE
AHYET, COT7ONAE—F, 72T LI AORIABRARNTHASOFLIBTHROBMBR AT L
SAO D 7ANA T - DHRERE, DAZRLEEZREITDEHICFERATEET,

=& ZIE, 1AM Roles Anywhere & Zf#fH L Tcredential_process, Z77Uor—>avitfb»
TR BRIAERZEELET. COARICEDLE T credential_process ZERET B ICIE
IAM Roles Anywhere Z R L 7= AWS SDKs& Y —)LDFREE ZZ B L TS EE L,

® Note

LT, AS7OCADSHABEREFETDHEEZHALTHY, OAZBTYTIRNTIT
Ei??bfb\éiEAL_ﬁFﬁféiﬂ' AWS, AWS O E1—FT A2V TVY—ALICEBETS
Bk, BOFAERER7ONA A —Z2FALET., cOAT IV Z2HATIHEEE. INXR
L/ TAVIDATLAOEFIVTAORANTZIT A RAZEALT, RE7 7 AIIHA
BEARYOY VENATVR & 2MIEL TKIEE LV, SDKs & FZD LS 15HZ AWS CLI
Fry7FrLTOJICRRELStdErr, EROBVI—H—ICAHIT2AEENI HD 120,
NAZLFEB®RY — A —OL Y bMEHRZE CEERAEXRBEVIEZHEELET,

COMREEERTETDICEK. UTOLSICEALET,
credential_process - #8 AWS config”7 7 1 JLERE

FEHITARABREERDHDWVWIEEEBTAHHIC I—H—ICRH 2T SDK FiolEY — LA ETT
ITRINAEOOIN REEELET, CORETE., SDKABTHT 7OV ZL/ONY ROBH
ZEELEY, SDKAZ7OEAZHUOET E, 7OEAN JSON F—R%Z stdout ICEZIAD
NEFEET, DAZLTONAE—F, BEOHEATHEREZRIXLENHYET, ZOBHIC
k., SDKFEERY =N I1—H—%2BAIT2LOICFERATERZIRIABRIEETNTVET,

® Note

J7OtARERRHR7ONA X - FREALBEHRVONAFT—FI - Z2EEITS O—HTY,
L, Z7OEAREABERZTONAH =G, COZV—A0BOV< 2207 O/NAH—
DEIZOKTIVIENET, TOLO, TOJFZLTIOTONAE —OFEEIFRE £
A9258E. REHNSHOBMEZAFTRONAZ—ZHIKRTD A, o707 74)
EEAIZIHBENFHBYET, $2VE, BABFHRITONAE—F—2ICBE>TEOTON
A —FENERABFREZRI N ZEBNICRETEIADY (L, T7ORAZAEFRZO/NA
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A—OEAZI—RTEELTLKEEZV, Y—ERITFATURNEERTDEEIL, FELE
Y —AZEEBEETERT,

FEMBEHR7OT S LANDI/INADIETE

REDMERE, SDK EERBERY —ILA1I-—H—CRD>TRTIZTOATSLNDNNAZELXF
FITY,

« NRETT7ALRICK, A~Z, a~z, 0~9, N4 7> (), FE—=ARO7 (). EUFK ().
T72D—RAZSY21 () NVIOARTYZI (), AR—ADKEFRHTEERT,

s NAFRERT7AILNBICAR—ANEFTFIATVIHERK, TE2BNRET7AIINBEZ_E5 BT ("
" TEKET.

s NIXA—BRBFELERINTA—REICAR—ANFEENTVIEESE. TOEXEZ_E5/ AT ""
TH&ET, ALOE., BEIELFEOAKATHY., TORTTREHYEBA,

s XZHICREZHEZEEDHEVTLSEEV, HlZE, $HOME £7/=1F SUSERPROFILES: #2883 &
FTEFXFHA,

c IR—LT7A)NE%E ~EELTHEELBEVWTLSEZV, *TINAFERIR—AT7A4INEBZ2IEETS
PBENFBHYNET, R—RATT7AINBNFHDEE. PATAR PATHREZHTEEENET7 F)L
A—HNT7OATSLZRELEDELET, NARARL—F AT ATALAICLK>TERYE
9,

RDOBIE, Linux/macOSE® config 87 7 4 )L credential_process Z:RET D HEZRL
TVWET,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

R DOFIE. Windows £ config 87 7 4 JLIC credential_process ZF&XET B HEZRL TV
£7,

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

- EAJOV7AI)IATEETEET,

[profile cred_process]
credential_process = /Users/username/process.sh
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region = us-east-1

REAMER7 O S LD SOEMEE S

SDK7O77ANTHEEENLELSICON REEFTL, RICEEH DA STF—RETHEY) F
To ROVTRNTHIIMINAFTV—7OTFALTHIDHICEAHLST, BETHIAV RIEE, UT0#E
XE—T3 JISON H A% STDOUT ICERTHIMEN HYET,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(@ Note

ANEEOHEBERESATEF, Version F—R 1 ICBREITIXENFHVYET, BEHNELLTD
., BEOKRBEHIZEBX TV AEENHY)ET,

Expiration ¥—I&, RFC3339 XRD R A LAR T TT, Expiration F—AFVY—)LOHBDIC
BWIEE, SDK F CORIMEHRAEFHE N BAVRHORIABHRTHD EHHLET., ThUADE
BRI — R AFRIIERE R h, BRHIRAYINBEIIC credential_process ZH3E{TL
THENICEHREIET,

® Note

SDK &, ART7OtADORAFEHREO—I25EZTH LS BRAFTReLTF YV 2L
FtA, FYTYIINBEBRFERE, 7O CLANTRETDILEN B KT,

ARZ7OEAREOUAOUZ—2T0—RZ2RL T, RABROMEBRICIZ—ARELIECLEETR
FTENTEFRT,
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LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H EEFLEGHABER
s
N
AWS CLI v2 (&
L
SDK for C++ (&
R
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) & HE config 77 MIEREEFERTSICE, BREZ77 ALY
W\ SOFRKIAKREZEBMICTIMSEN HVYET, Yy a3
BSBRBLTLSEETL,
SDK for Java 2.x &
L
SDK for Java 1.x (&
L
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
L
SDK for Kotlin (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK B EFEFEFEHEER
#
N
SDK for .NET 4.x (&
L
SDK for .NET 3.x (&
L
SDK for PHP 3.x (=
R
SDK for Python (Boto3) %3
R
SDK for Ruby 3.x (&
R
SDK for Rust =
L
SDK for Swift =
L
PowerShell V5 @YY —)L =
L
PowerShell V4 @Y —)| (=
L

AWS SDKsiZZE{L & h Iz #Ee

ZLOBEEE, —BLETFT7FILNIEENLEZNTEY), Z2<OSDK TRILESICEELET,
CHO—EBMICKY), BHOSDKEAOO—F 1 I 0EEMEPEEEN MELET,. TXNTOERER
OJ—RATEEETEXT, FFHICOVTI, BED SDKAPI 25 L TSEEL,
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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/A Important

FTNXTD SDK A IR TOHEZTR—RMLTVEIDITTRELS, BENODIXNTOAIEZ

HR—MLTVRDEFTEH)EEBA,

Ky o

THAIVRR=ADIY RRLU B
F7)r—321D

Amazon EC2 A Y ARV AXZT—2

Amazon S3 77 EARA > K

Amazon S3XILVFIU—23 VT IOEARAU K

AWS V=232
AWSSTS U—a> IV RRAU N
Amazon S3 DT —XESMHRE
TATILARZRYOEFIPS T RKRA B
IV RRAY haH

—RERE
RARNTLTZAVORA DT 023
IMDS V547> K

BRITBHE

DOTANERE

H—EZXBEOI RKRAU B
AN—bhBETZ7ZI b

THOYRR—=ADIY RKRA> K

(® Note

RER—TOLATINOEM, FLEUTO AWS SDKs M) #8BLT<EEVZ 0

4 ROBER—ZIZOVT,

THIYRR=ADODIY RRAV K~
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THIVRIR=AODIV RRANE, AWSTHINID ZEALTZOMEEZEYR—KT S
H—EAQOVIIANZIL—T1420F32ET, BWNT ARV AERT—SEUT 1 2HRT
BPOICKIAEET THIVKIR—ADIV RIRA 2 RZEHYR—NTSH AWSSDK & —ERAZE
A9%848, SDKOIZAT7RNEV =230 I RRAVNTREBELSTHI MR—=AOIY KRR
AN EBELUTERALET, 7THIORNIDASDKIVZA T NMIRRENBWVWEES, 9547
REU=23 I VRRAVNEFERALET, THIMR—ADIV RRA VMG OFEXE L
VJhttps://<account-id>.ddb.<region>.amazonaws.com, <account-id>& <region>&
AWST7HINIDE TFAWS U—2 32,

COMEEERETAICIE. LTOLSICHEALET,
aws_account_id - & AWS config7 7 4 JLEXE, AWS_ACCOUNT_ID - IRELH,
aws.accountId - JVM > AT A7 O/\NTF 4 : Java/Kotlin @ &

AWS THIUNIDe FHOYMR—=ADIY RRAZVKNIL—FT AV TICERENET, AWS
THO2 K ID OFEREF 111122223333 T,

TADYRR=ADIY RRAVNIL—FT A2 T&, —HOY—EAOVITIANNT #— >
AzmEEEET,

account_id_endpoint_mode - 8 AWS config” 7 1 JLEZE,
AWS_ACCOUNT_ID_ENDPOINT_MODE - IRIFEZ ¥, aws.accountIdEndpointMode - JVM = AT A

7°08J/\NF 1 : Java/Kotlin @ &

CORER, BECWHUTTHIZVIR—=ADIY RRAVNIL—=T 42T &2FTIZL, THYD
PRR=ADIL=INZENANATZEOICERENETT,

77 # )L NME: preferred

B ME:
« preferred- T RARA NI, RATELBERETHINIDZEH3BENfHYE
9,

« disabled-REFHADI RERAVNITHINIDREFEENEE A,

« required- TV RARAVKNIZTAHINIDHFEENIHENHYVET, THUNID HE
ATERVEE, SDKIFIZ—2AO—-LFT,
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AWS SDKs& Y —)LIC KRB HR— K~

LTF®SDK IE, COREY U THIATIMEELREZTR—NLET, SPONBHAN HNIE,
FANTCRBEENTVET, VM ATFTALAZ7ONT 15REWK. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK #  SDK/N— EEFEEFFEBEER
R— 23T
~ J1)—x
AWS CLI v2 (& 2.25.0
L
AWS CLI v1 (& 1.38.0
L
SDK for C++ L
L)
A

SDKfor GoV2 (1.x) k&  v1.35.0
A

SDK for Go 1.x (V1) L
A

SDK for Java 2.x & v2.284
L

SDK for Java 1.x & v1.12.771
L

SDK for JavaScript &  v3.656.0
3x 0

SDK for JavaScript L
2.x 0
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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SDK

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python
(Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 @
v—I)L

PowerShell V4 @
v —I)L

R—

W

A

W
W

W

A

W

(A
(A

(A

Ly
Ly

Ly
Ly

SDK /N\— SEEFEIFFEMIER
>3arvT

y)—Xx

v1.3.37

4.0.0

v3.318.0

1.37.0

v1.123.0

1.2.0

THIYRR=ADODIY RRAV K~
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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T709—>3> D

@ Note

o

SRMER—ZOLATIONOER, £LEFLLTO AWSSDKs M) 28BLTLKEEVCDH
A4 ROBER—ZIZOVT,

B—0 ZBBONAZI—T7V5r—>a>TEALT, ZEFFEHTAWS THIU KN ZENT
EEXTAWS OH—ER, 77U —>3a> DaFERATZE, BEE ZFALT—EOFTHL Z
T2EYV—AT7VTr—>3 2 BETEET AWS 7HIU KM, AWSSDKs & H—E R, <
NIEZ UADFETHERELIHBERL TBERLEOBEICLRRLERA, L, COEZERE
X—)L¥ [CE®H S AWS Health Dashboard C & T, BHRIICEEMFShTWA TS U5—>3a %
—EICHEBITEET,

COHOMEEZRETDICE. UTOLSICEALET,

sdk_ua_app_id - %8 AWS config” 7 1 JLEXE, AWS_SDK_UA_APP_ID - IRIELH,
aws.userAgentAppId - JVM > A7 A7 O/\NF 1 : Java/Kotlin @

CORERF. BEOD AOEQT 7V T—>3a>h 2R AWS PHO N HEAZRBIT B 12
OICT7VT—232 I8N ET2—ROXFITYT AWS,

77 # )L ME: None

BMEME : ZRARAN 50 DXFH, X7, BF, BFLTROBKXFZHEATEET:

o * AN
!\ $\ /0&\ \+\ TN gy > v o

config 77 A INICCDEZRETHIHEZUATICRLET,

[default]
sdk_ua_app_id=ABCDEF

Linux'macOS WX RTA VIZKRDREEZHOEREDH ZLUTIZRLET,

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows DX Y RTA VIZKRDREZEHOREDH ZLLTIZRLET,

FT7)r—>3> 1D 103



AWS SDKs& Y —JL V77LYAAHAR

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

FRATAZZIINICRBICEREH OLESZEHIHERR. BEICKSUTEZIAT—7LET,

AWS SDKs& Y —JLIC KB HFR— K

LT®OSDKIE, COREY U THIPTHIMELRELZYR—NLET, oW EFAN BN,
FARNTCRBEENTVET, VM ATFTALAZ7ONT 15REWE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhFET,

SDK B EEF L EFMEER
-
N

AWS CLI v2 =
(A

SDK for C++ & HEBE config 77 M@ HR—REhTLVEHA,
W

SDK for Go V2 (1.x) (&

SDK for Go 1.x (V1)

N < <

HBconfig7 7AIULRERHR—KREhTVEEA, REZX
BREHR—RERTLEE A,

SDK for Java 2.x

= ¢

SDK for Java 1.x

N © <

SDK for JavaScript 3.x &
R
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK B EEF L EFEER
N

SDK for JavaScript 2.x L
L

—

A

SDK for Kotlin (&
L

SDK for .NET 4.x (&
(A

SDK for .NET 3.x %3
L

SDK for PHP 3.x %3
L

SDK for Python (Boto3) (&
L

SDK for Ruby 3.x (&
L)

SDK for Rust =
L

SDK for Swift (A
L

-

A

PowerShell V5 ®YY —)L A
L)

—

A
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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SDK B EEF L EFEER
A
K
PowerShell V4 @Y —)L L
L
A

Amazon EC2 41 VARV AX AT —2A

® Note

BER—TOLSTINDER, THEUTO AWSSDKs M) #8BL T EELVZ DS
141 ROBER—TICDOVT,

Amazon EC2 Tld, 1 VARV AXRTF—ZHF—E X (IMDS) EHFNDH—EAN M1V AR VAT
FRATEET, cOY—ERADOFEMICOVWTIE, AmazonEC2 1—H%—HA R, O "1 AR A
ABF—B0FEHA 2BBLTLKEET WV, IAIMO—)/LTHREE N Amazon EC2 1 VARV AT
AEHROMBZHAITIDE., A VARVAXRTF—RIG—EANQOEGH RAEAEICEYET,

COBEZRETDICE. UTORSICEALET,

metadata_service_num_attempts - £ AWS config” 7 1 JLERE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - IRIBEZL

CORERE, AVARVARETF—BY—EANST—FOREBZRATIREE, FLTEIET
ICHIT I MEHEEELET,

F7F)INE: 1

BEWMEE 1 A EOBE,
metadata_service_timeout - 3H AWS config” 7 1 JLER7E,
AWS_METADATA_SERVICE_TIMEOUT - RIZEZH

AVABVAXRTF =B —EAN ST —2OMBZHETIZEEILEZALTINTZETOY
BEEE.

F7 ) NE: 1
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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BME: 1 A EOE,

config 77 A I)LIZXDEZFRETHHZUTICRLET,

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS WX RSA VICKBDREZHORXREDH ZUATICRLET,

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows DXV RSA VIZKBDREZHOREDH ZLLTIZRLET,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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® Note

2022 F 7 BUARBRICVU—AEhBDIXNTOSDK XD vy—N—=23avEk, F7F)IKT
regional ICEREENET, FILWSDK XD+ —/N\—2 3> Tk, CORENHIBRE
N, regional BMEANEATAHARMENDNET. COEBICLDFIRNBEZEZRS
T, AEBRERET 7V —3 2 T reqgional OERAZRBIZILE2HHHL
£7,

BXsfE : (HE{E : regional)
« legacy- JO—/NJL AWSSTS I RRA >~ ZFAL £Fsts.amazonaws. com,

« regional -SDK £/zR@Y—J)LiF, BEREE N TWAHU—2320O AWS STS T RRA
VREBICERALES, LEAF., 94T RN 2FEATHELSICERECNTVSESus-
west-2, NODINTOEPHL AWSSTS Ik, JO—NILIY RRA M TREBE<sts.us-
west-2.amazonaws.com, 'J—2 3 sts.amazonaws.comI Y RARA K ICHL TITH N
F9, cORENBMBEEICTO-—NLIVRRANIVIIANEZEETSICE. U—
<32 % aws-global ICERELE T,

config 77 A I)LIZXDEZFRET AP ZUATICRLET,

[default]
sts_regional_endpoints = regional

Linux/macOS WX RTAVICKBDREZHOFREDHIZLLTICRLUET,
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows DN RTA VIZLDREZHOREDH ZUTICRLET,

setx AWS_STS_REGIONAL_ENDPOINTS regional
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AWS SDKs& Y —)LIC KRB HR— K~

(® Note

ARERRY V-3 IV RRAVNEFEAL, ZRETDIEN AWSRAKNTZIT 4
ATFAWS V=32,

ROFKEFE, SDKELERFEY—=ILICOVTFTREDLEENDTT,

« BMEZHYR—NSTSU—232IVRRAMOHBconfig7 7ML ERERBEZHAN HR—
REnadHhEDH,

s F7FIIPREME: HYR—RENTVRHED RENT 7 7/ ME,

¢« FTALRNOY—ERISATYRR—FY N STSIV KRSV M BETHRENBATES
WBATE, USA TV NFEATHF 74 ROIY KA b,

s Y—ERIVSATUONOT72—=)LINY V8E. SDK AV —2a> T RRA O NEERATS
FFEN, U=—2aroABECATVEVBEESOEE, Chid, F7FILNELE A RE
TregionalBRENLLHICV—a> IV RRAVMNZFEALTVR A ES A ICERELSBIE
T9,

COT—7IILTR, ROEEFERAENET,

« JO—NIITY RARA> M https://sts.amazonaws.coms
e =23 IVRRANTTIS—232TAWS V=23 UBRES N ICEDSEET,

« us-east-1(J—>3> ):us-east-1V—2a> IV RRAMNEFEALETH, — BT
O—NILVOIARNEKYERVWEYS I N—OZFERALET,
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SDK

AWS CLI v2

AWS CLI v1

SDK for C++

SDK for Go
V2 (1.x)

SDK for Go
1.x (V1)

SDK for Java

2.x

SDK for Java

1.x

- TF7#I)BE

1]

— &

d
L

EfE

&=L

legacy

&L

&=L

legacy

BB L

legacy

J1]
=

AX

F7AILBMD
H—ERUZ
AT RZ—
7Y N STS
IV RKRA>
N

)—>3>T
Y RRAZ K
JO0-NILI
¥ RRAZ K
)—>3>T

¥ RRAT B

V—>3>T
Y RRAZ K

JO0-NILT

Y RRAZ K

)—>3>T
Y RIRAT K~

JO0-NILT
Y RIRAT KN

H—ERY
AT RD
7A=I)LINY
7 81k

J0O0-NILI
V RRAZ B

J0O0-NILI
¥ RRAZ B

us-east-1
(V— 3
)

VDOTAND
KB

JO0-N)LT
Y RRAT K~

VDOTAND
KM

JO0-NILT
YV RIRA K~

ERF L EFEER

H#E config 77 1 ILERE%E
FATRICE, BREZ77AIL
NoDFHEARAKEBNICTS
PDENFHYVES, v 3
21 EBBLTLEEL,

=23 FRES ATV
#WIB4A, AssumeRole &
AssumeRoleWithWebI
dentity &FJ0O—/V)L STS
TITVRKRANEFERALE
ER
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK

SDK for
JavaScript

3.x

SDK for

JavaScript
2.X

SDK for
Kotlin

SDK for .NET

SDK for .NET

SDK for PHP
3.x

SDK for

SDK for Rust

TT7#FI R
- EfE

- ZEBL

legacy

&L

ZE% L

legacy

legacy

legacy

regional

ZE% L

TF7FIND
H—ERUZ
AT KNZ2—
7Y N STS
I RKRA>
N

)—>3a> T

Y RRAZ K

JO0-NILI
Y RRAZ K

V—>3>T
¥ RRAZ B

U—arT
> RRA K

JO0-NILT

Y RRAZ K

J0-NILI
Y RRAZ K

J0O0-NILI
Y RRAZ K

Y—avI

¥ RRAT B

U—a>T
> RRA K

H—ERY
ZAT>RD
7A=I)LINY
7 81k

VDOTAND
KB

JO0-NILI
¥ RRAZ B

JO0-NILI
Y RRA2 B

us-east-1
(V—>3
)

JO0-N)LT
Y RRAT K
VDOTAND
KB

JO0-NILI
¥ RRAZ K

DOTARD

KM

VDOTAND
KM

ERF L EFEER
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK CFI7AIRER FI7AILND H—ERD AEFR L FFHMEER
EfE Y—EROZ FATUHROD
ATRZ—  TA=)L\Y
7Y N STS TEE
TV RKRA>
N
SDK for Swift \' &% L )—>a>IT VIOIAMD
L YRERAN KB
A
PowerShell 3 legacy JOo-N)LT JO-—-NILI
VEOY—=I)L | YRRAKN TVREKRAUN
PowerShell i legacy JO-N)LI JO-—-NILI
V4 ADOY— | YRRAKN  TVRERAUB
J)A

Amazon S3 O TF—XBEMRE

® Note

HMER—TZOLATIONOEME, £HIFUATO AWSSDKs M) #8RBLTILKEFEVWCnSH
A4 ROBER—TICOVT,

LIEFS<NOME. AWS SDKs Amazon Simple Storage Service lc7F—2Z27 Y7 O—RIBEE, &
7=l& Amazon Simple Storage Service # 57— XZHJO—RFTBEEIL, F—RBEMFIVYD
ZHR—RNLTVET, UEIE, ChsOFIVvIRFATRAENTVWELE, T, CRC32
X» CRC6ANVME 2 ED CRCR—ADT NIV AXLZFEALT, ChSOFIVYINTTAILKNT
BMCAHEYVELLE, FESDKELERY—INICEF7FIILNOTILIVXLFHYERTH, BoF7ILI
DALZBIRTZEEFET, BEICWUT, 5IEHRETYTO-—RALCEFGICHEENEFIVIOHLE
FEHTEETSDELEETEXRT, 7Y70—R, YILFNAN—-RNT7Y7O0—R, d7>0O0—R, B&E1L
ET—RET—EULEBEICKY., 94T NIOBERETF I Y INBRILENET,

B¥/N\— 320 AWS SDKs 2#AL T, 7Y 7O—RZECAHAEF I ¥ Y (CRC) R—AD
FIv oY LA AWSCL ZHEMICFHTEL. Amazon S3 ICEEL E T, Amazon S3 I —/N\—f|T
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
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BRICFITYOHALAZRGTEL, BEThEBERBAELTIRIELTAS, ATDIIONEEFOFIVY
HYLAZRFT DI OVRNDXRTF—RICKFHICRFELET, ATPIIOREEEIIART—RICFIY
IV LERETRDET, ATDI VMDAV O—RBICAUF IV IOHANEBBNICRE A, &
DO—ROBIEICEFAETNET, ATPIIVRDODXAEZF—RICREFECATVDIF IV IH LRV
DTCEHEHERTEET,

FIvoHLARL—>32, INMFN=KRT7Y7O—-R, FEEHR—REATVWBRFIVIHA
FILAVZXLDO)ANOEMMZDOVWTIE, Amazon S3TO AT T U NOEEMHOTES ., 23 RL
TLEEL,

RILFN—RT7y70O-R:

Amazon S3 Tlk, AREBERFE—-N—K7Y7O0—REINLFN—-KRT7Y7O—RT—BELETILA
TOoIORNFIVIOYLRFERTZREETEET,

BEON—RTT7740MZETY 70— RITBHFE, SDKs BEN—BNOF IV IOHLZFELE

¥, Amazon S3 &, ChsOFI v IOHLZFEAL TUploadPart API ZBU TE/N—MOEESH
ERIELET, =512, Amazon S3 & CompleteMultipartUpload APl ZHU'H T EEICT 7 A
LEEOH A XEFIVIOHALAZKRIAELET,

SDK IZNILF/N—KT7 v 70O— R&EXETS Amazon S3 Transfer Manager /& %

BE, FIY UYL, AWSSDKsEY —)LICLDHR—FRICHS SDKEED
F7AIRNTILIVXLEZFEHLTN—RNIODVTRIEENET, BREZ ICRET
%checksum_typeFULL_OBJECTA'., CRC6ANVME ZILJdUXLZFERTREERBIRTD L
T, BEBATDIIONFIVIHALALLAT NIV TEET,

HWN—23> 0 SDK Z2AL TWSHEE AWS CLI :

T7DT5—23a> F SDKELEEY—ILD 2024 F12 AXYEION—>2 3> z2FEALTVWREHEET
£, Amazon S3 EHL WA T T U ML T CRCBANVME FI v UHALAZFEL, FRNOSHE
DEDICATZIIMAZT—RIRGBFELET, BT, REETNLECRC 21— —fITFHHEZ
mCRC EHEBL, ZYRD—IREAELVCEE2HATEET, £, HAOENHEEI L
FIv Y L% PutObjectFhE UploadPart UV TARNIRMTB LT, BEMRBEEFH T
HRTDCEETEET, chlk, ZVN—230TIhIIRRITEIEDDEENBEFETT,

COMBEZRETAICE. UTOLSICEALET,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
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request_checksum_calculation - 8 AWS config”7 7 1 JLEXE,
AWS_REQUEST_CHECKSUM_CALCULATION - IRIBFEZ ¥, aws.requestChecksumCalculation -
JVM > A7 A7°'0/NF 1 : Java/Kotlin @ &

F72)IMTR, I— -GV IIANOEBHICVIVIANFIVIOHLADOGEZF TN
vENEY, I—HY—E&F. VIIANODBEO-RELT, FAAEEFIYIOHATIIOVRX
LOVTNAZBIRTEET, ThUADFZERE, SDKEEOF7 AL NTIILIVXLNERE
NET, ESDKFELERFRY=ILNOF7AIRNTILIIVXALICDOWVWTIE, AWS SDKs&EY —)LIZ &
DHR—KRRESBLTLSEEZV,

77 # )L MME: WHEN_SUPPORTED

BRAE:
« WHEN_SUPPORTED —- ¥ I ¥ V% ARAEE. Amazon S3 AN TF—REXERE, APl AXRL —
23V THR—RENTVREHEES, IXTOLARARAO—RTEITETIET,

« WHEN_REQUIRED - F T VY UV H ARREEF., API ARL—2 30 THEBBEICOARTENE
T,
response_checksum_validation - £8 AWS config”7 7 1 L& E,
AWS_RESPONSE_CHECKSUM_VALIDATION - JRIZEZ %, aws.responseChecksumValidation -
JVM 2 A7 A7 0O/NTF 1 : Java/Kotlin @ &

F7AINTRE, I—F—RGVI9IANDEERBICLARAFIVIOHLRBRIELCATNA S
NET, FIVIHLRLARARAO—RICHLTEEEZ N, FIYIHLLARIAAY
A—eBENET, FIVITLORIEICKKMTEDE, RAO—ROFEHAIYEBFICTS—AR
$LFET,

FIVIYLLARAAYE—F, FIYIOHLAOTIIVAXLERLET, Amazon S3 V5
ATRNE, FIYIHLEYR—RNTBTNTOH Amazon S3API AXRL—3 2 OL AR
AFIVIOHLOBRIEZEHRMET, £EL, SDKABEENEFIVIOHATIIV AL ERE
LTVWABWEE, CORIEFERAFYTEIET,

77 # )L MME: WHEN_SUPPORTED

BRI 14E:
« WHEN_SUPPORTED - ¥ I ¥ V4% AREElE. Amazon S3 NDTF—REXZE, APl AXRL —
2AVTHR—RNEIATVWBREE., IXNTOLARYARAMO—RTERITEIET,

« WHEN_REQUIRED - ¥ T ¥ V% LARIEK., APl AXRL—>3 > THR—KNEh, BTHL T
FARL—2320F IV O ALAZHATHNICEMILTVSZBESICOKRITEIAET, X
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
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([&. Amazon S3 API AU E . ChecksumMode/NTX—ZNFEBEMICHREET N TVBIES
T3, GetObject

AWS SDKs&EY —LIC& B HR— K

LTF®DSDKIE, COREY UTHBETHIMMELRELZYR—MNLET, BOMWBHNAD & NIE,
IAXNTRHREESNTVET, VM ATALAZ7ONT 15&EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

(® Note

ROERTIE, "CRTL I Z23BAWS HBS VXA A (CRT) ZA47Z)LTHY, 7O>T
ORNCEMOKEFEERRZENTEIHEN HIHEENHYET,

SDK H F7A)LND HR—KREhTWD EEFELIFFABR
R— FIVIHLT FIyIHATILIY
~ IOV XA N
AWS CLI v2 @ CRC64NVME CRC64NVME, AWS CLIv1 ®BE, T
(W CRC32, CRC32C, 7ZINOT7ILIdVAXALE
SHA1, SHA256 HR—KREhTWa 7))L
1) X Lsl& Python (Boto3) &
BLUICKYET,
SDK for C++ & CRCB64NVME CRCB64NVME,
(W CRC32, CRC32C,

SHA1, SHA256

SDK for Go V2 %3 CRC32 CRC64NVME,
(1.x) L CRC32, CRC32C,

SHA1, SHA256

SDK for Go 1.x (A
(V1) 9
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/

AWS SDKs& Y —JL

V77LYAAHAR

SDK

SDK for Java
2.X

SDK for Java
1.x

SDK for
JavaScript 3.x

SDK for
JavaScript 2.x

SDK for Kotlin

SDK for .NET
4.x

SDK for .NET
3.X

SDK for PHP
3.x

SDK for Python

(Boto3)

A
A

(W)

A
A

(W)

(W)

(W)

(W)

(W)

F7FILND
FIVIOYLT
LUK A

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

HR—KhEhTWLD AR EFMAER
FIYOHFLTILIV

AL

CRCB4NVME (CRT
D& ). CRC32

, CRC32C, SHAT,
SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C awscrt CRC32C ZfFfA ¥
(CRT ZH® B ILERBEEN R ET
& ). SHA1, SHA256 T,

CRC64NVME (CRT
M )., CRC32,
CRC32C (CRT M
& ). SHA1, SHA256
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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SDK H F7FILND HR—KREhTWVW? SEERFRLFEMEER
R— FIvoHLT7 FIyvoHLTILIV
N )y /N AL

SDK for Ruby l& CRC32 CRCB64NVME (CRT

3.x W M ). CRC32,

CRC32C (CRT @
# ). SHA1, SHA256

SDK for Rust 3 CRC32 CRC64NVME,
L CRC32, CRC32C,
SHA1, SHA256

SDK for Swift 3 CRC32 CRC64NVME, INXTOFIINIdVXALICH
L CRC32, CRC32C, =7 CRT #&7FB#%&,
SHA1, SHA256

PowerShell V5 %3 CRC32 CRC32, CRC32C,
ADY =) L SHA1, SHA256
PowerShell V4 %3 CRC32 CRC32, CRC32C,
DY =) LW SHA1, SHA256

TATINARYDEFIPS T RKRA M

(® Note

BRER—TOLATVNOEM, FLEUTO AWS SDKs M) #8BLT<EE V0
1 ROBER—TIEDOVT,

COMBEZRETAICE. UTOLSICEALET,

use_dualstack_endpoint - 8 AWS config”7 7 1 JLEXE, AWS_USE_DUALSTACK_ENDPOINT
- IRIELH, aws.useDualstackEndpoint - JVM > A7 A7 O/\NF 1 : Java/Kotlin @ &

SDKA'FTATINAZY VDIV RKRAV KNIV ITIARNEEEI DN ESHZAVRIEEFT7IC
LEXT. IPVA & IPV6E DB DRZ 74 Y VY R—NIBTFTATIAZY VIV REKRAND
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs& Y —JL V77LYAAHAR

M DOV TIE, TAmazon Simple Storage Service 1—%—H 4 Ry ® TAmazon S3 17 )L
ABZYOLTVRKRAVNDOERA 28RBLTILKEEV, FATILARAZRYIOILY RIRA 2 N,
—HO) =232 TR —IBOTG—EATRATEET,

77 # )L ME: false

BR751E:

« true-SDK £EBY—IE, FATPILARYIIV RRAVNEEALTRY RD—0U D
TARNEZABSERAET, Y—EARAWS V=23V ICFATILIARY VIV RERAU B
AEELBEWVESE, UIVITAMIKRBLET,

« false-SDK RzREY =), XY RNT—JUIVIANEITILEOICTFITIARY TR
RAVRNEEALREA

use_fips_endpoint - %5 AWS config” 7 1 JLEXE, AWS_USE_FIPS_ENDPOINT - IRELH,
aws.useFipsEndpoint - JVM 2 A7 A7'O/\NF 1 : Java/Kotlin @

SDK £ &Y =LA FIPS ZEROD T RRA VNV IVITANEBEETEINESHEFVF
FRERFAZICUET, EFFHRNBEE (FIPS) &, F—RETORESLICETIRKEBFOE
FLVTAEHREZREDHLEEDTYT, BFHE., N—hF—., SLCEBBFEOEE|Z2FE
I5%EWE., FIPSHARSAVZETITIHEN HYET, BEAWS IV RRAVNERFER
V. FIPS T RARA NEFIPS140-2 IZERLETLS VI RNIITZA47S5VEFERALE
To CORENEBUT, OH—EARICFIPSIY RRAMHFEELBEVEE AWS U—2 3
., AWSHUHULFXKMITDUEMN DYV ET, T—EABEOLI RRAVNBERY --
endpoint-url®# 7> aik, ZMERE%Z AWS Command Line Interface EE&Z L E T,

TFIPSIY RRAVNEEETZZTOMOGEOFHMBIOVWTRFAWS V-3, TH—E
ABIDFIPS T RAKRA by 2B L T EE V., Amazon Elastic Compute Cloud #—E A
DIV RRANOFMIDOWVWTIE, "TAmazonEC2API V7 7LV AL O "FAFTIAZY D
(IPv4 & IPV6) IV REAU N, #BRLTLEEL,

77 # )L MME: false

BEME:
« true-SDK E£HEWFEY =LA FIPS EMOT RIRANIZUIOIANEEELET,
« false-SDK £V —I N FIPSEMODI RIKAVNIUIIARNEZREELEEA,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
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AWS SDKs& Y —)LIC KRB HR— K~

LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H EEFLEGHABER
s
N
AWS CLI v2 (&
L
SDK for C++ (&
R
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) & HE config 77 MIEREEFERTSICE, BREZ77 ALY
W\ SOFRKIAKREZEBMICTIMSEN HVYET, Yy a3
BSBRBLTLSEETL,
SDK for Java 2.x &
L
SDK for Java 1.x L
L
A
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
L
SDK for Kotlin (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK B EFEFEFEHEER
#
~

SDK for .NET 4.x (&

L)

SDK for .NET 3.x (&

L)
SDK for PHP 3.x (=
L
SDK for Python (Boto3) %3
L
SDK for Ruby 3.x (&
L)
SDK for Rust =
L)
SDK for Swift (=
L)
PowerShell V5 @YY —)L =
L)
PowerShell V4 @Y —)| (=
L)

I RIKRAZ M&RH

(® Note

RER—ZOLATINOERE, IZEELTO AWSSDKs "y ZZBLT<EEVI DT
1 ROBER—TICDOVT,
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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SDKSIT > RARA > "N EFERA L TH—EAI RRA VN (EEETEBDVY—-RIZT VAT
OO URLS) ICT7VEALETH, HMBEICIHLUTURLs ZEEFEAWS 5O OTHMEHEE
NEIF, chickY, D—REFHLVWIVRRA N ZBHNICRETERT, —HOH—ERARIC
FEELYRRAVRNEHNEREA, KDWIZ, RUICIVRRA N ZRBITBRSICUIIAL
TBCET, FURALICRATREEI RRANERBLET, FATREASIY RKRSA 2 NER
BLES, O—REZFOIVRASANZFERAL THOBEICTIVELALET, LEAIEF. Amazon
Timestream M35 S, SDK FFIATEER L RRA > NZEE TS DescribeEndpoints U I A
RzETW, ThsOIY RKRA NEFEHAL T CreateDatabase X CreateTable B EDIFED
BEZETLETD,

COBBEZRETDICE. ATORSICHEALET,

endpoint_discovery_enabled - & AWS config”7 7 1 LERE,
AWS_ENABLE_ENDPOINT_DISCOVERY - IRIEZ %, aws.endpointDiscoveryEnabled - JVM > A
T L7 O/NT 1 : Java/Kotlin D, J— RN TEZEZFRETSICIE, FALTWS SDK ICEEEV
EhETLEEL,

DynamoDB O I RRA > NEREZBMELEEMILET,

Timestream TlE LT RRA > MEHABET, Amazon DynamoDB TR A 73> TY, C
DERERF, Y—EAN TV RRSA NBRHZSBBETIHNES M falselllSU T, F7FI) K
T trueFhkF OVWThAICAKYET, Timestream UJIOTANDT 7 # )L MME true, Amazon
DynamoDB UV T AKRDF 7 # )L hE Td false,

BMEIE:

* true- IV RRAMNRHENFFT> 3> THRIH—EADHE,. SDKIIIV RKRAV NEH
BNICHRELRSETRILEN BT,

« false- TV RARA D MNEHAFT 232 THRI Y —EADIFE. SDKIIFIY RKRAV hZH
BNICKREHLKID ETRHREN B EEA,

AWS SDKs& Y —JLIC& B HR— K

LLT®OSDK Ik, COREY UTHRIATHIBELREETR—NLET, TN EFHAN SN,
IAXNTCRESTNTVET, VM ATALAZ7ONT 15%EFE. AWS SDK for Java & AWS SDK for
Kotlin TO &Y R—KREhET,
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

.'j.
i
k

%3
W

%3
W

(&
R

(&
L

o A

<

(&

L)

L)

L)

ERF LB

HE config 77MIIBEZFERATAICE. BEZ7A4ILD
SNFHIIAKLZEMCTISLEN HYET, v a3,
ZZRLTLSEEL,

SDK for Java 2.x &, IRIBZELZAWS_ENDPOINT_DISCO
VERY_ENABLED I ZEAL %X,

JVM AT L7ONT 1B HR—FEhTLWEE A,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK B EEFREEFFEFAEER
#
N
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
R
SDK for Rust 8  Timestream TO & HR—KREThFET,
ﬁJ\
5]
SDK for Swift A
L
A
PowerShell V5 @YY —)I (&
L
PowerShell V4 @Y —)I (&
L
—RREXE
(® Note

BRER—DDOLATIONOERE, FEWFEUTO AWSSDKs M) #25BLTLKEEVWC DS
41 ROBER—TICDOVT,

SDK (& SDK &M B EEZRET D —REED—HEHR—KMLET,

COMEEREITDICE. ATORSIZEALET,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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api_versions - #8 AWS config”7 7 1 JLERE

—EBD AWS H—EATE, THNEBRMZYR—NITILHICERO APIN—23 DA lREh
TVWET, 72 BT, SDK & AWSCLI ARL—2 3V BE&FHO APINN—2 3> ZFEH
LET. VIOTAMIHEDAPIN-2322FATAEZERTDICE. 70771

=71 ]

api_versions REZEH T LEE L,
T7A)NE: BL, (SDK TRREHD APIN—23aUAEREhET, )

BUBE: ChERARENERET, TORICI DUEDA DT RENETHIRE, TIE
nA" 120 AWS H—EREFERATD APIN—23 2 ZBAILET., FARRER APIN—23 Y
IC2VWTE, AWSH—EADRFIXY M ZZRLTSEZL,

COBITIE, config 77AILAHAD 2 DO AWS H—ERAICKHED APIN—2 3 ZBELE
T, cNSOAPIN—23a2iF, COBREZEC7TAO77AILTEITIBDANRIZOKERAE
NET, TOMOT—EAOIAN RIE, TOH—EAD API OBEF/N—2 32 ZFEALET,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - #£H AWS config”7 7 1 JLE&E, AWS_CA_BUNDLE - IR3EZ ¥

SSL/TLS ##i 2 U TD L EICEAITDHAZLMAZT/NY RIL HERF .pem DT 7 A)L) \ND
NAZEELERT,

F7xI)NME: BL

BWEE: TINARELEEIR—RAT7AINBZERBELET, R—AT7MIEIHD5 A
TALE PATHEREZRTHEESNWET7 AINEF—ATTOTSLERELELSELET,

config 77 A IICCDEZRET BB ZUTICRLET,

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

ARL—TFTA VI AT LANNAZREBITDHERNANXFOTIRT—THENRED =
&. Windows @ config 77 A I T DEERETZHZERICRLET,

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem
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Linux'macOS W AN RTA VIZKRDREEZHOREDH ZLUTIZRLET,

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mard5.pem
Windows DN RS VICKBDREBEEHOEREDOH ZUATICRLET,
setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output - £H AWS config7 7 1 JLERE
BERTFOMD AWS SDKSs AWS CLI B RVOY =)L TOR/ERD T A —X Y NEFEZRBELE T,
77 # )L NME: json

BMsE:
« json- AW JSON XFFHELTTA—XY RENET,
« yaml - A YAML XFHELTT7#—X Y hEIET,

« https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-
output- HAOGARNU—LZh, YAMLXFIELTTA—IY RENET, ANU—Z2T
kY, REBTF—REATDOLBEZSELTEET,

- text-HARK., BRITOXTROPYOXFIBELTTIF—IY RENET, Ch
l&. grep. sed, FlFk ank BEDTFAN OV HICHIZETOICKRIEET,

- table-HAl, T—7LELTT7A—IXYREN, XFO "+-1 2FALTEIOERER
BLET, BE. FREMOERXIVERAZPTV TOAYXRTV,, EXTRRENITTH.
7O LELTREIAIEER A,

parameter_validation - 8H AWS config7 7 1 JLE&E

AWS H—ERAIY RRAV NIEFETRHEIC, SDKELEFY —IFIN RTAINTX—&
DIRAZHAITI BN ESH ZEELET,

77 # )L ME: true

BRAE:

 true-F7 F) o SDKELEREY—=IIE, AR RTAVNTA—=RDIOTA4 T MlgiLE
ETLET, Chlcky), SDKEERFY—ILNRENFX—Z—NEHTHD L &2HEL., T
S—ZRETEET, SDKELEFY—IIE. AWSH—ERAIRKRSANCZVIOIANZZE
E9%8HIIC, BITHEWIIOTIARNZIERETEET,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
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« false-SDK &1=@YV—IlE., AWSH—ERXIY RRAV NIEFITRHICAN RZ A

UINTA—BEZBRIALEEA, AWSH—ERAIY RKRAUNE, IXTOUITANERKREL

L, BMBVIVIARNZEBRIZEEN BV ET,

AWS SDKs& Y —JLICK B HR— K

LLT®DSDKIE, COREY U THIPTHIMELRELZYR—NLET, BN EFGAN BN,
FARNTCRBEENTVET, VM ATFTALAZ7ONT 15REME. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H EEELFFAER
+
N
AWS CLI v2 8 api_versions WEFHR—KRENTLWEEA,
ﬁj\
i)
SDK for C++ (&
W

SDK for Go V2 (1.x) api_versions #® & parameter_validation &EH

=B
2 R—hELTLEEA,
By

SDK for Go 1.x (V1) E8 api_versions # & U parameter_validation (&H

7 R—BREhTLVWEEBA., HBE config 77 M) BREZFEAT

B 2. BET7AILDSORHRAAEENCTISLEND
WEF, "var, 22RBLTLKEZL,

SDK for Java 2.x L
L
A
SDK for Java 1.x L
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK B EEF L EFEER
N

SDK for JavaScript 3.x (&
R

SDK for JavaScript 2.x (&
L

SDK for Kotlin W
L

—

A

SDK for .NET 4.x Ly
L

—

A

SDK for .NET 3.x Ly
L

—

A

SDK for PHP 3.x %3
L

SDK for Python (Boto3) (&
L

SDK for Ruby 3.x (&
R

SDK for Rust (A
L

—

A

SDK for Swift (A
L

—

A
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK # EEFRFFAER
e
N

PowerShell V5 ©*Y —)L L

PowerShell V4 @Y —)L W

RART LAY O0RA>210>3>

@ Note

BRER—ZOLATINOEME, EFUTO AWSSDKs M) 28BLTKEEVZNT
1 ROBER—DICDOVT,

RARNTLT7AVYORA2T 0232 E, AWS SDKSHRFED APl ARL—2 32O —ERL
YRRAVKRODRANBICTL 74V VRAZEBNICNAMIZEETT, COTLT1YTAR, #
MXFHNTE, VITARMNIXA—BOT—RZ8CHNETEATVEEA,

5l 2 (&, Amazon Simple Storage Service ZfH L T Amazon S3 A7 IO NELRENT Y MK
LTTFT V232 2RTT%5E. SDKIIEENBEAPIIY RRAVNTNTY hEE AWS THD
hIDZEBEBRAET,

COBERFBED AWS H—EAIY RRAVNIHETTA, VPCIY RRAMNPO—AILT
ANY—=IBEDHABRLLIY RRAV N 2ERATRDEEHENI RETD ARSI BN ET, DD
BBERE. RARTLIZAVIRA VDIV IV EENITIBEN BB EEFHNET,

COMBREZRETAICE. UTOLSICEALET,
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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disable_host_prefix_injection - #£5& AWS config”7 7 1 JLEXE,
AWS_DISABLE_HOST_PREFIX_INJECTION - IR¥EZ %, aws.disableHostPrefixInjection -
JVM > A7 A7°'0/NF 1 : Java/Kotlin @ &

CORRER., SDKELZREY =N SDKDITZATURNATI TV NEEERTERE AT
BRARNTLTZ AV IRENMUTIY RRAVNRANBZEETRIANESHZHBLET,

F7 # )L MME: false

BRAE:
s true - RARNTLTAVIORADT 023> aEMILET, SDKIFI RRA MDKR
ANBEZZELEEA,

« false — 7 RARNTLT7AYVIORA2T O3> aBMLET, SDKIE., AN L
TAYVIADBICIY RRAVRNKRARNBEZNAMUET,

config 77 A IILICCDEZRETSDHZUATICRLET,

[default]
disable_host_prefix_injection = true

Linux/macOS NN RTA VICLKDREZHOBREDHZUTIZRLET,
export AWS_DISABLE_HOST_PREFIX_INJECTION=true

Windows OOAN>Y RZA VICKRDREZBOREDHZUATICRLET,
setx AWS_DISABLE_HOST_PREFIX_INJECTION true

RARNTL7 AV ORA22T 023> 0b

ROPIORE, RARTLTAVIRA DTV IAVNBMHERLEEMCE > TVSIESEIC SDKs

FEREIVRRANEEETDHEZERLTVET,

« RARNRTLT7AYIRSDKDIZATFT U RNAT DTV RNEERI-RAOERICREE NERA
RZL74voR7ONT1XFHOTF>TL—K,

c ANSDKDIVZATURATDSIVRNEEGFRI-—RAOERICEREENEBINOALS,

c DSATURIVRRAVN DZATURDSRELVLEIY RIRA K,
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- REME: AIOREDEZFHBRLEL I,

s WROIVRERAVNSDKIZAT Y RA API D=L ZT5 1O ICHEATIHEROIY RARA

> bo

RARNTL
74V IR

"data."”

"{Bucket}-
{Accountld}."

"data."

AR

{

Bucket: "amzn-
s3-demo-buck
et1", Accountld
:"123456789012"

{

94T NI
Y RRA2 K

Chttps:// false
service.u
s-west-2.
amazonaws
.com

Chttps:// false
service.u
s-west-2.
amazonaws
.com

Chttps:// true
override.
us-west-2
.amazonaw
s.com. (as
an override
endpoint)

AWS SDKs&Y —LIC& B HR— K

BLFRDSDK &k, cOREYIT

AT DIHBEL

o
il
Tm

BROI> KRR
12k

Chttps://
data.service.us-
west-2.amaz
onaws.com

Mhttps://amzn-
s3-demo-bucke
t1-123456
789012.se
rvice.us-
west-2.am
azonaws.com |

Chttps://
override.
us-west-2
.amazonaw
s.com

REZYR—BLET, BoNFANBNE,

FRTRBEETNTVET, VM AT ALTONT 1 ]ER. AWS SDK for Java & AWS SDK for
Kotin TO&HR—h&Eh&E T,

RANTL 74V DR 2T 023y
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SDK H EEFERLFFASESR
+
N
AWS CLI v2 (&
L
SDK for C++ W BRERFHR—RETVEEBAN, ZFRALTISA4T
W RO —RTERETE £JenableHostPrefixIn
A jection .
SDK for Go V2 (1.X) VW SRAYIFEEALCEMICTEET,
W
A
SDK for Go 1.x (V1) "
L
z
SDK for Java 2.x W RBRERFHR—RENATVEBAN, ZHEALTISA4T

W MOO—RTERETE E£ISdkAdvancedClientO
A ption.DISABLE_HOST_PREFIX_INJECTION &

SDK for Java 1.x W RBRERFHR—REATVEBAN, ZEALTITAT
W RMOO—RTERETCEFITwithDisableHostPre
A fixInjection o,

SDK for JavaScript 3.x W RERYR—REhTVELAY, ZFERALTISATH
W OO—RTHRETE X IdisableHostPrefix o

SDK for JavaScript 2.x W RERHYR—BRERTVERGAN., ZERALTIZSATUH
W OO—RTERETEEThostPrefixEnabled

SDK for Kotlin W
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/

AWS SDKs& Y —JL

D7F7LYAAAR

SDK

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 DY —)L

.'j.
i
b

A
A

A

ERF LB

BREFHR—RENTVERBADY, Z2EALTITA47
YRMOO—RTERETE ETIDisableHostPrefixlI
njection ,

BRERFHR—RENTVEREBAN., ZERALTIZA47
MO —RTERETE XTI DisableHostPrefixI

njection o

BRERFTR—BPENTVERAN., ZERALTIZAT
MO —RTERETE EIdisable_host_prefi
x_injection o

ZERALT, 947> MO —RTEETEET,
inject_host_prefix

BRERFTR—BPENTVERAN., ZERALTIZAT
ROO—RTHRETE EIdisable_host_prefi
x_injection o

BRERFHR—RENTVELBAN, NTX—% 2FEH
LTHEENDINRLY NMIEODRENTEXRT -
ClientConfig @{DisableHostPrefixInjection
= $truel,

RARNTLT7AVvOR(2T 023y
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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REBEEABREBECIEBZDIVRRSANEFEATEERT, I RKRA>2 M URL EfERIO AWS O
H—EACEETERT,

COMEEZRETDICE. UTOLSICEALET,

endpoint_url - 8 AWS config” 7 1 JLEXE, AWS_ENDPOINT_URL - IRIFEZH,
aws.endpointUrl - JVM 2 A7 A7'0/\NF 4 : Java/Kotlin @ &

ZO77A)ATEEEETSH., REZHELTEEL LSS, COREBERINTOY—ER
VOTAMCERAEThRZIVRRAVNEEELERT, CcOIVRARSBNE, REETNTVD
B—EABBDOIY RRAVKNIL>TLEEEETNET,

HET 740 servicest3 3> AWS configi T NRELEFEAL T, BEODH—ER
NDHAHAZLIV RRAVNERETDEETEET, services ANHY TV 3> TER
FTRIXNTOY—ERBEFF—OVANIDOVTE, "H—ERABREOIY RKA 2 N DHEH
Fi Z2ZRLTLSEEL,

77 # )L ME: none

B#BE: TVRKRAVRMNDAF—LAERARNEED URL, URL I&, HEICISUT1 2B LED

NAEITX D RNEEONADVR—FRNEEHDRENTEET,
AWS_ENDPOINT_URL_<SERVICE> IRIEZH, aws.endpointUrl<ServiceName> - JVM = AT A
Z°'0/NT 4 : Java/Kotlin @ &

AWS_ENDPOINT_URL_<SERVICE>Ik AWS MY —E R 5| F<SERVICE>TH '), FEDH —
EADAHARLALIY RRAKNERELET, H—ERABEORBEZHOUANCIDOVWTIRE,
M —EABEEOIY RIRA 2 NDOEAF1 Z2SBLTLSEETL,

CHDHY—EABENI> RARA > MNE, AWS_ENDPOINT _URL ICEREEThTWaA 5 O—-/NILI>
RIRAVBRNKEBEENET,

77 # )L ME: none

BMBE: TVRRAVMNDAF—LERARNZED URL, URL I&, HEICISUT1 2B LD
NAEITAVRNEECNADAVR—FX 2 NEZEDBDENTEERT,
ignore_configured_endpoint_urls - £5& AWS config7 7
4 JLEXE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IREZH,
aws.ignoreConfiguredEndpointUrls - JVM & AT A7 O/NT 4 : Java/Kotlin @ &

DHRERE., INTONAZRLLIY RRAV NRELZERIBDLEHICEAETNET,
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Od—RFERY—ERIVSAT7NEBRICREENTVSIHRWEIY RARA MNE, COERE
CEBRELSFEAEND CEICEBRELTLKESY, X, AWSCLI OY > RIZ--endpoint-
urlON > RSAUNTA—RBEEDEY), IVRKRAVNURLEIVZFAT NIV ARNS IR
ICELEYTRE, BEAMIBYET,

77 # )L MME: false

N

B iE:

« true —SDK £V —IIEF, IV RKRANURLZRETSDEHD configRBT7 7ML
RIREBZBD SHAZLAREAT A aFmrBBdE@FHY)EEA,

« false —SDK &7zlFY—ILIE, config HBET7 7 AN FLRREZHHS S I —HREL
EIVRRANZIXNTHEALET,

REZHEEALLEIY RRSA2 NORE

FTRXTOH—EAOVITARNENDARLI RIRAVNURL ICIL—TFT 12 T0FBICEF.
AWS_ENDPOINT_URL JO—NIBREZHZHRELET.

export AWS_ENDPOINT_URL=http://localhost:4567

BEODDIVIVIANENDAZRLIY RARAV M URLAWS O —ER IZ)L—F 1>
9321k, AWS_ENDPOINT_URL_<SERVICE>REBEZHZFEHALET, O Amazon
DynamoDB & serviceIdT¥DynamoDB, < DH—EANDI > RRA > ~ URL REZHK
(& AWS_ENDPOINT_URL_DYNAMODB T3, NIV RERA U N, COH—ERADLEDHIC
AWS_ENDPOINT_URL ICEREE N TWVWBIO—NILIV RRA MKW EBEENET,

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

AloFlE LT, (Clk serviceId® AWS Elastic Beanstalk A& V) £ dElastic Beanstalke

AWS OH—E R BRIFIE, IXTOAR—RAZTVA—AATICBERZ, INTONFZAXF
ICserviceIldd2Z&T, APIEFILD ICETVWTVET, COY—ERIZIY RRAV NERE
ITHEHD, WNIETIREZEIE AWS_ENDPOINT_URL_ELASTIC_BEANSTALK T9, Y—EAEH
NDIRBEHOVANIDOVWTE, "H—EZABEOIT RKRA NOEATF1 #SBLTLIEEL,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567
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config *E 7 7MI)NEFEALTI RRA N ERELET

config BE7 74Tk, endpoint_url AEXETETBRBATET R ETRMEICEAEINET,

« profile AT endpoint_url ZE#EEETD L. TOIY RKRA M IO-NILI RRA
NIZBYET,

« services BV 3RO —ERAID F¥—DTIC endpoint_url ZRXRARTDE, TOIR
RAVNEZOH—ERIRLUTITONEV I IANCIOKBEBAETNET, B config 77 4«
JJAD services V3 VOERIODVTHLLE., "TBEEZ77A4LNOER) 22RBLTLKE
=V,

ROBITIE, services EHZEFEAL T Amazon S3 ICFERAET B EERBZIHY—ERABAEOI VR
RAVBNURLE, HOITXNTOH—ERICFERENDEERBRDIHAAZRLTO-NILIY RIRA
NERELET,

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

1207A7 7AILTEBOH—EAODI RRAVNERETEEXRT, < DOHITEE. Amazon S3
& AWS Elastic Beanstalk D —EABBNOI RRA M URLs ZRU7O7 7 A ILICERET S
FiEERULET, 2k serviceId® AWS Elastic Beanstalk A"&% ') £ 9 Elastic Beanstalko
AWS OH—E R BRI FlE. IXNTOAR—AZT A —AATICEEHRA, INTOXFEPIXF
ICEZE# A serviceldd & T, APIEFILDO ICESVTVWET, LEN 2T, Y—EAXID ¥—
& elastic_beanstalk [C&VY), COH—EADEREW: elastic_beanstalk = OIHASH
WMENEFT, services EO AV THEATIINTOH—ERARBIFF—DUANIDVWTIE,

T —EABEDTI Y RKRA 2 NOFEBBFi1 2SRBLUTSEEL,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
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services = testing-s3-and-eb

H—ERRERIAaVEEROTO77AITERATEES, L&A, 220707 74IILHE
UES services Z2FAL., O7O77ANTONT A BEETBDENTEET,

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

O—IR—AOFAFHRZEALTTOT7AILAOIY RRAV N ERELET

7’07 7 4 )LIZ IAM Assume Role #8EM source_profile NTX—ZRIC& > THREETNhEO-I)
R—ADRIEHRBN HD5HE. SDKIFEES A EZ7O77AINOY—ERRENDHEZFRALET,

O—I)FI—Enk7O7 74 EREhELA, FIZE. XROHRE config 774N Z2EH
LET,

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

Z7O774) BEFEALTI—RAT Amazon EC2 U HETE, T2 RAKRA > N https://
profile-b-ec2-endpoint.aws ELTHERENET, - RFAMMEOH—ERIZU VI ANZEE
LEBE. IVRRANOBREADARAZRLAODSY JICEREVELA, IV RRANE7O77 4
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WATERESAEIO-NILIY RRAV NMIEEREhERA, JO-NILIVRKSA2 2B
ZO77ANICRULTEMICTSICE. 7077 (4)L B ATER endpoint_url ZFRET I HELN
HV)ET, source_profile REMFHFMICOVTEE, O—-LBAEERZONA T —%5|2ZHFET
ZZRBLTLKEZL,

REDEKIEN

CHHBENHRERERICEATEETN., 1 DOHY—FERAICD2E 1 DOENFBEENET, BHEOD
ICXLTIHhiz API =)L Tl AWS O —E R, XDJEFZFERAL TEZZIRLE T,

1. = RFLEBY—ERIVZATYNEKRICRES N TVSHARNERERF, HORER) EEBE
TNET,

« OFE AWSCLI, hidF--endpoint-url ANV RSAUNTXA—=RICE > TRHEEIBET
9. SDK DBE, ARNEI YT, AWSDH—FER IVSA T RNELEREREATD Y
RESA VAR AT B EZICERELENTA—ZOERICKYET,

2. H—EABEDIREZE (AWS_ENDPOINT_URL_DYNAMODB & &) IC &k 2 TR#tE hB fE,
3. AWS_ENDPOINT_URL YO—/NI I RARA D NREBEHICE > TREHEE B E,

4. endpoint_url BREIC L > THESNBEK, configHEBET7 7LD services /> a>Hm
H—EADF—DOTICRANENET,

5 #%F config 774 ® profile N TEEEES N endpoint_url BEICK>2THES NI B
=

6. THhTID OF 7 ROIY KRS N URLAWS O —ERX FREICEAETNET,
AWS SDKs& Y —JLIC& D HR— K
LTDOSDKIE, COREY UTHATDIMELREZYR—BNLET, BONBHANHNE,

IANTCREENTVET, VM ATALAZ7ONT 15REF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H SEEF L FAER
e
K

AWS CLI v2 Fs

(A
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SDK B EEF L EFEER
N
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A

SDK for Go V2 (1.x) (&
L
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A

SDK for Java 2.x (=
R

SDK for Java 1.x W
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A

SDK for JavaScript 3.x (&
R

SDK for JavaScript 2.x L
L
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A

SDK for Kotlin =
R

SDK for .NET 4.x %3
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L
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 O —)L

PowerShell V4 ©*Y —)L
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L

=
L

=
L
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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serviceld

Application Auto
Scaling

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC
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serviceld

ARC Zonal Shift

Artifact
Athena

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT

: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY
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serviceld

BackupStorage

Batch

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR
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serviceld

Braket
Budgets

Cost Explorer

chatbot
Chime

Chime SDK Identity

Chime SDK Media
Pipelines

Chime SDK Meetings
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_BRAKET

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

H—ERAEEOIY RRA 2~

173



AWS SDKs& Y —JL

D77LYAHAAR

serviceld

Chime SDK Messaging

Chime SDK Voice

CleanRooms

CleanRoomsML

Cloud9

CloudControl

CloudDirectory

CloudFormation
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

- AWS_ENDPOINT_URL_CLEANROOMS

- AWS_ENDPOINT_URL_CLEANROOMSML

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION
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serviceld

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2

CloudSearch

CloudSearch Domain

CloudTrail

H
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2

cl
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- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL
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serviceld

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

CodeCommit

CodeDeploy

CodeGuru Reviewer
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER
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serviceld

CodeGuru Security

CodeGuruProfiler

CodePipeline

CodeStar

CodeStar connections

codestar notificat
ions

Cognito Identity
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS

AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS

AWS_ENDPOINT_URL_COGNITO_IDENTITY
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serviceld

Cognito Identity
Provider

Cognito Sync

Comprehend

ComprehendMedical

Compute Optimizer

Config Service

Connect
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER

AWS_ENDPOINT_URL_COGNITO_SYNC

AWS_ENDPOINT_URL_COMPREHEND

AWS_ENDPOINT_URL_COMPREHENDMEDICAL

AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER

AWS_ENDPOINT_URL_CONFIG_SERVICE

AWS_ENDPOINT_URL_CONNECT
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serviceld

Connect Contact Lens

ConnectCampaigns

ConnectCases

ConnectParticipant

ControlTower

Cost Optimization Hub
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS

AWS_ENDPOINT_URL_CONNECTCAMPAIGNS

AWS_ENDPOINT_URL_CONNECTCASES

AWS_ENDPOINT_URL_CONNECTPARTICIPANT

AWS_ENDPOINT_URL_CONTROLTOWER

AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB
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serviceld

Cost and Usage Report
Service

Customer Profiles

DataBrew

DataExchange

Data Pipeline

DataSync
DataZone

DAX
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AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_COST_AND_USAGE_REPO

¢« RT_SERVICE

AWS_ENDPOINT_URL_CUSTOMER_PROFILES

AWS_ENDPOINT_URL_DATABREW

AWS_ENDPOINT_URL_DATAEXCHANGE

AWS_ENDPOINT_URL_DATA_PIPELINE

AWS_ENDPOINT_URL_DATASYNC
AWS_ENDPOINT_URL_DATAZONE

AWS_ENDPOINT_URL_DAX
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serviceld # AWS_ENDPOINT_URL_<SERVICE> IRIEZH
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Detective d¢ AWS_ENDPOINT_URL_DETECTIVE
Device Farm d¢ AWS_ENDPOINT _URL_DEVICE_FARM
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DevOps Guru d¢ AWS_ENDPOINT_URL_DEVOPS_GURU
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Direct Connect d: AWS_ENDPOINT_URL_DIRECT_CONNECT
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Application Discovery a} AWS_ENDPOINT_URL_APPLICATION_DISCOVE

Service o RY_SERVICE
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DLM d. AWS_ENDPOINT_URL_DLM
Database Migration di AWS_ENDPOINT_URL_DATABASE_MIGRATION_
Service m: SERVICE
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serviceld

DocDB

DocDB Elastic
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Directory Service

DynamoDB
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t: AWS_ENDPOINT_URL_TRANSCRIBE

- AWS_ENDPOINT_URL_TRANSFER

- AWS_ENDPOINT_URL_TRANSLATE

t: AWS_ENDPOINT_URL_TRUSTEDADVISOR
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serviceld

VerifiedPermissions

Voice ID

VPC Lattice

WAF

WAF Regional

WAFV2

WellArchitected

Wisdom
WorkDocs

WorkLink

> ot

V(

Vi
C¢

Wi

Wi
N«

Wi

Wt
te

W(

w(

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_VERIFIEDPERMISSIONS

AWS_ENDPOINT_URL_VOICE_ID

AWS_ENDPOINT_URL_VPC_LATTICE

AWS_ENDPOINT_URL_WAF

AWS_ENDPOINT_URL_WAF_REGIONAL

AWS_ENDPOINT_URL_WAFV2

AWS_ENDPOINT_URL_WELLARCHITECTED

: AWS_ENDPOINT_URL_WISDOM

AWS_ENDPOINT_URL_WORKDOCS

AWS_ENDPOINT_URL_WORKLINK
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serviceld

WorkMail

WorkMailMessageFlow

WorkSpaces

WorkSpaces Thin
Client

WorkSpaces Web

XRay

H# AWS_ENDPOINT_URL_<SERVICE> REZH

4 N3N MG S

we AWS_ENDPOINT_URL_WORKMAIL

we AWS_ENDPOINT_URL_WORKMAILMESSAGEFLOW
e!
w

we AWS_ENDPOINT_URL_WORKSPACES
S

we AWS_ENDPOINT_URL_WORKSPACES_THIN_CLIENT
S.

i

we AWS_ENDPOINT_URL_WORKSPACES_WEB
S.

x: AWS_ENDPOINT_URL_XRAY
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AN—RRET7 ALK

@ Note
BRER—TZOLATINDOERE, TG TO AWSSDKs M) #2BLTLKEEVWCDS
4 ROBER—TICO2VWT,

AN—RBREDOTF 7)) hEZFERA TS E, AWS SDKstEDFREAICSEFHERET hizZBEILE h
ET7A)NMEZRBTERT,

COMEERETDICE. ATORSIZEALET,

defaults_mode - 58 AWS config”7 7 1 JLEXE, AWS_DEFAULTS_MODE - :REZH,
aws.defaultsMode - JVM < AF A 7'O/\NF 1 : Java/Kotlin @

CORETIE, F7V5—>23>F—FFTIO0FVICE2 ETE—RZBIRTEET, Chlc&kl),
75— ICBEETF7AINNENEATEDRSICAKYET, AWS SDK REICMENH
THICREENATVEEE, TOEREICEBEENET. AWS SDK REICENPARNICHREE
nTHs7, LAD—EEZELLBVEE, COMEEdefaults_modeld 77V —>a v Il &E
LENLEETTEBRECELDT7AIINMNMEZRBIZCENTEET, REICEK, HTTP &
ERRE. BRATEHE, Y —ERAOMETIY RRAIRE. BRVP SDKBEENH S B EREN
EENDUREMI DY ET, COMEZFEAITIBEEKE. —BWBEEASFIFICEDELEH
LOWF7 A RNRELZEIBTEEXT, defaults_mode A" legacy EHEL < BEVBAIE, SDK
BTYTIL—RIBEEICTTIT—23aDTARNETOCEEBITHLET, ik,
RARTSOTAADENICK > TZOBEDT 7 )L NMENEDL D AREMN BB -HTT,

77 # )L NME: legacy
HE  SDKOFILWXD ¥y —N—23 > TOF 7 #I)I ME standard I V) £,

BRhis{E:

« legacy —SDK IC& 2 TE%V), defaults_mode NFEULETNBDFHASEELTVEFTT7F)
NEEZEALET,

« standard- R EAEDDFUATRLEICERTTEDIRMNMOERT 7 A NMEZFERALET,

e in-region-BEEET—RLICEBEEh, AU FAWS OH—ERA HS ZHOHI T 7T —
AVICEDEBERENBEERATVET AWS V=232,

« cross-region-FEE—RECEBEZh, IOV —232 AWSOH—ERA T Z2RUTHT
T7r5r—23> @Bl hAEIIA XENEHRELFrEENTVET,
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« mobile - ZBEF—RICESDVWTEBEEINTHEY), ENAMIT 75— arIiledbthEigE
EAEENTVET,

c AUt - EBETET—RICESVTEEIIATHY), EBRVBHEN EENTVET, SDK IS
VEAALREERELUCEBYSRELZEBNICRELELS>ELET, BFRBREEI-VUR
TAYVOILEIVWTHY, 100%0 DEERBSNELA, SURMILREEZEBETERVES
l&. standard E—RAFEAEhET.,. BBRER AV AZRVAXERF—220TJ0L, LA
TUOV—NRETHDAREMEI HVET, BERKOLATO—FTTVT5r—>3vIile>TH
BEERBEIEF. KD VYICHRMWE defaults_mode £BIRTBEE2HITITHLET,

config 77 A IILICCDEZRETSDHZUATICRLET,

[default]
defaults_mode = standard

RTONTX—%IF, defaults_mode OEFERICEIVTHRBILE D AEHEN DY ET,

« retryMode - SDK BT ZRAAP HFEZEELET. "BHRTHE) 25RBLTSEZ
W,

« stsRegionalEndpoints — SDK A" AWS Security Token Service () E DBEICFEHA TS AWS
DH—ERAIVRRAVNERETDHEZEELETAWSSTS, TAWSSTS U—2 3>
ITVRRA b, Z2ZRLUTLSEEL,

« s3UsEastlRegionalEndpoints — SDK A'us-east-11)—>3 > M Amazon S3 £ EET %
EHICERATS AWSH—EATIVRRSA VRN ERETDHEZEELET,

- connectTimeoutInMillis -V VY NTHIOHTEREZEHAK LR, RMALATIRNTEDETOR
o 94T R ERNRDIAVORTZZITMSBRWVES, V4T NEFEL A
RL=23a2RBEMLET,

« tlsNegotiationTimeoutInMillis — CLIENT HELLO XY £—HFEFENTAHAS, U7
AT REY—N—HFESEELICXRII-—MLTHF—EZRB|IBIETOTLS /AR T A
IO DB BRAREF™E,

EREOF7AINEE, 75— 3 > TEIRL = defaults_mode IC&K>TERVET, T
NSDEERE, BEUATORSICRECATVET (EEETND UM HYET ),

NTAX—5& standard E— R in-region cross-reg mobile £—
E—R ion £—R N
retryMode standard standard standard standard
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NTAX—=5

stsRegion

standard E— K

regional

in-region
E—R

regional

cross-reg
ion £T—R

regional

mobile £—
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regional

alEndpoin
ts

s3UsEastl
RegionalE

regional regional regional regional

ndpoints

connectTi 3100 1100 3100 30000
meoutInMi
11is

tlsNegoti 3100 1100 3100 30000
ationTime

outInMill

is

EZIE, #BIRL - defaults_mode A" standard MBS, standard OEN ( BX%E
retry_mode 7> 3> A5 ) retry_mode [CE|V) H TS, regional OEAN ( BRI
stsRegionalEndpoints #7723 A' 5 ) stsRegionalEndpoints IZEIY HTShET,

AWS SDKs& Y —LIC & B HR— K

LLT®OSDKIE, COREY U THIPTHIMELRELZYR—NLET, BN EFAN BN,
FANTCRBEENTVET, VM ATFTALAZ7ONT 15REWK. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK HR— b EERF -G FHMEER

AWS CLI v2 WOz

SDK for C++ (& O EB{tEhTOWEWNT
X—2&— : stsRegion
alEndpoin

ts . s3UsEastl
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

#K— b

=4

WLz

=3W

WLz

=4

WLz

WLz

ERF L FFMER

RegionalE

ndpoints . tlsNegoti
ationTimeoutInMill
is o

EB{tEhTOWEWNT
X—2&— : retryMode

. stsRegionalEndpoin
ts . s3UsEastl
RegionalEndpoints .

RELEhTVWEVWNS
X—2&— : stsRegion
alEndpoints o

BRELEhTVWEVWNS
X—4&— : stsRegion
alEndpoin

ts . s3UsEastl
RegionalE

ndpoints . tlsNegoti
ationTimeoutInMill

is . connectTi
meoutInMillis (&
connectionTimeout &

Fhxd,
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust
SDK for Swift

PowerShell V5 ©*Y —)L

#K— b

=3

=3W

(=4n

=3W

=3n

WLz

WLz

(=4n)

ERF L FFMER

REILENTVWEVNDS
X—&— : connectTi
meoutInMi

11is |, tlsNegoti
ationTimeoutInMill
is o

RELENTVWEVWNS
X—A&—: connectTi
meoutInMi

11is , tlsNegoti
ationTimeoutInMill
is o

BRELEhTVWEVWND
X—4&—: tlsNegoti
ationTimeoutInMill
is o

RELENTVWEVNS
X—2&—: tlsNegoti
ationTimeoutInMill
is o

BRELEhTOWEVWNS
X—&— : connectTi
meoutInMi

11is , tlsNegoti
ationTimeoutInMill
is o

AX—KNRET7# N

220


https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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SDK HR— K SEEFRLFEMEER

PowerShell V4 ®*Y —)L =40 REILENTVWEVNDS
X—&— : connectTi
meoutInMi
11is |, tlsNegoti
ationTimeoutInMill
is o
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https://docs.aws.amazon.com/powershell/v4/userguide/
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AWS £ BZ > 24 L (CRT) ZA4 75V

AWS HBZ > R4 L (CRT) 475Uk, SDKs, CRT Ik C TEANIIMYNY T—DED 2

S—T77Z)=T, ENVT—2BNT7 37— AN BL, BDEBERETELBH-EEICTYRNTIVN
ERPRICHAETET, CNSOMEERFINTOSDKICHEBETHELTVWS L, J—ROBRA,

&Elt, BEMELET. NV T—2RBUTOEHYTT,

 awslabs/aws-c-auth : AWS 254 7> MNMUDOFEIE (BRESRLEBHR 7 O/NA X — £ BR (sigvd))

« awslabs/aws-c-cal : SV IF 478, /\v> 1 (MD5, SHA256, SHA256 HMAC), E%&
#. AES

« awslabs/aws-c-common : EXF—2EE, ALY R/ BRSVIF«TH8H NvI7E
¥, stdlib ESiERI%K

« awslabs/aws-c-compression : EMZINIVAL (NTIXVIA—F42T | FA—FT14 >
7)

« awslabs/aws-c-event-stream: f R NARNU—AXY =08 (AYX—, TLJ1—
K, RA4O—RK, cre’/hL—F—), AIXRNANJ—ABHOUE—-N7O— Y HOHL
(RPC) %

« awslabs/aws-c-http : C99 [C kD, HTTP/1.1 &, HTTP/2 kDR

« awslabs/aws-c-io: Y4 ¥ N (TCP, UDP), DNS, N1/ 7. AR KNI—7", F¥XJL, SSL/
TLS

« awslabs/aws-c-iot: AWS [0TC99 IZ& D IoT 9T RHY—ERE FINA ADKEEDEE

« awslabs/aws-c-matt: E/ DA RX—FY N (loT) T OEEOEEX Y +— 27O
L

« awslabs/aws-c-s3: Amazon S3 H—E AL B ETHLEHD CO TA TS VEE, SFHIED
Amazon EC2 1 VARV ATAIL—T"Y NZEBARILTBD KD ICHKFENTVET

« awslabs/aws-c-sdkutils: AWS Z’OT7 7ML EBN B LVOCEBEITD OO I —FT1T145
17>

« awslabs/aws-checksums : BN BY T RIITREEANDT7A—=)L\NY VBeEZwBA -, 20
ATZSYRNTF—LDO/N\N—RIITHEIIZ&D CRC32c & CRC32

« awslabs/aws-1c: Google BoringSSL AWS 77O T U~ AWS & OpenSSL Z’A2 TV hO—
RIZESVT, ETOEEDRHIC Cryptography F—AIL K> TEBE I AABESLS A7 S
1)

222


https://github.com/awslabs/aws-c-auth
https://github.com/awslabs/aws-c-cal
https://github.com/awslabs/aws-c-common
https://github.com/awslabs/aws-c-compression
https://github.com/awslabs/aws-c-event-stream
https://github.com/awslabs/aws-c-http
https://github.com/awslabs/aws-c-io
https://github.com/awslabs/aws-c-iot
https://github.com/awslabs/aws-c-mqtt
https://github.com/awslabs/aws-c-s3
https://github.com/awslabs/aws-c-sdkutils
https://github.com/awslabs/aws-checksums
https://github.com/awslabs/aws-lc
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« awslabs/s2n :C99 (C&k TLS/SSLZ’ORIILD %, X1 VF 1 2ELELTNEHLDEE
CEET D LDICERE

CRT &, Go & Rust ZBR< X TM SDKs THEATEET,

CRT Ok 1FE8 &

CRTZA7 SV EEMEHAREKFHREZERALTVET, ChosOBREHM>TH<E, CRT %
V—AN S EEBRITDIMEN HDEEICRIEET, £EL. BEAEDI—H—I&, 578 SDK
( AWS SDK for C++ X> AWS SDK for Java & &) £7/=I& 558 loT 7/V14 A SDK (AWS loT SDK for C
++ X> AWS loT SDK for Java %% &) Z/' LT CRT #EEICT7 VAL ET, UTOR®D "8 CRT/\
AOFAT I RYDRAF, BENDEESDKD CRT 47TV %SV TIBNYT—2%RLT
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https://github.com/awslabs/s2n
https://github.com/awslabs/aws-crt-cpp
https://github.com/awslabs/aws-crt-java
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CcORFIXBNTIE, E/NAJ)L SDKs & loT SDKs & AWS Software Development Kit (SDK)
EV=IDAVTF VAR —, BLCZTOEBEBZIREERICOVTHALET., AWS
l&. SDKAWS SDKs &V —)LIZ, FRELEEFHE iz AWS APIs, Fidgs, #aesb, /NJ1E
E, EF1UTANYF, EERFIXINOEHFOHR—NZECEFHZEHNICRHLE T,
FHTR, KEER, B VFMAL, ARL—FTAVIATLAOEBEICER M TEET, AWS
SDK U —RFI/NY r— X %—2 ¥ — (Maven, NuGet, PyPl & &) IZABE h, GitHub TY —
AOA—RELTHIATEET,

BFOME., EX1VTAT7YT7F—bN BLCEEANBKEFEEREHIZTIZZHIC, SDKOV
J—R21—H—NELCEFIZCZHEHOLET, YR—FEZhTLEVSDKN—2 3> 0
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BENET,

c BRESLEI—(7I—X0)-CO7I—ATH SDKOHR—REE A\, ABBRIET
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BINTHARELBVRY GAV)—ADE[HNTETHY), 7IAWS HR—KEZ[FDENT
EEY,

« —RIEM (GA)(7I—KX1)-ZOTI—XTk, SDKsHELICHR—RENTVET, AWS
&, FILLWH—ERAOYR—K, BBEDO H—EAD API EFH, NJEetEF1UT1DEEEED
EHME SDK U —AEZRHBLET, YV—ILDOBE. AWS FFEEDEHFLNITEEZEDE
HWAE) ) —RAEZRBHLET, AWSIESDKDO GAN—23>&20E<EE 24 P ABYR—K
LET,

c AVTFUARR (7I—R2)-AWSSDK A XV FFUAE—RIZAZDHELSEE 6 N ARTICN
TV ORKETVET, COHBEP, SDKFEIERETLICHR—RNEIhET, BE, X0TF
FTUOAE—REPROXDS Yy —N—D 3N GAILBITENDLEARKICRRENET,

s XVTFUVAR(TI—=RI)-AVTFVAE—RTIEF., AWSRGRERGBNITEBEEEFI )T 1/
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SDK OfEAE, 1—H—0ORETITOLNET, 1—HF—ICEFLWXZYy—N—23a A7V
T7IOL—RZHEOHLET,

SDK XD ¥ —N—=232 DA T7HAVNERIRLET UTFTCRIRAALATAVRBHRTH
V., RDFBEVCEITERLTSEEL,

KERROZA 714U

AWS SDKslCl&, SBSVZA L. ARL—FAVIIATFL, Y—RN—F1—DS54TZU®
JL—LD—0BE, BREBDBREFEEIDYVET, ChsoiFERR. B, 8331
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BEREBZY—RN—FT 1 OREFERFRZFEIZICEF. ATORBENERAEZIET,

« ARL—FT 42T AT L (0S): fl& LTIk, Amazon Linux AMI, Amazon Linux 2. Windows
2008, Windows 2012, Windows 2016 B ENH V) £,

« EBTUAAL HleEL T, Java7., Java 8, Java 11, .NET Core. .NET Standard. .NET
PCLBEENHYWET,
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https://github.com/aws/aws-cli
https://github.com/aws/aws-cli/tree/v2
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-go-v1-on-july-31-2025/
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-go-v1-on-july-31-2025/
https://github.com/aws/aws-sdk-java
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-java-v1-x-on-december-31-2025/
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-java-v1-x-on-december-31-2025/
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-js/releases/tag/v1.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v1.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v2.0.0
https://github.com/aws/aws-sdk-js/releases/tag/v2.0.0
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-javascript-v2/
https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-javascript-v2/
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SDK

SDK for
JavaScript

SDK for Kotlin

SDK for .NET

SDK for .NET

SDK for .NET

SDK for .NET

SDK for PHP
SDK for PHP
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