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fEER AWS Certificate Manager ?

AWS Certificate Manager (ACM) IREE Y, REFMENLBEMFIE SSL/TLS X.509 BEMBH
B DURE AWS R FEARR, B EREEER ACM #1TEBE , IIBE=ZSBREA
ACM EEBRFEHF , BESK AWS REREEABE. ACM RREUUREE—PEHEE. ZEBEAE
8. BAFAHEERNELAENEES. ACM BRAFABREAIUREBETRYMEN F@E., BB E
HE #EH ACM BE AWS FA%H CA |, BUEERSS PKI WEMMEEA.

® Note

ACM TERAREI Web fARES. MREELERE Amazon EC2 HITEE LREBINEZ LM
fRES , BESBLUTHEFMIER : /£ Amazon Linux 2023 E3%E SSL/TLS,

&

- XEHE

- BIEE AWS Certificate Manager

« AWS Certificate Manager #&:

- TERFESRERN AWS BERK ?

> &b [

ACM EHiHE X1 IPv4 F IPv6, F5iE5H AWS —ix2E hfy AWS 215 B i 25k AWS 215
RIRTH ACM AR,

ACM HHBEAEEHMER. ZEHZE AWS EEFHERTEMAIEE B (FQDN) 5 —#8 FQDNs
£ F B A Elastic Load Balancing F/&# , B4 AR RIEABEEHHNEE. EFEHA ACM ZHNE
F RTNEVEASARYSENRBEEETINESAMEERE. CELEEHBERER.

= E# B Amazon CloudFront £/ ACM B , B4 EAREXEIRI (S EEiLIB) BEFERIEAR
&, LLEEHEE CloudFront 2 #ifEEIEERY ACM B , @M EFMEAR D MRENHIENE,

XEE fRZ< 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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HI E{E AWS Certificate Manager

WMREFEHA AWS Certificate Manager& 3 SSL/TLS B , IEEXNENER. BREALAHT
MU REARENTEY AWS WEIRNE, WERHE ACM EEBEF , F2H AWS L ERAWS
Certificate Manager fR#& EE B H.

AWS Certificate Manager #f.=

REIRM FANBLSEZ AWS Certificate Manager,
FHE
+ ACM B&
« ACM 1 CA
* Apex #8135
- JEHBERNEE
- BREREEN
- BEEHERLE
- WMEBBRE
- BEAARRE
« NEMER
- EEREHEME (FQDN)
- BXFEREABE (HTTP)
NESRERRH (PKI)
» Secure Sockets Layer (SSL)
« 2% HTTPS
+ SSL fAREEBE
- HBS|/MEE
» Transport Layer Security (TLS)
i3

EfE M7 1.0 2


https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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ERAEER

ACM &%

ACM EE4 X.509 % 3 R EE. BENERHRA 13 @A (395 X) , ¥BETHEMIER,

- EXRE - EEBRREE
- REMBSRIBLNT - XERIEANBEERENLATRBEN LR,

= =]

=

(==

FoRd 4B (CA)o

- TRESVBARG - BRI T SRELFERNEE.
- TRER - ERRNRNBEHILFER/HAER,

- BREWBER - RTEREALTHAEENRRA  ALEEREEN —BHZERRZ.

« CRL 7% - IEE AHIS CRL B E.

ACM FREEITREMM X FRLUA LT 5H

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity
Not Before

Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
az2:
43
08:
03:
b5:
ak:
05:
bc:
68:

ba:
4e:
94

ca
20

26:
96:
b6:
77:
Ch:
32:
09:

ab6:
e9:
of:
:0a:
cef:
73:
6d:
36:
96:
56:
7.
75:

8a:
:26:
85:
dd:
07:
ab6:
3f:
7c:
cO:
44

ea

ab6:
b2:
2c:
f8:
d5:
86:
3f:
az2:
50:
19:

aa

6a

:91:
04
41:
7f:

5a

d7:
ff:
36:
96:

72

:e9:

4b:ac:

Ob:
d5:
6b:
co:
reh:
22:
18:
65:
e2:
:6f:
42:
c6:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

8a

f5:
33:

e8:
54:
as:
53:
di:
4f
Ob:
2e:
94
:8a:
4.
90:

08:
f5:
cl:
0b:
25:
4f
36:
82:
64:

al

de:
ec:
c8:
o9f:
24
86:
c5:
73:
f0:
:f3:
1lc:
97:

9a

8c:

Ca

cb:
co:
b4:

4a

72:
4f:
1f:

3a

ee:
:7a
od:

:e7:
be:
3f:
70:
:81:
Qe:
78:
c7:
:df:
34:
174
dl:

CN=example.com

59:
af:
1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:

ACM B

k7 1.0 3
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Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
:dé4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:

17

94

8a

03:
L4
as:
8e:
12:

02:
5a:
59:
40:
e2:
08:

f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

3e:
68:
e0:
3a
c9:

655

01:
75:
37:

:55:

b7:

37

83:
42:
8e:
36:
fe:

8d:16:f6:40:39:21:be
3e:f0:0d:54:16:ed:9a
6a:6d:99:0a
8e:60:5b:d6:0d
9e:2a:f6:f3

af:

22:

(0x10001)

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

75

ag:
b
78:
az2:
2f:
99:
a7:

98:
b8:
bc:
33:
46:
26:

9a

53:
red:
6f:
76:
76:
75:
57:
71:

c3

as:
88:
5b:
1f:
26:
:5f:
78:

90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
:dé4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:

48

0b:
a5:
:31:
89:
38:
9e:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

fb:
ab:
bb:
29:
c5:
Oc:
3e:
:8d:

fa

4f
65:
81:
9.

ccC

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
:d5:

:8d:7d
:b4:06
:42:bb

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:

86

9c:
07:
10:
c3:
97:
c5:

as:
98:
143
42:
3b:
69:
6b:
:dé4:
ee:
f8:
fc:
04:
10:
27:

3a

:1la:72:
:8f:94:
:78:0f:
:ajd:ac:
:94:3e:

ds:
ec:
ea:
ab:
b7:

46:
c6:

52:
e3:
08:
e7:
7d:
3a:
1lc:
36:
0b:
42:
c3:

ACM B

MR 1.0 4
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ACM 1R CA

ACM BITH LAERRERBEBREZN TS Amazon 18 CA ST HEE -

PRl E B mEREE

CN=Amazon & CA 1, O=Amazon, C=%E 2048 {1t RSA (RSA_2048)

CN=Amazon & CA 2, O=Amazon, C=%E 4096 1T RSA (RSA_4096)

CN=Amazon & CA 3, O=Amazon, C=3%E PEEEE AR 256 Lyt (EC_prime256vl )

CN=Amazon & CA 4, O=Amazon, C=%E PEE == 4R 384 st (EC_secp384rl )
ACM 1T RFBHFERREFIR2E CN=Amazon & CA 1, O=Amazon, C=US , iEA[{21 2048 {u T

RSA Z&t, HiiRREMBEFER. FrER# 2 M Starfield Services Root Certificate Authority /&
BRIEE,

WMEFHMER , 2B Amazon Trust Services.

Apex #13

A2 REEE.

EX BB INEE

BYHBLRNEEZRE , FEBNELZEATRERRBEE ZNERRNEZNBERNS, Hb—ES

®ANE K BEEZSEN X509Vv3 BF., Z—ELB8ANE K BEHREREWNNLE, X500 BEDH
FRE EIEMER (BEXB)NEIBREZTLELE,

ACM BHEE X.509 SSL/TLS B , o2 EMAUENE D %u%ﬁ%&ﬂﬁiﬂﬂiﬁ%ﬂ%%* BEHDEENLES

i®. ACM 248 AWS KMS key RINZFE LB, MEFHMEER , REELELSEN LM,
BRREEN

BRERERRE CA) RRTHRAUBENER, XL , R RNHUBRERRRE I1SO X.509 &
#, CARITEEENBUERRE , UHIBREIBN IS I RZS I BEEBETITENLEE
iR, CABREEEERREME,

ACM 18 CA k7 1.0 5


https://www.amazontrust.com/repository/
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BREVPERHK

ATHREXRMBTHHAEARN CA BITH SSL/TLS BF , RERERERALEIRTHLE
BELSACHKERREVRERFT, MEALBERLHE. WEERTEREH. RCENBEEEFEHE
BERPEEER,

BA L ERBR , MBRRALNRERITEESERENER. BYLIER Certificate Search F ik
BRME RS,

£ Amazon CA AZWBE/T/ABETH SSL/TLS BEY , c8 BB ERIEL=HBRHZFEHR
ERFMARES. ELARSEEEBEMAELEERNE , B CHBNRIJEFHBE (SCT) E=E
Amazon CA, A% , CAE# SCT BAREH , HERFE , URTHRE, FREBLEIREMREM
X.509 HE{#,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

BRE\ELHZSELFERIBOBIRREDINT , RFLEFERL, NFERRHNFMER
BIEUE A BFEERE LI EE.

MIFE BRI

WEEBRE (ONS) RREBI»BATERSA , BAREEIBEREEILERBENERTNHMBE
R. DNS T ERAMEXZMAEATE (HIW aws.amazon.com) B#EEFERA 111.122.133. 144 BIE

3
¢

BRBEARELH hR4< 1.0 6


https://crt.sh/
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FIP (RREREAGE) thit, T8 , £B1EHH DNS ERETE - L HMAERNRHK, flm , &
#EIB ACM FRBER , WEAEA CNAME e RKaE LM E R EERE. nEFRER A6 F2
BAWS Certificate Manager DNS B &%

M

BIEEBETHAEZERAE (DNS) Bt A IP it XFF&H |, HlI www.example.com. B
B (DIEERMEE) A IP it MARNFER, REEBEsZETRAER , YA HER :

TLD

BRAEENEBBAEEMRIE (TLD), FRMNEHIITIE .com. .net M .edu, b4, FMEFRLER
R/MENER TLD AXER/MEZBNES , BARE HER). Hla0: .uk RREEH, .ru K
REH , M .fr REXZE, FAEE HER) F, TIIDNE-_BEEFANSGMERNER, 4
W, .co.uk TLD RREREMWEELE,

Apex #8135

Apex BEEZBEERERATEEBRE., ¢tHISET HER) WHBEER , Apex BiEEZEH
REFZMERERNRBAER WMRA), Apex BEFTEFRE BSEUTEE), &
www.example.com # , Apex fBIHHZ A example.com, £ www.example.co.uk # , Apex
WBIEMNE B A example. co.uk, HMEEFEANIE Apex BB EIHE base, bare. root. root apex =,

zone apex.
FHEE

FRBEBE Apex BEERBAIE , YHARERA. RERNFREIZEBA ww , BEATUREMFSR
B, TRDEBUALEEZEER. HlW0 , £ jake.dog.animals.example.com # , FHATAK
F#%A jake. dog Hl animals,

ick e
TS B A
FQDN

SEEEHER (FOQDN) R B0, vt HE S 2 ER AR EENE RN TE DNS 28, fln
aws.amazon.com & Amazon Web Services # FQDN, FQDN @&FrE#E , L ZEERE.,
flgn | [subdomaing].[subdomain,]...[subdomain,].[apex domain].[top-level

domain] fX%& FQDN B — &&=,

wmEEE A 1.07
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PQDN

FRENMESZBRAII B (PQDN) EFHME, [subdomain;.subdomain,.] E&RHNER
B PQDN , H A& LIRS,

IO % 2
MBRREERREEORF. REEGRELRFIREFAER. RNBNENBEBAMXT , &

MERBRANT. MEBENERBEEBANEXF, AFRMNEARSRENFAE HTTPS IEEEAER
ENER, BELIERSMNFENBRAMNEXF (NEF) URAEINE X FERERIGH T (BF)
MEZESEF. ENFI@EFREFT  REZEEATR, ERTURLERILE.

SEEMAEEE (FQDN)
B8 BEEBE.
BXFEHEAGE (HTTP)

BXFE@EFAIGE (HTTP) R£REFMERBANER, TR ERAEXBEEAGE , IXBRE
BEARER, HTTP EAFin-AREFER LiEE , Hh Web BIBERBETER Web ARB[FRER
MAFR, FERAERREEAHE A HTTP @BVRESERFR , MAERELNFRNER,

£ ACM BIAER |, HTTP AIfE3 1T SSL/TLS BEBANBERFE., LWEFF K ACM EIZ{EE HTTP
ERREFEEEAE, MRS EROESLEE RN HETR T HBEN =S,

EFEHE DNS BB BRETRE , ACM BEFHELEHEMN ACM 21T HTTP BEMNEFE. k2 | &
LRFEFEE CloudFront TR FH EHRTHNEE, EFEALER ACM KR, ERNEEELER
% , BYIAEITEH ACM # CloudFront 2B B S ERE,

HMAHTTP BEZfEA , BREMLIE  e8UXFEREN, ATZ2BHA , A HTTPS (HTTP
Secure) , EEfEM SSL/TLS BABERMBEER ., MFRLBEANFMER , F2H £ HTTPS,

NESBERRE (PKI)

NAETRERRGE PK) 2—EEF, RIWNBERNRE , TEBLERBETLELER, £ ACMIR
B, PKIEBVERENERT, EENRETPHEEEASG, PKIERA-HRBREEZR  BRSHN
NEER  UARBBEFERENALAE SR, LRRAFRLENER, UBENRVERNS 7R
o

ACM E1F PKI BERE . ERXEBRBREME (CA) , ERTFENSFE=77 , IRHBNLER ,
BAETRBEEVEIEBFER. ACM 1T X509 BF K HYEZ=8HE, HAASRNBEAN

DR A0 R 2 M4 1.0 8
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HENMEEES. cEREBRIENTRENBY , 9FR7T. BONEE. ATHABEFRNGE
t, ACM XEZELARBFMEABERRE , H120 DNS BEMN HTTP BE.

BBFA PKI, ACM A1 A AWS BRNEARAMAZREH HTTPS EiR, BURENMNEBEA, 1t
ERZREHNEZEZBREERERCENNEEYE, TEHTNEENEZREE., WF ACM WAEHA
PKI BEHMIE N , 5528 AWS Certificate Manager B#.

BB

BERERE CABEUNIEZEHM CA ABRERR FRRNKEBEEA, TE CA FURMR
CARHLRE CARRE A LFHBEE, HERRN CABAR CA, HEEBARER., WERER
REREE,

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) # Transport Layer Security (TLS) 2 FiBEMAREHEBA LR LN ME
BIAWE. TLS WETH 2 SSL, MERFER X509 RRHARSFETE»BE. EMEEBAHERE
AFmMAREZERSHBELR  ZERAUAREMEER ZERBNERET N,

=4 HTTPS

HTTPS fX%& HTTP over SSL/TLS , EAME X ERBEEMAREFZIEN HTTP Z2 KX, FIE HTTP
ARNEEESENE , BEXIMER, HTTPS &4 HTTP B EHEEE, FEHBM X509 BEH
mEZH . HTTPS MEEAXREA "HRRKEHEER (OSI) HE ), MER HTTP EAEXEARS
R TCP E@mEMNMERZELE, R£EMMA Secure Sockets Layer (SSL) BEAHE S Transport Layer
Security (TLS) @A E.

SSL falfk2s J =&

HTTPS XZFEMMRBBE , TReHARF[ETH O BE. AKRF[ERR X509 v3 ERER , BB
EPHNARTRBEERE IR, SSL/TLS BREHBEREME (CA) H£E , 22ARFEHE. BN
B, 2F2R. BEREES,

HBESR/INF L
WRESHNEAERARNSRENBNRBRLERN ., BHSMEYBSBMEE,

Transport Layer Security (TLS)

5528 Secure Sockets Layer (SSL).

BB hR4<1.09
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=1

TR Web BIEREERUNE S , BERLARRERUENEE. T8 , JERREELEBEAL

CARBENEE. BABREREME CANGEEF=ZTERBAUNE S , AKCHEBNBLEE

4

R EERS, AR AERETREBNVESE  URIHEUNS D, NRERIRY , HERSE

ML 5 R R RS E B R o

TEEFEERERN AWS BERKE ?

AWS RHMEZRRGBHEZE X509 BENEF, EERESEERNZRIE,

1.

AWS Certificate Manager (ACM) — LtIRIEERARFZEMEA TLS WEE Web FENGER

F. ACM B 238 Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway &
fbEE AWS RBHE. EERNEERAREERAREERNZENERME. ACM 2B BHE
HENSBEIN RS BB ReEEEE, BREMALIRKHERMNE.,

. AWS FAF CA- LIREERARE AWS ERARELNESHRERERE PK) WEEERF |, MHEARBR

MEEM. £F AWS 708 CA , LA UEY BCHBREREMIE (CA) BE , URTERERBEME
A&, Bk, BRAEX, R¥. ARSNEGEE. A8 CA BITHERBEZEBRMAI LEM,
WMEFMER , F2E "AWS 78 CA EAEERM. .

B
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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AWS Certificate Manager &%

ACM 2EENE, RENMEANER. BRAREYEREERIABEBENZEEA. BTNER
€ ACM ( TACM B&E, ) ARLRGEENER  EAS=ZARITHLREEEE. A UXEERE
ENER. EEMEEBNAT PKI, BABRTHILEBRREME (CA) HEXH AWS F4F CA
EEN ACM BE. CA RN EMIRFH , BB HMIRFEEHLA,

(® Note

N ACM BRE A AR & #E Nitro Enclave 9 Amazon EC2 #1TEE L, ShAIE
HABRE , LMEEET Amazon EC2 #1T{EEE LA, ﬂﬂ%?ﬁﬂﬂﬂﬁﬁ:ﬂiﬁﬁfz Nitro
Enclave 8 Amazon EC2 #{T{E# LR EB I Web [IARES , FSEAXKERE : &£ Amazon
Linux 2 F %4 LAMP Web fAIIREZREHZBREE : £ Amazon Linux AMI Z& LAMP Web fd
AR ES o

@ Note

HRILE CAZENBRARTEZEE  AURREEELEREMAREEAFREEFRE
o

EERBBITERE  BFEAAWS EEEES , W https : //https://console.aws.amazon.com/acm/
home BRX ACM 2 &., HERBNEMEE , 55181 Get Started (BB FEA). B8l , FEELAEEER
¥ Certificate Manager =% Private CAs (FA CA),

FE

« ER7E LAEA AWS Certificate Manager

» AWS Certificate Manager /2 8 B &

« FFAEBE AWS Certificate Manager

« K BEEAZE AWS Certificate Manager

- DIt EEREFE AWS Certificate Manager
« MR AWS Certificate Manager BEFHE A
- MR EERYEFE AWS Certificate Manager

W< 1.0 11


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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X E LAEA AWS Certificate Manager

iEiB AWS Certificate Manager (ACM) , &BAILAE AWS UL BEBNAULNERAEXMEMEE SSL/
TLS BFE. EBALUERA ACM BUREARE , ARMUERE, BXAFERAHEM AWS RIE , £ RFLD
EIENRAURERAER, MERATHE ACM BEWRE , F2H8 E ACM EEHE®K. ATER
SWER ACM ZHIEEHITHIS R,

ES- |

- EEf AWS IRF

- BEVEREEFHENERE
- EEfft ACM KViBIZ = B

« (EH) 5% CAA FCs%

M AWS IRF

MRIERE AWS IRE |, R TS BRESL—E,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

AMEFN—Ho LREEREFRIAXFALE , LESFHFRE I ABRER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFIIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEIMEF TR R EEBERE FEMHH T, BT LAFER 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIRFEBYEEIRS,

BYEREEFIENERE

M % AWS IRF |, ERE AWS t(RERFEAE. BUA AWS IAM Identity CenterfIZZ I EEBFEAE |
DRERERERARBEEK,

e
it
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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REEZH AWS IREFARFERE

1. EEREAELRHA AWS IRF SN EFEHubut , SUIRF B EAWS Management Console &
ﬁj\ﬁk o E-F_EEF , iﬁliﬁﬁlggﬁl%o

WELEAREAZEZANRSA  F2RAWS BA ERAEEEPNIURERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

, m2E (AM EAEER) PHALHN AWS 1RF REAE (FES ) MAES

S
MFA &£&,

BYEREEFIENERSE

1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MEME A IAM Identity Center B ﬁ W59 KENHBRE , FSBAWS IAM Identity Center
(ERAEER) PHEAEREREMSHEFIIAM Identity Center H #%,

UERERFRENERAESSEA

EEFERAEH IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ AWRE , F2HEAWS EA ( EAEERE) FHEA
AWS FERA O#8YE,

EREFIEREMERE
1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

MEETR , F2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS0B (AWS IAM Identity Center fEFEER) FHFIEEE,

BYEAEEFRENERE fR7< 1.0 13


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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atflt ACM WiRiE & 18

TEPHEE (FQDN) SMARER CABSSEANE—SE , AEEZEERESERS , §l0 .com =
.0rg, MREREEIMMNMEERE , WLUER Amazon Route 53 RS HMEEMEEM. &%
FeEaMEnBLaRREREEE, BEEBEMEEFE—ENRE , X EBYN—FIWME,

WEFEiB Amazon Route 53 FEMBE B BIWFMERF , 2B (Amazon Route 53 FHE A BEFE) #
B {EF Amazon Route 53 @B E & 1,

(M) f’XE CAA Fck

CAA S EREAWEBIREEN (CA) ANER FHEEHHEBRE. EUEACM HBEEMAN
CAA L& R BIABh LLERERRY CAsRBRVEERTERRE . CAA RETRBNBENBEREENMIEEN
ZE2ER , BB EREIARETENER,

£ ACM EBRFBREFPRIFLNME 2R , CEMEREBFE CAARLHK , UBRECAUAKRRT
BFE. E CAA BHERERAN.

ERRE CAA RCERE | FBERATSIE

EE ACM BEXE tag MILWE, HILERER 0,
B®

tag M T ARUTHAP —EE, FEE , iodef ML B B4 2B,
issue

TRRIEIE value WL FIEER ACM CA EEREAEHNBE D FBERITEE.
issuewild
RINEIE value B FIEEN ACM CA EEBREAZNBEI FREZITEAFTAER. BHA
A BRREARPER FHEEREFEE, IR MREFHEER HTTP BE |, WEREST
HA K RAHTTP REBETFTXEERAFIRE. HNEAFAEHE , XA DNS SiE FHH R
Fo
=]

LE A Y EBURR tag WML BVE, ELEMBIR (") FBELE,

HEfEEEE W< 1.0 14


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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E tag & issue K

value L2 E CABEHERE, WHBUTTLLEE Amazon CA LA CANETE, TiB , MER
REBELLTHE Amazon CA HA— A CAA 528k , ACM FE LA BEE D FHEEEITR
=

e amazon.com

* amazontrust.com

* awstrust.com

- amazonaws.com
value B AT B E S () , RIRTEAEM CA BENBED FRERITERRE. MREE
HERBMAETEEERARERIRITERR , FERALRAL.

E tag & issuewild B
value #{ZEd tag & issue BIVMEE , AREBEEAREAFTEE.

ZFELRE ACM CA {EHRY issuewild CAA 528 , ACM MiE LB ITEMAERFTT, R
issuewild N1F7E , \BH—% ACM i) issue CAA iC#% , FEBE ACM LEFAIRITEAZFE T,

Example CAA iC$& &5l

FEUTESFR , BARENBEHETE , AREEHEE (CAA), flags M —EA 0. tags ML AT L2
issue = issuewild, INRFLA issue BIRTE value B FE A CA RIRSIVMIZETE , Bl CAA iB#k
RRBIEENARSECEF IR TEBERNER. MREE value BIFEA DR """, Bl CAA SL&&X
RARFHME(T CA 2178 %, CAA SCHEMHERER DNS #EEEME.,

/A Important

WRIBITEEE CloudFront fEA HTTP Baz% , AN EEERIE issuewild 528% , A HTTP &
TXEERFZARTE. HNERAFLRE , 50H DNS HE FEH4HE,

Domain Record type Flags Tag Value
example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

(EA) E CAA itk hR4< 1.0 15
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ERAEER

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue ""amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue

WEE AT S Sk DNS SRR FFHEA |

s AR 8K DNS #/ERS. Route 53 X CAA k. M

RIEH DNS HHIER R Route 53 , 5520 CAA B LA THREMEN CHEMNMERNA.

AWS Certificate Manager 278 B &

ARAERECR , B EARRREHER , MPFTREFE AWS Certificate Manager 28 B FE 1
HBEE.

E ACM BRETRE X.500 B , AR HIN THIZHRH

- BWLLAERANTES ODNS RENETERE. WEFEFMEN , F2REEEE,

- REE  #HENE  BRLESWERENLAR 2048 Ut RSA, 256 {uThY ECDSA = 384 fiT
ECDSA,

- BRHER  SESRNARHRES 13 @A (395 X).

- BHACMEE 11 EARBBERBNRLRERRE.

EEEWLUEM ACM RIFRSIREBGRE , BHSKREAERTHBENTR. BBELRGRIR &
AHEBEFARMARNEE, BELSENEGBEER TR, IREEERBEFEIEE , F2EE
BEBRETHEDH.

ZEFHA BFRIE PKI HEE AWS FAH CA |, F20B £ DRI EEFE AWS Certificate

Manager.

NARE MRA< 1.0 16


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
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AWS Certificate Manager %7 /& & 45 14 F1 PR %1

ACM REN LN EBREE T IFHEMRE, ELEBBRAN ACM RENEE. SMTRTERAREA
i

/CARAX O

BERMEAENXEE

ACM B2 Google Chrome., Microsoft Edge. Mozilla Firefox 1 Apple Safari EFiE X ERIEES
fB1F. FEB TLS £/ ACM BEERZHLE , ABXRFHETEHEEBE TR, Java L EFEFE ACM R
o

BERBEMNNEE

EiB ACM BRI LB B/FEHRE Amazon Trust Services , Amazon SER LB BEREMRE
(CA)o Amazon 1R CAs1 £l 4 (i Starfield G2 RBRZEHE - G2 XX #HFE, Starfield IR
Android ( BYE® Gingerbread hx4< ) i0S (4.1 lRBA L ) EZEE, Amazon % i0S 11+ 15
£, ‘23E Amazon 5§ Starfield IR BIEER. BAREXHO0Ses#EE ACM KB BHE.

ACM EBH# CAs ZEFRITIERRIFERER , YRBEIRERE (RSA = ECDSA) FEiis
o FIRLLFERGERL , ACM N2 CA BH.

HEERE (DV)

ACM BELBBEHSEE  ERBEHEE, BHRKACM BER , X EXRAMEEERENHEE
EREGE, SRiAEAEFHA4DS DNS BEFIEE, MEFHAEF , F2BAWS Certificate
Manager & FEE8 & R AWS Certificate Manager DNS B&F& .

HTTP %%

ACM £ 21T/A8 TLS BE LA CloudFront EAK X E@EHBEEEBRIN HTTP BB, ItH
EMER HTTP EE [ RFBABEBESE | WIRMEELIN DNS BRENW B BHEN, HTTP BB &l
HBEEIB CloudFront 2 frfE A FEThEeE A,

HTTP EfEm

Y HTTP B83% . ACM 121 RedirectFrom URL # RedirectTo URL., BAARTER
RedirectFrom Z| W E#HH BB RedirectTo , A RE @4, RedirectFrom URL BEEE
FWHEE , FRFRedirectTogM CloudFront Ef# AT A S —EBEZHFN ACM 2EVE,

&L

REAMREEEN ACM R EE S ManagedBy MU T ERZBEN E 2. HREBE
CloudFront fEf HTTP BB R B , WM 28R "CLOUDFRONT", ELBHE I8 ER

45 MEFBR MRA< 1.0 17


https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
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CloudFront {8, ManagedBy #{u & H £ DescribeCertificateF ListCertificates APIs 1, S &%
ACM EEAHPNBRREFNFHEEFAET L,

ManagedBy ##{uE2 "WE, BHERK., R CloudFront ZERE , LB BE MR IEHHN
& AWS , £ REEEIR CloudFront AP #iE BB EFE Z EREEFH.
hAEFIR CA Wit

Amazon FIREE#EIEH#E CA , MR BTEAUNMEEM BREMR G, ELBETSHERF,
WEFMER , B2 "Amazon 5| EBEPREBERERE. .

MR Amazon & LL1E CA , EF BB EERERLE, Amazon SEHAFE TN A EZRERH AWS
ZF , 2% AWS Health Dashboard, = FE LA K BT E F & A ERE

PR S R B A 17 B
BN R ERBREMAEM OCSP M CRLs REEMBMBFERA. REFFHARAREERIIN
HA, FRERFTE LK,
EREL URL BRAF T&ERE B HERE
+ OCSP

http://crl.*.amazontrust.com/*.crl

B () RR—FSERBFT , B (?) KRE-RBF R, BEFR #) AREF
EIWEEE

BEVEETEREZNSM AN, ACM XEIEL RSA fl ECDSA N ESMEE L !
« RSA 1024 7t (RSA_1024)
« RSA 2048 {uJT (RSA_2048)*
« RSA 3072 fist (RSA_3072)
+ RSA 4096 7t (RSA_4096)

45 MEFBR MRA< 1.0 18


https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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- ECDSA 256 {5t (EC_prime256v1)*
« ECDSA 384 {uJt (EC_secp384rl)*
- ECDSA 521 {3t (EC_secp521r1)

ACM T LAME AR 25 (*) REEARBRITBE, RMUREEZEBANEANER.

(® Note

HHAH AWS Private CA CA EEBMFAE PKI BFE , BBEEEXY| (RSA = ECDSA) #4&
BE CANLRSIEE LR,

ECDSA £t EEHELZ MM RSA €8T/ NHEEFEANE , BXIFMEMRKAF IR X E
ECDSA., WWERRWMmE NIST , b8 RSA #1 ECDSA €8 kN (UUTAEN ) NESRLHE
E:

HBREENEBNR M

REMEE RSA &8 K/ ECDSA £ K/
128 3072 256
192 7680 384
256 15360 521

RLWER 2, EPEMNBFRENRE AR BHEE., 50, 3072 L TH RSA £ F 256 (1T
ECDSA €85 a1 74838 228 Al s n T HaE R,

MBERFREREENR |, F2H AWS SEBXENFAFEMERA PH ECDSA BFE AWS
Certificate Manager,

/A Important
EEXARBEAFHERIENEEENER/ AN, XESREBEBERESEA IAM X ACM
MEMATE. MEFMHESR , F2RESERBEHI G
+ $t¥ Elastic Load Balancing , 55288 Application Load Balancer #J HTTPS #EZEiE=R ),
« &¥f CloudFront , FF2 R % X &M SSL/TLS HEMER.

45 MEFBR MRS 1.0 19


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
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ZERONEE

ACM 2EE ACM BENENNME. BBEVEERM LEHEREERERER. HEIBHNER
F. MEFMEF , F2EPHNZERFEL AWS Certificate Manager.

ZEESER

B ACM BELEZELTE—EXTEMHEEE (FQDN) , LEAUIEHEMEE, flm, B&
Fwww . example.comtB A LA EE www.example.net, EtBAREHERE (ESEYERE

BB ) o B LA www.example.com FFREBE , T E example.com, MEFMEN , T2
BIAWS Certificate Manager 28 B

Punycode

WA T HIER AL #8152 #EH Punycode B3R :
1. LA "<character><character>--" #& =\, B B2 {9 #8 13 &2 #E A4 B L EL "xn--",
2. BL"xn--" HENAEEBHESNERENNERLEEERE,

Punycode il

BiEE R i L RFF  EE

#1 #2
example, ¢ N/A i3 v LA "<character><character>--" Fi 88
om
a--exampl N/A i v LA "<character><character>--" F 5
e.com
abc--exam N/A & v LA "<character><character>--" B 88
ple.com
XN--Xyz.com = 3 v B E B L EIEE B (R4 A/ .com)
XN--examp = B X TREMNERLEAEE R
le.com
ab--examp = = X AL "xn--" BHER
le.com
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https://datatracker.ietf.org/doc/html/rfc3492

AWS Certificate Manager EREEmR

BRHE

ACM BRNBMHRA 13 @A (395 X).
ERFRER
ACM RFFESEBHINER () BYBRAFAEE , MREBARBEINZ @B, 5

w, *.example.com AJ{REE www.example.com fl images.example.coms

EERAFABEYT BN () LEAREEESEEY  YERE—ETFBEBER, B,

* example.com@Z{R# login.example.com#l test.example.com , EFERE
test.login.example.com, Lt , {£*.example.comfRE FHEE K MAE2REREHAE
(example.com), ZBALNIEEZEMBIHARE , Hl20 example.comM , FRAFRMAE R H 7B
ESREBRE* . example. coms

/A Important

MRIEFEH CloudFront , FEEE HTTP BBFAZEBAZ AR, HRERAZTRE , &
HEFEH DNS BREREFHHRE. RMUEZRLCHETDONS BE K RACXEEDERERE
o

£ FEERAN B R AWS Certificate Manager

&I LA ACM E3 A AWS CLIEE API 583k AWS Certificate Manager 2B B, B LUEE LB E
BESH BEER , AWS BRI SagHE LM ASER AWS Eif.

THEERBLABENTELH LA ERECEHNER,
NRBE

FH ACM N EBEREES AWS B B Elastic Load Balancing. Amazon CloudFront
Amazon API Gateway, WFEFMEHR , FSHE ACM BEEHRK.

(® Note
2025 F 6 A 17 BZAEIN ACM A ERFREEER,

BARNERE MR 1.0 21
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JEHNARERRE

AEHN A AERETHESN BEREA AWS R |, LI AEARER AWS Ein, MFEFME
7 , BB EAWS Certificate Manager I EEHH A B BERE ACM BEHNRKE. EXERIHH
ACM N ERE , YRATER , TeEHLERRE.

THEMMMATER, BHNHELE ACM BRE,
ES |

- FRAXEAERLERE

s £/ CLIBRAERE

« AWS Certificate Manager A [E H BV /N B B &
- [EH AWS Certificate Manager 28 B &

- $#8 AWS Certificate Manager A6 B &%

- REBBENSEH

- BHIBIREN

ERERAFERLBRE
AR ACM NEBH (EHA)

1. BAAWS EEX#H , W https : //https://console.aws.amazon.com/acm/home B ACM %

7Ba,

i#1Z Request a certificate (FERE ).
2. 1£ Domain names ( fHE® ) 5 , WALNBEHERE.

& LA e8I Z B (FQDN) |, 6170 www.example.com = bare = apex {83 &8 , Hlm
example.com, BHALERAELEARR (*) MABAF L , MREBHEEZ TN ZEREES
M, Bl , * . example.com A[{R% coxrp.example.com #] images.example.com, B F
TEBEETE ACM BENEEMMLNE S BIFEMF,

BEREAFUBRER , 5% (*) XEAEBEEBHNRER , MBERRE—EAFREZFR. H
un, *.example.com AJLA{R % login.example.com Fl test.example.com , EFREREE
test.login.example.com, BFEIE , *.example.com R A LL{RFE example.com #I 743
15 |, % {RE bare = apex 815 (example.com), EEREME K F2HET —ESE.

BROBBE WR7< 1.0 22
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® Note
#81fE RFC 5280 , BEMTSRP@ANREHER (BWLRRA "EAEHE,) ) RTEE
B 64 BN (F), SEARER, BR2RREHNEEEZRASE (SAN) RESS
A 253 @/ \ LT , aE T ES R R,

EEHIBEMEZTE , 5522 Add another name to this certificate $EMZBHIEE W EBE) |
RBEEXFEFRFTBAZE, EEGQRRE bare = apex #3137 (fI20 example.com) RHF
#8153 ()N * .example.com) , LLIHREIEHEER,
MREGEEEY ACM EHARRE , FENBAELRE, ZKEAFIRERENLEESR Y7
ANEBEEA AWS Evwm, MFFMER , FSEAWS Certificate Manager 7 [E H B A B BF .
RIBFEWER , 7 Validation method (Bt FE 5 %) [EE , #1F DNS validation — recommended
(DNS BE& %% — 725%) = Email validation (E B4R E).

@ Note

WMREEEHREE DNS #HAE | RAIEZREMH A DNS BiEERE K mMAERASE THHRE. HE
TEHEREAELE , DNS REEZEE R, 5B AWS Certificate Manager DNS B F .

ACM Z{TBE , SLRIFLECHANRFBREF RPNV EE, EUNEREFB4RE
= DNS B&=&.

a. NMREEFESTHHRE K ACM EXRBEFHBHEELIZELEREEBHRAPEENBE.
ﬂﬂ%"‘?‘ﬁiﬁﬁ%#ﬁiﬁ ACM ERAKEFBHEEZEZRITMAE. WESFEARFBHFH
B , 55268 TAWS Certificate Manager & FEHERE . -

b. MWMREMEA DNS B&F , BIREN ACM IREEH CNAME #5118 £ 41 DNS A8, W5
DNS BFEMEFMET , 5528 AWS Certificate Manager DNS B,

EEREHLIERD , BEEE L,

£ Tags (2% ) BEE L , BLLURBEREHNEE. EBREEY , THARBMAER AWS B

FRRHEER, FE ACM EBSEEEURNAERLREEBHNEZRENEEERA , F2H
FE® AWS Certificate Manager R 1

SERFTIBIEERRL |, 55181 Request (BK ) -
BEERZEZ , IHRA8SLRREEEE  EF SR HEREBENENA.
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BREWFBRRZRSEASRERE , BRIFEBEFBRAAHER "EEFREY BEHREEHI Y
HIERMAR. ACM EEEERREBRE 72 /), RRRMK, WRBIJRR KM EBFREMN
R, FBMIEREER , BIEDNS REREEFE (- REEE , RARER. NRRERY , BREHE

A B BITIRE,

(® Note

BRIEHEFBENSAME  LESKNBEUREEVEETR, SRR ENERE=
ALREEIRF., SHALEAA LANERESRERERCEHIE,

£/ CLI R LB BHE

TSR EA request-certificate I HRFBERIAE ACM BFE. BEFHEHNTEER
DNS f EMAIL (EF84), £REELMNEAEA RSA_2048 (BRHARREMSE , AlATER
{&). EC_PRIME256v1 1 EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED Export=ENABLED

&S 2 HHF A BEMN Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

AWS Certificate Manager 7] [E BB A BB HE

AWS Certificate Manager AJIEEHN A E BB ZELME, EEMNIPE SSL/TLS BFE , 2IF Amazon
EC2 #1TER. REMAMBHBE LM, LINEEE ACM RITH LB RBEMEIES 2/ AWS R ,
FEREDRHZEBAERRERNERE.

B3
BT8R ACM BEH LB BENER
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AWS Certificate Manager

ERAEER

- BLBREE : £/H ACM SR EEME BERNEBE,
- FRENBERT  EEENRKBAFENEREE.

- BEMLEN - ACM EEDRERZFRYN , L EMBREMTET

2R ACM B Amazon EventBridge X &,
« KAME AEALEBRINTELLAERRTE,

HEREHNE, WFEFEEA

3

EMERE  BESXEZ®E SSL/TLS BEMNEMAREZINEAERXERABRE.

ACM EH 2B BENEFEATR

LT 8tk ACM B AR BEREESL !

1. EiB ACM RENBEFE R T EHAERE.

2. £/ DNS SEFEMrRRE RB R AR .

3. EHRRE. HATRNBRME,

4. BBRFDEINECHNARB[HEAER,

5. ACM 2EEEN , Y EFHMBETHRKEEEA,

Z2EE

LTREAACM EHAERERNEZESEE, NEFMENR , F25
Manager.

- FRARERENFIEFRBEELNALAE SR,
- MRBIRESREIIAR | FEM ACM WIEEIHEE,
- MEB/ONBER  FEFEENEZRBRER.

BR 51
UTR—% ACM BERS :
- BENEAXYEASA 13MEA 395X ).

2B ERRE AWS Certificate

- ACM &% 11 B A REBHNE=E. ACM SR EARBH B HR 60 XAV EEEN.

- BUEAEERHBRNISERR,
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EE

BEERER E_LE’J_IEI':H \E SSL/TLS BEXZTHEINE R AWS Certificate Manager, FEHHTHY
ACM EEBE , 28 AWS @i EBAWS Certificate Manager RIE EE B H,

BRIEEK
LT R2EAACM BERN—LREE

- BERENOR , CEXIEFBEHRER.
- ARNEEEFEENEBLBERRF.
/A Amazon EventBridge 5 EME RERRIENE,

FE & AWS Certificate Manager 28 B

THEFEZLSHRMNME ACM EEEPEL ACM NERFE., & , BALUER export-
certificate AWS CLI 3% ExportCertificate API Bk,

(® Note
2025 £ 6 A 17 BZRIEIMN ACM N EBRELED,

EHAEEE (X2A4)

1. & A AWS Management Console 3t BRI https : //https://console.aws.amazon.com/acm/ B
ACM £ 5,

2. EFIHERE K AREBNEEREHBENZIG R,

- BHE  BRLLREURRE. AREFMEARET , EREL.
. BEEZEEF, %?ﬁi&%ﬁﬁo
4. BWANRBILBEERVERER,
5. LHUUTHHERBREESR.

@ Note

£ ACM A/ | BOLAEH pem BREER, B pem BEXRERAHMERE
N, B0 ppk. MEFFAE , BSRELL re : Post XE,
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[ 4 /A B3 (AWS CLI)

£/ export-certificate AWS CLI 558 ExportCertificate AP| BMEEH A ERFMILE LIS
BTtk EXEREEERER, ATEMEZSMY nﬁﬁﬁﬁﬁﬁiﬁﬁﬁﬂjuﬂﬁ?ﬁa}*&ﬂﬁﬁ%ﬁﬁiﬁﬁﬁ
B, REFBREMERREMEMZE, ETMLEBREETRETTEERESES , WhHLEHMARE
N TPNEE - Pea ) T

(® Note
PBEERBRNERTRUTERERLLER. BUMMRNTAARELNHHESR

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

UTEHEREERGTEEE jqg, XEAR PEM R,

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

iEB% 2 base64 fwi. PEM BRANBE , LIS BEENMBLE SR , T HMEENEHIFR
Ro

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYJIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjES5MjAQ
NTE2WjATMREwDwYDVQQKDAh@®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4,/Y5q9253iILRa/IQ0d4UL
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tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkgqhkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHBkx fOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EERMAERRREIESR  F-ENEQM NS £ — @586 , EE TS

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export.txt

# 85 AWS Certificate Manager A8 B &
WA LAER ACM X1 & AWS CLIZE API EiYERES AT AWS Certificate Manager & H A8 BF.

U EERBERR , UTSHEBNBRIERSRRE, HESEREE—RBAER., ATAEATIIE
A :

- REE

- BEAHEEE

- BER

. E1HBE

EEHE S TH 552/ Amazon Trust Services BEETRE #5% M Amazon Trust Service,

AWS REMEREREBBHRY | R LBRREEFAGE (OCSP) MBHHMHFE, £H OCSP,
RAFmREeEHREMBENE , DEREEMRE, OCSP BURRAMREREFHNWBREET.

ZEBER
LTREBEEREINERSE !
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AWS Certificate Manager EREER
. SR DEEHEE S BT AR,

. BEEHETIENNAEER, NRATEEEELER  SRZUBEENG.

- NREAEEERE  SCEZMNBER  TFRMBER,

. BEBBEFELMN, SEEMENTEENERHEEEMEB ARNs— GHRE.

C BEBBEKAN, SELENEENERUTEEA.

. BEHBESTAEE 24 BT RER.

BEBE (E28)
THRFEZSMRMAMEB ACM AERFILEEE.

1. & A AWS Management Console 3 BRI https : //https://console.aws.amazon.com/acm/ §Y
ACM E£# A,

2. EEIHEBE K ARENLEMBEBENZIG R,

HE , BALLERUERR . AREFAEARESD , EEHEE,
3. BREEZHF , REBERE,
4. HAHWREFHR , ELARMBERRE , WA revoke , REZEFEHE,

/A Warning
—BEREEIRE K LHREZEEERARE. BBEBRERKAN,

#8558 E (AWS CLI)

A revoke-certificate AWS CLI is 5= RevokeCertificate API Ei{ERIEEE ACM A B
FEBHE, BOLAFEN list-certificatesi S REBUREM ARN,

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"
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/A Warning
—BERREIME A LHREZEECARE. HBERERKAN,

AT 2 revoke-certificatedn St ,

arn:aws:acm:us-east-1:111122223333:cexrtificate/12345678-1234-1234-1234

REHBDEOEH

#EiB A AWS Certificate Manager B H Y2 B &5E M Amazon EventBridge , &7 LAERE B B /BEEW
=4,

1. FXXE Amazon EventBridge B4 B REEN . MEFMEN , 5528 ACM B Amazon
EventBridge X 1&,

2. BYBEIMCUEBNRNEERENE, WEFHMEH , 528 7%E ACM FEH Amazon
EventBridge BRE) B 1E,

3. EXXE EventBridge £ , LURREEE MBI E XK,

o Bl R AR A Y

BRI LAMER ACM 12 A&. renew-certificate AWS CLIZK RenewCertificate APl BIEREL ACM
NENRERE. FREBYLELNES.

/A Important

BB ACM EEAERER , EXHENER, NEXHN ACM EEEFA , F2E AWS
#8uh EBIAWS Certificate Manager FRIEEE B Ho

BYBE (X228
THRFEESHER MR ACM LEHLEERE.

1. & A AWS Management Console 3 BRI https : //https://console.aws.amazon.com/acm/ B
ACM £ 5,

2. EFIHERE K ARENLERNBENZIIG R,
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AWS Certificate Manager AR
®F , ZALLREURR. ERIFMEAEREY , EEIEW.

3. EEFEZHE A6 AREBEED.

4. HBREFELR , BLATEHPBA renew , REFEFEEN,

BB (AWS CLI)

A renew-certificate AWS CLI 532 RenewCertificate API BIEREHN ACM NEBEHFLE
BE, B LAY list-certificates@m B RMAUERFEM ARN, renew-certificate M1 E
Eo O fE,

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012

Ea % AWS Certificate Manager 2B BEN @ EHEEE

£ Amazon BEREHE (CA) AILLALNBME BT 28 , AWS Certificate Manager (ACM) &4
RALHMARRFECEBRPEENEREEHE. ELFEREBER , AULEEEAEBREBRR
(DNS) B8, ETHHRIR HTTP BRIV RBHAEGHE,

(® Note
REEBERAN ACM BITHLREESRE. ACM FTEAREANSEHHFLE CABRENEIR
A AEE. ACM EZR®E Amazon VPC A EFEE ESREMEMMERBFHNER, W
RAMET  F2RYBEREETHEDE.

BMERCEEFBHRERHER DNS BE , REWT :

- MBEFEH Amazon Route 53 BEIEEBAI/NE DNS 588 , ATLAEREIEIR ACM BEHEBHEC .
- RERIJ[HEAH , MBARE CNAME 528k , ACM FE& B BHENK DNS BRENBE.

- EYEMREREZENEHEERN BIF. ACM RrEBRA 456 REXEBNER., ELBAE
RSN AEEREESEHUPN —EAHZE, BT ESMIAREETRENER K HEETE
. BEFIEIIHAEER  ACM E%TEFME ARN NEHNERE.

MREEEREFEEA DNS ERE |, RISV ARAEFHARE,
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HTTP B27& 18 A M & CloudFront B AR ER. WA EER HTTP ENSRRFHRBIAERE , I
RAEFE LA DNS BER B BB

® Note

ERAETFBHAREEURE R , BEEUIRAMEN DNS ETHE. HEEM DNS BFE
MBRBE , RREIUER DNS BENHBE.

3

&

- AWS Certificate Manager DNS B &

« AWS Certificate Manager & ¥ B4 8%
« AWS Certificate Manager HTTP Eg &%

AWS Certificate Manager DNS B &%

@EEBRE (ONS) 2—18E SBH  BANEEIBRNER. 26 DNS HEGS®E—EEH
B, HhAsESLEENnG. EIEEDNS BRE  ACM Bi2ft— %% 1H CNAME 28 , S5
BUEFEELERNES, EEREOEN - NREE , THEAZEHERNER,

(® Note

ERAEFBAREEZEURE R , CEERSER DNS ETHE. HEMEH DNS BFE
MBRER  RREIEMA DNS BREHHEE

30

flan | WREEH example. com MIFFEREE , WL www.example.com HAEENAERE , ACMEAS
BRI ME CNAME it#k, BESALZNBEMEFEINEHEIEEBANE, IWERER ACM
AREBHENBREN AWS BENBIF. 4B CNAME L& 82 DNS ERE— X, RERRFER
f , MEBfR%E CNAME & , ACM EE B BEHNEE.

/A Important

WMRIETRZEH Amazon Route 53 REIEB/NH DNS 8% , FBHASEH DNS HERLL T SN
i858k, MREREHRE\EMIT DNS EREMNRE , AIXARNBE FEHERT.
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EFEERE L RERHE CNAME Lk , BRALSTEREERE (FQDN) FFREIE ACM BRE. to
MR, BUNRIEAHEBEEEBNEARR B EKETEFHEENERE. AR CNAME &
HEFZHERARNMEM AWS BE , BTN ESEARETFERZIARNERE. £t UEA S MBEREY
B

R LA AWS BRIS B RRAE BB AV BB S MBR CNAME f28% , MELE B BB, WMREH DNS HERS
& Route 53 , BB G HIER , 7THMMAMBRICHEK, WRENHERER Route 53 , 752 B Route
53 RBABEETNMGRERGCESE, IESENBRBONFEET  F2H "HHZERFEN
AWS Certificate Manager o

® Note

WRIER DNS HEFAEHRIB A E CNAME $##£E—i , CNAME @i gL, REEE
ERNWERE R BERERE FH4RE,

ACM By CNAME E#EER R

® Note
AEPE AR ERA Route 53 4 DNS BN E S,

MRET R MR Route 53 4 DNS #ER , AIFEEFE)#§ ACM 1RHEHY CNAME Foski A LIERI Y
ERE (BEREBMEURE). CNAME CSEANFZRE , SRENSISRFIURHEREEBHEE
BHVARR. B ACM KRR , BT ELRH , TRETIRBEMARRE NSRS BLEREN.

TRERANE@HZEHN CNAME Eix#Hl, SECBKNCHRBB-CRERHANBRRRBIEBERE
.

IR, ERETP  IMEREERE-ERERYRERN. ERFTHRERATTMESE , filmn
*.example.com, ACM BV FHREHEKRREN EYNFHMHEREexample. com, &M , B
MEE BN TS BNRRESEMTE,

CNAME e & &4l

b ERE - &= FCERE B33
* example.com _x1.example.com, _x2.acm-validations.a Identical (#§[=)
WSo
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HEEE ACERE B ACER{E ALfE
example, com _x1.example.com, _x2.acm-validations.a
WSo
www.example.com _X3.www.exam _x4.acm-validations.a M—
ple.com, WSo
host.example.com _x5.host.exa _x6.acm-validations.a ME—
mple.com, WS,
subdomain.example. _x7.subdomai _x8.acm-validations.a M—
com n.example.com, WS,
host.subdomain.exa _x9.host.sub _x10.acm-vali I —
mple.com domain.example.com  dations.aws.,

o

JR#R (_) %K xN HA ACM EEXEMNRFH, fil :
_3639ac514e785e898d2646601fa951d5.example. com.
REREENCHETE, HEBNGCEETRER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

$H¥HEEAY DNS R %o

(® Note

MR DNS $HEBT X ESLMBEKN CNAME & , FSMHY DNS 5B FImEET 5 #
B

ERFERBIEILIEE DNS BER , ACM LT HIRIE A CNAME EFR :
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BEE  RHEE R RHE
B il

example. _a79865eb4cd1a6ab990a45779b  CNAME

- 460b96.example.com, _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,

mEEEERENEEE FQDN, REABAREENRSIE | selE—HEBlic&k, CRE/REEN
=88

iE ={E{& (Domain Name (#3815, % #8). Record Name (5C#% % #&) A Record Value (FiC8#%{H)) P Efa
A DNS f#tFERg Web ST TH LR #7118 DNS RSN ERBNT. HESEELCHEZE (HEM "8, )
BMUNMCER—H. ERLEERT , FEXREEREZ/FS  WEAR. HttERSRDHKEZRER
MEnE & ANERFEF |, EBRE (EXRFH) SEXR B\ A

_a79865eb4cd1a6ab990@a45779b4e@b96

BEBEuLP, WRERET  WWMATSHEHBE (PIW .example.com ) WEEHERE , HKTTEE
SELEUTHER .

_a79865eb4cd1abab990a45779b4e@b96.example. com.example.com.

HEEERERT A BESERR. it , CRZEAZZLARECHHERAENEARE,
% E DNS B#

AER B MARE LT BB LUGEA DNS BE.

EE#EA ERE DNS BFE

(@ Note

hEFBRHREERIED —ERRE , BREEENBEN AWS BEHTHF, NREEEMK
FERAYRR/BINFE-RAERAER  EERIFARERE  EREBFETFEINENEE , B
R EEEEERNESE,

1. BIfE https://console.aws.amazon.com/acm/ BARX ACM &,
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2.

ERRBES | BEEFLMEERTER Pending validation ( FEER ) MMEMNEFE Z Certificate
ID (BE D) ., LEMESEMBENFHEERET,

1£ Domains ( #8318 ) Mo+ , TX TIMEREFRZ— :

(iEA) £ Route 53 HEITERE
Create records in Route 53 ( £ Route 53 FE ok ) RS ERFSUATIERRET
- &fEH Route 53 {14 DNS &M,

- WA E A Route 53 FEEEIHMEFT,
« B8 FQDN KRB,

® Note

MR RER FE A Route 53 , {E Route 53 R BELRTHER , F2E ACM
FAKRET "1 Route 53 MBI 8% &R,

#IFE Route 53 R ESk , ARIBEE UG, FTLAL Certificate status ( BEME ) B
H BB B R AR BB B ¥R S Successfully created DNS records ( B ZhZ 31 DNS 52
#%) o

BB TR 2B R Pending validation ( FE8R®E ) MEKZ 30 £,

® Tip
L EBREENN S NFAER ACM BEITE Route 53 R FEtk, T8 , oA
Route 53 #1T AWS CLI ¢ API FERY | LATE Route 53 DNS BRI EHRE T ioi%k, ME
A7 Route 53 L EMNFFMERN , F2BFEH Route 53 A E R iEE

(M) tRETRMEM Route 53 A4 DNS #ERS , &4 AHEN CNAME EF L #T18E DNS
ERE, THRENFAEFAEE L , EEBUATMES XHTIIRE

- ¥HEERE Domains ( #3138 ) 2628 CNAME T, ELEFEFHHIEE DNS EX
B,

« ¥ , B ExporttoCSV ( EHECSV ) , MRERFNEAFTFEHIEE DNS &
B,
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/A Important
ABREBEEE , BEME "ACM ) CNAME RE#EEFR, , BREAFNEER
DNS #EERNERE, MRLBEIEE , F2H "% DNS 5FEmEEE T
EJ o

MR ACM EXEAEESE CNAME EEK 72 MRABREBMAEEE , ACM 2 ERREREL
Validation timed out (SR ), LERZETRNREERERER ACM EEMERKIHER DNS #H
B, BEMEWREE  BXATERE CNAME ERZEBRITBRE.

AWS Certificate Manager & FE 45 %

£ Amazon BEREHE (CA) TR ENPEMB L BEZE , AWS Certificate Manager (ACM) 2478
RECHASEHZEBRPIEENMERSE., B AFEAE FEH4 DNS #1TERFE. LEBEFWRE
FEHERTE

NMREHEERETFEHAREFEIEE , F2RMEHETHHREEEETREHR,

EFBARFENEFELN
ACM €A EEIEXARIFEFBEHASIUTEAERNRREFELG4. F , UREBEYRE

ZREBRS BT B | AT BRBEIEEAREAL, ALY NI TERNRE
Wy, WE 2ERAESFEA U NEE., eflil , MREH example.com IEES MERFEMEIE , BT
e E admin@example.com HE F# subdomain.example.com o

» administrator@your_domain_name

* hostmaster@your_domain_name

* postmaster@your_domain_name

« webmaster@your_domain_name

* admin@your_domain_name

EERALEAEE  SXAENELETEBHATESNRFBES. EBFBH 45 X&E , ACM g
BERRE T4 IIELHREM i u REHIBRE.
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£/ ACM API 5 CLI i Z B BRBRETEFEHRE K SEISEBZFRNAHEEEFBEA
B, BFEFREEFRPEMBEN FEE. BEEEELALRISARINEFEHHFL , ACM
TRERITRE

LRV BISAMER

MREAFES wwRBERAFTER (*) WREEBHER ACM BE , ACM EBRA

BEwwws 25 , WEXEFHHIERE b, EEMUNER X RERSZBORERT S

it admin@. admin@. hostmaster@. postmaster@ # webmaster@. #1401 , MMRE

A www.example.com 585k ACM R , AIE F B4 EEiX 2| admin@example.com , T3
admin@www.example.com., @i , MRIES * test.example.com 55K ACM B , MIEFHHSE
%% admin@test.example.com, HERNWERAEEutth 2L X Ko

/A Important

ACM TB X EXBRIENE WHOIS ETEHRE. FRRRLUHNZIXE, NEFESE
7, FERIERXE.

ZEER

AEREATABEEFBARENEIEER,

- BEEELVEIPEM—EEXNEFE4 bt TREAEFEHHFRE. RESFEABUNE
FAEAEMRASEERA,

- REEERAN ACM BITHLREEERE. ACM AEAEANBERHIE CA BENBRRIN
A, ACM EZRE Amazon VPC A EREERFHREMEMLERATNER. WEFHEE
7, F2RYBERFETHEDH.

- FREFBARERIBECR  BEXVBRAMER DNS #1T8E, HEMEM DNS BE |, FMkR
B, RABREBIER DNS BENHBRE.

BEIBH B BNEY

ACM BRENBMHRA 13 @A (395 X), ENBRFERIE/EATHE. ACM SHEBHF 45
RABEBOBAEEZ R@EHARBMNE 7Bt BANISMEREEE TR — T UETRON
B, REMBIHNMEERE , ACM 2%1TEBAME ARN HEKNERE.
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(1BR) ENEEREETEH

BHRIETHBHECSNR , TARKEBREER, T8 , RAKEREMENRES FHMA I
BUREAERRTE  HEEATEX , REFEEE 72 MERABBH, MRL ﬁﬁﬂ&li"ﬂ?if
FEHAHFLCBY , EUUEREMEZEFEN, NIFNIEHREEZRBETHBHNES , F2H
ENEEREETEMN

EEFHURBSERLEEE  F2RY VEEETHEDE AWS Certificate Managerf By ¥ E
BB A TR M A — D,

B i1t AWS Certificate Manager & ¥ B Eh &

EREFEMFREN ACM BREEFTEFOHEEFHRAF. ABNTREEXREZBEFEHFRIEN
BRE , UEgREELTEBHTHELRBNINEGE. ATHHEFEAETEHHRE , ANEHHNEF
RAARNREREETHMAASEHLS  URTREIERFIS RN TERE.

BREETHAEE

BREETHAASERTIMERNz— , ERIUARERNTBRERBVRARE. RABETRFEN
RNEERRASRIFEINERE,

ETFHHFEANT :

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.
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This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

SRR LU (T
BFBHIALT

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services
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Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

—BEREIRE (FREAS AWS | BFIEBREEHERESIHTRup-to-date MIREHL, BEFEER
2020 F 11 A ZBIRRGTFAEEIMER , RIS TREHHBARETTIEE

EFHHESITHES "Certificate request for domain name. MARZ
MCertificate approval for domain name. o

« AWS account ID BEGUFRERTEREFHRNERER,

« Certificate Identifier REER 7 EERE ARN MA2MBENEX , HI

W, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4151-954a-298ee44ff369 M4
= 3b4d78e1-0882-4151-954a-298ee441f369,

- BEHEURLBESE acm-certificates.amazon.com MA 2
certificates.amazon.coms.

« B—TRERME URL TN ERER T I SERE., RERHE dv WEBIRER approve-
button M4 =& approval_button,

- HMBERNBENENEENREBASCEAEBHNE FBHAEN,

BEIERE
AEHREHETHHRIBEINENTERENHEEENA.

- EACM IELREZEHBEFRE , c2EERFETFBHALIEFERLEBREFEENMASE
ERAREEE, BEEAELACRESEARINEFEMHAS , ACM FREITERE. WEHF
&, F2REASFHBAREREmEE.

- £ ACMAPI 5 CLI i ZHEBRBRETEFBHRE K SERESERRNEIEEETLR
HEAAR  BIEFRIEFRFHEMMIAN FRE, MAREFTELALREESERINEFBHA
B, ACM FBEB1TRRE.
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MREFER ACM EREEFELRETENEFBY , EFHHFSELZERBEERRPIEE
MERFERE , MRKREERFRE , ISEXERINVBE., EEETTENRAEEKRTEE 7
#, BULERFNER , EEEANRIBHRFBE. E , BLUER API, SDK =% CLI B
I} ResendValidationEmail ¥t ValidationDomain 28{, Fi8 , ResendValidationEmail’
RpiEENBERIEANZTU , TERFEEBFE Amazon Resource Name (ARN) LA 4
ARBIBEFHBUHER, BREBEURKBBEBRIPAREENHREBIZVRIE FI
#ResendValidationEmailB¥ , F;HLAMMY ,

(® Note

£ 2020 £ 11 AzEl , EFRAFERITEEMEE , ACM RERTRBREEM FREE
#Ho ERRBEZARTASRNBNES , BESEFBHRETFEREAMEE,

- £ ACMAPI 5 CLI B , B LUAHIAS S BB BB B RNIEREETHHALEEAZEE
#81E. 1 APl & | £/ RequestCertificate E1#E#Y DomainValidationOptions S8k
7E ValidationDomain Hy{& , %A DomainValidationOption MR K E, £ CLI F , EH
request-certificate 3 53 #9 --domain-validation-options Z &5 E ValidationDomain K&,

AWS Certificate Manager HTTP B &%

BYFERBAGE HTTP) REXREAB LERNBANERBEABE. EEABHE CloudFront EELfE
FAWRRREE HTTP BFR , ACM ERIA LB EREBFLNVMZMERE, ACM AEE CloudFront
BEER , AERMESEN URL MK —WER , RS AERE LNZ URL LETER. LFH
A AZEHRAENRR, EBRERBEHEREDE CloudFront EREEREAN ACM BHIMVE , &
AIARESMAE ERABNEESD |, BB LNEEE, ACM H CloudFront Z B EiEE S AIHLE
FRITERF , LHRE CloudFront 78,

/A Important

HTTP B EERZ MEERE (H/ *.example.com). HRBRAZTER , B4 ANH
DNS BB R E FHHEBHE,

flan | INRIEFEA CloudFront & example. com fiFFE R ERwww. example . comfEBEESL
B, ACM 2AZERERME URLsLAHTT HTTP &, SEESEEE redirectFrom
URL fl redirectTo URL , EAREMBITH AWS $RF# 3, redirectFrom URL 21&#
W EEERTEWERE (HlW http://example.com/.well-known/pki-validation/
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example.txt), redirectTo URL [ CloudFront EREE%HE A Z KM — B ¥ F /T ACM 32
FlIE, BREERNEELEHEN—RX, ERFRELUBELSBRBLNREHEEK  va#kt
redirectFrom URL R % , CloudFront €% URL E#fE @ ZE redirectTo URL , A AFFTF
BBRFFRF. RERFEE CloudFront BEMA , BERNEHRERMAEE , ACM REEBBHNENE
Fo

£/ CloudFront SR EZEAE AT (FQDN) B HTTP B % , £ LA A FQDN FERENH ACM
BE K MEFEERERER  REHTTP EHEMQNATE. ERTETUFEAMERBNBEHRE BB
ETEFRSNEIEREIERNEE. AR HTTP BRFZFEAMEMAER CloudFront AWS B [E
3, At EZERSFEMREIHRNER., S EACHRNER  MAEBEETRE
BF , iIRRENSnNEMMERPAAREE,

BEFLEHTTP RERINVEBEYN , CEMEEREIE., B UAREHEMEEBA CloudFront i
BREE 6 b LUMREREARBEN HTTP EFE R, MREMFEA CloudFront AARW AR R
#8E% (CDN) =% Web fRIREREEEFH S M , F2RENGUTHROABKRENRED, NREEH
CloudFront REBEEHEM , B LUEBEH 2 MERRBREHER, IESENRIREONWEE
HEF B2 ThHNZEREEN AWS Certificate Managery . et , FlLEEBEN TRESER
BEIBH , EUEEHEEN HTTPS K&,

ACM iy HTTP E# & [ m{aE4E

(® Note
AEHERAREA CloudFront TR AR FH ACM for SSL/TLS BEEENEF,

& ACM F CloudFront £ HTTP B¢E R , BFERE HTTP EFEMm, ELEHBM@AZE ACM
RELCHEDEAE , ETVABRRITINSERDEN. ENEnMHNERFSXARRRE LA
ZE URL #5[8] CloudFront E #5317 —B=EF T ACM ZHfE.

TRETHEIEBNENELHERES, FIEE , HTTP RBAXESAFEE (HlW
*.example.com), BEMAENENREQEERNENE B BARREEIBRBEEE,

HTTP E#1iE [ 4H RE &5 451

R * EFED ENEQE 33
example, €
om https://validation e —

. region.acm-
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ERAEER

M= B

www.examp
le.com

host.exam
ple.com

subdomain
.example.
com

host.subd
omain.exa
mple.com

&t EfEM
http://example.com

/.well-known/pki-v
alidation/ x2.txt

http://www.example
.com/.well-known/p

ki-validation/ x3.

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

txt

EREQE

validations.a

ws/ y2/.well-kn
own/pki-validation
/ x2.txt

https://validation
. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn
own/pki-validation
/ x6.txt
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BREBBHH xN EM ACM ZHBEF Y yN EHR ACM ELRME—FBIRF. Hln

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

REEENEHRERHRIR URL, BB EHREDZE URL A[aER

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d2646601fa951d5. txt

FEE Ry BR AT 8% o

@ Note
WRIEH Web ARFRIATRAEBEIXREREREREENERD , F2RY HTTP &R
EEETHEZE.

\

ERERBRIIETE HTTP BBEE  ACM 2L TIHRINBEHREHEMEN ;

wEAaE EME@E
example, com https://validation.region.acm-validations.a

ws/a424c7224e9b [.well-known/pki-validation
la79865eb4cd1a6ab990a45779b4
e0b96 .txt
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RmE 8 EREQE

HEE B R BENMEEIN FQDN, Redirect From 2&#81E LM URL , ACM 8 EHHT SR EBRIFRE
R, ENMEOE EAEEBRRFTERMN ACM 24| URL.

BEERE Web fAREFR CloudFront 040 , B RREFMECD B URL EFMEQZEEHEEZE URL,
SREMNEHE MRS EEURREN Web A REFE S CloudFront 858, MRIEMREEHE
M|, AREF ACM RFEBEWBIEEERE | WERTHREBEHNEHNERE

RRXE HTTP B &%

ACM £ 31T7/A8 SSL/TLS BELUEH CloudFront EAR: , €4 H HTTP BB REBEZLNBEEES
B, XERPMARELAEBELFER HTTP B,

HEEEAPRE HTTP B

(® Note

LR FBERECIER CloudFront ERBH , B EFEEVREMN AWS BEF IT#H, HTTP B
2% O B53%B CloudFront o A FEIhEEEA,

1. BIfE https://console.aws.amazon.com/acm/ BIRL ACM £ &,

2. EBRFBED  BEESEEEREMN Pending validation ( FEERE ) MEHNEFE Z Certificate
ID(BFEID). LEBFESHRBEENFHENER,
EREEERD , KA NEERIBFRTEAEZNEMNEQRFNEREDZEE,

4. BASEMAE , ER URL EFE@E URL B HTTP EFE [, EASUER CloudFront 2 #ifH
REFITHERAE,

5. EREEM CloudFront 7 , #FERRENEMH URL EMEQEEHE@E URL, REMER
B a5 EBURRER CloudFront A EE,
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6. REEFEMZE , ACM EAEBHERARITLNEIEEGE, HEFRZEE 30 DENKRE,

MR ACM EEZERECELENEREN 72 MEFAREREZEE , ACM S BRRELERRIR
i, ERETRNERRERKIFRE HTTP EFEE, #EBELBE A L4 AEREAENERD
BREFERFTNERE,

/A Important

ARTEZBEVEE  FREEHFEQRFVENATEREFEQZVENARBRN. NREE
FME  F2EAKEDE HTTP REME,

@ Note

B4 DNS BB E , BMEZLLRERRFTHARER ACM BEREIY HTTP EFE R, BHEFEB
CloudFront 0 #iEX E R EEL EFHE M,

WE HTTP BRBAMIEENFFHEERR , 5528 ACM B HTTP E#1E [[ {iH:E/E,

£

R FAE B AWS Certificate Manager

MBEBEEEFN BAUNIEEFAE CAAWS FAF CA, AWS Certificate Manager (ACM) A LAZERiE A
RILESBERELE (PK) HNER. CATREMNALZHNIRES  REBHMIRFEELA, WERELF
B CAMEBEEN A F2RELLERERERE,

BRERT , 76 CABENBRTSEE , B ACM FALSECAR NSRS, Bl SESNE
RETEH |, SCHZRERRN RS RELFRES.

FAH ACM BRiE1E X.500 5% , EZHIRTHEERH

- BELLAERANTS DNS RENETERRE. WFEFMEN , F2HREIEE,

- REE  #ENE  BRAESMREEMAR 2048 £t RSA, 256 U TH) ECDSA 384 {UT
ECDSA.

® Note
EERBEE LRSI (RSA 3 ECDSA) BARFE CA MBEERMAVEE LR,
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- BNER  SERENERHRER 13MEA (395 X). #F CA BENERBHLABBAFRE
HWERAY , FRABEFBEREERA.

- B ACM EE 11 EAREBERABILEEE.

ARBEBRHERBIENLE CAXRETHEHAFHRS

 CA ZARNERFHRE,
+ CATILEERESALAR RSA 2048 5 RSA 4096,

® Note
HAREENERETR , A8 CA BENBIETTERR.

£/ AWS Private CA & ACM A B BERY R4

B L EMERE R T ER AWS FA%F CA 38 ACM B :
- BE—1RF : ¥ CA fE1TH AWS Certificate Manager (ACM) BFE AR — 18 AWS IREH,

EEMAE-IRERITNENINEE , AWS FAE CA BEEE X EREI I ACM IRIEEME | T8
B, HEMSHER. EEFEH APIAWS FAF CA B)fE CreatePermission 2 AWS CLI 5 %
create-permission R5EfK. IRFHEESHELHFUIBREEERTEREN AM FEAE, FEZA
B,

- BIRFE : 8 CA METH ACM BRREMNATREN AWS tREH |, W HEH CA WEIER T BREF
EHRE,

EEMABRFRITNEN K EEBXEFEA AWS F4F CA API AWS FAF CA B11E PutPolicy %
AWS CLI 5 put-policy , B EREBREEE CA. BREEEHMIRFPAFEREN CANE
FtA. MFFMEF , F2HEE ACM Private CA ERAEREBE,

BiRFRPItLEE ACM RERBEZEAE (SLR) , THEUAETZAF D E PCA BEREE. ACM 8%
BROF—EBRIEREBEL SLR,

ACM W REEREEEMZH MRS P REFE SLR. MRZEMN iam:GetRole FFAIEREE
RPN ACMSIR , Al SLR BV BB A SRR LIRE, IRBARLREE , KREIE
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WIRFEE S A EERE iam: GetRole FFAl#E ACM , RABHIRFEE ACM BEERBUR
AwWSCertificateManagerFullAccess 23 E3Bf,

MEFHMER , F2REE ACM EFARBERHE,

/A Important

B ACM BREMSEFTEHETEN AWS RIFEVEEHE , FeEEBEN. WEFE ACM XEMN
BERNEN , 528 B ACM BEH R,

£ FEERIB /R AWS Certificate Manager
AR EBE (X8ER)

1. BAAWS EEX#H , AT https : //https://console.aws.amazon.com/acm/home B ACM %

7a.

212 Request a certificate (FERE ).

2. 1E Request certificate ( 78RBE ) EE L , i#1F Request a private certificate ( B RER
"), RBEBE Next ( T—F ) MBEETT

3. EREREMEFAEIERD  ZENEEREMBERE K AREZFHF—ETRHBNILAE CAs,
R CA RS —EtkFH#A , ARN BiEHE M LA BEEF.

RiEBEREE R CA HEFRES , HHERIRECRIEFERS

- BEE

< Eidl

« Common name (CN) (B &% (CN))

« Organization (O) (8% (O))

« Organization unit (OU) (8#&EE 1 (OU))
« Country name (C) (BIR/#b[E & (C))
« State or province (M =HA&)

« Locality name (it [E & &)

4. 7£ Domain names ( fiHER ) o , WALNBEHER, EULEATEMAE S (FQDN) ,
{5140 www . example.com = bare = apex #HE M , Hli0 example.com, A LAERESE
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RAES (x) MABRFT , MAREBEHERAEPHNZEMAL AR, Hln, *. example.com AJ{RE
corp.example.com 1 images.example.com, ERF TEBEERE ACM BENE EHMN
MEERIBEMP,

® Note
AEREAFARRER BN (*) YAEHEEEBNRES , MAERKRE—E
FHBEER. Bl , *.example.com AJLA{RZE login.example.com
test.example.com , ETBE/RE test.login.example.com, ZBFHEF
=, *.example.com R A LR E example.com B F#1E , LR bare = apex #8
1 (example.com), EEREME , F2EA T —ELE

;HE , 55 Add another name to this certificate ($ EMZBHIBEZ W ER) , REEXF
FRBPEAZHE, ZERRERE bare 5 apex #815 (Hl20 example.com) B H 7431 (Hi4n0

* example.com) , LLIhEEIEHEEA,

5. ELREFZERT , BEREL.

MEHBLBREREEZNER , F2HE AWS FERNENAFEMFER /Y ECDSA BE AWS
Certificate Manager,

6. 1 Tags (BH ) Iy , BuLLREERENER. ER2EEMA , UHABAMNES AWS BR
MHEER, NFE ACM EBSEFEURNMAERIZSEBMEERENERBRE , 528
FE®, AWS Certificate Manager &R o

7. 7% Certificate renewal permissions ( BEENVER ) o+ , AR EBRBEEMERNER, B
LERAFBHEFEFEAME CA BZBENFE PKI BE, MEHMES , F2HEE ACM FH
REEZBE,

8. HERMAMEXEENAR , BE Request (FR ). TRAEBRBEFERE , BLREFNE
Fo

(@ Note

BRIEHEFBENSAME  LESKNBEUREEMEETR, SR ENERE=
AEREBEIEF, SHAIUERAELANERESREZEACBHRE,
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ARFFR/E (CLI)

£ A request-certificate IS 1E ACM FERFIABBE.

(® Note

EI85ERHA CA £EMWFLE PKI BFEE AWS Private CA |, IEEMNEBRE ER % (RSA &
ECDSA) X EfFE CAEERIVEE LR,

aws acm request-certificate \
--domain-name www.example.com \
--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

oo HHFLAE EREN Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

EAXZEERLT , ACM BEEE—XERALA CAE , BBSBRKERLAR® (SLR) EEELENIR
F., S_IREALRITHRFEREERABBENIIE. EEME SLIR ZEEE , B AFERUTH
TEH IAM :

aws iam get-role --role-name AWSServiceRoleForCertificateManager

MR SIR 7% , a TBHHEBEUUTRR

"Role": {
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ000Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:412",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",

"Statement": [
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{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

]
},
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"

MRRD SLR , FSEEL ACM FARKEZEAE,
[E 4 AWS Certificate Manager FAH B &

B LA E Y RTHRE AWS 4B CA |, UELERAE PKI REVTHNEANESEH. EHAERITER
F, BEE, URNENLESR, WERKNEAZSHER. NFE WEMEERA AWS FAF CA |, F2H
AWS Private Certificate Authority &5/,

(@ Note
BEEEHAREENERREIELE SR  BERERHA ACM BRITHEA,

ES]
- EHAERE (F#EA
- EHFIBER/E (CLI)

EHLERE (X228

1. BAAWS EEX#EH , W7 https : //https://console.aws.amazon.com/acm/home B ACM %

28,

2. #IF Certificate Manager
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AWS Certificate Manager AR
3. EELEELNBENERE,

4. B Export (BH).

5. MAYRIEILNESBNBHBERS,

(@ Note
BUEBRARE  SUNUERAR# $ % MUAKEM ASCH F T,

6. 1&E Generate PEM Encoding (4 PEM #wmS).
7. EALKRE. BEENNZSRERIZERY , ASEEBREE Export to a file (B E1E

;*;)o
8. EBEZRK.
B HAE /R (CLI)

A exportcertificate HHERUEBRALE LR, HIHHN  CAARTEREE. AT HANE
et BEAESAESHENVEREBEREERET  AEBBRGERAREREES, ETMHL
BEBEEEHERSESRET | LR AESHABEBBEE.

(® Note
BEEMBBRNERTEUTEREZARBRE, SN TAARELNFRESR

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

UTEHEREERGTELEE jqg, XEAR PEM KR,

[Windows/Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3q -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

iE{8% H 2 base64 i, PEM RXNER , Lt B2 BRAENMELE W , WTSIMER S HIFT
Ro
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ERAEER

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYJIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAQGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtgM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EZERMA8GALUECgwIdHIvbGIsb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9371/Bs8ERqqga/
61fM6iw2IHtkW+g4WexvQSogRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/JQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiGO9w@BBQwwGgQUMrZzb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]F1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy

Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EERMARNRBHEER

$ aws acm export-certificate \

> ERE R INE E— A8 , EEATAR,

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

> /tmp/export. txt

FE B
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#% B 7% [ A E AWS Certificate Manager

BR T 88k AWS Certificate Manager (ACM) 124£# SSL/TLS BFE 2\ , BB LLE A ETE HEEH
BEAWS, EEMNERRLEREEE=SBEREME (CA) RHNEE , ACM BITHERELR
HEEARXBENER,

IER LS E AR BRRE EREMAWS B2 ACM ZERRBE—BEM. BEANBEEFLTIE ACM R4
HBREMERE , EEEEEMN . ACM TREANBRREZEEN,

EEEOEANERE , SUEBRRTERIHBRE , ARFHEAZ ACM, LEMEKREBFEN
B3 & H Amazon Resource Name (ARN), B%& , Bt AEALFHHER, BUUEAEGHERR
HEBNZERE K BL4E-XREA—A,

/A Important

BEESEEREARRNBHEE  YERFEBHAEN. BALAEEH Amazon CloudWatch
Events £ E AR BF S BHREAELN , UL ER. NBFEET , FSBEA

Amazon EventBridge,

ACM FFTIERREAEEMER K SELEANERERN. EELETE AWS EIFEE Elastic
Load Balancing E B F&sFEAR—EER , S4B EBREAINSEZSEFAREBRNED, #E
¥&BL Amazon CloudFront R , BLEEEBERE (HEFREILE) EEFERIEANARRE, WEF
HER  FSEIEWE,

B

\

WEFRNMEBREA ACM NEF , F2HATIEE, MREEEABIENEIEE , F2H
A B,

| &3

ES- |

- EEA ACM BFERY ST R
- AREANBENEZW/ER
. EAR®

0N A

- ENEARE
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AWS Certificate Manager EREEmR
[EA ACM BFERY SR IRH

BEMBREFBN SSLITLS BREA ACM , BLEARMBINRANECBMNELEE, FEEAE
AWS BRIZERE CA HENER  LHLFAMABRENLENLEER, ENERELARELE
& TR BV PR R o

HMEEANERE LU EEEERBREBEELINSB AN, ACMIETIEE L EHE+H A API &
)

« RSA 1024 {7t (RSA_1024)

« RSA 2048 {7t (RSA_2048)

« RSA 3072 fist (RSA_3072)

+ RSA 4096 {7t (RSA_4096)

« ECDSA 256 {yJjt (EC_prime256v1)

ECDSA 384 it (EC_secp384r1l)

- ECDSA 521 {uJjt (EC_secp521rl)

SEEBUTHEAER

« BEE  ACM BERBEAFZENRELINESB/ N/ NEHLERE B, 10, CloudFront £3%
£ 1024 Lt RSA, 2048 fijt RSA, 3072 fZst RSA. 4096 {7t RSA F Elliptic Prime Curve 256
{fI7t&8® , ™ Application Load Balancer X#& ACM IRIEMNMMEEE X, MEFMEN , FSEEFT
{5 A AR 7% Y BR BA 3L 44

- BELAR SSLTLS X.509 k7 3 BF. BEVEDELHELB, PBUHMNTEMEEE (FQDN) 5
IP ik , AR EBITENMEBEER.

- BREULHSHANLESHRETEE , KR CANNESREE, ELARHTEIB5KB
(5,120 fEfz i) WFAEER , BEAARME,

- ERREHCAXE  BRREBEMASEE  JSHELERA PEM RIS,

- BREEEARSAEG Y. SELIERIERNERBASBHEENBE. NotBefore BERLE
SERNBEAKABNMITEE R BN NotAfter B

- MMIEERNBEME (BE. DESRINBEN ) HLEHA PEM . L& DER FBHNMRSE
BHHER. NEFEFHEANELS , F2H AREANBENER/E R,

- BIEEH (EFEAN) BRE , SEEF8KeyUsagesExtendedKeyUsageBlHES ( MRBEE R
BERETNEANEESD ).
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« AWS CloudFormation ~X &% BEE A ACM,

AR EARNBREMEZ RSN

ACM EERE7BIEABE. BREENLESR (WFH) , XU PEM B RHEETH. PEM KRE
AEEEAEG. PEM BXBEARKRERE., BRER, BEENE®R, —K PEM BAERENE
EBEA .pem, BETRLENEIER.

(® Note

AWS R ARIREE PEM ERXRFIEMBERIANLRAER. THEHDIE — KX FimEEIF R
HETEHENEE, NREFEHTEEHNERE HINERERKAIHENEER) , FEALE
HERITE , flanE KT AK OpenSSL,

THHFIRAZBANERER, MRE-BRPHRSEM4 , 5F (OH) EAXFRESRSEM
DEEZEER, FEIE, IREE PEM EXH A ERMEETMNF T , HE , IREHE - EZ
KRIEAFE-—THRR , BE. BREILFSR/IEN

Example 1. PEM #RiGH B FE

Example 2. PEM #mi5 Y S35 &

BEETE—IZEABE. BAUERAXFHESE. Windows B copy ¥+ , = Linux cat F , #&
BEERPEAREE, BELEKFRE , FEARIREERBL—ERE. WREALERRE B
SERERREE, UTEHHATE=EERE A BLNEBIRITEESRELBE.

/A Important
TERENBEERIBEHE,

Base64-encoded certificate
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Example 3. PEM {miEHFAZ £ 18

X.509 % 3 IRBEEALNEEMEEE, B X509 BELBREBRE , CEEEXERARELRNSE/
NEERYWEEENERUAKND. 2EEREENBIEIERD. ELEARBEBRNLEERRE.
EEABRREELEER., SWMLABRMNE, U TEHHBER RSA LREER,

T—EZEFIE T PEM BN HEEMELE TR, REEVSBNAANE , 7RIS HUE
e MRISSHYER , ACM BEEEARFHBEARTRZANBBRBHER.

PE A SR

BAILAER . AWS Management Console AWS CLIE; ACM APl |, A ETEVEMERE (BIE=5E
EREREERENER ) EA ACM, THEZERPBUMEER AWS Management Console Fl AWS
CLl, #t3EAWS BITEMBRINEFTEAERNEERX,

/A Important
BENNBEEREELANTE EA ACM BEH SR EA
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- BA (EEB)
- EA (AWS CLI)

EA (EEAB)
LA €845 88 R a4l £ - AWS Management ConsoleE A&

1. BifE https://console.aws.amazon.com/acm/home BIEX ACM &, MRIERZEE —XFEH
ACM , 53 AWS Certificate Manager ZREIIRIZIZE T 5 VB AEH R,

2. i&#E Import a certificate ([EAZHE)o
3. BEITTIRE:

a. ¥R Certificate body (BEANX) , B L EEAKN PEM wiEEE. FHEES -----BEGIN
CERTIFICATE----- mERR ----- END CERTIFICATE----- o

b. & ¥ Certificate private key (RELE ) , FIH L EHIU PEM BN RMEZLE SR, H
SEfES -----BEGIN PRIVATE KEY----- miERR ----- END PRIVATE KEY----- o

c. (&) ¥R Certificate chain (&) , 85 £ PEM {RIGHI B,

4. (FR) FEBEEFREEEANER K FEEER. ERELERE AWS ERNER. S8
ERYLSHEERN —ESRE—EZRE, STNERARERREBERIEH AWS B,

5. ZBEEA

E A (AWS CLI)

LA EHIFE R I E AR AWS Command Line Interface (AWS CLI) BEARR ., ZEHIBREROT :

« PEM {RIEH BEEFEMRIER S Certificate. pem WERAF,
« PEM {RIGH BREERIER S CertificateChain. pem HERH,
« PEM fRIGH R NZEFAE EMEMILE B PrivateKey. pem WIEERH,

%E{E%J«J\Tiﬁ{’iﬂ AREREERRACECHERER Y EEEN —THRaADT. RAER
R, UTEH S TRRMS RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem
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MR import-certificate i H AT , EEEEREAMNEFEMN Amazon Resource Name (ARN),
ENEARE

MREEABEL A HEH M AWS RIEHEE , SN ERIFBH N EFREAZETE , ARRER
B AWS HBRISEARE, WMFEE ACM B & AWS 2 IRIBHVFHMER , F26 HE ACM EESH R

ENMEABRER , BAUTHRGE

- BULEERBRAEEE.

- BTREBRBEPNAAEREEERE.

- MREBASLEHESVEANBRTFE , ERAUMAFOLEMHRE , EFEBRRAGE.

- MRERNESMABERERVEANBRERFE , ERTUMARNERE , EFEBRRAE.
- SWMBERNKNELEE,

- BEFEENEABRRERERER.

&
- EFEAN (EEH)
- EFHEA (AWS CLI)

ENEAN (EEBH)
LA E HIBE R an{a 5 AWS Management Console E #7 [E A &=

1. BI{E https://console.aws.amazon.com/acm/home BIEX ACM &,

2. EESEHREZEHFEANEE.

3. FARBUBRMEFMENBEIE , REBIBIZE Reimport certificate (EFEARR) #il. MRERB RS
BBRBEEWHRRRIZRE |, 5HRIZ Actions (B11E) ThAEXR LK Reimport certificate (E#TE
ABH)o

4. ¥ Certificate body (BRERX) , B £ PEM RSN RE BEREE.

5. ¥R Certificate private key (RRFLEEIR) , B LEBELESBBABAKRMNE PEM FHELES
i,

6. (IBA) BR Certificate chain (B ) , Bt £ PEM RGN EBEHE, BREESTSAFAEPHERITRE
REBVN—ELZERRE , URBEER. NREEANBEREHERN , RTETEREHE,

ENEANBRE W7 1.0 60
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7. BEARENER. URLZEEMER , FFEE Reimport (EFEA).

EHEA (AWS CLI)

LA EHIRE R I{aE A AWS Command Line Interface (AWS CLI) EFEARE ., ZEHBRROT

- PEM {RIGH BB FHER A Certificate. pem HERF,

« PEM {RIBH BHEHEIFMER A CertificateChain. pem WIEERH,

- (ERFMLERBE) PEM BN ARMNBLE S| FMNIER A PrivateKey . pem WEERF,
- BEFESHEANEFEN ARN,

EEMHALTES , BFEERZEN ARN HRALECHERESEN ARN |, IEEFN —TH@A
W, RAERR , UATHEASTS D ITARMS RN,

® Note
EEENMEARE  BLAEERRE ARN.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MR import-certificate T , EGEEFEMN Amazon Resource Name (ARN),

B A EEHEE AWS Certificate Manager

EAILAEA ACM 2 A5 AWS CLI JlHE ACM EENER. TEAMUAE—EEEYIIHES
500 @&/ , M CLI AlA 5 tH& 2 1000 1EEE.

EAEER A HBRE

1. BIfE https://console.aws.amazon.com/acm/ BARX ACM XA,

2. REABRBENNENA. LUUERELANERESRERAE . HAE, SESRHESA—
3|, KRR EBERERTIIM
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« Domain name (MH & 8) - BEHNTEME B (FQDN),

- Type (EH ) - BEEHE, WEES : Amazon issued ( Amazon B37T) | Private ( #A%) |
Imported ( EEA)

- Status (REE) - BEAMEE, AIREES : Pending validation (FEERE) | Issued (317) | Inactive (FE4E
FA ) | Expired (Ei1BH) | Revoked (E##8) | Failed (% B) | Validation timed out (B 3&5& BF)

- FHAH? -ACM BE R A X5 EE Elastic Load Balancing 5 CloudFront & AWS RS HHEREE, LL{E
AT LA=Z No (&) 3 Yes (&)

- Renewal eligibility (B &%) - BRAASZIHE , ACM EEULUBBHEHBTFE. WEEHES : Eligible
(RFEEHR) | Ineligible (RFEEK). WEEXRKRE , F28 PN ZERFELN AWS Certificate
Manager.

FERBEFRALCLANKERR , ZUMUBITERN LETHN EREE. BERERABTHNRITITA

DURFBEREAERAMEN. THARERVCNOT

- Additional domain names (Hft#8E &) - BRHPIEN —NZBARBEHE (ERBIE).

- Requested at (&R E) - ACM FR BRI EERE,

* Issued at (B1THFM) - BT RFANRE, LERAEEAR Amazon BTHER , TEAREANE
o

* Not before (£ EFR) - BEEBNEFE,

« Not after (KMEFRE) - BRAXHER,

- Revoked at (856 E) — SREERIBAIBEE A,

« Name tag (BRBER) - ILEH L Name (B 18) EBNE (WMREEEEBNE).

- Renewal status (BFIAREE) - FTERBREONME., REEERENE BT EERLE
B8, WEER{ES : Pending automatic renewal (B E#E#Y) | Pending validation (F1F58F) |
Success (BB | Failure (REEEHY).

(® Note
BRRENSEAEFERIBISERATH, FEI[E , BEEXRSE 72 MERRE
B, 3 B X ARERRESRTHEIER.

Page size (AEH A/ RFRESEEREIZAER LEEINERRBE,

MEMAREFMETNESEN , FSH W18 AWS Certificate Manager BFEFFHHEH o
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ERAEER

£ 5l H &/ EFE AWS CLI

fF A list-certificates an 5 HH ACM EEHEE , MU TEHIFTR :

$ aws acm list-certificates --max-items 10

o TEERELATRATHAUNERR !

{
"CertificateSummaryList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"
1,
"ExtendedKeyUsages": [
"NONE"
1,
"InUse": false,
"RenewalEligibility": "INELIGIBLE",
"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...
]
}

RIFFER , AR SEEEE keyTypes RSA_1024 = RSA_2048 , UREDVEEF—ERER/INE
FH, FEEFELERHNEMER PDINERSERIEATREE LRV TK/DNER) , FRUHTIE

PIFRRE --includes 28, LB HRAREEEHERTEBIIKRE,

B R
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$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

18 AWS Certificate Manager BEEMEA

BA LR ACM A3 AWS CLI REIH BEWFEPEEL,
EXEATRBREBEFMEN

1. ®HI{E https://console.aws.amazon.com/acm/ BRI ACM =R AR TENBE. BALUERALE LA
WEBEZREEEECHIE,

2. ZEHETRMIBENFMPEER  5BIZ Certificate ID ( BEEINE),. EESHER, ERT5
=

« Certificate status ( BEAREE)
« ldentifier ( #&BIFF) - BEH 32 Hztil TSI ME—Z BT
« ARN - X%

arn:aws:acm:Region:444455556666:certificate/certificate_ID By Amazon
Resource Name (ARN)

« Type (EE) - #5l ACM BENEEEH, AIREEA : Amazon Issued (Amazon 2 #1T)
| Private (A7) | Imported (2EA), MFFMER , 52E "AWS Certificate Manager
NERHEL . T7E BERIEEFE AWS Certificate Managers = " EEEAE AWS

Certificate Manager. »

- Status ( AREE) - BEARRE, TWHEEES : Pending validation (15 EB ) | Issued (&1T) |
Inactive (JE¥EF A1) | Expired (Ei8HA) | Revoked (B $8) | Failed (k) | Validation timed
out (SR KF)

» Detailed status ( FFAHAREE) - BITHE A RFH B HAERRE
. HBiE
« Domain ( #31) - BENTEMEHAHE (FQDN),

- Status ( AREE) - WA EFARRE, TWAEE S : Pending validation (1 EB ) | Revoked (B #88)
| Failed (%:BX) | Validation timed out (BR3&® BF) | Success (%)

- FFER
- AP ? - BEREHE AWS ESRIEMEEERE ATEEES : Yes (B) | No (B)
« Domain name ( #iE &) - BEMNE —EEMIHEEZTE (FQDN),

= . Suh ) AN i FH ACNM =5 TR X 04 AR #&

REBESEES T o ol IR7K 1.0 64



https://console.aws.amazon.com/acm/
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« Number of additional names ( Htt ZBHEE) - BREERNBEHEBHE
- Serial number ( F3) - BER 16 ALt +SEMFR
- NELSREN - ELESRENEBEBERE L
- Signature algorithm (BMEEE ) - AR BEERINEBERHREBER .
« Can be used with (AT EER) - X EEFELSHHNBEZ ACM EERKEE
« Requested at ( #&3RMR) - 3 HFEREY B HAF 65 RS
* Issued at ( B1THHY) - tEA , B1THHKRKERE
« Imported at ( EA) - 2@ A , E AR B MRS
* Not before ( £ HFME) - RREBAEFRSA
* Not after ( K3 EFME) - BFEAVEH B HA A 6

 Renewal eligibility ({8#9& 1) - TREMNE S : Eligible ((FA&E )| Ineligible (FHFEEWK) MNE
BExRA , B2 PN ZEREEN AWS Certificate Manager.

* Renewal status (fB#IMREE) - FTERBERENHMRE., AEEERENER , KBUTSHETYL
BEHEE, AEEM{ES : Pending automatic renewal (1% B E##Y) | Pending validation (%1
B8 7%) | Success (HIh#B#Y) | Failure (RBEEY)o

® Note
BEVRENSEARFEHNKISERTA. FEIBE , BREREE 72 /N E
BmEF , WHXARBERBEERTHIEIERF.

-« CA-%ZE CAH ARN
« Tags (%)
- R5|E
- &
- Validation state (2% AR5E) - WIREA , ATEEEUT :
« Pending (F7E) - EERBFTEHERTHKo
- Validation timed out (B8R EF) - FHREBTB 2 RE , BERTLUEERZF R,
« None (i) - REEARILE PKIZEREE , TEERE.

£/ wBRBEFMER AWS CLI

R

scribe-certificate AWS CLI REERBHRFMEF , MW THHBSATE : HEA 1.0 65
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$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID

R TEERENTRERLUNER

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
I
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [
{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
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{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

},
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"

MR EEHEE AWS Certificate Manager
T BLER ACM B A AWS CLI RMBER. MBREBRKBRE—B. EMBRERS% BB
THeE BB — RIS,

/A Important

- BEEMBREEREM AWS RBERA ACM BE. AEMEBRERATNER K LELALES
BROBEEB . WREFEAMEEBRBN EZEAH CLI RTEK.
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o MBRFANBRREME (CA) RITHEEY CAREEMTE, LHSHEER CAKE K BIIH
EMBRAL, MBEFEMER , FSE AWS Private Certificate Authority 5 F % 157 # #9 il B
.8 CA,

ERAEEAMBRERE

1. BIfE https://console.aws.amazon.com/acm/ BARX ACM XA,
2. EBRFBEETP , BEACM BENRZEGHR , AERIEZF Delete (MR ) -

® Note

BRIEHEFBENSAME  LESKNBEWUREEZVEET, SRR ENERE=
ATXREBEIRF, SHUUERE LANERESREREECHAE,

558 MIBRERE AWS CLI

£ H delete-certificate A RMBREE , WA TR TR :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

BRB W7 1.0 68


https://docs.aws.amazon.com/privateca/latest/userguide/PCADeleteCA.html
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https://console.aws.amazon.com/acm/
https://docs.aws.amazon.com/cli/latest/reference/acm/delete-certificate.html
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HY 2 ERFEL AWS Certificate Manager

ACM % Amazon 21Ty SSL/TLS BERHZER/WESE. ERT ACM 2B BHBENENER (MRE
£/ DNS B ) , REEISBHKEEZEFBHEANGE. ELRBEUTHRLBMILE ACM BREEM,

RIBETHEE K BREASHDEONER

- WMREAHERFSFAEIEE AWS |, fl40 Elastic Load Balancing 5 CloudFront , BIfF& &1,

- HEER (MRAEBTRLXENZREL).

« MRZEMFI ACM RequestCertificate API Z{THABRE , AREHNEE M AWS IRFAAEE , Al
RaER,

- MRREBBEEFZAHIT, EEEHZES —E AWS RBMEBABHNALERE , BIFSERK,

- MRERFEBMFWY IssueCertificate API #ITHFAERE , Bl AWS AF CA TREEK,

- FREEER (MRREAN),

- MREBH , IFHEER,

WA BAER R T EE R E 2 B AR/ Punycode &K :

1. LA "<character><character>--" #& =\ B BB Y #8153 & B A B THEL "xn--",
2. BL"xn--" ENAEEBHESNELSENNERLBAEERE,

Punycode &4l

BiEEE R R REF EE

#1 #2
example, ¢ N/A i3 v LA "<character><character>--" Fi 88
om
a--exampl N/A i3 v LA "<character><character>--" Fi 88
e.com
abc--exam N/A 113 v LA "<character><character>--" Fi 88
ple.com
XN--Xyz.com = = v ERNBEIBRCBIEE B (BT R/.com)
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https://www.icann.org/resources/pages/idn-2012-02-25-en
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BEERE )P )P RFF EE
#1 #2
XN--examp = = X FTREMWERILBEEE
le.com
ab--examp = = X AL "xn--" BHER
le.com

ACM BHBER , BEM Amazon Resource Name (ARN) RET#, SH , ACM BRAEFHME
Ro MREEZAEFFHEMEERAEBAERE AWS | BIXABRIBOELERE

£ |

- f8H ACM N ERE

- PRFEBEELN AWS Certificate Manager

- BERINEIAME

BN ACM NEBEBE

RITZE. NFHEENERE , AWS Certificate Manager 2 ERIEH B EZBITEE &, FEiB DNS
RERNEFHHRER  RERLERRERL. ERREEENK  ACM EEALZIERNMERS E
REFBRBLNEAR, THZEHRTBOBEFEE—ERAEERNFK,

ES |

- f8#9:E1B DNS BB HESE
- EFBARFEESNEN
« HTTP BRI EERY

f@#E1B DNS R avE
FAMEA DNS B ACM BRZZEEOFEETLABL .
ACM BIEIBHIHT 60 KAEE bl T A4 -

- AWS R B B EEFERER.
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- FREH ACM RHERYH4E DNS CNAME ek (BEM—NEERAERE—BE) EFEATEBLE
DNS #FHl

MREELFUHETS , ACM EXBEBBRACTRELEVER.

MEEBNHBELZEEBRFBMAE , ACM 1% AWS Health =4 F Amazon EventBridge B4,
ELEBSEIBHAE 45 X, 30 X, 15K, 7 K., 3 XM 1 XEx, MFEHMENR , FSHEACM B
Amazon EventBridge &,

EFHBHREEINED

ACM BENBHHRA 13 @A (395 X), MOBRFEMAHEFEHNTEF. ACM SEBHF 45
RABGEOB A EEEEPEARBNE FE 4, BAISHEHESE TR — T UETEND
B, REAMAIHNMEERE , ACM 2&TERME ARN HEKVERE.

MEEBNHBELZEEBRBMAE , ACM 21X AWS Health =4 F] Amazon EventBridge B4,
ELEBSEIBHAE 45 X, 30 X, 15K, 7 K., 3 KM 1 XEx, MEFHMENR , FSHEACM B
Amazon EventBridge X%,

MEEBERFBE TEHMVEFMEER , 528 "AWS Certificate Manager & F #4458

HERBMALUEARGT LA REEREETEH , F260 BEE{L AWS Certificate Manager & ¥ &
e

ENEEREETEMN

ERERBREANEREEFHHRER (FBFSBAWS Certificate Manager & 7 H {5 E) , AT LA
£/ AWS Certificate Manager API 555k ACM Eix @ RR2E FBHFREUETREEN. ZEEN
TERBITLEE -

- BTE—FRFER ACM BEEFEHE FBH4RE,
- BHBENEBHOREASTERS. WEEREYESEENRENFEMENR K F2E RESENEY

- BEEBEWHETE ACM $HHEBRBOEEN RAEEREE FBHAL

EELRREIHBHEEIZRERBRPFERRETRENMBEE , E7LIE ACM API AWS CLIZE AWS
SDKs #{# ResendValidationEmail 4., ACM € EFHHEETIEENBRINAE ., ETUEX
BB AWS CLI B £8E2F AWS CloudShell R 7ZEY .
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AR ACM EFBEREREEFHAAR (X#£8)

1. ¥ https : //https://console.aws.amazon.com/acm/home BIRL AWS Certificate Manager £ &
2. EEZERIBRIENERE D,
3. EEFENBEEREEFEHHY.

i8Rk ACM EfE*AE RIS T4 (ACM API)

£ ACM API A f# f ResendValidationEmail /%, ZEBIEEREERFE ARN, EEFHRIBAHE
MEEZWAEERRE BT, ATEGIBERNAER AWS CLIBITIERE, LEHE 91T/
HRUARIRE,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

HTTP Ba &R B

ACM £ & #)3EIB CloudFront £ HTTP BRERITH RBIZHEBHZEEN.
ACM 7B HiaT 60 RIMEU T EOHRMG -

- CloudFront B BIEEFE AR,

- BALTFWAELEN HTTP RFERLH , LISHRENASR.
MRELHEMEBHEE , ACM EREREBEAERELBITE.

MREB/HOHABE LB BHRFME , ACM EFiE AWS Health E4F Amazon EventBridge .
ELEBEEIBHE 45 X, 30 X, 15X, 7 X, 3 XM 1 XEix, WFEFHMENR , F2BACM B
Amazon EventBridge X &,

A THREBHNRI , 8% E RedirectFrom NENAREBR P S EMAFRedirect ToW L EA R
o

HTTP B&FE A A1 MRAS 1.0 72
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R FAE BB AWS Certificate Manager

HFAH CA f #EH ACM BFE AWS 8 CAESXEBINER. HLRFEN ACM BETE ,
IEPKINBETEERE. AREEEERAFREEFHAETZEEENREBEREMBERERN
REREMEE,

(® Note
REMEHA ACM £ A5 ACM API B9 RequestCertificate BIMERIBHN BRI TEZEB/BINE
¥, AWS FAH CA E£H AWS #4F CA API B IssueCertificate BIfFE R BHNBETSH
ACM B,

EZERBBHE 60 X , ACM EEBEXHS NREN—X, EAEFHIELNZENERE (FINER
HEpBER B OE), BF AT LABERER ACM API B9 RenewCertificate ENfERHIBH . WE R HIE
W Java BEE S , FFSE BHNER.

iR eRTIHEF-BAARBRIZIZRY

- MEBEREACM ZESHREEEE , IFHERERAERE  MAZFEFEFRIENDRF,

- MRBHELEEACM EESREEREE , AISEETFENEE , TeeELEZEBINER. BT
FEHITELEE , I AWS Health, Amazon EventBridge A% AWS Lambda BB F#14T ,
WMTAR : MEFMAES , F2EREHLELHENNEE

BBt B HE IR ERE

THRFRET —EHEHFERG R , £ ACM BN BRI BELAE PKI BRNELFER. tEfE
ERACM EHLBERENA SR  BHE  BEMALEARREEHEREREL,

EEFRATIRSEHLEREHESE
1. EfE AWS Lambda BIZAEREHNER , BAFKREFW ACM EH API 89 Lambda BIE,

a. E3 Lambda E#,

b. AEHWEEEL Lambda HTAE , W TIEEBERMARE ., HBERTREREHRERN
SEVEFR , U EEBNN BRI E S , 522 ACM API 89 ExportCertificate B
(=

AERE MRA< 1.073


https://docs.aws.amazon.com/acm/latest/APIReference/API-RequestCertificate.html
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

f£ Amazon EventBridge 223747 A S HE ACM BEREEH |, WERBE ACM EEAREEH
RFIE L2 Lambda B8, ACM BXERBHNERERHE R A AWS Health B4, WHEELEH
WEEMMER , 552M "/ Personal Health Dashboard (PHD) B &EAREE |

MATHEHERRERER R

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":({
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
b
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. EEBRERMLFHREBIEUTHEOERF.
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AEFE PKI BRRNZEBN

&R LAER ACM API 5 AWS CLI FEIRIF ACM REBN THEREMNERE. ERM T UARIENE
HEIBHEH ACM B BEL,

® Note
B RRERIE AT M RE B AWS 7B CA.

EATIR API BER CLI 5k , ACM SERBNEFE. MRENAD , ACM EEFHEEXEADR

APl EHPRETHNBEPREN, WREFHHE ACM B REHEREE , MEHBHEF , E Amazon
CloudWatch Events HELBNEMH, MREBENERAK , ACM BERHERLEZHREE, (EATUUEH
describe-certificate i, ) IRBEAREBESHRBELE , ANEEKBRELLFHREZNENE

R L

/A Important

HEEH ACM BHIEH AWS 0B CA BE , BLAKXR T ACM RIEEFTAMITIAERET
i, MEFMES , F2RERBFEEIFT T4 ACM.

EEZFEAFEBRRERN (AWS CLI)
1. {#H renew-certificate R RENILBEEHEE.

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. A% , £/ describe-certificate #F % RIEFDBEMNBUFMEA S ERH,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FEVRAIFEBREL (ACM API)

{&3% RenewCertificate 55K , IEEFBEBRER ARN LUEEHN ., K% , A DescribeCertificate 18
ERERBENBHNEHEACEN,
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BEREFNENMRE

ERERBENRER , ACM S BEFMEFAPIRM Renewal status (FBHIARRE) BEAML, B UUE
A AWS Certificate Manager £3#24&. ACM API AWS CLI, = AWS Health Dashboard X% ACM
BENEHMRE, MREFER £ E AWS CLIE ACM API, BHIAREET LA T 51 M {E 7T sE 49 AR REE
Z—o. WMRIZMEH AWS Health Dashboard , & B RELUE.

FEB DAY

ACM EEEXHBBREBRIFTFNHEBER. UFEFHEF  F2REENEB DNS BENME, &
%ﬁﬂyﬁ_iﬁﬂzo

FERE

ACM EXBHBHRFREFIN—RNZEMRTEHE. EXLEFNHIERIZIELREEERE , FUABRET
2N, MRLBEXAEAEFHBHRERE  BSHRKE ACMNEFBHH , AZERZEFEHH
P EE R ITERE. MREFEH DNS BE. RE , BFREUMEE DNS B#&EF1 , BBRENER
o

FX2h

BRIYVAERIAABHEBHEE L MA ACM EBNER. EFRIE—THE,
R

—HEZERARBREBIBH <o BE , MA ACM REHWEBE, EAUERMEE.

IR FFHEL Elastic Load Balancing % CloudFront AWS & H 1 RFSHEIEE , NEBRFERITRLEXE
HNEREES |, BIEEREN.

@ Note

BORENBEARFRER IR RERM. FHRBEE , BUEXRSE 72 MNEFRRE |, B4
ARERBENERF. NENEDHHE , F2RYBEFERETHREDH.
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« [ Personal Health Dashboard (PHD) % &R k&

BRERE (X28)
THRFRUMMAER ACM £ AKRE ACM BENWEHIME,

1. 7E https : //https://console.aws.amazon.com/acm/home BRI AWS Certificate Manager £32 &
2. BRRBEURBHFMENA,

3. £ Details (F$#1E ) B+ E| Renewal Status (BHIREE), MRERZEFEME , RR ACM
HARBBEBRRNSEBIER.

BREARRE (API)
WEEFREA N{AIE A DescribeCertificate BIfERMEARRER Java F | , BSHB RIAEE,

mEAREE (CLI)

LA #3550 B anfa] fE F§ AWS Command Line Interface (AWS CLI) 82 ACM BE B AREE,

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EEFEH | FBEE RenewalStatus MM AWE, WMREZEEFE RenewalStatus B , X
ACM i RBRBENZEBIER.

£ A Personal Health Dashboard (PHD) & iR 5E

ACM 2E1BHE] 60 XEH B BB ACM BFE. R ACM EEXBBHENERE , ©€ AWS Health
Dashboard fEiB##& S 45 X, 30 X, 15K, 7 XK. 3 XM 1 XEBRENSHEBANEELE |, LUE
HISEEHEEHE, AWS Health Dashboard 2 AWS Health RIS —Z 0. EFAEERE , MAR
R PRBRFOVTAEAEE TR, WEFMENR , 528 AWS Health FFAHEIERE,

(® Note

ACM S EBNEBOEHEMNEA PhD KERPNE -S4, SEBNTSER —EE
A, EFENRS AL,

BERE (E2A) hRA 1.0 77
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https://docs.aws.amazon.com/health/latest/ug/
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£ AWS Health Dashboard :

1. & A AWS Health Dashboard https : //https://phd.aws.amazon.com/phd/home#/,
2. i##E Eventlog (BH B

3. £ Filter by tags or attributes (MKiZH = B EFE) 1#F Service (BRT).

4. JEIZF Certificate Manager,

5 EEEHA.

6. 1f Event category (5#4%57l) i#E$#F Scheduled Change (FEEWEE),

7. EBEEA.

A Personal Health Dashboard (PHD) 2 ik & M7 1.0 78
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Z® AWS Certificate Manager &R

EERUUERG ACM BENERL. SEERETSHREE. BLUER AWS Certificate Manager
F#EA. AWS Command Line Interface (AWS CLI) 2 ACM API| R#718, RRHBER ACM BEMEZ
B, BULLREERE ACM £ APERNER,

U LRI FEERWEITER, i, B LAEA Environment = Prod = Environment =
Beta BEBRIELZME ACM B , LIEAIEE ACM BRBEAMNRE, UTFESS4EHMEETE
Byl

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hih AWS ERtE X EER. At , FAUKHERERERETRER , AsHERSEHEE, Flw,
B LAk Website = example.com EZHE ACM BF. BHFEHEFURAR example.com #3
ok H At E R

ES]
- BEERH
- EEER

BEEIRH
ST EAREER R ACM BREH

- B8 ACM BENEBE LRA 50,

- EBSRHOREELRA 127 BF T,

- ERENRELRA 255 BFt.

- EBBRRETFES KPE,

- Faws: HREM AWS FH ; BEEHE. REIMERI FENZRESIBERKaws:. FHER aws: 19
EETEERBEREENESTEA,

- BEEFEEZERBNERFEARLEEBHER Bl , HtREIREEtuF cERARS, F2H
XL T SRS

RER W< 1.0 79
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- ACM BEREZHBTEAMN AWS Management Consolef) &R EH H M Z B imEEES,

% AWS EEREHIN —REF  HSED AWS HR.

BERER

WA LAER AWS B XA, =5 AWS Certificate Manager API R #7#8 AWS Command Line
Interface., #m%E M BRZEE.

BEER (X2/)

EAI LA AWS Management Console 718, MIBRRFEEZE, St JAEREPETESR,
MEER

KB TREFER ACM T AFIBERE,

HEBMEEERE (XEA)

1. A AWS Management Console , Y 7E https : //https://console.aws.amazon.com/acm/home B
B AWS Certificate Manager 34,

2. HELREETHNREZRESTE,

3. HEFHMEAERP , ATHHE Tags (BH).

4. E#F Edit (fW¥E) , ARIEEFE Add Tag (FTEER).
5. AEBWALBANE.

6. EE Save (A7)

fHBRIZEE

KR TREFEA ACM T A MIRER,
REBRRER (E2£5)

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/acm/home B
B AWS Certificate Manager 14,

2. HEERZERMKRNERNEBESRETR,
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ERAEER

3. EFHMEAERT , M THEBHE Tags (BRK).
4. EBERE.

5. ELEMBRNERS , BE X

6. igj% Save (ﬁﬁ)o

REER

EBUATREFFER ACM £ A REER.
REERER (XEA)

1. & A AWS Management Console , 37 https

B AWS Certificate Manager 124,

2. ELEFENEBEZSBRETHE,

3. EFMEFAERD , A TEEHE Tags (BK).
4. EERE.

5. BUEBRESFNERSRNE,

6. IEE Save (EF)o

EHPERER

KRBT , £ ACM T2 & URETER.

LRBETER (E128)

1.

w

E A AWS Management Console , I 7E https
B AWS Certificate Manager 324,

BRREFRALG LANGERER

&
BECELUWETRHERR,
ERELUMBERHNERS |, BEEZIMAE R,

EEER (CLI)

EZ2BETHERE, THRUNAFER AWS CLIFE

: //https://console.aws.amazon.com/acm/home &

: //https://console.aws.amazon.com/acm/home

Sl R MR

EEZER (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EEEZH (ACM API)
ESBETHEE , TROAEA AP Fil, 7L RMBER,

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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£ ACM EBE M IR

AWS Certificate Manager X E#Ri# % AWS WERKE, S EEZEEL AWS REFRNRALNERRE
X LR ACM BREHFAE AWS FAH CA BE.

(@ Note

NE ACM BB LA L T8 2 Nitro Enclave B Amazon EC2 #1TEEE £, S LE
HABRBE , AMEEET Amazon EC2 #4TERR LEH. WFE THNAZEREREZE Nitro
Enclave 89 Amazon EC2 #1T{E %8 L EE I Web RS , S B EHRRE | &£ Amazon
Linux 2 %% LAMP Web Al RES S ZRTE | £ H Amazon Linux AMI £ LAMP Web fd

PR

THIRBEE ACM BFE :
Elastic Load Balancing

Elastic Load Balancing € B E/#$ SN EARAERXFRE D 8 F 2@ Amazon EC2 #TEE, ©&
BEREERETENHTEE  UEREEFTRHEEERERFNHTER K EXEEREFR
HEITIERRIRE A LE, Elastic Load Balancing EEBEREBRERENHER , UEEBANRE.
MEEHFLEHNFFEMENR , 5528 Elastic Load Balancing £ & 15/,

—RME , A TIEB SSLUTLS REEZ2HWAS , EHTHFSEREEHTHBFHRIF Amazon
EC2 #{T{HEE %% SSL/TLS B&. ACM B Elastic Load Balancing 4 , & &V #s5 L
BB ACM B, MEFMEN , 52 RIZE L Application Load Balancer,

Amazon CloudFront

Amazon CloudFront 2 —I1E Web k7 , I ZEBHRSKEHBERILFENAR , UNEALBENF
HE Web AR DM RRHERE, REKMEABEFREEB CloudFront RENARE , RAEEH
BxERAERBERUSEEENE . EURASUREARENERTAT. MRABBHNUR
g% , CloudFront 8 BRI ZAE. WRARB BRI TEEIR , CloudFront EREEERRKR
ARIEH Amazon S3 #FETE L Web RIAREMEEEAR . W% CloudFront WEFMER , FSHE
Amazon CloudFront FiZ¢ A B/,

B 7TiEB SSLTLS £HEZ42MWAZR , CloudFront @& 3R7E CloudFront £ fish & ix A KIR E &8
SSL/TLS B&. ACM E# CloudFront 24 , A[f£ CloudFront 2 #f L& ACM B, MEFFH
B, EZ2EEUS SSL/TLS BFE.
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® Note
= ERE CloudFront £/ ACM BF , B4 ATEXBIRT (M EmbiB) EBIHFERNEA
BEo

Amazon Cognito

Amazon Cognito B&H Web MITEREARRNIEMHE 2 BE. RENEAEEE, £AETUERE
FEREN AWS IRF B AERRBEBE=5FA , 0 Facebook., Amazon, Google % Apple.
MFE A Amazon Cognito WEFHIEEA , 2 E (Amazon Cognito F#EAEIEE) .

B84 Cognito fEAHEEEEREAM A Amazon CloudFront X385 | CloudFront AJEEE X E ACM
BERREAT@AE, EEEERT , I=2 , B4 ALBBRBHRE CloudFront RIEIE , FAEMIK
B

AWS Elastic Beanstalk

Elastic Beanstalk A i#B1&E AWS EinH BN EBEEAREN K MAXEBOTELERAERN
EMEME, AWS Elastic Beanstalk R{EEEEM M, BT LEEMARER | Elastic Beanstalk
SEHEEIEME. EHTEH. EREVNEAENEEREBERWHEET, Elastic Beanstalk £
Elastic Load Balancing IR#RZE B & F#35. 5 Elastic Beanstalk HFFME , F2H AWS
Elastic Beanstalk B% A E5/.

£ ERERE , BB Elastic Beanstalk TR AR ALNERARAREAH THR, WEHMAE
A, F2HREL Elastic Beanstalk IRIEH 8 & P& 25K4& 1E HTTPS,

AWS App Runner

App Runner 2 —I18 AWS fR# , RHERE, BEEFERARBZNER , SRBREREH[{MREE
EHNER AWS EFUERAZEMN Web ERRER, EFEE2F/HEI,. AEEFEANEER
®%, RAEMAHENERE AWS iR, I App Runner BEFIE A , 5528 AWS App Runner
R ABEE,

BRABITREEBEERERNNITERBELEIB | App Runner S RSP o B S
BEHHENERE. EEBBEEREE ACM f, BUEMESHEREHBIH M BRREEZNERA , App
Runner T EMIBRELRR. EEEREFHTLEBDYT , EFFEBTHERNEETMEE. 0F
FHHER , 528 AWS App Runner BIE A BIERHPHEE App Runner fRIEHY B 5T #8135 7,
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Amazon API Gateway

FEETHEENZRANYEME (oT) AR , B THAREIERLE AWS EWRRRAEEEN
AP| 2BHRBERE, BT LUER AP| Gateway 34, #HE. ERFERELEWN AP, #§ API %B%EIJ
API| Gateway # |, 1’.&7%&% BEIMAE A BUBLFE AP EXE., ZEERELHIIREEE ,
HARM SSL/TLS BF. EALAER ACM EXREARE. WFEHFR Amazon API Gateway E’J
HMER , FBE ((Amazon AP| Gateway FiZ% A B3E5F) o

AWS Nitro Enclaves

AWS Nitro Enclaves = —%& Amazon EC2 IThgt , AIEEM Amazon EC2 Hi{TERBELEA
enclaves WIEBESITIRE. RMERB L. RICESESRNEREKE, CHRREHREH EEY
TRENZEABBAMER. TEARFAMRE. EBX TN IEMATIEE, FHEELEB
SSH # AfR#E 6 B LtEHTEBNEER, EARXSERE (SHERIEES) BB LG
HEANERMEARARER,

E# 3 Nitro Enclaves #J EC2 #1T{ERE & ACM BFE., MEFMENR , FSEEAR Nitro
Enclaves BJAWS Certificate Manager.

® Note
BESEHS ACM BB E R EEZ Nitro Enclave B EC2 #1177 E 88 2 3 B3 B,

AWS CloudFormation

AWS CloudFormation ] 1% B #8237 2 F FN5% E Amazon Web Services B, &0 LA &4
RIFREARE[EH AWS &R , I Elastic Load Balancing = APl Gateway, A% , AWS
CloudFormation E8EMHEMNREELE R, BTEEMBIZELMERE AWS BER , ¥ 7 ##

T EAKEE ; AWS CloudFormation REFTEEL, ACM BERIEAEHAER , EXT AWS
CloudFormation A LAFESR ] EE PRASHEELFH AWS B9 ACM B , LA R EF. I, ACM
BHREIEHZETLIRE AWS BE IR AWS CloudFormation,

WMZEHEI CloudFormation B —fX & , HSH <<AWS CloudFormation I EEm) . MEFF
CloudFormation X2z ACM BRI FMEIR , 552 B AWS:: CertificateManager::Certificate.

EiR RN E KB AWS CloudFormation , R a[ AR BIB/EHELZE , LEHRH AWS IRFE,
BMEREER 1 ACM HEEH AWS CloudFormation,
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® Note

WMRIEER B3 ACM B AWS CloudFormation , AWS CloudFormation & &R i1
CREATE_IN_PROGRESS k88, {E{aiE—HH#HBIREEIGHILE , EXBRBERERE
EFHBHPNETRREARAL, NEFHMEF A FSREEL., FHMIMRERREDRD &
RELRE,

AWS Amplify

Amplify 2 —#HEFEEN TEFMINEE , TEFH Web MTHRAZAESRERRMER LEET
B HBERARER AWS, Amplify 2 RER : Amplify Hosting 1 Amplify Studio. Amplify
Hosting 12t 7 — 1@ Git RN TERE , TARAEEREEBEN S HEEMAREE Web FEAE
Ho Amplify Studio R BILHWFREIIRIE , AIBLAER. £#8 Web MTEREAREXNELE
¥, A Studio ZEEFHKAA Ul i Ul, BYEARRRE , RESMEEZE—
i, MEHR Amplify BVFFHEER , F2E (AWS Amplify ERAEIEE) .

WMREHBITEESEEIEARERN | Al Amplify TR AT ACM BRERREEAERN,

Amazon OpenSearch Service

Amazon OpenSearch Service 2 — B S 2512 , BARAFI ., BNEAEXERREE
ROWEERARS, MEFMENR , 55208 (Amazon OpenSearch Service BIEE A E3EF) o

EEENEET BT BiE %2 OpenSearch Service #5£8 | B LUFER ACM RGEEEF R
& 2 BB Application Load Balancer,

AWS Network Firewall

AWS Network Firewall @ —BZE R , 7 ZEEE AFFE Amazon Virtual Private Clouds
(VPCs) HEBEARPRRE. WHEFHMEN , 5528 AWS Network Firewall iz A E15F,

Network Firewall B5 A8 ACM B4& |, A[E1T TLS &, MREE Network Firewall FfEMA TLS
®mE , AIXERE ACM BFE , UBENEFNMNZRIBL KB SSL/TLS RE. MMFEHEE Network
Firewall Z0{AI#&EL ACM AT TLS MENFFMEA , 528 AWS Network Firewall FE A §15
BRI SSL/TLS BEEE TLS MEEREEERFEANER,
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Ry Z 4 M AWS Certificate Manager

HERES AWS EREELIEF. 55 AWS BF | EULLSRRERFONBKES  SLEES
ARARRLBRERNERTMRE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERPHRZEMN

- EIRNZ M - AWS B ERETE Cloud AWS FHIIT AWS RIEHERERE. AWS th BEEMT
ZEERNRE. EBAWS ERFEIN—Fy , F=FREZAESEEHARTREBERMAZLNENK
M, BETHERANSEETE AWS Certificate Manager , FFZ2 B A RAWS 5HEIH RESESH.

- EIRNZSN - ENETECRAEER AWS HWIRKE, SRt/ EBHHMRESS  SEERNKR
M, BLFNERNBERAZENZER,

AN BY S T MR ANAIE £ AWS Certificate Manager (ACM) BER A SEER, THEEKR
EIERE ACM LUERI BN Z 2 MERBE, BT HRIMAEREM AWS BRI K15 B R EE R FR
# ACM &R,

FE

- FRERRE AWS Certificate Manager

« H Identity and Access Management AWS Certificate Manager

- FhRyEEM AWS Certificate Manager

« AWS Certificate Managerd W E B LT £

- REEH

R HYERRE AWS Certificate Manager

AWS HESEERBARN PHERRE AWS Certificate Manager, MLERFHR | AWS EEFRE
BITATE B £IREBEE AWS Eif, FAEHBEETHERSRLAEARTHNESE, SEERE
B AWS BRI NRSHEBNEEBETE, IEERBIAENFAEN K F2RERBAEERR
EE, NEERBNERRBENEBEN , TS0 AWS Z2MIBEE LM AWS HENEFERA
GDPR #ER X E,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER
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- BEKRFHEERAZEEZRRE (MFA).
- £/ SSL/TLS BE AWS BEFBEM. BMFE TLS 1.2 WEZRMEA TLS 1.3,

- {EF 22T API M{ER & FEEE 8% AWS CloudTrail, IEEREFEA CloudTrail JBHEFEEL AWS SEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HEIRE R,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BBEN R IGHE=EHR |, 558 FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FE2RE I EFEEZ%E (FIPS) 140-3,

BRI ERCRHTEREFNEFE 4 U SRESBBRENR , 5&&@%2&2 B &N
i, flaEBEAL. EBEELFER ACM HFER AWS BRI A&, API AWS CLIZiHEH Mt AWS
SDKs K, ZEERRBEHBAXNFRUPE AN T AER AT mﬁéﬁr%j SET A, MBREEREHN
A ARESHY URL , HPIEAZIEBFB I EBREB LU MAREEFE RN URL 2 EBEREA.

BRLEESRNEZSM

EIRERINEBEE , AWS Certificate Manager (ACM) SEA LN E/AEEBY, BHEEANE
FELSRY, / ﬁ%ﬁﬁéﬁkkﬁf’éﬁﬁ Hr. ACM EEFNBERHEBENLEESS  WHEH AWS
Key Management Service (AWS KMS) Tﬁﬂbﬁ%ﬂxﬁﬁﬁ%o EEEFRUT :

1. BIBE—IR1E AWS B EERHEABEE , ACM AWS KMS key A BI& aws/acm B2
&, It KMS €8 ESE AWS IREFME@E AWS B &2 M —1,

2. ACM EfEALLt KMS €8 IMBRFZENFLELEB., ACM REFHMBRANILELE ; ACM TE
D2 ERIESE. ACM ERERN KMS £8RMEB4EE AWS 1RFE FIEE AWS B
FRIERENALE SR,

3. K BFEEES AWS Certificate Managerf) (RIS EEBERF , ACM S BEMNMEZNALE SB|EILT
ZhR. £ PHEEURT AWSKMS |, AFFREFERA KMS £ RBZERINILEELR. UFER
R FMER , 5528 AWS Key Management Service % ASIERPNEARE, ME ACM X
B2 RENFHER , 5520 B ACM BEEWRE.

® Note

BRI B BRI AWS KMS B#F, NIREREMAREAMERILRE K RERXEXESRK
) ACM Ihge,
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4. BENBRKEEER KVMS £RMRELNELR. AR REESEARENREN MXF) A ELHRHE
HAFPREIRZELMNBAEE (SSL/TLS THMREER).

5. BREESNRBEUERBIR , SR 3BEYNRTESEAN, ERXRTREFEBMEM KMS £iRE
ZRENLEE®,

B Identity and Access Management AWS Certificate Manager

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , AT GBI EE & R i H¥H AWS
ERNER. IAM BEEETURFIHETRE 2 RE (BA) MIESRE EVEBF) , MBUER ACM
iR, |IAM 2 AWS fR# B IR BEFEA .

e

- BEYR

- ERESRE

- ERARKEEFEUE

« AWS Certificate Manager A& F |AM

. BB DR BEES AWS Certificate Manager
« ACMAPI 55 1] : BiMEME RS ZE

« AWS #) ZEBER AWS Certificate Manager
- ¥BE ACM ERRGZRE|#

- ¥BE ACM AR ERZAE (SLR)

« ¥ AWS Certificate Manager & % #MEFEETHRED B

BHRHR

F 75 AWS Identity and Access Management (IAM) 8 FF R E , BURRAETE ACM FHITH T
(=

fREFEAE  MRFEH ACM REHTIE , EEESABREUMENERENT T, BEELATHITI
EME MR ACM TheE , BRIREEFERNANT., THREFIFFITNEEAXNAHBEOEERS
ARERMNETY, BEELEFI ACM FREIEINEE , F2E ¥ AWS Certificate Manager & % f117E1
HITHEZ .

BHEEES  REEFEELFAAN ACM BIR , BHEEM ACM MR FEHER, £ THERY
BT ARIEEAEEEIAN ACM IR EIR, &E K BLERFEREIBEN IAM EEE | REELR
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BEAENGTT, RELEELNER, TH IAMWERES, BEEHE-— S THELNTTEE ACM
FH IAM AR | 28 AWS Certificate Manager 20{a £ 1AM,

IAM B E : IRER IAM BEEE  ERLEENMREBRLUEE ACM FEENEFMER, &
ERBEALE IAM R{ERAEH ACM B0 EBEK | B2E W8 9B BEEE 5| AWS Certificate

Manager.
RSP HRE

BErBREBFREAWS FHAFSBRBEANAR, BHSALLAWS IRFRERES D, IAIMERES DR
BE IAM AEREE (EA AWS),

BALUERAEBRE » RFRERNBAER , UBESED AWS B2 558 A . AWS IAM Identity
Center (IAM Identity Center) £ &, BRRNE—ZASDBRE | UREH Google = Facebook &
AER  HEWESHOINEL, BUBMEESEAE  SNEEESENCRELA IAM SENHEY
2. BERFERABE AWS A ER K, ZEEERTAG,

RIBENFEREER | E L& A AWS Management Console 5, AWS ZERA O#E, MEZE AN
MER AWS |, FBERAWS BA (EAERERM) PHIAEAER AWS IRF .

WMREL AWS BHERFTHFREFR , AWS SERHKBREBEH (SDK) Mar=HIRE (CLI) , KAE
REHN BREUBBHEEZEFAEZFLNER, NREFTERA AWS ITE | AIXARTHERBR, 0F
SEREBRNSEBTEEFRNFHERNR , F28 (AM £AEER) $PHEAR AP FEREAWS
Signature £ 4 R.

EATERMNES YRR S L BURHSSTERMEIANZTESHEER, fln, AWS BEEBFEAZE
B (MFA) RIEEIRFHNZ M, MEEZEN , 82E (AWS IAM Identity Center fEREIER)
WZEEZRIFN IAM FHEER) P IAM FHAWS ZEEZEE.,

AWS tRF BRERE

BRI I AWS IRF |, B8Rt —EZEAS SRS , ZF D TTBEFIRFHNA AWS R ME
Ro WEHDHS AWS 1R Theroot EAE | AIEIR MG HE LIRS E T B4 b ut MBRIH = AR
FEL MAERETEURCEAEREAEER. AEENREAERRE  LKERARAITREBER
EREATHNER. NFELEBNZRFE , THRFUREHAEEZEANES , F268H IAM EAEE
MPNEERCEAEBRTNER,

Beg

BEHEER , ERXAEERE  CRTECEEFIENERE €8 BS a5 oRE4HE AWS BH
PR {55 P B B SR AFEY
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BEEoRELEFERAEBE. Web B2EMEE. AWS Directory Service, Identity Center B 8= {F
fIEAER S ZRREHRHBEAER AWS i FENFERAE, EBES 2 ENE AWSIRF , EME
BRI AR MACERMUEREAENR,

HRAEPXEEESTE  RAEZEEFER AWS IAM Identity Center, & A LAFE IAM Identity Center H
BUFEAENEE , W EEYRSEEE NI RIEFHN—HEERAE AWS IRF FEHE , UE
A MEARXPERH, WE IAM Identity Center BIEFHIEEA , 5528 AWS IAM Identity Center
FEREEEFNTER IAM ldentity Center ? o

IAM i F & M+ 4R

IAM EAER PHE D AWS tkRF , EAE-ASSEBARANREN . ERERVRKERNE
&, MAREARLRABE PINEBNEFREER) B IAM EHE, ERNRBEEARIZERS
REPBEN IAM EAE  BEREHBRFNER. NEELEH , F20 AV EAEEETNATER
HBENEARGERRIRTRER,

IAM BB —BIEE IAM EREEEN S D, SBREUFES S EE, EUNERAFER-—XAZ
BERAEEENT, HETREEABRERENTNEFEBEARS. fl , BUEE—ERA
IAMAdmins BYE##8 , Y48 FEABEEE IAM BIRIET

ERERAGTEH, FRERGRE-ASIEAEXRIURE K BAGHNENREHEMAREEHNA
BNE. EREHBEKANKRYER K EBACERHABRERE. NFEZEHR  F2H (AM ERE
ERE) P IAM ERENER RS

IAM A&

AM BEE FEEBERT AWSIRE N85, TELIAMEAE , ETESENASHER. BE
FFE HEE IAM £ AWS Management Console , BRI AR EAETIRE IAM A/ ( A ),
ERLUEIB ALY AWS CLI 2 AWS API IRESEA BET URL RIBEAE. MEERAABN L EFEE
A, B2 (AM FRAEER) FREEAEHNEZ,

FRBEEEN IAM AGETHERHIEEER :

- eSO FERAETFH — NENBRESESERTA , FEVAG , YARCRERTT. EHEEDE
TEYHER , XFI-7SHEACEVER , YERTHAGERNGT. NEEHRHSACHNHERE
A, w2l (AM EAEER) PHAE=S57RHE #e) BXAG., MREFEA IAM Identity
Center , IZFEREHNTE, ARFSFIREFRATUFIHAZS , IAM Identity Center #5F 7] SR EE
IAM R A EHEER . MEGRETISENEN , 528 AWS IAM Identity Center £ F ISP T
G

o HEFIAMEAENT - IAM EFAESRAETLUETE IAM S REFHESEEXEATRNT,
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- BIRFEFHE . EULER IAM AR | RFTREIKRFHHNEA (FENER) FEUEKRFNER,
AEERRTEIRFFIENIELSRN., T , #EL B AWS R , B BRERERIER
(MAREABEHARE ). IFTHEASCNEREBRETEBIRFFICENER , F2H
(IAM EREEFE) P8 1AM FHEBIRF EIRFEG

- BRBEFE - G AWS IR EAEM PRITHEE AWS BRIE, B0 , EEERE HETIRUE
ZREBEEEE Amazon EC2 H#I{TEEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFUERNFTA. FARKACHERREELACKRHITINE
%,

- BIEAFHIT/EREER (FAS) - BEEMERA IAM ERERACEETHTRER AWS , BERRAET
Ao ERFELERBE  BUREATEEENE , EMETRRBHAB S —EEE. FAS ERAF
W MEFEAFFA AWS BRE , #66 AWS BRI FBRE TFBRBREFER. REERBRIITER
Hft AWS fj¥s = EREEFRETRRIGFERE , T ERE FAS R, HIBERT , BL4AEF/H
ITEMEERENFFT. MFRE FAS FRENBRFMEN , F2H (EREMTEER) .

- BBAE - REACRBEREN AM A6 , ARKREINTEF, IAM EES ALK IAM RE
M. BRNMEBRRESE, NFEFMAES  F2HE (AM EREER) PHEIAGUEIRTA
B AWS R,

- REEEAEG - R EZFACRE—EBEEZ WREACERE AWS . RETURBEAKEH
TEENAR, REEEAACSHBEELN 7 AWSIRE | WHERKES, IAM EEE TR
R, BETFEREREELEACHE,

« £ Amazon EC2 L #IITHERARER - B9 LUFER IAM SEREEE EC2 MTEB LT ERARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, E2 EC2 T ERAREEIRSE
WBEFAR. EEK AWS SEERGE EC2 BTERYSHREMREGHFIEEARESN , BUELE
EZHTEABNFTERERE, BTEREEEIESXAC , XA TZE EC2 HTERLIITH
BEXANMSHRERE. UEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TER LHITHEAER.

ERABREEFHE

BT LB B BUR S A B 5 9 E R AWS HiEH AWS FlEE. BURR FHYHe B
BHoREREVUEEHE , AWS @ERHTT. ERFEA (FAE, BEAENAGITERE ) &dH
BRE, 8 AWS FHMHIELBER, BEFHNTITRERBTATRIERFE R, KZEBBREL JSON X
# AWS WX ERIE P, 0F JSON BERNHEBANABSHFMENR , 528 IAM EHAEERTH
JSON BURBLER

EEEWLER AWS JSON BURRIEEH T AFRAR, tWHi2R , BMEEBE A BERA T o E 4
BEEIREAITHLBE,

EABRERFEE WA 1.0 92


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS Certificate Manager EREEmR

HERERT , ERENACREHNT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE,

IAM BERERXEBENFTA , BREERMELERHMTRE, Sl , BEBEE—EAFT
iam:GetRole BMEMVEIR. EBRXBEMMEMAE A LLEE AWS Management Console AWS CLI, =
AWS API BXE A EM.

B oBHE

S RBRERLMME S S (Fla0 IAM /A&, EREFANAR) B JSON FFATBERN A, BELR
RAEH SO EMERG TREBEERATHEDF, NFTHRUMELSIEBER , F2H (AM
ERERE) PHEBEFEEBRRERBL] IAM A,

BoBERRATE-SOERARBRIAZERR, ARBREEZARINE-—FHE, FEIAE,
TERRRBMNBEK , BLEES FHNSECHAE. HENAE AWS tkRF. SEBRZHE AWS
ZERRNEFZERR, NETHUIMNEZERRRRARBKR ERE  F28 (AM £REE
) FREZEBCRNARBUREEREE,

BEREHR

EREPRREZEIERD JSON BEXH, BEREBRNZE RHEHIR IAM ABEEBERMN
Amazon S3 REFATRER, EXEEREBRNEES  REEESTUEAEMARZHHESEER
HEDRER, BRNBRNER  BREEREEN B AIUARERATHBEAREMERGT
BITHEME, BXRAEEREBRITEEEZR. ZEXATNESRF. £RE, A6, MBSO ERE
= AWS fR#%.

ERAEBERMUAZBREPNARIEE, CELESREBEDERRE IAM B AWS SFEHEK,
FEIRFIFE (ACL)

FHUEHIEE (ACL) ATEFIBL X (RFKE, FRAENAG) HEFIEEZERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHHE,

Amazon S3 AWS WAF#1 Amazon VPC 2 & ACLsH RIS & B, MEH—F 7 ACL , E2H
Amazon Simple Storage Service B A BI5mPHFEUEHEE (ACL) #iE,

HtBeREE
AWS X EEMBFIERNBRREE, SERRBEETRERE RERBER T ENKRAF T,

3

- FFARR-FUHER-EERDRE , THERES P HBKRERT IAM HE (AM EAERAE)
MBAFFA, BUNABRKREFARR, MEENFTERERN S 2 EBRMEFFAIRRHR
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o B Principal M FEEERAENACHNEREBRUATESZIFIRRRG. EEEK
RPN AREBHEERXR N, NFFTRRNFHES  F2H AM EREREREHH JAM HiE
AT A5 IR,

. BRI 4B SCPs) - SCPs& JSON I , WisE FHEMBEMEN (OU) HBAZT AWS
Organizations. AWS Organizations @ — AR 7 EMEFEEEEEREE AWS 1RF W@ R
%, BEEBAEBTOFIEEE , BRI LUSIRISIEHBUR (SCP) EAZMEMSATEIRS. SCP &R
FIXERFHERNGT , SESEEE AWS IREREMAE, WE Organizations 1 SCP #Y 54
B, 5528 (AWS Organizations fERA&EER) I RIEIEE BER,

- BIRIEFIBEK (RCP) - RCP 2 JSON BUR , AITARREL RS P EIRK A AR LR , HREUE
BARARTEEEFNMMELFIEENEEERN IAM BER. RCP SRFIKEIIRE FERMN
A, WARERES TN ERST , 8 AWS IRFEFEAE , ERTCAREBRENHER.
I Organizations 1 RCPsHFFMIE R , 2IEX T RCPs AWS fR#E #v JBE , 2 EAWS
Organizations ( FAEERM) PHRERZEFIBEL (RCPs).

- THEMBEBEX - TERRBERR-—BERBX , Sl EBREE N ARV ACSBMEEA
ENERTHEERE  MASREE. MELETFEMBRNFTEREAENACHE T EBERNIE
FEERBURBIRR SR, FTAAILURAEREER, AAEEEBRTWAREEREERTX AN, WFEHF
HMER , F2H IAM EREERPH TERERBER.

ZEBRER

HEZERRERERIFRE  HEREANAUSEREM. EMBELIER, B2 7HMNMTAWS £
BRE[MBRRBEGRERSANER , F2H0 (AM EREER) PHECRMLER.

AWS Certificate Manager {1 5E F 1AM

£/ IAM B2 ACM WEEE 2/l , 558 7 HBE T LUFEEL ACM {ER L |IAM IhEE,

A LA B fEFIBY IAM ZhEE AWS Certificate Manager

IAM Zh&g ACM X &
R AHE 2
BRAHE &
BUREI =
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IAM Zh&E ACM X 1&
BRER =
BUR IR R (RBHE) =

ACL &
ABAC(BURFHEHR) B4
FEFFH =
REAE e

R EREAE =

HELSME T ACM MEAM AWS RBIATRAZE IAM ThEEBEER , F2H (AM EAEER) +
RYEZ IAM AWS FE L (2 B9 AR

BRAR ACM B & 25 BBUR
XESSBEBE B

BoBBERR ALK ME S (Fla0 IAM ERE,. EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

£/ IAM 2 BEBER | B IEEARIEBNBENER , UREMERG T RAFSREEEE. &
BEESOEBRPEETIER K RASESEMAZEENERAENAR. NETHREE JSON BERHE
RB AR  F2H (AM EREERE) P IAM JSON BEETESE,

BRAR ACM B & 5 B B SR #1451

3

EERE ACM B RBURES , F2E B2 EBEEH AWS Certificate Manager,
ACM R ERBE R
SEEREEEK . &
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BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLAEEREBRITEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERRABIREFIE , EMEEEEMIRFANFAIRFDR IAM B2, HABEREBRN TR,
MEBRFEIREEREEE , AREBUGERAEN —¥, EZERANERURTEMER AWS ik
F ., EERFHH IAM EEEUXARTERIAER (EAEHAR ) FRERNFT. HEBKS
SERRKEZIERRREFT, T8 , MIREREBREAMERFFNERBRTER , ENRTH
BENANBEBEBER, MEFHEER  F28 (AM E£AEERE) 98 1AM RIS EIRFEG

BEAR ACM W BUEREI1E
XERRBE: R

EEEWLUER AWS JSON BRRIEEH T UAFHAR, tWH2R , MEERECESRA T I UEA
EERHAITHLEBIF,

JSON BURH Action TEHERETURARAFRIEBBRFFIRNEFE, BRBEEFEFEEH
Bt AWS APl IREHERIN BB, B—LHI5GRR , PIAURBARFE AP RENERFTTEIME, b &
EEFERRTNSEEF, ELBANDEBSBKREE.

BREEABERR THITHBEBB LT,

MEEEF ACM BIENEE |, 20 (RKEIRESE) FH AWS Certificate ManageriE & E1E,
ACM B RBEEEEBEZRIFEANUTFE

acm

EREE-RAXPEESEEE ,

S
H
[k
s
5
&

"Action": [
"acm:actionl",
"acm:action2"

]

B

\

EZERK ACM B EBERES |, FSE W E 2B BEE B AWS Certificate Manager,
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ACM W BIRE IR
XEBXRER: B

EEE A LMER AWS JSON BURRIEEH AT ERAR, tWH2HR , WHMEERE T BERAF T oSt
EERHAITHLEBIF,

Resource JSON R TEZTWEEEEABENYH. RN EEE Resource = NotResource
TtE, REEKEEFEHAE Amazon Resource Name (ARN) RIEEE R, S U H T EESEERER
HEME (BAERBRFET) RKEEM.

HRAXEERERFTAINEE (PIF HiRME) , FEABRAFER () RRTEEAXBRARFABEER.

"Resource'": "*"

MEEEF ACM EREEKE ARN WEE |, F2H8 (RBERESE) hHY AWS Certificate ManageriE
EZNER, BEETHRETUEABLEEEESHEEIRN ARN , 5528 AWS Certificate ManagerEs
B 1.

EEWRE ACM BB BERES |, 5F2H 15 0 B BUEEE B AWS Certificate Manager.
EHAR ACM BBUERRH R B8
TERBBERRGEHSR 2

EESWLER AWS JSON BURRIEEH T AFHAR, thpER , MEEREERE T oA
FEER#ATIRLE B

Condition jt# (8 Condition [E#R) AIREGIEEERAN E RN FRME. Condition TERERAE
B, BUUBRNFEAREEE FHHREEER BINSERFIR) , REBBEPWEFENBERPHE,

HERERRXFIEESZME Condition THE , EEE — Condition TEFEESERSIE , AWS
EEAELE AND BRIFFTEMEM. WRE/E—RUHERSIREESEE , SEMEBEORRE AWS F¥E
Rt BAFEMBHKEGL , T ERERRANFFT,

BTN EEERGEBEAFEECESE., flm , EAUREEREERE IAM EAERBELE
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN IAM BEXTE : &
BHER.

AWS X EEERGERMNBHBBIENRGE SR, BEEEHE AWS 2EIRGRSIR , F26H (AM
EREER) PHAWS 2EERHEREREIE,
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MEEE ACM RHGRE|IBNFE |, F2H (RBRESE) BPHEAR AWS Certificate Manager
NG ZEIE, EETHREVUERAKRESRNBENER , F280 ESMEE AWS Certificate

Manager.
EERE ACM BB BREH

3
¢

B 05 o B BUR &S AWS Certificate Manager,

£ ACM HfEA ACL
XEACL: &

FHUEFIEE (ACL) FTEFIBLERE RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAEA JSON BERXAHEN,

B HEEH ACM 1 ABAC
X8 ABAC (BEFHER) : 2

BHRFEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , SLEBEUHBAER.
BA LS EREET IAMER (FRAEIAR ) M52 AWS ER. AERNERMNLEZHE ABAC
MEE—H, BEFERF ABAC B , A EXTBENEREAEEXA TN EREREAFRRE,

ABAC AR RMENRZTHEREE , WRERKREELERERFREMATG,

MERBZERILFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fR-ZR5|8 , TERNWEETEF , REEREA.

NMRBHEZESEEREEN LB =ERG 2R RBEZBEMS , ER Yes, IRBHBEIERLE
REEN A =@ k4R , RIESR Partial,

MF ABAC WFMET , HSM (AM EAEER) TR ABAC BRESHT. NESELHR
7 ABAC SBHERE , HS B IAM (£F &R0 (2B IR FAU2E (ABAC).

H& R B R B ACM B ELEA
XERNEE R

ECEARREABNBEAR , L AWS R BREE. NIRFHEEF , S HEWLE AWS R £H
IS AER , F2H (AWS RB#% IAM EAERERE) PRER IAM B .

WMRE AWS Management Console EAEAEBZBABRBUANTEMTEZA |, ISERAKREZEA
BH, fln, BEAWS ERATRIMNE—ZA (SSO) EEEM K , ZXEFSEBEYRFEEAER,
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ECOMERESSBATRA  ARUAAGK  tEADRUEHER. NEURACHFBER
HSM (AM EAEREE) BHLEAEDRE AV B (X2A),

BT LAER AWS CLI 5 AWS APl FEIBRURIEEAER, RE , SuUERAELEREAETRRE
HAWS, AWS ZEZZBREAKEREAEZR K MIAERCEARBENEE., MEFHMENR A F2HE
IAM = BY BT B 22 2 B 53

ACM HY 55 BR 7 & RE RE PR
TIEEEFERTERE (FAS) : 2

EEEA IAM ERERACRE PETBHER AWS , ZEHRRAETA. FARLRKE  SAsEE
BITEEEE , EMEFRBRBEPREE S —@EE. FAS ERAMFN WEFTEAFFT AWS R , F&
AWS BR#% FERE T BB REFR. AAERBWRIFEZEHM AWS R S EREB = sETRE
ARE , TERE FAS R, BEWIERT , KL EEFWITEMERENFTT. MFRH FAS FRE
HMBREFHRER , F2RERFMITFRER.

ACM R At
TEREAR &

REACRRBEETN AM S€  IREHTEE, IAM EEE LK IAM RE., 18R FN M BRIRKE
Af, MEFMEER 6 F2lH (AMEREERE) PHET AT IR IES AWS R,

/A Warning

PEFRBACHWIT A AR ACM IEERERIE, RA ACM RHIESIR | X RiREREA
&,

ACM WIRIEEE A E
RERKEEAE 2

BHRELFACRERE W—EREAE AWS k. BETUBEAKREITEFNAR. BHER
AEgHREEN F AWSIRFE |, YHERBH#HE. IAM EESTRER  ERRERBERSEHN
AT A

NMFERVREERBEFEACHFMER , FSETEL IAMEFENAWS B, EREPSHERH
HPa2RBEEFAGMTHN Yes, BERER , LR BB RBEZRABXHT,
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19 & o B BUR €5 45] AWS Certificate Manager

RIFFER , FAENACGTERRBRADBIE KR ACM BRI, Mt &EFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 AWS API R#TEHK., EERTFHERAEHH
FIEERHTEENST , IAM BEETLEN IAM BR, K%, EEETIUE IAM BEXFEEA
&, EREFERERTELAR,

WE T MR fE I L il JSON BUR M2 IAM B BBR | 28 (AM FAEER) PHE
M 1AM BGR (£ 8).

MEACM FIER2EBENERERWFHMEN , SESEEREEMN ARN KX |, F28 (RERE
2£) hiE AR AWS Certificate ManagerfV B4, B RMIFHRSIE,

FE
- BRSEE®
- £A ACM X2 &
- AFEAEREMHME ST
- JIHBRE
ERBE
- HEUBFE
o MIREH

['
k

BR&EER

BoRRREYEEIRFANEBAESRESTUREY, FIEMER ACM EiR, ELBERRESREN
AWS IRFELBM. ERRNRES 2 HBURK , FERETHERREREHE !

- FRIEER AWS SEBRRLBOKEERFTT - EERBERFTIRTEAENTFEER , FEMAST
ARTFHASEREARGIN AWS ZREHE, S AUELN FEHA AWS IkRF. BMEBLEERBTE
REAREL AWS WEFZEBR , ME-SRIFT. WFEZEH , F2H AM EREREREH
B AWS R ERFHEBHENAWS XEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFFT. KERLEN , &7

UERERERGE T AIUHBEERKINEF , EUBARBERITT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETN IAM PR BERAFF T,
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o EF IAM BUR B R4 — S IREIFEE - B LUSRAFTIEZEBER , URHIEBEMNE RN ER.
il |, B LRBBOR GG |, IEESBMFEA SSL BIEFMERER, MRFBBEE Sl £HRKEEE
AWS FR# , &t 0] LAGE R4 3R IR F E 2B AWS CloudFormation., INEFEMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

M IAM Access Analyzer B IAM BUR , HRFFAI 2 £ B o] IE &iE4E - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., 1AM Access
Analyzer 12fit 100 ZIEBERERVEATHER , THHEREXLBEEANER, NEFEE
A, B2 (AM EAEER) PEEH IAM Access Analyzer B2 58 B

- FEZEFERRT (MFA) - NREHNRPIFTE IAM EHES FHRERAE AWS tRFE |, BB
MFA URESR£%, MFEEMNW AP BERFER MFA | 51§ MFA (REFFEZENBER, W
EHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §3EiB MFA B9 &£ API FEL

WE IAM FREBBNEEER 728 IAM EAEEETHN IAM Z2HEEH,

£A ACM £#£ 8

= E7FH AWS Certificate Manager 124 |, B4 EAHE —HRENFFT. ELFALAAFESIEHM
B P ACM BRIGEAER AWS IRE, MREBEBILKKREAVEFTERENE S BBER |, BMIEHR
EERBRNER (FAESAR) MS , TRARELMERERE,

HAERW AWS CLI 5 AWS API IWEAE | BAZEEAHFREEEEH, k2 , REAFFIA
SHMERB T AP BRIENEERTIAT,

RTERREAENABDATUER ACM 28 , 5 ACM

AWSCertificateManagerReadOnly AWS ZEBFKEZEIER., WEFMEENR , F2E (AM &£

REEmRM) PRRERFAIRIFEASE,
AFHERAERGMAM B ST

WEHE REBMMEIBEER , AFF IAM EREREKRMEMBAEAES 2N AREZEBRR, WBEE
SeEEEAFHFEA H AWS CLI AWS AP LRI AR TR BENF T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
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ERAEER

"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

UTHRERURERES HEMEIREFHAAE ACM BRE.

:usernamel}"]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
B 5 BRI
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ERAEER

® Note

FEEFFA S REE ACM B3 IR TE Elastic Load Balancing 1 CloudFront 2 &,

BEREE
THBFERBFEAEFZR ACM EHABER.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"

1,

"Resource": [

min

iF
"Condition": {
"StringEquals": {
"acm:Export": "ENABLED"

R R
AT SR ) A P B S TE ACM B R

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:GetCertificate",
"Resource": "arn:aws:acm:region:account:certificate/certificate_ID"
}
}
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UTBRAREAEEARRE

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCertificate",
"Resource": "arn:aws:acm:region:account:certificate/certificate_ID"
}
}
LilEaE:s

LTBERATREAEMRIEE ACM BE.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate",
"Resource": "arn:aws:acm:region:account:certificate/certificate_ID"
}
}

ACM API 557 : BifERIERZZE

ERREFIREF RS ERZES IAMFAERACHNFTBERE , IERAUTREHESE, X
B E—HE5 HEE AWS Certificate Manager AP| 245, BRI LAEBERIY Action TEFIEES
£, HerMIRMEMER -

&R LAE ACM BURHEM IAM BUR TR R KR ERMS. WFTENFE |, F2H AM EREERS
KA &R,

@ Note
EEEEHE  FEAREAPIBRESEBN acm: F& (6

40 , acm:RequestCertificate)s.
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ERAEER

ACM API {EEZFF A

ACM API £

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

RSB (API R 1E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm: ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

ACM AP| FaJ&&
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ERAEER

ACM AP| % MEEFT (API 21E)
PutAccountConfiguration acm:PutAccountConf
iguration
RemoveTagsFromCertificate acm:RemoveTagsFrom
Certificate
RequestCertificate acm:RequestCertifi
cate
ResendValidationEmail acm:ResendValidati
onEmail
UpdateCertificateOptions acm:UpdateCertific
ateOptions

AWS By ZEBER AWS Certificate Manager

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/4
*
arn:aws:a

cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

AWS TERFEEH AWSAWS S ERFEERVNEENBIIBRESEEANSEARMERMET , LES

A LABRRE T A IR EAE, FHEANAE,

FARCIE , AWS REBRABTERTFRECARIINSFEERT , ERELFITAHAE AWS &
FfEM. RMI2BEEREARIEBNESEERR , WMEE-SRDFFT,

FBEEBE AWS SEHEFERNT T, 1R AWS EH T AWS EBRFERNTT , IEHER
EHREENMEIRG Y (E£RE. HEANAG® ) . EFMN AWS RE B API RETHR

RERBEE , AWS B UEEH AWS ZEBUR.

WEFMER , F2E (AM ERERERE) P AWS ZEBX,

AWS SEHE
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
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AWSCertificateManagerReadOnly

HEBEREMS ACM BRMERFIE , TREAERR, 5 HREEACM BRE.

EEETEASPREL AWS ZEBUER |, 8811 hitps : //https://console.aws.amazon.com/iam/
home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

MTFBERFMEFN JSON FE | 552 B AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

L BERREEE ACM BIMEMEIRA TR FIER.

EEE FEAPERAL AWS SEBUER , FHI1E https : //https://console.aws.amazon.com/iam/
home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

MEBRFMEFRR JSON JBE | 5588 AWSCertificateManagerFullAccess.

AWS ZEBERK ACM E3#

BREBLRBEHERERELBELR , ACMAWS ZEBREMNFHES. NEFHRLEEEEN
BE)iREE , FBRTB) ACM XHHE S iC#% HHEK RSS HE.

g8F i =R

% AWSCertificateMana FRALE AWSCertif 2021 £3 A3 H
gerReadOnly B #718 icateManagerReadOn

GetAccountConfigur ly BRRESEFU

ation XiE, GetAccountConfigur

ation API BEREFT,

ACM BB S E ACM 2FREH AWS ZEH 20213 A3 H
KHNEE,
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
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BB ACM fER IR #

AWS Certificate Manager £ AWS Identity and Access Management (IAM) 1545 <& 88 3 BR 1) %3 B 5%
ERNER, #H IAM BURS RSB (SCP) PHEHESIE | BB FSABERNER

® Note

S ACM RS I|EE AWS £ S88 , HlW0 aws:PrincipalArn , AE—SREFERE
AERAGHEIE,

ACM B X B4
ACM AP| {E3£ 82 X B4

R 5|5 XM ACM API E%¥  Type iRk
acm:Valid RequestCertificate F& BRI ACM B e 5 L6
ationMethod (DNS, EMAIL, HTTP) i#EF>
acm:DomainNames RequestCertificate ArrayOfString RIE ACM FBRF I
95 B E
acm:KeyAl RequestCertificate F& RiE ACM R5|REE
gorithm ERM KN EREFE R
acm:Certi RequestCertificate TR BiI% ACM BFEEHE
ficateTra (ENABLED, DISABLED) &C&%{m%fa%7E BhiREE
nsparency 3R
Logging
acm:Certi RequestCertificate ARN Bk ACM BRHPHE
ficateAut RRERIBERES
hority
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
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g1 REBESE

BMRT{EM arn:aws:iam: :123456789012:r0le/AllowedEmailValidation B&BIEMNFERZ
A UTBRESHEEFERASE FEHRES EFEENTBEFE K.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
},
"ArnNotLike": {

"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]

}

g6l 2 : BT LA

UTBREEEEAERF THENAMER ACM BEFRK.

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.
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}

g5 3 : BREIBFRAE

UTHBREREBHAEERTE *.amazonaws . com AT EH ACM BHEHER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

HRTWLE-SRE/BEN TR, EBRIASAFESER/ATEEL —BRSBBIRGNER.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}
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g6l 4 . REREIEERS

DT BRERAFRMERSI# StringNotLike , RAFFEA ECDSA 384 fit (EC_secp384rl) R5|8
/i%/ﬁ EREVBBRE.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}

LT HRERKRAHRESIE Stringlike MBRAF T * k¥ hEE , FHE ACM R HIREREM RSA &5l
ﬁ/ﬁﬁ/ﬁﬂﬁ%ﬁaﬁ%nﬁ/ o

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
}
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g5l 5 : BREIBRREHRE

UTERRIAAFEAFMRHRLEBRREESE (PCA) ARN WAEBEFR.

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

LR acm: CertificateAuthority R : EAFF Amazon EERBREN A FHEEERERE
Ko BRBREME ARN FREA false AIBhEIRE PCA HWAABBEFER.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"
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Bt ACM FRABRKEZEAE (SLR)

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) fR#S:EE A , AR
% —ERFRARIE CA BENIEBREBEBEN AWS Resource Access Manager. IRIEEREA
& (SLR) E—BEZERE ACM BN 1AM £, HAGH ACM BAES , G2 RRKAEEY
Hith AWS BREFEENETF .

SLR AR ACM REBFEARE , RALKTLFEFELENBEREREENT. ACM BERH
SLRMVEFH , lRIEZINEER , BAIRE ACM Xt A, ERNFTIFBEEBRMNFIBER ,
BRI BEREEM N E Efh IAM BB

MEBRXE SLR EMBRBNET , FSEAEL IAMEFENAWS R, YEERBEFABGE
Wt SRETARNERE. BEEEEZN Yes (B) , MBRZBHH SLR RAXH,

ACM B SLR 57
ACM f# A& & Amazon Certificate Manager R A & B KK SLR,

AWSServiceRoleForCertificateManager SLR E1F FHIRE I EZAE :

* acm.amazonaws.com

LA BFF AT B /AT ACM BIEEEIRSTTAR T 51 B4k :

« BfE : acm-pca:IssueCertificate, acm-pca:GetCertificate on™"

3

EMARELT AV EE (WERE, BERAG) TTEY. REXMK SLR, MEFMER
20 (IAM EAEIER) P REEEAEHT,

/A Important

ACM FIReERESM LY ENIRFPRERFE SLR, MRHLER iam:GetRole FFAER
BIGEIRFH ACMSLR , BI SLR BV E#RMAERRARLRE, IRBRARERE , RTES
EHRFEESAREFERE iam: GetRole 7 H# ACM , ABEHIRFE ACM ZEBUR
AwSCertificateManagerFullAccess 237 B8k,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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A ACM 217 SLR

BREEFEET ACM FAK SLR, EZFEH AWS Management Console, AWS CLIE; AWS API
1T ACM BREK , ACM BEZE—RA AN S —ERFEILFLE CAAWS RAM REZBFE |
AIRE SLR,

MREEFAL , FHiE ACM EEHEERIRF EREBFE SLR , EWRRTEMNIRFEREF AWS FA
B CAFENENGTAl, EXTEMEILERE SLR, MAZMAATURITERE , B ACM S E B BEN
BRE , BEREREEAL. WEFHEEF , F2HACM BB EEAE (SLR) WEE,

/A Important

It SLR AIBMEREZMNIRS , MR EREMREP TN —EEER , IAFEASIERAGH
Thee, tkoh , 2017 £1 A1 BFBBXE SLR , BEEEEZRIMAMER ACM , Bl ACM &%
ZHY IR 5 I AWSServiceRoleForCertificateManager #f2, EE#—F T# , FSEEN
IAM IRFPHBERFAE,

EEMBR T SLR MzBREEEHEY , UEATIHA—FLE
- £ 1AM 32 & | &2 Role (Af), Create role (B %), Certificate Manager , LAM{EEIB
CertificateManagerServiceRolePolicy fE A RHIREIHHN AR,

- £/ IAM API CreateServiceLinkedRole S ¥f FERY AWS CLI &5 create-service-linked-role
Llacm.amazonaws.comfRIEZBE L SLR,

WEFMER , F2HE IAM EREEREPNEYRBEESC,

A ACM #"¥E SLR

ACM 7T ¥ 184w 88 AWSServiceRoleForCertificateManager [RISERZ A, B SLR%& K KARE
EREEeSEZAG , MUELEEZACHER., A, BFEH IAM RFEEACHER, WEES
B, #2808 AM EAEEETPNREREEEAE,

# ACM flBR SLR

8B E T EEZFEMIBR AWSServiceRoleForCertificateManager A&, i , B LR IAM 2
A. AWS CLI 5 AWS API FEifliRrA . MEFMAER , F2E (AM E£REER) PRYMEREE
ERAG,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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ERAEER

ACM SLR WX EEE
ACM X EEFE AWS #8 CA AIfEA ACM M MEIFEM SLRs, MFFMEN , FSHE AWS &
BRI R
55 B35 & 7 ACM HE 37 5%
EERIP (HF Bt EB) us-east-1 =
XBIRE (HX%H) us-east-2 =
EEFEIP (hnF e R dLER) us-west-1 =
EEPE (BRERA) us-west-2 =
DXREE (ZE) ap-south-1 =
BEXRESE (KR) ap-northeast-3 =
T KREE (BH) ap-northeast-2 =
SR K@ (F7 ) ap-southeast-1 =
DRESE (BR) ap-southeast-2 =
DAREE (RR) ap-northeast-1 =
IEX (P EF) ca-central-1 =
BUN CEH=AE) eu-central-1 =
BN (BRERL) eu-central-2 =
BN (ZHEH) eu-west-1 =
BN () eu-west-2 =
BN (E2R) eu-west-3 =
EEM (BRE) sa-east-1 e
AWS GovCloud ( EEFEEE ) us-gov-west-1 =
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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Eif & B B & 2 ACM R &
AWS GovCloud ( XEIREZB ) FHE us-gov-east-1 =

¥f AWS Certificate Manager & 2 fFEUESTHFER

FBELTEN , PEHRIEERER ACM M IAM KA ER AN E REE,
ES]

- BARERE L TBEACM PITEE

- BARERRE , BEE ACM HFERIERE

o RAREEHIT iam:PassRole RyIZHE
s REEAT UAMAE AWS IRF FEERHN ACM iR

BARERE , T8E ACM F#ITENE
MREWRER , FHERERENTEHE , EHBERLAER , AFFERTBNE,

THgEHIEREEmateojackson IAM EREERAERAETEARE —EES my-example-widget
BEROFMENR , BAEERE acm: GetWidget FFAIRE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

ELBERT , BEEH mateojackson EHEBHNEE , AFFER acm: GetWidget BEFE my -
example-widget BiR,

MREFEWE , FBIEEN AWS BEEE, ENEESRHELNEERRE.
ﬁ*gg*& y W \/fT:E ACM I:Fl:lﬁ> Hy/% LAE%
MRBAEPSER , RAEN ACM H PKI EEEERERA , BLELEBRIER B BRI ARERFRI

=
1=Fo

MR IAM EAZERZBETES , FHEBETES L DENY SREMNZERERINEER K SBE TS
g HIFTRAVEEER,

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
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on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EEERERT  EAEREZRETEESMRBRNAAENRHF R, NELRFEESENIK ,
AFHEREFRIEERRE

EAREBHIT iam:PassRole HIIZE

MRERASEHNERBEEM | BEHIT iam: PassRole B , BHBERMAAEH , AFLKEA
BEIERS ACM,

BE AWS % TRESREACEEGHRE R MARBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

BA marymajor B IAM EREEHERA EEEE ACM FHTEMER |, SRAET HISEHIFT R
R BR , BFFERBREEREBALKRTFHHT. Mary REKAREREEXRBNFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBUERABEEH , AFFM#IT iam: PassRole Bk,
MREFEERE) , BHEEZN AWS EEE, FNEEESRHENEZRE.
REEALH UK AE AWS IRE I ACM BEIR

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, S EE R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVARES , &I LUE A ALK
KRBT AETFRENE RN,

HU%J_ i’FTﬁg nﬁ /EEL)\TW@

- ZBETH ACM BEXEELINEE , 552 B AWS Certificate Manager #1{aE F I1AM,

- BETHNMAWS IRF EEHREN BERcERAEFIE B2 (AM EHEER) THESHE
B AWS 1RF W 5% — 18 iR EFEER IAM ERE,

- BETHNMEERNFIERMABE=D AWS IRF | F2K (AM £REER) BN FEUER
HIGE =5 AWS IRF #H.

- METHRUOMEBHRSE Z o RUEFEDE , F28 IAM £REEREPH S FIUERHIEGENTETS
PHMENERE BES D).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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- MFTHREASENEREBRRETEIRFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

HEY5E M AWS Certificate Manager

AWS £IRERRIERUL AWS B M TRERSAEREZE, AWS B RHSEERRHN BN
TAES , EETHESEREE, SHEENSHEMNMERE, SBRAER , &R EEEN
FREXNENE  ETRAESCBEBREREMASRETE. TRAESNTHLE, FEEINE
BEEN  BE-SHZEERFONERERREES,

WFE AWS EFNATRABRENFAESR , 520 AWS £ REMERE,

AWS Certificate Managerf W ERE B L £

EAZERTE , AWS Certificate Manager 2 AWS £ BRZENRE, WE AWS Z2REUR
Wqa AWS REERNENES , F2BAWS Eirgts, TEFHERS ﬁE;zéE’JEi FERIREFE
K AWS IR1E | F2 B L2 AWS Well-Architected Framework A1) E /55 iR 2

IERLAER AWS B4Ry API IFLY | EBEEEFEACM, ERERSAXETIIESR

- Transport Layer Security (TLS)s BMFEE TLS 1.2 WEZEFEA TLS 1.3

- BTEXEEFRPFS)NEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 MIEFBRER)ASEZEELEN,

o, BRLACAFEREH ID FE IAM TRMEEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

T8 ACM WEXFE

MEFEAEREE AWS AHEF , AIFERERFZFTFE AWS Management Console, & TR %5
FEEN S XNBUCAR EEFRAERAEEE AWS,

FERBEREEARIFIE  FERTIIEF —@ERE,
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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ERAEER

R {62 FH & T BRE T RRGT F AN
2

ANERE S

(IAM Identity Center R EIEHY
EAE)

IAM

IAM

ERETREAENEZYH AWS
CLI. AWS SDKsf2x5&5t58
K. AWS APIs

FREREAEREEYE AWS
CLI, AWS SDKsT2X 85158
K. AWS APIs

(TERER)
ERARMBAENREEY
AWS CLI, AWS SDKsf2= &

&R, AWS APIs

R

AR EREANNERRE
e RER LR,

« 10ZE AWS CLI , 552 BAWS
Command Line Interface

(EREEME) PWEE
AWS CLI EFH AWS IAM
Identity Centerffd

« AWS SDKs, T E#l AWS
APls , 552 AWS SDKs
MIESEEEFHN IAM
Identity Center & 7 B & o

E1E (AM E£REERE) F
RS AERE AWS B
REEAPHE TR,

ARG EEANN EATRME
Y S R RAE,

« INZE AWS CLI , E2BAWS

Command Line Interface
CEREER) PHER

IAM FREBEETE DR
Fo

- AWS SDKsHITE , &2
B AWS SDKsF1 T E2 %#‘a
MY EARNRRETS
DEE,

- ¥ AWS APIs , 5528 (
IAM fEFEI5F) HIEIE
IAM £ F & I FELE 88 -

BFH ACM HEXFI
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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EiiEﬁ%

REEB R IHBEE AR #E A AWS Certificate Manager (AWS Certificate Manager) BV &, L
THREBEXERIBEH ACM EFHNERER.

FHE
- IRFEHRS B
« AWS CloudFormation
- BRI GEERE
- BEEB
. MR
BN MREEEE
- BUBERBEEY ECiIae
- BARR AWS CloudTrail

&P E o B

EENBERPFERARFEBRERREF#TUERFEBRFIEE. SEERBREEEIEANBRE
BTENES D, MREEEFEAREBRS R , B LUEBIERBE P Mkns: CreateGrant BI¥ER
REYESEACHER, ESRFIREFIPBLEAGITUSHEBER. UERTFTHWHEREN , BERT
MiEE , 28 ( AWS Key Management Service B A E#5m) FH FHRF AWS KMS,

MREBIEERFIkms : CreateGranttRFEA ERMAVIES , B LUEA kms:EncryptionContext
RESWBEHIkms : CreateGrant A ERFE. EE arn:aws:acmfiBZ £l , URERFIH ARN
B, THEFBEEMH LEERAFERE , EAFEMER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c07b197"
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AWS CloudFormation

i#IB AWS CloudFormation , AN SEAREREEEFEHR AWS &R, AWS CloudFormation
RE SBEHMENREELER. AWS CloudFormation AT LA ACM XEMER |, Bl Elastic
Load Balancing, Amazon CloudFront #1 Amazon AP| Gateway, MEFHMEN , FSEE ACM ES
Y BRFS

WMREMEA AWS CloudFormation IRIZFZ MR ZEAHRE , ERETEABEREEIERW
ACM B, EEMEREASENERRBOE. NEFMEN  F2ELE. Rz , B —EREMSE
ARBEZBEEBNERZABE., fl , IREEEEAREMARETBNMEESBEET ACM
BE , B2 <version>.service.example.com, AIFE A <*>.service.example.com E3iI

E-BRAFZE=E,

/A Important

WMREERHK R Amazon CloudFront 24 , 53EZ HTTP BRBFXEBRAFZ A EE. £ AWS
CloudFormation B ZE 8 A= T /BE LEE Amazon CloudFront fEF R | A AEEH
DNS BRERE T EHERFE. RMERY B BB TIREETT DNS .

£ AWS CloudFormation AR R BIRREN &+ IS ERAZTEE.
Bi[EEEHE

BTHRREEFEEZ ACM BERENIHEY , BEERENBETEEEHRESEZE Amazon 1R B #. Amazon
BEIREENTURRTEN SR ERFEE X, Starfield Services R BEREEE - G2 2EBEMNW

RE%  BREGRENEEFRENAFRAR , BEEN. BBISFHER CAs , i HRRIE
AEXNRAMEEM.

B R

BRI (BREA SSL Bt R—ERF , RS ERARNPEREE X 509 BREN LG IWEIH
EREHMRBEZEIH R MAREABIEME. Rit , FRAEXSERAEBRER SSL/TLS BEHER
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. HAEMN SSL REEFERERAREENEET , BBEREME (CA) BRI CA BE (W

RE), EREHMERTIREEREIHNEBE. e  LHNEAEXTLUEABREEREMINEE , IR

TAEZBERERE  MAEERBEINEMEMBRETNEE, STUERBRHESEREENE
FILFETRFEERAER, FAERNUTUES - RERI TR EBINER,

/A Warning

BMEZEAENTEBRE ACM BFE., ACM 31T FHZEREELN AWS Certificate
Manager AfE B E 1B HA 71 B B)#&#J Amazon &1TH) SSL/TLS BFE. A TENERE  ACMBE
EFNAESBY., NRENVEARENBE ACM BE , MARWEAFHNLAESBENE
#, AEARX e LERIESE,

MREREBBPIBR , LT EETCSABRERAREERIICHAEE

- BECHBEEAACM , AREEARAEREEANBE. ACM FTEEHABDBVEANEE,

- MREEANRLERRE  FREAREXIEIMATAN Amazon REF. NREEANELE
BE  FRENERENINRE CARERE,

A8 1 B =

£ Amazon BEREHE (CA) TURENBLEZ L BE 28 , AWS Certificate Manager (ACM) 44
ERBECEEREHEEBRIPIEENMERE. BLAERHE FE#4 DNS i1T5RE, NEES
FHHER , 5528 "AWS Certificate Manager DNS 85 1 & "TAWS Certificate Manager & F #4458
=

A2 1 o

g MREEAE

CEERE R ACM BRENMEIBRAEHER. ke  BLACREBITNEEEBEERFTHERE. Fl
W, MRENBRELEAAESEE K MAFENHENEEESERE  ILAEANERSRBHRENS
#Ho NMEFEAEMHER A LLEARFRFPIHTERIABBNAEE 2B ARKEBRRENS
o

MREEAETFBHRE  FSHHSERAKRIZE s HREETFTHENH , ZLOHP 1 HYAE 72 @
PREAIT, Hl, FRAEEESEBHRERRN , ETRIZE 40 FERIEAS , ELHP 5 HMA
72 BNEREIT, BERERFNRASERERN , FAEFBHRIEREMAENLET
B ILe 58 AN
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WRER DNS &% , MM EALERTHN FQDN EA—E#HH DNS ‘&I ERE, ACM EER
UHRHEEGE  RAREHRENENNERTEMER &, MEXKSEETEHEREFMEE. &
LRgfh  MREALERSEBHFRE , ALFEEVYTE DNS fctk, RAEBRESTaRHEH
DNS .

HYH i A B 78 & B B Ao 8k Zh g

/A Important

R BEBMEREUEBRERERLHE , RN FNBEREN LB RLB RN AP ik
FEANTREESLHEENERE. T8 BRITSZSCHENTRFEBE (SCT). ABHT
# CA Al SCT BRAEBHE.

£ 2018 £ 4 A 30 HF% , Google Chrome TBEEREHEBRFEREHFNLE SSL/TLS B
F, FIt , #2018 £ 4 B 24 B , Amazon CA BRI B BRRENENRITIZLMELEB
. BRLHEZEELIBER., NEFHMEN K F2REREHELH.

AHEEERFRRIBIRRREDIT , EETURETEEHT. EEMNERFRREERE
HNEBLESENEE, flH, CEABEIRESI B RABERBETETLANREREEEE
Ao LI, EHEARBRRFTNIARBMNERNBUENERE,

EEAFERBEHEFRZBIELBERERLH , BEMA request-certificate AWS CLI @85 H options 8=
RequestCertificate API 4, MMREHNBHFREE 2018 F 4 A 24 B2 a7 , MALEERREBET
SHEBHEIREEE |, BE LRI update-certificate-options 38 UpdateCertificateOptions API #E %

REUH A Ltk Zhee,

BR 1

- BEAEAETRARBANEREAERL S,

- BREABNWHCRREBZISECHENRE K BERBRBYE 60 X, MRARBBELRR , UFEE
HHRAL

BRLHREEEZXEAFBR. ERXREMIUESTIEEN. NREEPFBRSIUERKE AR EE
ZEiHE , IEREBENE , TEREEFH. NRLEVHEHERE , RMERERTHER.

LA &) R &8 an{aE A request-certificate tp S IE R BN BB REABREHE,

aws acm request-certificate \
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--domain-name www.example.com \
--validation-method DNS \
--options CertificateTransparencylLoggingPreference=DISABLED \

LiRer S e HHTBER ARN.

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MRECHERFE , METHFEEBNERIRRFICHEBE | BFE A update-certificate-options 8. Lbar s
FEeER#E.

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

BB AWS CloudTrail

Bt ACM 281 , 5B CloudTrail i2#%. CloudTrail T ZEEEBREEIRSH AWS AP| FEIY
S EDERIRESIE AWS EBE |, BIEEIB AWS EEE#EA. AWS SDKs AWS Command Line Interface,
MESEHRE Amazon Web Services HE1TH APl FE0Y, 34 BT BA$K H 1R LE £5F A & FItR = 0L ACM
API, Z&HFFIAYOR IP sk , AR IS AERRE, ZSAIER AP # CloudTrail BEE ZEERARE
X, UEBEVEBNERI %, EFEMEHNMEE  WiTHEESFMAEIR CloudTrail Fo#&Ih
BEM AN, MEFMEEN , F2EELEE S, sidE BE #£A CloudTrail AWS Certificate Manager
EE ACM EERVIB MRS SR E B,

BEX AWS CloudTrail MRS 1.0 124


https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

AWS Certificate Manager EREEmR

ESy2 ME2 8% AWS Certificate Manager

EEin R HEE A AWS R R TSEME, T AM AWS Certificate Manager I EEMEEE 9, BEX
% AWS BRFZNAE N7 WEERER , MEERE SR AN EER U EE,

THEERAAE ACM BEEAN AWS BEiRERIE,
FE
« ffF Amazon EventBridge

- ¥EBL £/ CloudTrail AWS Certificate Manager
- X #EM CloudWatch 51&

£ Amazon EventBridge

BT LAE A Amazon EventBridge ( %&#I#% CloudWatch Events) 2 B B1{L&# AWS RS , 3 B
EERGEN , flnERAEXTRAMBEREREE, 81 ACM ERN AWS RIS H& LUR F BB
A X3 ZE Amazon EventBridge, BAI A ERASHREZBEF , 818 AWS Lambda EHE., AWS
Batch T4E. Amazon SNS FE%, WMFFMEN , F2B 1B = Amazon EventBridge ?

A
« ACM B Amazon EventBridge &
« 7£ ACM H{#H Amazon EventBridge BB Eh4E

ACM B9 Amazon EventBridge &
A EFED|H IR Amazon EventBridge X2 #) ACM 1HEISE 4,
ACM Certificate Approaching Expiration (ACM B ENAS B H) B4

ACM E#RIBEIRT 45 XM , BREEMEERADEE (08, RENMEAN) WiBHEMH., LhR# L
£ ACM API B9 PutAccountConfiguration BjfEREE,

ACM EEBRBER T AN EBENEN , EEANERZECBH i EFNBITNEREA |, LUE
R, MEFHMAEST  BLREFTEAEE. SuLIERABPEHRBZEEEIHLLUEBRREFEA

ACM, tNEFER BE{LHVEH AWS Lambda , 528 £ ACM H A Amazon EventBridge BENE)

1Eo
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ACM Certificate Approaching Expiration (ACM BEENi&2H) EHMNEBUT,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

ACM Certificate Expired (ACM BEEBH) =4

@ Note
BRSEATE AR E AR EBE.

BEEAERLES , QDEHIRFHH ACM ERENATRAE BRI HRFKERE,

ACM Certificate Expired (ACM BECIBH) EHMNEBNT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

ACM Certificate Available (ACM BE A H) B4

EFAUERLES  UEEZEEN A AAIAABRREAIREARKIEN,. EHEERRERT. Y
MEARRM. ERLEERRE , — B, NEEEFBFETESESZBEER,

ACM Certificate Available (ACM BRE ) EHHNEBUT,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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ACM Certificate Renewal Action Required (EE ACM BEEWNBE) B4

® Note
BRBEVEE LEEHTEAREANEE,

EEULEBILES  UEELARDNEFBFERTREBNEBERRIE R, flm , HFFHE THLE
ACM #BHBFE A CAA RCEk , B ACM SEEIHIAT 456 XA BB RMERMIULES, ERRIEAE
FEfE , ACM 8% 30 X, 15 R, 3 X 1 REETE-SHNBNER , REEINRNEFFTH. B
FBHRABRTEFEENER AL, ELENERTSRAH—EASH

ACM Certificate Renewal Action Required (FE ACM BERENEE) SHNEBUT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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ERAEER

ACM BECREEH

MRIRFHH ACM BTN EHAEREBEIHE , FF TUERLSEARIEEMWF,

(® Note
EANSREZEBHEERRERE,

ACM Certificate Revoked E4E B T 5#E4E,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

P

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:487",
"Exportable": TRUE | FALSE

}

}
ACM BEEHEH

FERAILERESENH , EEIRFPH ACM BITRAERMABEEMFREMT
ACM BR EMNEHER TIER,

"version": "Q",

"id". "id",

"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",
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"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"Action" : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName" : "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
"Exportable" : TRUE | FALSE

AWS E{EiRREEH

AWS EBEREEHSHERSENERN ACM BREL. IEEBENESNER ,
E/FEEH AWS Certificate Managers

BEREEHEEMBIEATEL !

T
s
&
|
=
e

- JERBNLESIERER,
- BEZERNBETREETENR, ETRRTEEEFHBHPINER SHHKBEFBHRENR
&), AEFRRER. BESHHIETIEF —BESHRT. RBEFERATAREENEH,
« AWS_ACM_RENEWAL_STATE_CHANGE (B &N, CiBHASENEBH)
« CAA_CHECK_FAILURE (CAA & X
« AWS_ACM_RENEWAL_FAILURE (H#%& CA %EBHEH)

BEEREEHNEBNT, FLEF+ , EELE AWS_ACM_RENEWAL_STATE_CHANGE =4,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
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"detail":{
"service":[
IIACMII

1,
"eventTypeCategory": [
"scheduledChange"

1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

]

£ ACM i {EH Amazon EventBridge B EN E)/E

BRI DARIRIE L B4 3L Amazon EventBridge # 8l , £ /A Amazon EventBridge 12 & &% E 8
FIEHRFTBITRENE, AEFIRML 75X E Amazon EventBridge %EE'J*HEEEMEE’J%@U&FO

TE
« {£/ Amazon SNS EIfEEH4
« M Lambda B[O FEE 4

£ F Amazon SNS EIfEEH#

A EIER A M{AT R E Amazon SNS BMEFE ACM BXELEBERESHFHNEEIFEA,
R TR FRERECE,

337 Amazon EventBridge 33 Bl 3t #% 3% Sk

1. B3 Amazon EventBridge #1Bl., MFEFMENR , FSRELEESHH Amazon EventBridge #i
Al

a. BIfE https://console.aws.amazon.com/events/ # A Amazon EventBridge F# &+ , EBZF

Events (5#) > Rules (#8l) EE , A&IEE Create rule GEIZ K Al),
b. £ Create rule G2 Bl) EE , £ Event Pattern (B4EX),
c. &H¥f Service Name (IRIEB M) , £INBERIEIE Health (B{EAREE),
d. &% Event Type (EH$H) |, i&#2 Specific Health events (33 EBEMREEH),
e. 1EIF Specific service(s) (1FERT) , REMINEERFIEE ACM,
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f.  1#1F Specific event type category(s) \FESHEHEH) , ARERE accountNotification,
g. IiZ#E Any event type code (fEAEHERRE),
h. iE{F Any resource (fEfAIEIR).

i. 1E Event Pattern Preview (B4 EXTEE) mESE+ , B L SH A JSON B, S@EH
SHEMAKRE AWS BEEREEH BEHEN,

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
2. BEBEMF.

£ Targets (B 1) BB , BT LAREFZae L BNE A B E4 MR P HETIEE | 420 Amazon
Simple Notification Service (SNS) , & E AT LUERE Lambda HESEHEEL BTN A #ITE
K. FE AWS Lambda BEWEHI , F2E "FEH Lambda BNEEIEEH.

fEH Lambda B & FESE 4

W REI{A A £ Amazon EventBridge £ AWS Lambda 28, /A Amazon Simple
Notification Service (SNS) B BH , URAAERZ REMHMZE AWS Security Hub , BAEEENZEE
BXIR L AT B,
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%7€ Lambda HEH IAM B

1. B %ERE AWS Identity and Access Management (IAM) At | 3 EZ Lambda HEFTENFF T,
HhEEMEEERAIRCEMMIEEHBEETURNMNEE  URBRHREXERAENTFT. TE
ZEEEFEABSREF THATASHEHAWS BE , AHEAEEERF T,

BI1E https://console.aws.amazon.com/iam/ BIRX IAM £ &,

2. fEM JSON BURMmERREMATHARERNEEK, REEACHERM AWS tkRFFHHE
o MFFMER , FSEBE JSON REIEB LRV BUR,

"Version":"2012-10-17",
"Statement": [

{

iy
{

"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",

"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:1log-group:/aws/lambda/handle-

expiring-certificates:*"

iy
{

+

]

"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[

"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",

"acm:ListTagsForCertificate"
1,

e

"Resource":

Ea iR
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}

3. EYIAM At , UHMBRERIZAG, MFAREY IAM SENERBRNER ,

{
"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",
"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

3
¢
dn
2

AWS RBEVAE (FHEA ).

4. £ https : //https://console.aws.amazon.com/lambda/ FARX AWS Lambda £ &,
5. E3 Lambda EHE ., MBEFHFMEF , FS2REAEEEE Lambda B 8. BN TSR .

a.

£ Create function (B3I EKE) EME L , i#1F Author from scratch (LIEBIHRIRE) BIEREL
BE,

# Function name (BE &) M FIEEER , Hla0 "handle-expiring-certificates ] o

# Runtime (#1475 [@) /5 E #H1##F Python 3.8,

BB Change default execution role (BEFRHITAR) , ARIERE se an existing role (£
BEAR),

& Existing role CREAR) FEFEELHEEINAG,
i#1Z Create function (B EH#).
£ Function code (HEEXR) ETHAUTERLE .

Ea iR

WA 1.0 134


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html

AWS Certificate Manager EREEmR

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate
if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
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response = handle_single_cert(event, context.invoked_function_arn)
return {
'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
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# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []

# add expiring certificate to the new findings list

new_findings.append({

"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [

"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {

"Original": '89.0',

"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation': {
'Text': 'A new certificate for ' +

cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
},
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}

1)

]I

'"Compliance': {'Status': 'WARNING'}

# push any new findings to security hub

Ea iR
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if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that

here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7£ Environment variables GRIZEE ) KT , i#IF Edit ({REE) WBFUEEUTEE,

« (EH) EXPIRY_DAYS

EEEEERRBHBANMERED UUIXAEM). LEBERER 46X, BETUEEH
RIS

« (EHA) SNS_TOPIC_ARN

$8E Amazon SNS 9y ARN, A THIENIRETEMN ARN :
arn:aws:sns:<region>:<account-number>:<topic-name>.

- (EH) SECURITY_HUB_REGION

EERE AWS Security Hub B HH , MRZEEE , FLFEAHITH Lambda EHE
ERANEES. IRNBEZERSPIHT , AUREERMEREASBEE-BEPH
Security Hub,

i.  7£ Basic settings (EZ<Z&E) T , # Timeout (R ) &4 30 .
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j. FREEMEIEmERE Deploy (EBE).

SER TR FAVER |, UABRER AR ST R,
BB TEFBHBHEANRER

EARE SIS | RPIEZEIR Amazon EventBridge 5|3 E46  2ASENKBHNERRH —HE—
EFEMH, BIBER , ACM EXSHEBHA 45 RFLUTXREN BRI REH, (HHPBEIUER
ACM API Ky PutAccountConfiguration #R{EEITBEE]. ) EXEHMEM/ME T BB EBLENE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. B3 Lambda REWFREHF T, (EXK - B2E "5%E Lambda BREA IAM B ).
2. A lLambda REIRVIZEX SNS =7 , AREBEHBEHN, MFEFHMEN , S BEEITL Amazon SNS
3. {EAEETEH SNS TEREBHI A, MEFHMEF , F2E5TE Amazon SNS &,

4. $3 Amazon EventBridge # BIZR &% Lambda BN, MEFHMEN , BFSRE IO ESHW
Amazon EventBridge #& 8l

BI{E https://console.aws.amazon.com/events/ ¥ A Amazon EventBridge £ &7+ , EEE
Events (B4) > Rules (JRRl) BH , AARIEIE Create rule (B A), $EE Service Name (R
£ 78). Event Type (BHEH) LUK Lambda function (Lambda B{ %), 7E£ Event Pattern preview
(BHEXEE) mESRP , BEUTERXE .

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
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}

E# (f170 Lambda EWHE4) R Show sample event(s) (BTREHIEH) KT :

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afbh",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}

BEAN

—BETBREHfEENEMERE  SEERRBRAEEBNAMENY , BRRLRENRRNIER
HEAR

- IAM XK AE

Lambda EHE

CloudWatch Events #3 8l

Ed Lambda #HREFE#M CloudWatch Logs

SNS =&

FEB £ CloudTrail AWS Certificate Manager

AWS Certificate Manager 252 fR#Z S AWS CloudTrail , lWIRIFIRBEHEHRE. BB ACM Fi
AWS FRIEFTERELC BNERIEC 8%, RIFTASR , AWS IRE&2RAE CloudTrail, CloudTrail €4 ACM BIFRT
B API FIUEEENAEH , BFERE ACM EEENEMLAREE ACM APl EXZ HWEXIFMEWN, R

CloudTrail WA 1.0 140



AWS Certificate Manager EREEmR

RE TEHE , AL CloudTrail B4 #HEIEXE] Amazon S3 RFATEE | 81 ACM WS H, BIER
RIREEHE , KA LUEIR CloudTrail T & PN EH B LCHMBERIEMH

A AR CloudTrail FRUKEERI EFARYIE M ACM B HMFER , UREBEHFERN IP ik, A8,
RFEMEMFAEN. MEFMER , F2H (EA CloudTrail B4 B L LHEMIBEH) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html, & ACM &4+
ENEHEDR , TDSHREHELEHEPHVEM AWS REEH — 252 #%E CloudTrail 44, &
ALRER., EEMTHR AWS IRFHNEHEH.

WAL, WA LARREE M AWS BRI , A — S o M FEEE CloudTrail BEEHFWENEHER,
UNZE CloudTrail WEFMER , E2E T X4 -

« AWS CloudTrail fEF &5/,

- BIUERHBIE

« CloudTrail BN REMNES

« FRZE CloudTrail B Amazon SNS & 41

- RZEEFEW CloudTrail BFER , MRS EIRF W CloudTrail HFFER

=&
« CloudTrail ;28 X EH# ACM API B){E
- RERESRKEHN APl FIY

CloudTrail &E#& 2 &E#) ACM API Bi1F

ACM X E# T3 API BI1EE2 8 A CloudTrail BEFIERHPHEH .
B-E#E4YRERNSISELEFRENEN. FOEATHGBEHETIIEE

- B AWS tIREREMAE 5 AWS Identity and Access Management (IAM) A& EAEREH

Ko
- BEFZFRE  REEERATREAGEBES S S EAENTRRZERBE.
- AREDHEMAWS RBRE

MEFHMEF , 552 CloudTrail userldentity 7T,

THEEREZEZ API RERVEH| B 5.
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AWS Certificate Manager AR

- FIEEEERF (AddTagsToCertificate)

. MIBR’ERE (DeleteCertificate)

IR BE (DescribeCertificate)

- [EHE®E (ExportCertificate)
7 (

ImportCertificate)

« BB (ListCertificates)

o HIHIBEER (ListTagsForCertificate)

. RBIBEBRER (RemoveTagsFromCertificate)
» 555K EF (RequestCertificate)

- EEEBREE 7B (ResendValidationEmail)
- FEURR (GetCertificate)

g EEEEHE (AddTagsToCertificate)

BAF CloudTrail #4588 /RM04 AddTagsToCertificate APl B#E R

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-04-06T13:53:537",
":"acm.amazonaws.com",

"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{

"tags":[
{

"eventSource
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"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MIBREFE (DeleteCertificate)

BATF CloudTrail €E5I#8/RFEAU DeleteCertificate APl 9% R o

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"
},
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"responsekElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

IR JRET (DescribeCertificate)

LA CloudTrail #5188~ DescribeCertificate APl BI%E R o

(® Note

DescribeCertificate %K CloudTrail B A B REIEEN ACM BEMEBEN. &

A LAEA £# 4 AWS Command Line Interface.

BE.

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

"eventTime":"2016-03-18T00:00: 427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

{
"Records": [
{
iy
fedcba98-

7654-3210-fedc-ba9876543210"
+

:certificate/

=}, DescribeCertificate APl R 1RBE A

SN API BifE
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"responsekElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

fE 4B/ (ExportCertificate)

LAF CloudTrail #4588 /RFE0Y ExportCertificate API B#%E R,

"Records": [
{

"version":"Q",
"id":"@1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",
"requestParameters":{
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"
I
"responseElements": {
"certificateChain":

"privateKey":"**********"’
"certificate":

"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
},

"sessionCredentialFromConsole": "true"

FE A& (ImportCertificate)

LA €688 R#Y CloudTrail B8 B ic#& 7 ¥ ACM ImportCertificate API #E5£HIFEAL,

{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
W API BE
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"Alice"

iy

"eventTime":"2016-10-04T16:01:30Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",

"awsRegion":"ap-southeast-2",

"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{

iy

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0

"certificateChain":{

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
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"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

},
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HIH B (ListCertificates)

EAF CloudTrail E4IE RFEAY ListCertificates APl BIf5 R .

@ Note

ListCertificates %M CloudTrail BFFE A&~ ACM BFE., BALIER £#48 AWS
Command Line Interface. =X ListCertificates APl 8RB HFE,
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:437",

"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HI H B ERE (ListTagsForCertificate)

LUR CloudTrail 418 RFEAY ListTagsForCertificate APl BY%E R,

(@ Note

ListTagsForCertificate ¥E¥M CloudTrail B R TR TER. BALFEHAEES

AWS Command Line Interface®} ListTagsForCertificate AP| 1R BB E.,

A}
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

1,
"eventTime":"2016-04-06T13:30:112",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
1,
"responseElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181beb6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

RBHEBRER (RemoveTagsFromCertificate)

LLF CloudTrail 418 R RemoveTagsFromCertificate APl BY%E R,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
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"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T14:10:0172",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

I

"responsekElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5K BR (RequestCertificate)

AR CloudTrail #5588 /R 04 RequestCertificate API % R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:497",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
},
"keyAlgorithm": "RSA_2048"
},
"responseElements":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}I

"requestID":"77dacef3-ec9c-1le5-ac34-dlesdfelallb”,

"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

+
"recipientAccountId":"123456789012"

H$5BF (RevokeCertificate)

T % CloudTrail &8RPI RevokeCertificate APl B R,

{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principallId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
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arn":
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
},
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0)
Firefox/128.0",
"requestParameters": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"revocationReason": "UNSPECIFIED"

I
"responseElements": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89ab-cdef-0123-456789%9abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",

Gecko/20100101
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}I

"sessionCredentialFromConsole": "true"

B {EEEREE 7 B4 (ResendValidationEmail)

LLF CloudTrail 541588 R ResendValidationEmail API BY4& R .

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
b
"eventTime":"2016-03-17T23:58:25Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
b
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-ch861a6f0a28",
"eventID":"41cl1b0@6-ca9l-4clc-8c6l-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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FEEUB R (GetCertificate)

LR CloudTrail #6188 RFEAY GetCertificate API FI&E R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I

"responseElements": {
"certificateChain":

"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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"userName":"Alice"
.
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

iy

"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

ZEiBE B F#ES5EM Amazon EC2 #1T1EEE

B I8 S E AR X 27 Amazon Elastic Compute Cloud (Amazon EC2) #11T1E8 L

R, BETHEFNLETHZHTER., ETLEIR Elastic Load Balancing E# A AWS
Command Line Interface5E . T 5l €518 Rt ¥ AWS RF 123456789012 £ & & LinuxTest
RegisterInstancesWithLoadBalancer WA &/ ,

"eventVersion":"1.03",
"userIdentity":{
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"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/ALice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z"

.

"invokedBy":"signin.amazonaws.com"
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

iy
"responseElements": {
"instances":[

{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MERE TR
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"Records": [
{

"eventVersion":"1.03",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

1,

"eventTime":"2016-01-05T18:36:292",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

.

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1laba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
I
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

},
"eventTime":"2016-01-01T721:13:282",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
},
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
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"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"
}
1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}

il B /5 =5

AT €832 A Al i A DeleteCertificate BB, MRMN , FHBEERZES {].

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

EPUY TS

LA #545057 B8 f0fa 8 A DescribeCertificate B &,

packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;
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/**
* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

& Certificate information
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

MRKY , EREHEBTIELUATARNER,

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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package com.amazonaws.samples;

IMPORTED,

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain

= result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1R U 75 N R R

AT €5 HIER B anfaI 6 A GetCertificate B8,

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the AWS

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/

regions.Regions;

services.
services.

services

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

certificatemanager
certificatemanager

.certificatemanager
services.

certificatemanager

auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

GetCertificate
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

LiREHEE I BN TE@E L.

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

PN

LA EFIERBA A £ A ImportCertificate B8

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

ImportCertificate
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);

ImportCertificate
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LA T #5115 BA tn{al (£ A ListCertificates BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

LiREHlEE RN T A
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

BB HE

LA €8 5IER A an{al £ A RenewCertificate B8, WWEREBEBHIBTIERHRERE (CA) BITAFEH
ExportCertificate ENEE HMFAE BE. Bal , LEHBREENELNALEERE. EEFEH ACM B
B AWS FAH CA BFE , BYELERT ACM RBERIF AT REFTILIRE, WEFMEA , F2
B BEENET 48 ACM,

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import

import
import
import
import
import

public

com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

n
’
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

P BRERR

LA #3557 A an{a] 55 A ListTagsForCertificate BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

n
’

ListTagsForCertificate
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// Display the result.
System.out.println(result);

LiREHlEE R UM TR

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

REBREBRER

LA #3450 5R BA N[ F§ RemoveTagsFromCertificate BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager

import

com.amazonaws.services.certificatemanager.model.
import com. certificatemanager.

import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.

AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;

.model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

*

* Input parameters:

RemoveTagsFromCertificate
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& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.
ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

}
}
== S ES
B R B R

LU #3557 8A ana] 5E Ff RequestCertificate EIE,

package com.amazonaws.samples;
import services.
import
import
import

.amazonaws.
.amazonaws.services.
.amazonaws.services
.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

result = client.requestCertificate(req);

catch(InvalidDomainValidationOptionsException ex)

ex;

catch(LimitExceededException ex)

try {
}
{

throw
}
{

throw
}

ex;

// Display the ARN.
System.out.println(result);

LRGSR EC M TR L.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

EfBERIEE N

AT g4 8 R i0{a £ | ResendValidationEmail B8,

ResendValidationEmail

7 1.0 188


https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html

AWS Certificate Manager

ERAEER

package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}

LR EEMEEENREE TBH LB REERS,
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# WREBEETHEZ BN AWS Certificate Manager

MRS IEEH AWS Certificate ManagerBF22IREIE |, F2EUTEE,

® Note
MREGERHHRERINENRE , BRAIEEH AWS HEH Do

ES |

- HBEFERETHED
HBEBEETHREDE
HZEBRRBENETRED
HUBE ROl ELfth B

BRIEHI SR

HRBFRETHELDE

MREHEER ACM BREBEIME , BSMTIITE,
e

. BRERBE

. BRBERAH

¥ ACM BENBRNREEE 72 MERBERRE , ZFREGRE. EEFENER , FHEKE
2R, SREBENGHE , R—THREUGHR , #1EF Actions (B11F) , REIEIE Delete (MBR), A%
#12 Actions (E11F) M Request a certificate (FERBFE) LEHBK. WEFMEN , FSH AWS
Certificate Manager DNS B3 3% AWS Certificate Manager E 7 B4 8RE . RPIEBREE|TEER
DNS E& &,
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SEE Sy =
BEaa KK

WMRER ACM BRKXHK , MAKRSEITIEP—BEHERAS  FREEBNTRRBE[E, BEBEE
MREXABNBERR - BEFRBER | BHHER.

- HERFAR  REWANBHEA
e FEHMERE

- SERRAE BB HEE

- SERRAE . Hit

SRERAE | R B A A AVEE A

BEFRBIRFZETETHMHRE B2 ACM HTIARBRIFRIN — AN ERBEBHNE T
B, FEFIELREE  ARTUTEFR—RRE

. REANMHACRERTENETHE, SBHANEBARSAEEBAETRERTE (MX 1
#), ACM BT B AMRET METKEENRBE T BI-EEEITE,

REZHIANER - BEEBERAEELBEE ; EFEEEARATEMETE. EEBER  FRF
HYBRE o

mENARARKEIZRE ACM WBIEERFEE FE4NFFHEENR , 528 "AWS Certificate Manager
EFEARE R TAKIBIEFEN, o WRBERBELSBHITIEEBEUE No Available
Contacts (A BB A) AR |, FBSLIERERGE AWS |, MERMITAEITRAE,

RS FEHMRE

ACM FEHMEARBELBREFER. WRENBEHEEE Alexa 51 1000 B , FEMmRPZHETE R
REERANER. ATRHUHLES  FEAXEFOBE B, MRERIAEXESLSR , BHE ACMH
B P IRAEFTRYRI SR £

(® Note

LA Amazon MEEMVRE B AR ERE |, HluiERE A amazonaws.com, cloudfront.net 3§
elasticbeanstalk.com B #B1E B,
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RRAE BRI LABESE

BEBERPH—ERZERIEBEY. BE , ERAABRINWRAEEBTRERNIEERSE,
AREHBRERE K FARNEEXAMBRINVEMAPFHERIERF , XREFBRPWAEREEBE
AREXRMERERE, flm , B&E+LA R ACM B , example.invalidpublicdomain® 4
Finvalidpublicdomainy TREMNWEEME. NREEERIINLABER , FBHEZED L. NRE
REZERR , BB ACM R mIEFRRMIMIVFRER,

$HERAAE  Hitt

BE  EREBRPN—ERZERIEBEROAERE  FERERRY. BXERABRER A BAF
BERMBRPNEMHAEBRNERNF. MREEBEBRILRBAE , FEAZEDOBE &,
MRERBEXERE , FFHE ACM Gl wIEP RV REE,

HBRRBETHEZEH

MR ACM FRFEFKRMAES Pending validation ((FERH) , R AREESFEHTEHE. WREE
REBRBHFEESFEHARE  ILIREARRMSENESRIETFBHAS, ELASCEEEME
RBENEREFEMibut, MFEFMER , FSBAWS Certificate Manager EF B 5E. MR
I&IRIZ DNS B R | RIXZERS ACM AEEMH CNAME 282 B A DNS BRIE, MEFMEN , F2
BIAWS Certificate Manager DNS E# &%

/A Important
BLARTFEHCHANRFHBIERTEENSERAEE. URBSFSTEHRE , Fal
IZMANREETHHALR. ERBRE , FSE "REREBEE T, o MREE DNS
B, Al ARSEMEEM — @ CNAME i,

® Note

N B ACM BRE ] LA R EEE S| Nitro Enclave B Amazon EC2 #1/T{E RS £, EtAILIE
HABRBE , AMEEET Amazon EC2 #{TERR LEA. WFE THNAEREREZE Nitro
Enclave B Amazon EC2 #|1T{E 8 LR E & Web RIR:S , BSEHEFE . £ Amazon
Linux 2 %8 LAMP Web {7 IRES SR RIE | £ Amazon Linux AMI Z & LAMP Web {d]

PR
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HBREMER DNS B , M2 E FEARE.
MREEFRE[E  F2RTIEE,
ES |

« $¥ DNS B RIEET R B HER

- SIHEFEAREREETRHEIE

- WEERE HTTP B A&

#¥ DNS 58578 B E 1T 58 S HE AR

MREEEMER DNS RERRE , F2RTIEESH,

DNS REHIENE—SREAWNT TERBEMEEN B AR

 dig - Linux, Windows

* nslookup - Linux, Windows

FE

- DNS {HFERGEE {5 A IR AR

- DNS HEMFIENEREE DS

» GoDaddy EHY DNS BE&F¥ KB

« ACM =& KRER "1 Route 53 FE Gk, R
« FA (FEE) #8358 L 19 Route 53 BT % &

- BB, BRITREILK

« VPN EH DNS Al iR28ERE K

DNS R 22 1 F A KAR

WMREH DNS ftFEmEEEIE7E CNAME EF EAFIEKLR |

BT LA ACM RUMEPBIRIKIR | W E

AREEGHEREBMEE, H0 , CNAME B _x2.acm-validations.aws ATAEE A x2.acm-

validations.aws AAREBZEAIR, T , CNAME BB 84 E—2EEKRE.

BT AR T RA R R AV E—ERREEE.

DNS 5&&&
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z28 Type Value

_<random value>.ex CNAME _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex CNAME <random value>.acm-validat
ample.com. ions.aws.

DNS #EE BN FHERE R I
R DNS #IERTRRR S AKATIRAA CNAME EMEEEQE. Rit , BTHEINESERER.

a0, T<random_value>.acm-validations.aws. &4 , M "<random_value>.acm-
validations.aws. #W#EZ,

GoDaddy LHJ DNS & 7% & BX

BRIEEME N ACM REHY CNAME B , ZRIFEA Godaddy FHE 2= sk E5E M2 M1 DNS B AJse
KM, EHL example.com MAMEERE , BHAY CNAME RBEREEFTHER !

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

B EE "2 MUBREREN Apex i (2IE Q) , FILE I HE GoDaddy AR CNAME &2
8 , WA -

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM EI=AKFETR "1£ Route 53 FE 508%, kiR

R REE Amazon Route 53 A DNS £ f&Em , AWS Certificate Manager AT A BE#ZEEHE , LA
BELNNEEEEE., TREERT  ELFEEATEAMNE Route 53 HEV ok iRilis | ikt
AREEEEA . MRBEEERR , FRET I TENER,

- BT R Route 53 A& H DNS #FEM,

- WATRMIREZEA ACM 1 Route 53,

« B E{H7E Route 53 ST E BB PE MY 2 IAM FF ],
- BRAIACREIBREE,
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- MEEELFEEL,

B (NMEE) #E LA Route 53 BrE XM

£ DNS ERF5HiE , ACM SELNFEEEIHFES CNAME, MREKFTE , AIRKSE 72 NEERR
B, BARAEA Validation timed out (BRFEREF), BMECATRFEAEILERIEMN DNS ic#k , 28
Amazon VPC FAEEEEREHFMER. FAH PKI FHAZSEERE , UREREERR.,

AWS &iEif AWS B CARBIRHAARTZEEMANRE,
BRERY , BRITREOIRHK

WMRBERITAMAB R "HERF, (BIEDNS REREN) , BRERTRAEBERERERE
(CAA) FRERESH, MFEFMEN , F2HE(EM) E CAA fLi%o

VPN &Y DNS R8s 538 K B

WMREE VPN £33 DNS fAfR=s , B ACM EZERFTRE , FREXABRBREILEEFN. €A
ACM DNS BB AR BRBITHEEB L ERKRERBEMBEHE,

ST E T BT AR B R T R B R AR
NREEEEATTBERTBRO , FSHTIE .

ES- |

- REFBMFTETHHA

- EFBARFENAXA MG EEBE
- BEEURS DNS B

AR ETEH

EEE ACMBEREBENEEZEETBHHRIEN  BERBEFBEA4SELILEERNER b, WE
FHHMERN , B2 BAWS Certificate Manager & FE4 5, NREBEBEWRFE FEHFBTIREE
EREUTER,

SHRETEHMHNNE

ACM EXRBEFHAARBEELFRNAEERE. MRERERAEZETEBELETH
f, B R EBRAEMARERE. RO EMbIZINERFESSRERN  IE @ 2
BREEFEBHURE. Fla , WRER example.com EEA WERFEME , AlTsEgl
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admin@example.com B E F B subdomain.example.com . ¥ ACM XA FER (F#E CLI
AP EE) WEFEAHIDEE |, HECEXEARSKREBEFEY. TEEFFE  FEE
243 Validation not complete (8@ RFTEK) WA RFPIR— THREBEBEHE R,

B EHERR ARG

BELSNURBHERRPREERIEFBM4.
GMail BB FEEF S

MREFEANR GMail , REEFEH4IRCH BB D BREHRATEHFARRERS.
MEEMEAETHEEARCRHARLERE

@ Route 53 BEMME ERFRBMARKLRERS K MALHNEFE4 it EMRHE
whoisprivacyservice.org, contact.gandi.net = identity-protect.org E F##4
hut, BELHNREIMEER LNGMEEFHBH U RSEHN , UEEXIELRREFBH
b 1k §9 B F B4 AT DAE 3k B AR I 0V B F B it

® Note
ENEFRIBARENEHEE |, 55318 Route 53 IBEM E LBE MBI R ERE SR
Ho #ltn , .ca EEMAEHNEILREEEIEER Route 53 BBRmEBEXN ST XNEH, B4
AREFE AWS Support /0 FERE B EBIAERE,

ERM EERIJEFBMN AWS ZESFHFUPHNED—@E |, LHEFEFTAZEWE bR
ETHH®R , ERALUER ACM BEREBE. REBFHEBERE  FHECEENEFEB4 i EE
"ME AWS Management Console Y& FEi - ttb 1t iEBE R, £//FER Pending validation (1F7E
%) B |, BAILIfE4EEE A Validation not complete (B8 ARTHK) AP IR —THREHBEBE
WER , LERBEETHRE, EthaLifE ACM Request a Certificate (F53R B ) BB/ Step 3:
Validate (58 3 : B8 %) PRFE, JIHNEFE 4 iut

BRSO

MREMBEIRIEE R R  BNRABRIBERIETEM , FEH B POWEIRG, W
RIERBXZEWR , FE ACM B EREHIREEFALE,

EFBHBRENAAEANBEBREC

BENF—EEFBAREFREBDBLERAFERZRNBRBBVFERT, EXE ACM FXHH
EERVER.
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HEAYIRAS DNS B

ERAEFBHAREEZEURRE R , CEEAVRAMER DNS ETERE. HEMEH DNS BF

B, RHBIUEA DNS BEWHER.
HEE2E HTTP BRRRERE

MREBEFER HTTP BB BRBFEDEE K F2ETHIES.

HTTP MEZENE - S RER T TEREFEMN B sIRE !

 curl — Linux 1 Windows

 wget — Linux ] Windows

e

« RedirectFrom 1 RedirectTo {1 & 2 BN RABTHEE
« CloudFront A5 IE 7

- HTTP Ef1 & mRE&E

RedirectFrom F1 RedirectTo L& 2 B ARAE T

aa M BRIB

WERRedirectFromUEN AR EERedirectTONEN AR THEF , BB L LN, BREZFFE

By ABEEE.

CloudFront #A3EF [E#E

EHEESM CloudFront 7B EHREAREREANET. BERKBAIREEMTA
PTHEREEIE,
HTTP E#E @ &

MREEREHREQMFERREUAR , FRET IS RERETENERE,

REEMECERE

1. #EHR RedirectFrom URL S HBE R BB At 5,

BRI, UK

HTTP 3%
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2. HEFHBIERRSIERT , Bk RedirectTo URL,
3. HEME URLSHMAZR , LIBREFZSMEE.
4. TEREFHE@ERL 302 ARER,

BRI A

NRARERHNKBEERNEEER  HTTP REAURERK, FERHIERTHE

HZEBETT,
bl 3738 e ey
1. BT TIED —ERBEPLEHEESERE

a. BIRMACM AT HRAEEBRFMAEAER. SHELASEREFNHIT,
b. FY DescribeCertificate API B2ELUMIRSELEEAERZREE,
2. HASASERSE A6 FEIREAS UREABREREZI

HEEREEVETHEZE

AR T 5

ACM 87t ACM BRBH A EXR B BEYN , CEANTEMNDE, NRES THNZERFEN

AWS Certificate Manager WiHEREIRE , 2B T 5 E£RE,
(s B BT ERE

MAFE THHRE , ACM F AT L A BBV EHNBE !

- BHBREYARREACM BEH AWS IRFHEEB. MFERE ACM XENERNER ,
ACM E &R,

T
W

B

¥

- BRETEHHRENER , ACM LERBEBRED L 2B ERENEE ST T B4t it REHR

18, RIFBERNE FEH U= H MR AWS Certificate Manager & 745 FE .,

- ¥ DNS BBEHEE , FHEESLH DNS HREB TS EMRAN CNAME icék , W AWS Certificate

Manager DNS B& 5 AR,

- R HTTP REWEE , FHEEENERE R DM PTREITEREAWS Certificate Manager HTTP

BE

BREN
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ZEREBENREERERM
BRESEIHE (DNS 5 60 X, BFE#HAR 45 X, AABRB 60 X) , MBBBHSEKMHEL , ACM

BEAENRE, SRS ARRITE S EEIEN. MEFEFMAEF K F2RTHNZEREEN AWS
Certificate Manager,

REFBHRIECBENZEREEN

ACM BENBHHRA 13 @A (395 X), MOBRFEMAHEFEHNTEF. ACM SEBHF 45
RABGEOB A EEEEAPEARBNE FE 4, BAISHEHESE TR — T UETENN
B, REAMAIHNMEERE , ACM 2&/TERME ARN HEKWERE.

ESREAE FEAREIREBIES , THRNMEEBIBLLEREIZER PENDING_VALIDATION ik&8 | 0 &t
HiELPEEEHITRERER.

#€ DNS B R <« BENZERREN

ACM T2 EFEE DNS RERVBFREST TLS BFE. MR ACM EEKEZIZEB DNS BENBER
%, RBARERNEER DNS BEFH CNAME FesiB R AR, MRBLEEERFR , ACM ZEA
BT REE B BENBRE

/A Important
AR ETER CNAME Re#&im AL DNS BRI E, BEHNFBRHENARZEME,

BRI LAVE ACM =B EF RSN EREREBEIER , SREMEH CNAME B#k. MFFMEAR ,
EZRTE. &EME CNAME 528% , B LL7E ACM API i DescribeCertificate #E% , ST
ACM CLI H £/ describe-certificate . MHRFMER , FBEAWS Certificate Manager DNS 5
=2

Az o

ZEBEBOEERN 7 1.0 201


https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html

AWS Certificate Manager

ERAEER

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

AItERAEEZEERR.

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

# DNS BB BRENZEBRIEN
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

EHBERE  UBHEEM CNAME EiH.
MBEEBEDEE , BBHEZER D,

HTTP R RENZERFEN

ACM EERHBIEN HTTP BRBHEE. MBEQOXR , THELRA HTTP BRERSREME, £
EERT . ACM REAMLEREEL & B-W.

/A Important
B BERRedirectFromY BEMN AR ERE P EEMBERedirect To N BN AR A

BALVE ACM X AFBEREBREREMEEER , USRAEMN HTTP BREFEF. B aER ACM
API F1# DescribeCertificate #4#E8, ACM CLI 1 #J describe-certificate a8 REEEULE . MEEM
B , 552BAWS Certificate Manager HTTP 8%,
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MREEDAFE , FBBHEZET D,
i3 ol

Y2 EBEEL AWS Certificate Manager RIFRFHNEF, ERTTRTISREZEG/RLE. BE
ACM BEHHWAIEMESEEER , ACM RUSHBENBE TREHRLEE, ACM BIBENENEED
HBRENEZEAXBEN AWS ERME , TRESRALEE. Rt , BRRENSETERFTER)
FrgETEaETR.

HIEZETH A B E

AETERAEBITRERTE ACM BEEBZEENES,
F &

- BEBREHERE (CAA) NEE

- BEEABE

- BEBHEEE

« API Gateway R&

- THEBREBEAFERARBRGRUMMAEE

- ACM IR B AE (SLR) WEE

BRREMBIRE (CAA) FVEE

B LAfE A CAA DNS 2838 E Amazon BEREME (CA) I ALNBE D FHAER1T ACM BFE.
MEZLEBTEZTHERIBETHNEEREMBIRE (CAA) I5RR , —HZEREE BRI KM
$HER |, AR E A CAADNS fi&k, WRBERIIER ACM BEBEREZWKBINLIERR , AIXEEH
CAA itk , RAREWBRER. B CAARHITHEERUSLETETIHP—BHEEERE

* amazon.com

* amazontrust.com

* awstrust.com

* admazonaws.com

BRI CAA EMFMET, , HSH (2F) BE CAA L.
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® Note
MREFBEMA CAARE , IUEERRAEHNMEERE CAA L%,

B A RE

LU E=RBEEA ACM A CMERSRIFE IR, MREEINFE , FRbLREANE
EEXEE, HREEIETIER

« BRBEEA X.509 fixA 3 SSL/TLS BFE.

- BRBEUUBEEE W RBREREHE CA) £E,

- MRENBERH CARE  AXATSRUARERBRENPRBRE,
- IRENBEAEREE , AILEMARXFZEANLEZR.

- EPNESEREELAEEE L —ERRE

- FAERENERERBRESETREBREED.

. BHBE. BRENLESE (B5) H4EL PEM HE. —IME , PEM R 2 M5 Base6s &
B\ ASCIl YT ERER , ELERNHBENGEL S X TEAMIMT, EREEENS S
PEM HRBIHHQTRM | R PEM REETETMEMBE, LAUUER OpenSSL BB AGE
EW 3 Crbr A

- BRALBER (WMRA) TERNE. (BT IRZAEBEFEESNE, )

- EACM BEENRBLEER ACM IENEEEZNMEM/ A/, F2 B AWS Certificate Manager £
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