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HEEE AWS CloudFormation & % ?
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2T FMEE AWS CloudFormation &) 2,
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L IhRE O] 1% BY 8 #E 4R CloudFormation ERAFSEBN LT, EENRAREREER,

BEEVAR , BE=M@EHE,

« Guard Hook — £ AWS CloudFormation Guard 3R BI5¥{4 &R
« Lambda Hook — #4 & R LRI FEREIEE AWS Lambda B,
+ Custom Hook — fE I F B2 Y B 5] Hook REE R

Guard Hook
£ EE T Guard Hook , SEIKBREL T ELBRHELT :

£/ Guard BESERES (DSL) , BERILEERE S Guard BUERHR A,
# Guard BUR# BRI HTE Amazon S3 #EFET B,

BEZ CloudFormation 1 & BRI Guard Hooko

RMEN Guard H Bl Amazon S3 &,

#12 Hook #&HEHEE B E,

EBESRARANNDEHE (B, EH. MK) .

J#1Z Hook 7271y 2k BB a04aT (B FE
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Custom Hook

Custom Hooks 2 A CloudFormation Command Line Interface (CFN-CLI) £ CloudFormation

BHEE DMV EHRE,
FEEVAIAN  FRBELETESEET .

1. RBEXR-ELRREFTIMRNESR.
2. AN -REERIHNERHER , UREEATUAAHNCEBFNEEER,
3. HEMYMANM-EBIUNMR A LEBEEEAVRNRFNERIFERE  RRBAE.

THETERUEINEREARNFREN.
F&E

« AWS CloudFormation %) Zi#i=

- HEAR

« Lambda A%

- {#/ CloudFormation CL| B2 B3] A B

AWS CloudFormation 4 E#L5:
THIMENEESE T MR AWS CloudFormation Hooks B /tro

L) B ‘@ E1E CloudFormation 23, EFSMERHEERISEE R L EIFRANERTE, Al EEYT
SEEiRERBUA, QB TURE CloudFormation ENSHENE A, ERJEFLE, I, BT
£ Cloud Control API B3, BRI EEIR eI EN A E,

MRAHBAINTFESAMBEPESR < ABERNETHERE | BIETTLLERZBWARNSERES FAIL , 2
Bh It CloudFormation fiZ &R,

NHERTIEHE

- TERET-TEY, EFIMRTERERH , BEBRARELERKE KRR, EERBNR
o

- BEEEIEIT - £ PIRMESEFIBIT AWS RFE |, BAB5LE CloudFormation iR &R EIR.

i

&
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KBRS

BN AMBE T ERRIIH LR, RIIEERLFREREBE. TeRERNARITEGERTYIE
o

« FAIL - ZIEHEIRE,
« WARN - AT EEBHIREERAL,

EWARNEX TRV AN RERARTANERSN , MASXEHBIRE, B , F WARN BX AR
A%  UTHBLRESSIFE, FTEBERECR  BuLUSGEYRE FAIL X , LABHHARA
IERERIRE,

BHWE R

LB RIEEAMSTERIRE, BLETLURE LAVEE

« CloudFormation 3 #E# &R (RESOURCE)

o HBEHK (STACK)

- BEE (CHANGE_SET)

« Cloud Control API (CLOUD_CONTROL) X B &R

BU L ER—RZEEE , EEABRSTENREZRE, 60, BLURE Hook B ZRESOURCE LA
$HEFTE AWS EJBESTACK , WEHEmMAEE SRS A,

B R B

BEESESERGWUAIENIEEEE CREATE(UPDATE, =X DELETE), ¥/ RESOURCE, STACKH
CLOUD_CONTROLE#E , FiE B EB{EHEA. ¥MACHANGE_SETEE , R B CREATEBMEEHA.,

AREEEN

HABITA%  EREENHNENR. cHEEWARNEESEERE B ESELIHNE
PHTH. EUUREREER , UAEELHERMNESE, fln , EBFPREBZEEECREATERN BZ
FHARER ApreCreate AREEER, EMFFH BEWA MR TSI B ZE/ERF |, Hook
BEEEXANEIREHT

BEME : (preCreate | preUpdate | preDelete)
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/A Important

B3 RERNHEBIREUpdateCleanupFEUA AR, Hltn , A TMEREH , FEUA
Hook #preDelete REE :

. REEBBR—EDRE , HBETH.
- BMBRESEATHRERNERE,

3 By ) 22 5 BR )

NXMFARAEE 30 WHRERE , BRSA 3 XERAER. NRFABBRE , RMIEEDERA
B, BHAMHTRE, £=REH#E , CloudFormation 14 AR#ITIRiL A KK,

DE-EAE

ZEEWRFHFEH AWS CloudFormation Guard A% |, B4 BAEFERAZXAHNRENEERA 4
. BAQRTECERAXARNIREENESPAMEIERERFER,

E 8B AE Guard Hook B¥ , CloudFormation SR FR ZEFET B E AN Hook B 1EE |, #A
.8 Hook, ENEMLRELAHTENEMEREBMY., HEBMEEZNATAIEE AWS IRF # EiEER
EDE,

E3

« AWS CLI f£f Guard Hooks ¥ @55

« B%E Guard # BI#R5F¥{E Guard Hooks HY &R
- %{BE I Guard Hook

« EZEWIRF P RA Guard Hook

- BREIRF P Guard Hooks B HES

« BRI P $HY Guard Hook

AWS CLI {8 Guard Hooks By &5 5

f£ A Guard Hooks B9 AWS CLI in a3 :

- activate-type BB Guard Hook R ATEF .
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« set-type-configuration & E R F F AR HEE R,

- list-types 5 &R F R E 2

« describe-type BEIHE Hook S4FE Hook AWM FEME R , BIEB AIWHEREER,

- deactivate-type {EZHIIRF P RBBREBIBAN I L,

B E Guard # BIZREE{h Guard Hooks W E R

AWS CloudFormation Guard = —ER MR RBEM —i AT EES (DSL) , AKEE
policy-as-code, ZA<EBERFAMAIFERA Guard BE R Guard Hook F#ITHEFIFR Al , LA B BT
CloudFormation 1 AWS Eim##E#] APl #1E, HREH Guard Hook #ITEFETE | E&%Eiiﬁéfﬁﬂ’ﬂ
Guard BRI TN TE#R ALER, Guard Hook AJsREATE T HIRERRHREEAIT

. ERBLE
. HBRE
. BEELRHE

MFRE Guard RAUNFFHER , FBHREE AWS CloudFormation Guard #3 £l

*rE

« ERIRME Guard 7 Al
 HEBIRIE Guard R A

- BEESERIE Guard KA

EiR#E/E Guard R Al

BELEL., EFIMBRERE , BRAERERE, fl0, MREHTEFELIHERN
CloudFormation & , R "REE TR ERRE. EEMEA Cloud Control APl B3, E#H = MBREIR
B, EHERAERIRE, BHILE Guard Hook ByTargetOperations#HAEH | #§ Guard Hook 5%
7E # B ZRESOURCEFICLOUD_CONTROL#R{E, E#M Guard Hook FH& & RIRIERF , Guard 5| Z&FT
HER®E A

&

- Guard ER&AFEZE
 Guard ERZ e A5l
- BEREFENHERA
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Guard BRI AL

Guard BRI A At Guard & RIFFENER,
LT RE R ANEHEAR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetlLogicalld: String

ChangeSetId: String
Resources:

{ResourcelLogicallID}:
ResourceType: {ResourceType}
ResourceProperties:
{ResourceProperties}
Previous:
ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID

AWS IRF S8 E L2 &R 1D,
StackId

BREREE—IB2H CloudFormation HEIHEE ID, MR AL Cloud Control API , Rl
HAZA,

HookTypeName

EEHTHAMERE,

HookTypeVersion

IETE#ITHY Hook KA,

AL EPNE 321 7
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InvocationPoint

Hook #1TFT1E v 48 P R RE Y] 36

BE : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

EHEFEHEZEER | fl AWS: :S3: :Bucket,
TargetType
FEFE BEER |, 520 AWS: :S3: :Bucket. ¥REH Cloud Control API M EIR , Itk
{E#% %A RESOURCE,
TargetLogicalld
EEFfETargetLogical IdBNEIRE . MR Hook YR 1A ARES 2 CloudFormation , E#&

=ERNEE D (ttBARERRE ) . NRANNFHKRAKRSFZEZIRES AP, ERERER
=8

ChangeSetId

#ITLUE AL Hook FAAMEESE ID, lIREREERMH Cloud Control APl 5 create-
stack, update-stackz delete-stacki2/ERE , BILEAZEH,

Resources

ResourcelLogicalID

& CloudFormation BB /KR , ResourcelLogicalIDR CloudFormation 748/ &R AV EE
IDo

#1EH Cloud Control API Bx& B , ResourcelogicalIDRERER, &HE. B/E ID MFHE:s
ID HiEE

ResourceType

ERNBEREZE (EH : AWS: :S3: :Bucket),

ResourceProperties

FHEERZERNRZBM., & Guard Hook # ¥ CloudFormation ER# TR , (EAIHE. &
BNERfEToMEmT, WREEMBRER , BIESAEZT,

LHNBAESRA 8
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Previous

ResourcelLogicallID

& CloudFormation BB #ERF , ResourcelLogicalIDR CloudFormation 748/ &R AYEE
Do

##4EMH Cloud Control AP| BiE)BS , ResourcelogicalIDRERER, K. B4E ID MFER
ID B#E &

ResourceType

ERNBREZE (#H : AWS: :S3: :Bucket),

ResourceProperties

BR R ES N ERERBNEY. MREERBRER , AILEKAZ,

Guard &R 1F i A\ €845

THEHlam ABTEEREEFRZAWS: :S3: :Bucket BREZM Guard Hook, iE 2 A Guard :14
&,

HookContext:
AwsAccountId: "123456789012"
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"
HookTypeName: org::s3policy: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetLogicalIld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket

LHNBAESRA
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Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEETFEEREATANMERMY , 828 AWS::S3::Bucket,

ERSENHERA

E Guard Hook fHMtEREBER , e THMER Hook RENFTER ARG, ELRAEESREE RN
AHEATEIE. MREMRAUNTERN , AMEERY. WRRELY , IR BEER.

T 5 &2 Guard B |, 5¥& ObjectLockEnabled B2 & trueild AT
fAJAWS : :S3: :Bucket &ERER,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.
>>

BRI T AT, KK, BA ObjectLockEnabled MM RRES true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EWRAEHE TIEABNITE  SEEE , BA ObjectLockEnabled FRES true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket

LHNBAESRA 10
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ObjectLockEnabled: true

EAB KA KPR BIEEIEE CloudFormation 2 Cloud Control APl, 1R 24 Guard Hook 5%
ERHMEETE  AeeRERHEANAUEZROE, HENNEROEEIE Violation® FixE
Ho

B R E Guard R A

B, FEFHNMER CloudFormation #&EF |, A LA Guard Hook B E AR FT AT E 4B LS , W AT 68
HEHEBRIRELEE, BT LE Guard Hook BTargetOperations#EAEH % Guard Hook s E5S B
ESTACKERE,

&

* Guard & AFES

* Guard #BR e AZ 5
- HBEFEHNHELRL

Guard i&ﬁmlnn/
Guard H &g ENE AR HE [ CloudFormation &4 |, &M Guard 18 BIFE(E,
LA 2B ARV EHI AR -

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

AWS IRF @& &IRM ID,

LHNBAESRA 11
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StackId

BAEIE/E—Z9H CloudFormation H&/ S ID,

HookTypeName

EESITHAHBRE.

HookTypeVersion

IEE#ITHY Hook KRAR,

InvocationPoint
Hook S {TRTEM B BE LI,

B8 : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName
EEFERHERE R,
TargetType

ERMBEBRIDRHITSTACKE | WEKSE
ChangeSetId

ITLAE K Hook FAAMEEE ID, MRHBIRERH create-stack, = delete-
stackigtER B update-stack , BlttEAZ,

Proposed CloudFormation Template

&34 CloudFormation create-stacksl update-stackigERTE CloudFormation £74E,
iE2¥E Resources, OutputsHl Z¥HProperties, WBIFRM CloudFormation AR , ©
AJLARZ JSON = YAML F &,

1£ delete-stack 1/ |, WEKAZ

Previous
EIRRINEREE CloudFormation &4, MR IEEZE I SMRHESE | BlkEAZ,

£ delete-stack #BEmh | WEKAZ,

LHNBAESRA 12
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® Note
RENSERIEEE creates updatef BIRENAR, MERHERE  TRREMEMAEHR
=B

Guard B2 (i A 545

T HIgEflEm AR ERBCT B E AN Lo S F AR Guard Hook, BLEEFIPE EAER JSON 1%
:_r—to

HookContext:

AwsAccountId: 123456789012

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al23-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abcd00

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {

LHNBAESRA 13
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"Type": "AWS::S3::Bucket",
"Properties": {3}

HBSERFERA

E Guard Hook fH&HEMBER , —BFRE THMEM Hook REMNFAARA. EELRAZEEZSRBER
WAETIME. WREMRAUNTERY , AREERY. NRREAY , IR BEER.

T 52 Guard RE , FFERBEEEMAWS: :S3: :Bucket EREHTERA NE
#BucketEncryption , ¥#% SSEAlgorithmi&E S aws:kms= AES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<

Violation: S3 Bucket default encryption must be set.

Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm
to either "aws:kms" or "AES256"

>>

ERNSHBTIHRARNTH , ©F failo

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
ERSHH TIELHNTR , ©F passo.

AWSTemplateFormatVersion: 2010-09-09

LHNBAESRA 14
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Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

BFES1E/E Guard E 8l

#3I CloudFormation 258 | A LLERE Guard Hook REFEEAFB EEHIRBNE T | UIHEE
BEEHT,

TE

. PHREEEE] A

o Ei| Guard BEE£IRERW A

- BFEERIENPIERA

P e i AL
Guard B F £ A 2 A/t Guard /R AIFEEHNER,

LT REES@ANEHTR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalIld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}

LHNBAESRA 15
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Previous:
{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChange & FELA :

logicalResourcelId: String
resourceType: String

##: CREATE, UPDATE, DELETE
lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

HookContext
AWSAccountID

AWS IRF @& &R/ ID,
StackId

B EIRE—IFDH CloudFormation H&RHEE D,
HookTypeName

EESITHAHEBRE.

HookTypeVersion

IEFE#H1TH Hook RN,

InvocationPoint

Hook #1TFTfE 2 48 P R REY 36

B8 : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName
IEEFERERE R,
TargetType

EAS B EBIRAEHITCHANGE_SETH |, LLEHA .

LHNBAESRA 16
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TargetLogicalld

HERRZEEN ARN,
ChangeSetId

#ITLUER Hook FARAMEES ID, MMRHEBIFERH create-stack, = delete-
stacki®¥ERBlupdate-stack , BItEAZ,

Proposed CloudFormation Template

R4 create-change-set RERTE CloudFormation #8745, RIFIR 4 CloudFormation #9
AR , BRI ELZ JSON 5 YAML F&,

Previous

FIRFThEBEH CloudFormation &4, MMREEEVHMBRHESR , BIkERZ.
Changes

Changes &%, E8JHEREE,

gE

logicalResourceld

EE2FERNEEERERE.

resourceType

ESFNEREE,
BF

HEER - SITHRERE,

B%K{E : (CREATE | UPDATE | DELETE)

lineNumber
B AR ER R FEAERE B 1T R o
beforeContext

PFoERBM JSON F&

LHNBAESRA 17



AWS CloudFormation Hooks # f %157
{"properties": {"propertyl": "value"}}
afterContext
SEREFRBIER JSON F& .
{"properties": {"propertyl": "new value"}}
& Guard BFE EiR{EE A
T g5l A BRGIERTEE AR Guard Hook, LRIEEMNEA , UREFRESEEE, LEHFH

A JSON &3,

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

LHNBAESRA
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}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":

\"Suspended\"}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled

\"}}}"
}

SBEERRENESRA
T5IgE6I2 Guard Al , AIFEfL Amazon S3 EEFITRBMNEE , WHER VersionConfiguration &
SE=ER.

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']

rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)
when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

#£{# 3 Guard Hook
¥ 3 Guard Hook Z 8l , AR T 5 50 R IGH -

« BUACEY Guard RAl, WEEZEH  FERIHNBALERA
- BAANNERERNACLAEREANFT , TREAAH.

« EPEMHA AWS CLI & FREME Guard Hook , B4 AFHEIVER IAM FATMNEFEBENHT
Af  LLAEF CloudFormation M Guard Hook,
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#E#37 Guard Hook N#I{TA®

Hook € #1TAGKREEGE I Hook FTEMEFT AWS tRF,

MREHE B Guard Hook , AIFTLA B B2 7tk A & AWS Management Console ; B8 , 4B BT
BulAE,

T —Ei R B A 3R E & 31 Guard Hook BYEF T,
FiE G
EBfE (IAM EREERE) PNEABIIEEHEELACHNIES , LUEREITEEREREIAR,

RE |, TR T EZBURELRNEF :
1. BTIFEERBEKEZELEAREIL Guard Hook B IAM &,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"

]

},

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"

]

}
]
}

BT Guard Hook 20
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2. BEEBERHEEAE  RTEN Hook BEABHMFTA, LUTRERE R LUERVESEERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [

"hooks.cloudformation.amazonaws.com"

]
},
"Action": "sts:AssumeRole"
}
]
}

EZHIRE F A Guard Hook

T O EERRAAAE R WRF FRUA Guard Hook , EE AT E AR FEMERF LR,

£ |
« B Guard Hook ( E##&)
« BXA Guard Hook (AWS CLI)

FLA Guard Hook ( £#& )

BX A Guard Hook LA AARIEHIIRF

1. & A AWS Management Console It 7E https : //https://console.aws.amazon.com/cloudformation

Bk AWS CloudFormation £ 4.

2. EEEERNEEN L  BRESERIEEFMEN AWS B ,

3. WMREEAKREILE Guard R B , FBEILEH Guard FH B , BEFHIE Amazon S3 /1 |, ARIR
BEF. F2E PHEFIRAIES Guard 15 BIZREE{4E Guard Hooks W& R LABRIRER .

MREEE Guard REIW A EFKAE S3 &, FFRET —EDER,

A Guard Hook

21
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® Note
BFHIE S HHMH S EEETHHP—ERIESR : .quard, .zip= .tar.gz.

4. ¥HF Guard Hook FR |, ZASEM Guard BEAITEMRIE S3 &, BFHITT5EE :
- A S3URI , IEERAIERY S3 BB , A BIE S3 RMAFAREFEF HRIBEIIRE S3 ¥

o
- (EA ) BRAWHERA , NRER S3 fEITE S BAMRAES , SR LURE S3 WA EM
o

] #8955 , Guard Hook #3&1# S3 THEMWHRA, B THIEENESETNMER , BRMPESR
BRIEERE Guard Hook B fER RN,

5 (EFEA) M Guard B FHEN S3 FEFETR | HEEFHK Guard B ERER S3 REFITE. It
H/EDE Guard RABRBHER,
EEREHHBREE N  FEETHHES —(EEE .
- EEMFEAE Guard RRAIFEBRMEENREFIERBZEGIR , SAEA Guard H AIFTE M B R fE 78T
£,
- EETEHN S RETREBREFR Guard @IS,
6. (A ) EBM Guard R ASE A REE S3 HFEMK Guard RAEASE T IRMEUTER :
- ¥ S3URI, EESHERMN S3 KR , FEABE S3 HMBMEFEARRBEILREE S3 ¥
.
- (EA) BRYHRA , MREH S3 REFIEERARAES , B LUEE S3 M4 ER
K,
7. EET_ﬁo
8. SHAFER , BETIHHP—(EEE :
- REEBE cRFENEER AR EMEPrivate: :Guard: ;o #l0 , MEEEH A
MyTestHook , AIEBW A EBER K Private: :Guard: : MyTestHook,
- FRAMEIRHEZENAMEE (BBARBISB ) : Provider: :ServiceName: : HookName
9. HHABEE , BEEFNANASR

- R — EEAEEY. EHSMERERS GRS,

A Guard Hook 22
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- BR — FMEEREENHBRNENEREE,
- BEE FIMERERVBERRNFEIER,
- EmIES APl — §¥4& Cloud Control AP| BREIRYEE ST, =k MiBRIR1E.
10. St¥B)ME  BRIFORLEE (BIU. FH. MER) SUALHNAH,
1. $HHYUERX | BEERAUTERME IR NADE

- BE —NERAERHES  EANBERE. EERNFRERIEIEARE.
« R —BLEIMERE. ERBINEFBITERNERTLLERK,

12. $tEHITAE |, iEIZE CloudFormation Hooks #&E{EHY IAM & | LA# S3 #EEUERY Guard R A |
WM IR B MM Guard M RE, BALLAFF CloudFormation A BHEIHTAE , th
ANEELCEINEE,

13. igj%-lt_io
14. (BR ) HRAREHERE , FRITTEE

a. HYWEREEFRG K BEEPLEERFRTUAUALE, ERFRESHERERUAIE,
b. St¥ERMKFY  BEEZAHBEBIMEACEERENES

- FEHBEBIMEAS - AAEMAEENGERAENE , WA,
- BAHBEBIHEAE - MRED —BIEENERFAAT , AeURAH.

® Note
HRERZES AP #1F , SZMAEHEEBIHE S S EERNY

]I

c. HRERER K FEANFEADISIRESEHER,
- HHEE  EERCESHHEEE. ESFMEREHENREHBR | FEMALEE,
RENWBEREERHERTEURA AR,

- HHHEER  EERHRAERERE, EREEEASEHEE LA | BHREMESEM
B, FEALLEER, RTLEIHER N FEHEHSUAIR.

d. HRAMEAE  FRESEHEMABEHN IAM A6 , RABARFISIHREEHE.

- HHEAEE , BE—SZE IAM A8 ARNs ERELAGHBHNESRHEE, REELAE
REKERRESTSURAIR.
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- SHEHERR , AEEHRANHEBIEE —HZE IAM B€ ARNs, FiEHEFSURAAR , B
HiEE A B RHERERA,

15. EET_io
16. EREMNMAEEL , BRENEE, FEETEE K FEHBEERPEERE.
17. BREREFEER K FEERAQH.

B Guard Hook (AWS CLI)

HEHEE R, FBEREEEN Guard RAIMEGKELABERERANHNTAR, MEFMENR ,
B E Guard R B 5F 4 Guard Hooks FY &R K& E I Guard Hook HE{TA .,

3
B

A Guard Hook L AR ERIMRSE (AWS CLI)

1. BERBRBAQR  FEATHactivate-typetn & , BEBUERNRALNEEE. e TiREY
RICEN EREENIATAR AWS IRF,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. BETHBAAN , BLAER JSON BEREREITHRE

£/ catir TEUEA T HIEEH JSON R, WEFHMEN , F2RAMECERERE LS
=

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
1,
"FailureMode": "WARN",
"Properties": {

B Guard Hook 24
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"rulelLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"

},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : #§ 5% 4 ENABLED AR A 4%,
- TargetOperations : EEQHAS AR,
« FailureMode : %A FAIL = WARN,

« rulelocation : # B AREHRAIN S3 URI, EHE S3 HHMHGHHEEETIHS —EE
¥4 : .guard. .zip# .tar.gz.

 logBucket : (&M ) ¥8%E Guard JSON REH S3 RETESR,
« TargetFilters : IEEMUA AN EERR,

3. A T Flset-type-configurationip S AR IEEI K JSON EERERERE, BSEZNERRAEEN
HEME,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

HEER

RMIBMHEAEGF | HEAR T EAMAIE CloudFormation B & AHhE 4 Guard Hook, HNIEFMHE
# , 2B (AWS CloudFormation fEFA&#ER) B AWS::CloudFormation::GuardHook,

A Guard Hook 25
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R IEWRF  Guard Hooks B9 BE&

EEBA Guard Hook B |, &0 A& Amazon S3 fFETRIEE A Hook B HHIREM B M tt, BUE
# , Hook 2B & Guard RAIREBENEREFHERENREETEBY. AR , B LIE Amazon S3
BEAEFREAELEER,

£ Amazon S3 2 A F#1% Guard Hook BH&&
¥R Guard Hook #i it A8t =

1. & A https : //nttps://console.aws.amazon.com/s3/.
EEERERNEES L | BEEN AWS EHE,
BEREIE.

BIELA Guard I REZNNRFTE
EEMENRIRHERE BFER,
BELETHERIFEBERUBER,

o g A~ w Db

i BRI& 0K F B9 Guard Hook

ELRTBRTECKAN Guard Hook B , FFEA T SIREFERS FASHMER,

EETRNCFHAAMMARAEAEMER , 328 ERMEA AWS CloudFormation 4%,

£}
- MIBREIRF P M Guard Hook ( E# &)
- MIBREIRF Y Guard Hook (AWS CLI)

I BRIEBR 5 AR EY Guard Hook ( A& )
I BR A& R = F B9 Guard Hook

1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/
cloudformation B3R AWS CloudFormation 2 &,

2. EEEERNSES L  BEAWS BiF ARAEN .

3. REBEERP  BEAR,
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4, ERAHBEEL , SEREZEMERH Guard Hooko

5. EMAMENKESR , REREMER,

6. HBREIRRTR , WAARSBIUEIRKREEN IR , ARBREMER.

i BR 48R 5 A B9 Guard Hook (AWS CLI)

(® Note
BRAXERAR , TEMRAR. WEFEER  FSRERFHERANBAIR (AWS
CLI)o

EA T 5ldeactivate-typeTn T REA Y , ZABEREBNIRFPIBRT. BEBUERRALNEE
=

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda &%

EFEEIRFFMER AWS Lambda A% , BLAXRBEERRARNIKENEDBA A%, BAQAKA
RTERAZAMNIRENESPRERREFER.

B2 A Lambda Hook B , CloudFormation &R F B 2 88 A EBUAK Hook BN EHE |,
RFAHE Hook, EMELREAHTENETMELEE Y. HEBUSERNAREE AWS IRF M EiH
REQE,

E3:

« AWS CLI £/ Lambda Hooks BY &%

« B Lambda BEIERF¥{h Lambda Hooks Y &R

« EfBEY Lambda D F

- EEMERS P EA Lambda Hook

- BIFEIRE B Lambda Hooks #Y A 5&

o MIBREIRF P H Lambda A8

Lambda %) 2 27
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AWS CLI f# 8 Lambda Hooks B9 #n

£/ Lambda Hooks B9 AWS CLI e85 a1F -

- activate-type B{ & Lambda Hook #J R FATE o

+ set-type-configuration IEERFE F A EMWHAEER,

. list-types 5 H &R F R H 2

» describe-type EEI4FE Hook 45 E Hook IR AWM FFMER , BE B INERER,
« deactivate-type Rt ZHIMRF P B IRETIRAN I,

3 Lambda BB 5F{L Lambda Hooks &R

AWS CloudFormation Lambda Hooks F]Z & &t ¥ B 2 1) BB 54 CloudFormation M AWS
Eini2sl APl BR1E, BN AR TUREHRELER IR EBABRHES , LAFHREREE. B
Lambda Z 88 , B LA HEE A BB AT T % CloudFormation #4E :

- BRRME

o MEBIRME

- BEEARBRE

F&E

B3 Lambda A%

« {#/8 Lambda Hooks ¥4 & RIR1E

« f#/ Lambda Hooks FF{&i B2

« {# 8 Lambda Hooks {4 & 5 12 /E

B3 Lambda &%

E Hooks A Lambda B , Lambda &2 &% 1% 30 ¥ RFFEE A, Lambda #4EE JSON EFE | 15
HABRE IR kB

8

- FESREMA

. [ fE# A
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- 8B4

FAREA

BEE Lambda NBVBABURR AR B RIRE (€6 #ED, ERIVBEE ),

(=] fE % A

BT ESRKID KB Hooks @BEA , &/ Lambda HEFEZ&E JSON [EfE,

AR & Hooks FRHAE FERYEEHITEM !

{
"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"message": String,
"clientRequestToken": String
"callbackContext": None,
"callbackDelaySeconds": Integer,

}

hookStatus

LREVIRRE, ABERL,

B3E : (SUCCESS | FAILED | IN_PROGRESS)

@ Note

L) EEATLAEE IN_PROGRESS 3 /X, MRREEFAZER , AHE RN, ¥HA Lambda

R ERREMN Lambda HERZAILA 3 %,

errorCode

BRRFRECTMEALMEAEY , NENRARPEAER | AEILEFE, MRIYKK, Rkt

WAL ALER,

B3{E : (NonCompliant | InternalFailure)

message

BREBRBEANALE , RBIHEADIEENER,

BAEE Lambda ¥
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® Note

#Ff# CloudFormation 1##4ERF , LRI =& E A 4096 EF T,
#F4& Cloud Control API /R , B EEBE A 1024 B=F T,

clientRequestToken

% Hook SEREAMRUNBRFZR. LLABERM,

callbackContext

WMREIEH hookStatus & IN_PROGRESS , AIEEIEE A Lambda BB E AT AR E
ARE.

callbackDelaySeconds

Hooks FEE#F % A BRI A it Hooko

i 45
LU REZH B FERY S 451
{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
}
T RAKEIEREH
{
"hookStatus": "FAILED",
"errorCode": "NonCompliant",
"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"
}

5/ Lambda Hooks SR{L & RiE/E

BELEY., ENSMRERE  RAEREE, fl0, MREHTEFELFTERN
CloudFormation & K RREETRERIEIE. EEMEA Cloud Control API B3I, EH
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MBRERE , EHHEBEAERIBEE, ErLUE CloudFormation Lambda Hook 5% E A& Hook
TargetOperations#HAEH#Y B ZERESOURCEFICLOUD_CONTROL#R/E,

® Note

HRAEMEA Cloud Control APl delete-resourced} CloudFormation BYIE/EMBRIZ FMIRE
R, TEWUAdeleteIHEEBERdelete-stacks

&

+ Lambda Hook & R A &>

+ Lambda Hook & &R £ & &5 A &5
- EREBEN Lambda EEEHI

Lambda Hook &iR# AL %

E&M Lambda U FETERRER , BEFWE JSON@A | HPI2EFREM. EEBM U
RARMUANEEAR,

LT 2 JSON & AR EHIR

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,
"targetType": String,
"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}
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},
"requestContext": {
"H": 1’
"callbackContext": null
}
}
awsAccountId
AWS 1EF S8 B M2 ERH ID,
stackId

LR EFTE CloudFormation &R D, MR EAREiRZES APl , Bl AZH,
changeSetId

BEBARFANEEE ID, MREREFERZH Cloud Control API 5 create-stack, update-
stackD delete-stackiRERME , RItEAZH,

hookTypeName
EEMITHNAREHE,

hookTypeVersion

EFEHITH Hook RN,
hookModel

LambdaFunction

Hook 5/ B &1 Lambda ARN.,

actionInvocationPoint

Hook #1TFTfE v 2 48 P R RE Y] R

BEE : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

IEFEFF B BAZSHA | 6l AWS: :S3: :Bucket,
targetType

EEFHER BIERERE | 60 AWS: :S3: :Bucket., ¥RAEMA Cloud Control APl fiZZHER |, It
{E#% A RESOURCE,

BAEE Lambda ¥ 32
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targetLogicalld

[EEFF A2 ERNELE ID, MNREAFIH FEiR{RIARES 2 CloudFormation , iE#S =2
CloudFormation SR EZEIEE R ID, Rk Hook F A R A EARES = Cloud Control
API , BRI REEE,

targetModel

resourceProperties

EEBRcERNREZRY. MREERBRER , AILEKASZ,

previousResourceProperties

Bl EREEANEREEHNEY. MREERYER , AILLERRZ,
requestContext

A
BRI ERAITAR,

callbackContext

S Hookwas 5% E 2 IN_PROGRESS , HcallbackContextf&EE , Bl&&ElAEHR,

Lambda Hook 3 /5 £ 5 & A #3451

T 5 &l A B RAS W EE #H ZAWS : :DynamoDB: : TableEREZ Lambda A% , Heb
ReadCapacityUnitsProvisionedThroughputf) BE#t 3 ¥ A 10, iER W #t Lambda FFEHE
#o

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
1,
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",
"targetlLogicalId": "DDBTable",
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"targetModel": {
"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
},
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

I
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
},
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

}I

"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
},
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

I

"KeySchema": [

{

BAEE Lambda ¥ 34



AWS CloudFormation Hooks & 5R

"KeyType": "HASH",
"AttributeName": "Album"

},
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}

iy

"requestContext": {
"invocation": 1,
"callbackContext": null

EECEEREHTANFERBMY , 52/ AWS:DynamoDB::Table,

&iRi2/ER Lambda B E &

AT EER BB E# DynamoDB WEMEREM AR , HEERM ReadCapacity H BEA AR
10 ProvisionedThroughput®y . MR AR , FAE "ReadCapacity B IEFEERE B RGER
Ao MRBREBBAY , AMBEE RN , RER "ReadCapacity THEEIB 10,

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

i

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";
response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
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}

}

return response;

i
Python
import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {3})
target_model = request_data.get('targetModel', {3})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')

}
if target_name == "AWS::DynamoDB::Table":
# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',
H

read_capacity = provisioned_throughput.get('ReadCapacityUnits')
if read_capacity and read_capacity > 10:

response[ 'hookStatus'] = "FAILED"

response['errorCode'] = "NonCompliant"

response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

5/ Lambda Hooks SR{L@igE

BERERAHEAREY, EFNMRMERHEERF | BALUES BT EFHEARRKELE CloudFormation Lambda
Hook , 3 AT e} $HHE BIRELUREAE, 87T LUFE Hook TargetOperations#BAEH & CloudFormation
Lambda Hook £%7E A& B STACKIR/E,

ES |
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» Lambda Hook 3t & A 553
» Lambda Hook 3t £ %5t 55 iy A &3 5
o WBBRIENEH Lambda BE

Lambda Hook &5 A &>

WA Lambda #THBIRER | EFKE JSONFEXR , HFESARUARE.
actionInvocationPoint# FERAZR. HMA CloudFormation AKX/ | LAN Lambda B &iE
SHWERBMAK/]D  BEREARSFHIE Amazon S3 YIHEH, B ArequestData@E %S — AW HHY
Amazon S3 B2 E URL , HHP I & B el ML el SRR AR,

B2 JSON 8 ARYEEBIFER

"clientRequesttoken": String,

"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

},
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"
"requestData": {
"targetName": "STACK",

targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

},

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

8% Hook A RB AMRHBNFERFER. LALERL,
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awsAccountId

AWS 1RF @8 B L 2HEMN 1D,
stackID

CloudFormation &t & D,
changeSetId

BBAEFAANEESE ID, NRHEEEFRZH Cloud Control API 5 create-stack, update-
stack® delete-stackiRERME , AILEAZH,

hookTypeName

EESITHARHERE.

hookTypeVersion

EE#HITH Hook ARAR,
hookModel

LambdaFunction

Hook 5B # B 81 Lambda ARN,

actionInvocationPoint

Hook 1T P fin 2 B 48 7 AV R LD R

BEE : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

LB & STACK,
targetType

BE{E# A STACK,
targetlLogicalld

HEER,
payload

Amazon S3 EHEN URL , HHESEHFBRIMEAREAERL JSON ¥,
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requestContext

MREEEHFUAAE  RESRELDHF.

invocation

BRI ITAMNER.
callbackContext

WMRABEEES callbackContext IN_PROGRESSI & |, Al&El AR HE,

réb

FREBFH payload BHEREENBFEEZMHEA URL. EI URL & , LB EA T IIEEH)
Ky

{
"template": String,
"previousTemplate": String
}
template

R create-stacks BITE CloudFormation #EiZ&update-stack. BIBRMER
CloudFormation I AR , E RS2 JSON = YAML F &,

£ delete-stack B{Ew |, LLEAZ,

previousTemplate

S.BIRY CloudFormation &7, RiFEH4S CloudFormation AR , EA L2 JSON = YAML F
=<1

£ delete-stack B4 |, WEKAZ,

Lambda Hook 3ff & 5 & i A £ 4

DUTRHEBRETM AWEH, Hook IEEFT M EFObjectLockEnabled4 true B E |, W HTiE
Amazon SQS 7% :

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",
"awsAccountId": "123456789012",
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"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc0abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
.
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

[

12 payloadi&ifflrequestData :

-~

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\":{\"QueueName\" :\"NewQueue\"}3}3}3}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

HBIR/EMNEH Lambda B
THEH R —EBERN RS, o] FEMHERIRIERS, ZIMEAR JSON |, HEE SUCCESS,

Node.js

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
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"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

EEMFEA Python , BEEEARERrequestsE, ZEERM , BFEREY Lambda B , £
HEBEHTIS BXE, NEFAER , F28 (HRASER) PHEIEEMHEMKMEN zip 2B
EE/H, AWS Lambda

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')
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try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template']
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload['previousTemplate']
# JSON or YAML
pass

except Exception as error:

print(error)

response[ 'hookStatus'] = "FAILED"

response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

f£/ Lambda Hooks &2 B £iR/E

BEGRENEFER  #HILERTE CloudFormation Lambda Hook FRESE (LT ETE | W alped
SHEBNIT, B LAE Hook TargetOperations#HEEAF# CloudFormation Lambda Hook %€ & B
ECHANGE_SET# 4.

3]

« Lambda Hook &5 &8 AE;

« Lambda Hook %58 58 5 iy A &3 45

- BEERENEH Lambda BB
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Lambda Hook &2 E &y A 55

SBFEIRENBAELAMBIRE |, B N&ARrequestDatath TSR FESIANEREFEEFE,

LLTF 2 JSON & AR EHIMR

{

"clientRequesttoken": String,

"awsAccountId": String,

"stackID": String,

"changeSetId": String,

"hookTypeName": String,

"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

.

"requestData": {

"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)

.

"requestContext": {
"invocation": Integer,
"callbackContext": String

}

}
clientRequesttoken

4% Hook FEREAMRHENFERFR. LASLEM,

awsAccountId

AWS 1EF S8 B M2 HEEN ID,
stackID

CloudFormation & #y & 1D,
changeSetId

REBAFMARANEES D,
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hookTypeName

EEHTHAMERE,

hookTypeVersion

EESITH Hook FRAN,
hookModel

LambdaFunction

Hook F A K B &l Lambda ARN,
requestData

targetName

LE{E# % CHANGE_SET,
targetType

tE{E# % CHANGE_SET,
targetlLogicalld

BF 5 ARN,
payload

Amazon S3 FSEHER URL , HHE=EA B AIEAAY JSON ¥+ , R HBEELSIANEE

e

B,

requestContext

MREEEFURAE , AERELDHF,

invocation

BEIETARNER.,
callbackContext

MRABEEES callbackContext IN_PROGRESSIf{&E , Bl&fEnl HEEHIE,

A REBFH payload BEREENBFEEZMEA URL. E URL & , £KFEEEA T IEEHEIR
K4

template": String,
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"changedResources": [

{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourceId": String,
"resourceType": String

}

]
}
template

RIHE create-stacks KT CloudFormation #EZ&update-stack. RIFREMEE
CloudFormation WA , E R LAZ JSON T YAML F &,

changedResources
EEEFERNBEE.
action
EREERNESERE,

B {E : (CREATE | UPDATE | DELETE)

beforeContext

SFRERBIEA JSON F&HE, EVERK , IWEA null, Itk JSON FEFPRFAERMEMH
{E#Z STRINGS,

afterContext
MEHAHTHEFE K ERBMEHN JSON F&E, MERERE , tk{EA null, It JSON FEHIFT
B MENBERZ STRINGS,

lineNumber

BEATERILBERNITHR, MRBEER Null , RIDELETERLER S Null
logicalResourceld
BEE8FCERBEEIR D,

resourceType

EESFNERER,
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Lambda Hook 5 58 5 iy A 451

LTREFEEFHMANES, ETYEHG  SUUEIEFTES|IENEE, F—EESEEM
BRE A B1THCoolQueue, F_ESERHIEE A WEH{THINewCoolQueue, LXEBER WE
#¥DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc0",
"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::changesethook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

[

1ER payload®#ifilrequestData.payload :

~

template: 'Resources:\n' +
' DynamoDBTable:\n' +
! Type: AWS::DynamoDB::Table\n' +
! Properties:\n' +
! AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
! AttributeType: "S"\n' +

! BillingMode: "PAY_PER_REQUEST"\n' +
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KeySchema:\n' +
! - AttributeName: "PK"\n' +
! KeyType: "HASH"\n' +
PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +
' NewSQSQueue:\n' +
! Type: AWS::SQS::Queue\n' +
! Properties:\n' +
! QueueName: "NewCoolQueue"',
changedResources: [

{
logicalResourceId: 'SQSQueue’,
resourceType: 'AWS::SQS::Queue'’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
I
{
logicalResourcelId: 'NewSQSQueue',
resourceType: 'AWS::SQS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{'"QueueName":"NewCoolQueue"}}'
I
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'

}
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S FEIRIENEH Lambda BRE

THEH 2 —EEEN RE , U THEFEREAE. Z—EEEEEE K RAREELE a5 NEH
BI& A SUCCESS,

Node.js

export const handler = async (event, context) => {
var payloadUrl = event?.requestData?.payload;
var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [];
for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
}
return response;

};
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Python

EEMFEH Python , BEEEARERrequestsE, BEEHKM , BEEHEEN Lambda BHEEF |, £
HBEEHPEIE BERE, UEHMAEN , 20 (FEEAEER) PHEIEGHEKMER zip 2
Z2F/4, AWS Lambda

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {}

after_context = {3}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)

# Evaluate Change here

except requests.RequestException as error:

print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
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response['errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

#{HE T Lambda A%
# 1 Lambda Hook Z Bl , BT T B 5 RIGH

o BAHBEBCEI Lambda KB, NEEZEN , FSBE AL REL Lambda KHE,
- BYARENFERESACGHEEEREANR , TEBRASY,

« ZEFH AWS CLI 5% SDK Z1I Lambda Hook , BN EFEBEIEH IAM FFAIMEEBENAIT
Af  LLAEF CloudFormation M Lambda Hooko

#3 Lambda Hook N#E{TAE®
Hook fE A#TAGREEBE P AR Hook FTEMFFR AWS tRFE,

MR &M B Lambda Hook , BITTLA BB I It A€ AWS Management Console ; B8l , % EH
TEIAG,

T — R A WMAIFREE L Lambda Hook KYFF o

FRERHVET

B1E (AM EAEER) PHEABTEERREVACGNIES , MEABITEERRRIAR,
ARE , TR TISRURESRFT :

1. BTIRIEERBEREZEZLRERREI Lambda Hook B IAM A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
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"Resource": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
}
]
}

2. BEAHRHEEAG K BTFEMN Hook BEABHNFFT. UTEREWTUERNESEEBR,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
I
"Action": "sts:AssumeRole"
}

EZHEF PR Lambda Hook

T 5 ERERANAEERH RE PEYA Lambda Hook |, 18 Lambda Hook A1 E BB IR F M [E 15,
FREEA,

-]
« BF Lambda A% ( £#4A)

- BUA Lambda 4% (AWS CLI)
- HHEAEIR

BB Lambda B% ( £2A
B A Lambda Hook LL AR ERIIREFE

1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/
cloudformation B AWS CloudFormation £# &,

2. HERERRNEE?S L  EFEEEIEEREN AWS EHE .

BXFA Lambda @2k 51
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3. WMREEARE AEEIN Lambda KB , FHTTHEE :

« B Lambda E# & H M Functions (KE) EE.

- BYBAZE N ABERERAN Lambda RS , AR REINEF. MEFMAERA ,
Lambda B &3R5 Lambda Hooks B &R o

s
¢
aa
o

MREEEI] Lambda BB , FFRET —ELSER,
4. EEREESKS , REQH,
5. #HHAMEBE , BETIHHP—EZRE

« EBHEE 2 ATENESHERMEEBPrivate: :Lambda: ;. fli0 , MR & A
MyTestHook , AITEBNAMBBEE K Private: :Lambda: : MyTestHooko

- FAKBARUHEENAMEE (LBAFIR ) . Provider::ServiceName: :HookName
6. ¥R Lambda K , FREEHNKAMBEEAN Lambda BHE. SR :

- TERBHSEE Amazon Resource Name (ARN),
- BEERASEERBHEHE ARN,
7. HRAOMEE K BEZFMLHNAS

B — EEAERN., EXTSMERER (AR,
- Bf — HMEERAEENERRNERNEREE,
- BFE —FHMEERERNSERRNFTEIERN.
- EiniRHl APl — FF4& Cloud Control API RREIRY L, SERTMIBRER1E,
8. #HEIME  EEWLEBRE (B, FF. MR ) SUALHNAE,
9. HRAMEXN , ERAMRETAMFA Lambda EHEEEIEIFERF | 2R MFEIFAILEDEIFE :

- BE —nERERHES  BAMBERE. EERANERERIEIEARE
« KM —BLEIMERE. ERBINEFBITERNERARELEEK,

10. $HEIITAE | 1212 Hook AR A Lambda EREH IAM &, &AL A FF CloudFormation &
LEBERIHTAG  ulEELEERINA®R,

11. EET_io
12. (ER ) HRaOREERE , FHT THEME

a. HYEREGERG  BEPLEERFRTUAUAIE, ERFRESHEBERUALE,
b. SHHENEFRG , REERAMEEBINMHEACEEREFNERE
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- IEHEBERIMEAR - RAEEMEEENEEREATE  TSUAE,
- FAHEERAEEAR - IREL—BAEENEEFREER  AISWUAAR,

(® Note
HRERESH AP IRME | SR RHEDR R ENHERA G EREMt,

c. HRHEEER K FEARFARTISINHREEHE,
- HHEE  EERZCESHHEERE. EAEMAREHENREHBR | FEMALEREE,
REWBEREERNFEREWURA AR,

- SHHHRER  EEERHRAEREE, EREEEASEHER LA | BHR-LBEH
BE  FEALEER, RTLEIHER N | FE#EERHSUAIR.

d. HAHEAE K FREBETHEEBEEND AM AR  RANFARTIESIHRSEHE,
- HHEE  EE-—NZE IAM A2 ARNs ERELACHBHNESRER, REGELAG
BB ERRESTSUADR.

- SHEHERR , AEEHRHERIEE —HZE IAM B€ ARNs, FIEHEFSUAAR , B
HiEE A B HERERN,

13. BET—F
14. #REANBMAERR L , EENRE, 2ETEE  FEMHBERPBRERE.
. EREREEER A FEERAIMN,

A Lambda 2% (AWS CLI)

HII-

EHEEBECR |, FBEREEEN Lambda REMZKE N ARERERNHNTAR, MEFMER | B
S BE Y Lambda BB HEE{E Lambda Hooks &R &3 Lambda Hook E{TAE,

BUA Lambda Hook AR ERIMRF (AWS CLI)

1. FERBMAAE  FEATHactivate-typetn © , BEBVERMRALNIEEE, Lo TRE
Hook ft/&HY EAEEMNHITAE AWS RS,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
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--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. BEZTHBAARN , BLEAMER JSON BRERETRE.

A catir SR B A FHIM JSON BE, NEXMET  FSRANEEEBEATES
%,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:1lambda:us-
west-2:123456789012: function:MyFunction"
b
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : #§ E%E % ENABLED LARKA A%,
- TargetOperations : 184 B A EVIRIE,

*+ FailureMode : 384 FAIL =X WARN.

 LambdaFunction : #§7& Lambda B ®#Y ARN,

« TargetFilters : IEEMUA AN BERR,

3. T Flset-type-configurationin & AR EE I JSON ERREMERE, SEZNERREEN
HEME,
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aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

HEER

KPR HEAEH |, B LA R T B U{A1E CloudFormation & & A HE4 Lambda Hook, HIEEE
MEF , 5528 (AWS CloudFormation &) FH AWS::CloudFormation::LambdaHooke

BIRERE P Lambda Hooks B9 A &%

5/ Lambda Hook B , R ATLA7E Lambda £ AP KR IBFMHKE AFEE,

1£ Lambda X # & H 843 Lambda Hook B &
#2158 Lambda Hook B 5 B E SR

& A Lambda £#8&,

EEEERNEES L | BESN AWS ESE,
BEE R,

BIEFTEM Lambda E#,

EEASRER,

iEE CloudWatch Logs Live Trail
BETHNRE  ARBRNEEREN BFEE.

B2 FBEH. B SERE CloudWatch Logs Live Trail 8 & &, RIBENRE , BIEEER
WA R AL TR,

© N o g &~ D=

- BULKESHRREFTEEER  FERENEERMAEXR U PHEELERMEE, Al
UAREERER , RAEsNaEERXNEMH.

WFERK Lambda W BEHWFMES , F2ERHE Lambda EEEY CloudWatch Logs.
il BR S8 0k B R B9 Lambda 4 B4

BRABEECSKAMN Lambda Hook B | S5 A TSI FEEF S E MR,
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ERERERAAM  MAREHERMER , F2H FRMEBA AWS CloudFormation 2%,

£
o MIBRIEIES H Lambda A% (24 )
. MIBRIEIES F B Lambda 412 (AWS CLI)

MIBRIEMR S R HY Lambda A% ( £ 8H)
i BRI& bR 5 1 #9 Lambda Hook

1. & A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation BAEX AWS CloudFormation £# &,

EEEERNEES L | BEF AWS BEif IFHPTEN .

REBSFHET , BEEQH.

EAMREERL , SREERERHN Lambda 4%,
ERARMSEHNZEG R , AEREERER.

HBEEIRTE B AQRBBUBRRMREEN AR , RARBEMER.

o a0 bk~ w DN

i BRI R 5 A B9 Lambda 42 (AWS CLI)

(® Note
BLARERAR , TEMBRAR. OFFEER  FSRERFHERNBAIR (AWS
cL)

£ T Fldeactivate-type W T REA AR , RAMSRENIRFFBRE, ERBVERCAENEE
=

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

5/ CloudFormation CLI B BiT A%

AEEAREERZ BT AL EEFES AWS CloudFormation sEHEF,
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FEBETAREB=EETELR .

1

)

EERBBITAY , BNAREMMER CloudFormation CLlI, ZERE) Hook WERRENVER
% , /£ CloudFormation CLI init@a & , ILIEELERE T Hook. MEFMEN , F2REFEET
AWS CloudFormation & BE %,

CRE

EREYV, BRNRILNAMERELR  FERIRH, HBEEREEBM.

CloudFormation CLI 2V HEERHEARNTZTREBEENHE, SEECNBENIE Jf‘éJEIET%"
X, SEH Hook HAHBEEZEBEREWERNSERRZEENER. WEFRENR K FBEEL
HET AWS CloudFormation 4 251& 8,

. "Ef

MAMUEMALERNLEE=FEMAEE, @ submitiRFZEMENL

EEAMAOY , BREXE
E2EM MBI A% AWS CloudFormation.

o MFBFMER ,

T OMER B R R K 2 BEAE B E
a. B - AMSRMETHE,
b. 5 E - EFEBREHAHERE  SREATH.

@ Note
AMBEOPERRE , YEHFRS 3R, NFFAEA  F2RABENEHHRH.

T EEE5|EEFEM Python = Java 2., EMABRMEFTIHRNER.

£ |

« BAE BFT AWS CloudFormation % Bi#9 So SRR 4
« B BFT AWS CloudFormation AB#ER

- B3 BHE] AWS CloudFormation 4 Bi#g #!

- [6 FEf BET 4% AWS CloudFormation

- &£ PRAEBFTAR AWS 1RF

- BFBTAH
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« ¢ CloudFormation Z#EBUERM BT IS

. NHABHAH

« AWS CloudFormation AE W BIHARE LS E

B2 55T AWS CloudFormation 4 BhRY 55 s RIG 4
B LAEA Java = Python FAZ BT AR, AT 2% BT 4 3H R IGH -

Java Fo iR

* Apache Maven
+ JDK 17

(@ Note
MREITE R CloudFormation S5 HE (CLI) Bx& Java BY Hooks BR , Bt SBERHE
Python 3.8 SRE KR4, CloudFormation CLI B Java #A EF230 AT LAEIB pip(Python BWE
HEEE ) &k , HRENEA Python .

£E A Java Hooks EREE Hook BEES , B LA T H Java Hook R & = & HI1E =,

Python &R {& 4
+ Python 3.8 IR} EHTRA,

EHE R Python Hooks ERE 1 Hook REER , LA T & Python Hook REE XS HIER,

B 2% 2 R R 5 A

BT CloudFormation Create, Update# DeletefBFal 24\ , IEHEEEF TS AWS
CloudFormation /£, FHUELIRERBEBE IAM A& CloudFormation BIERREE,

* register-type
* list-types
» deregister-type

» set-type-configuration
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Z%E Hooks HIBIZEIRIE

EERBAY | SHEZBSE CloudFormation #1748 | LAK Python = Java,

£ E L% CloudFormation CLI FAEEAEAY AR -

1. {E Python EHEEE pip , ¥ CloudFormation CLI,

pip3 install cloudformation-cli
2. % CloudFormation CLI B Python =% Java 7M.

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

£ EF#K CloudFormation CLI MRS, |, & LAE A AR IE,

Python
pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

FRE) B 5T AWS CloudFormation & BiE %

B B5] Hooks ERMNE—SEHMBER, B LUEAH CloudFormation CLI init@ S REE BET
Hooks %

init ®TERBEE , SIEEREER , B4 Hooks %*1‘%}* ER, FRALGBEIERFERAESR
AMTMRMEBRAER. WRFREF  F2REBHERFEE.
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£ EME Hook X :

1. BYERMB K.

mkdir ~/mycompany-testing-mytesthook

2. BEEHBEHK,

cd ~/mycompany-testing-mytesthook

3. {#M CloudFormation CLI init# S RAEIERE,

cfn init

WTEEETIGE
Initializing new project

4. init BT ERBBE , S|ELRREER, HBERERE , A h LUEE Hooks BEXE,

Do you want to develop a new resource(r) a module(m) or a hook(h)?

5. WAQREENER,

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

6. #WMRHA zt%z BESIEHER  ARSEIRIIMHER, MREZXZEFSHNEERX , LFLLR
BEMENES. BACEENESNRFESE,

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):
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7. REBAENFERFESRKERE,

Python

(GER) s Y 5 EEAY I 22 $F Dockero HfR Docker WIFHE |, BRFUEREEERME
THE,

Use dockexr for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python
packaging.

Java

RIE Java EHEE , RREE codegen HE, BAULEREREHER , RIBIFTNEHRS
4

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

BR . CERYHBER  UELBHZRAHEMENER, SUTE8H Python 3.8 B Hooks R/ B #%
Mg REH,

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements.txt
hook-role.yaml
template.yml
docs
README . md
src
__init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py
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® Note

src BHRPNERSRBENZESEERY. ELENERDPE-LEANEHNED . ELH
17 generatem SR EFREEXNHTRHBEX B Rnodels. py , REER , 0 , &
HENSRPBEBHEN.

#37 BF] AWS CloudFormation 4 Bhf& A

#3 HFT AWS CloudFormation AMMERZEEVERAHN,. HEMHREBMNEBER, B4
FA cfn init®SEIM HET Hook BEERE |, Hook &R HIEETI A JSON AN FZER
hook-name . json,

BEEFAANNEESEEEEUAARNEIR., ANEEEXAEELENIHITEHIEE. §
W, CREATERENEEZEBHESFEHApreCreate BB ER, & Hook B BMRBEHTHFBER
FLEREERNPEANEXHRUA . AYEERUAAGRNEN, ZALUSERE , il AWS
CloudFormation A &R, AEERKBEFTEIR. Hooks ZEMBEER Hook B E,

EBRRAIEARFENGTT. REAREELABEAMEBREENIEEH T, CloudFormation
BEEREEFER TREERIERFHITERMBTICELELZLEBNER, YIEERE (N4
) EEHTHEE , ARFTEER , BMFIEBITIEL Hook BENEHK. CloudFormation EE
LA RENEEISFEAERANTT. EXHFTEEERAY, AREEEXNFRAELF I REFR
AWS iR,

BUERTIERBERERERERIRNER. CRANEBHAREELEREFNEEER. W
REZETEFBRERERN , % Hook BRHEANEEEXNERPBRE. UFEERHRNFHEE
7, B2 EEHERFEE,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
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"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},
"encryptionAlgorithm": {

"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string"

}
I
"required":[
1,
"additionalProperties":false
},
"handlers":{

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preDelete":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,
"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",

"s3:GetEncryptionConfiguration"

"sqgs:ListQueues",
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"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"

}I

"additionalProperties":false

*rE
£/ Java 31 BE] AWS CloudFormation %) Zh#y & &
 f£f Python B3 B5] AWS CloudFormation %) B #y 18 #

£ Java ZE 3 B5] AWS CloudFormation 4 Bigy&E &

#3 85T AWS CloudFormation ARMNERFTEZRZYER A, HEUEREBENERELR, AH2
ERE L 5| B Java B HFITAREE,

SR MTEERMERGE

LA Java BEREH Hooks EZRMFE Maven pom. xmlHERMAMKMYE. BEEUTER , ¥ERAER
IHEREERRE &K pom. xml EXR,

L RERMME (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
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<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!l-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/quava -->

<dependency>
<groupId>com.google.guava</groupId>
<artifactId>guava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupIld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>
</dependency>
<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-

cloudformation-resource-schema -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-dataformat-cbor -->
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<dependency>
<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml. jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupId>org.json</groupIld>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>

BER

68



AWS CloudFormation Hooks & 5R

<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<!-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slf4j-

impl -->

<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupId>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
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<version>3.12.2</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupIld>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
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<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>

<commandlineArgs>generate ${cfn.generate.args}</

commandlineArgs>

<workingDirectory>${project.basedir}</workingDirectory>

</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
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<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupId>org.jacoco</groupIld>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
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<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>

<directory>${project.basedir}/target/loaded-target-schemas</directory>

<includes>
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<include>**/*.json</include>
</includes>
</resource>
</resources>
</build>
</project>

FR2 EEAHUERENH

E4EH Hook EREH, CloudFormation CLI 2V ZEHNEEBENREY , HYEZEEE4mBEH
K45 E Hook Ej4E , I Hook RIEFIER.

cfn generate
WREEETI@ES

Generated files for MyCompany::Testing::MyTestHook

@ Note

BREH Lambda #11TE B Rup-to-date , AR FERACEARAE, MEFHMEA
FERBERMNAIER Lambda #ITE™E,

T
W
&4
i

FR3: HMEAREEER

BEECH Hook REEAHMNTRKREAEBABHEELEERENREEER, flU, EUHETIER
EITARC#% o

logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI & E4£E Java ¥4 (Java POJO), MU T2t EEMNE HE
fBIAWS : : S3: :Bucketo

Example AwsS3BucketTargetModel.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;
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import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore

private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore

public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java
package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
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@AllArgsConstructor
@NoArgsConstructor
@EqualsAndHashCode(callSuper = true)
@ToString(callSuper = true)
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
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private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;
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@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;

@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;
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Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;
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1.

AEEREEIN

E/8H IDE |, BRkClientBuilder.javafi® src/main/java/com/mycompany/

testing/mytesthook BRI RHER,
FATHREXBTERAClientBuilder. javalE RNERBAR R,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**

* Describes static HTTP clients (to consume less memory) for API calls that
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* this hook makes to a number of AWS services.
*/
public final class ClientBuilder {

private ClientBuilder() {
}

/**
* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

miS APl FEKE 138

1. TE/&# IDE ¥ , BBTranslator. javafu® src/main/java/com/mycompany/testing/
mytesthook ERRHER,

2. FEATHRENXBENKTranslator. javalE RN EERS,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/-k-k
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/

public class Translator {
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static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();

BEFHBERNENXE

1. 7E#&H IDE & , FAMAbstractTestBase. javafii® src/main/java/com/mycompany/
testing/mytesthook BRI RAER,

2. FRATHEXBEHMAbstractTestBase. javalE RN EBARAR,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import org.mockito.Mockito;

import software.amazon.awssdk.auth.credentials.AwsCredentialsProvider;
import software.amazon.awssdk.auth.credentials.AwsSessionCredentials;
import software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
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import software.amazon.awssdk.awscore.AwsRequest;

import software.amazon.awssdk.awscore.AwsRequestOverrideConfiguration;
import software.amazon.awssdk.awscore.AwsResponse;

import software.amazon.awssdk.core.SdkClient;

import software.amazon.awssdk.core.pagination.sync.SdkIterable;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Credentials;

import software.amazon.cloudformation.proxy.LoggerProxy;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import javax.annotation.Nonnull;

import java.time.Duration;

import java.util.concurrent.CompletableFuture;
import java.util.function.Function;

import java.util.function.Supplier;

import static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {

loggerProxy = Mockito.mock(LoggerProxy.class);

awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),

mockCredentials.getSecretAccessKey(),

mockCredentials.getSessionToken());

v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
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configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {
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return (ClientT) serviceClient;

i

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

BEFEREEEN

1. 7E/8#9 IDE # , BBkBaseHookHandlerStd. javafi src/main/java/com/mycompany/
testing/mytesthook BRI RHER,

2. FRATHEXBEMBaseHookHandlerStd. javalg RWERBAR,
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Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SgsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing: :MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;
final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),

proxy.newProxy(ClientBuilder: :createS3Client),
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typeConfiguration
);
} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
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final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

EfEpreCreate ZEE
preCreate BEENFEBFE AWS: :S3: :Bucket= AWS: :SQS: :Queue BRIV A IR 2T IR I ZRER E o

« ¥ AWS::S3::Bucket BiR , AMREBETIERS true I SEE .
« Amazon S3 TR ME ERE.
- ERAREERTRA Amazon S3 REFEESE,
« Amazon S3 RETFITRNNBEELERIEN EREEE,
« AWS Key Management Service £#8 ID Ei%E,
« ¥ AWS::SQS: :Queue B , AR EETIERA true BHEE :
« AWS Key Management Service &8 ID B E,

fmiEpreCreate R B E X

1. TES&H9 IDE & |, BABkPreCreateHookHandler. javafii® src/main/java/software/
mycompany/testing/mytesthook B KWER,

2. FATHREXBEAPreCreateHookHandler. javalE@ RN EEA S,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;

com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;

org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,

java.util.List;

CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(

final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =

request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =

typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =

request.getHookContext().getTargetModel (AwsSgsQueueTargetModel.class);
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final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
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resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqsQueue queue) {
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if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

F#ipreCreateflE

1. 7£ IDE # , FRiPreCreateHandlerTest.javafii src/test/java/software/
mycompany/testing/mytesthook &¥ RHER,

2. FATHEXBEHMPreCreateHandlerTest. javalB RN EBRS,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;

org.mockito.Mock;

org.mockito.junit.jupiter.MockitoExtension;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Collections;
java.util.Map;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {

final PreCreateHookHandler handler = new PreCreateHookHandler();
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final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", false,
"AES256", "KmsKey");
final HookTargetModel targetModel = createHookTargetModel(bucket);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();
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final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel (unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSgsQueue buildSqsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
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final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.builder()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();

EfEpreUpdate EEE R
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1. TES&#9 IDE & , BABkPreUpdateHookHandler. javafii® src/main/java/software/
mycompany/testing/mytesthook &EH¥ K ER,
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package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
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import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.List;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);
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private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();
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return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:

AWS: :SQS: :Queue")
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import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");
final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
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}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", '"SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket('"amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =

createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =

TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));

}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,
final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
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assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(0Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildexr()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();
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import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.Arraylist;

import java.util.Collection;

import java.util.HashSet;

import java.util.list;

import java.util.Objects;

import java.util.stream.Collectors;

public class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<S3Client> s3Client;
private ProxyClient<SqgsClient> sqgsClient;

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));
}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());
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final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
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}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;
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final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queuelrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted

queues.", minQueues))

Lbuild();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),

s3Client.client()::1listBuckets)
.buckets()
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.stream()
.map(Bucket: :name)
.collect(Collectors.toList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);

}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
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throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);

}
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software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

amazon

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
.cloudformation.proxy.Logger;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

s3.
s3.
s3.
s3.
s3.
s3
s3.
s3.
s3.
s3.

sgs.
sgs.
sgs.
.model.
sgs.
sgs.
sgs.
.model.

sqgs

sqgs

S3Clie
model.
model.
model.
model.

.model.

model
model.
model.
model.
SqgsCl

model

model.

model.
model.
model.

.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
.BeforeEach;
.Test;
.extension.ExtendWith;

nt,;

Bucket;
GetBucketEncryptionRequest;
GetBucketEncryptionResponse;
ListBucketsRequest;
ListBucketsResponse;

.S3Exception;

ServerSideEncryptionByDefault;
ServerSideEncryptionConfiguration;
ServerSideEncryptionRule;
ient;
GetQueueAttributesRequest;
.GetQueueAttributesResponse;
GetQueueUrlRequest;
GetQueueUrlResponse;
ListQueuesRequest;
ListQueuesResponse;
QueueAttributeName;
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import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Arrays;

import java.util.Collection;

import java.util.HashMap;

import java.util.list;

import java.util.stream.Collectors;

import static org.mockito.ArgumentMatchers.any;
import static org.mockito.Mockito.mock;

import static org.mockito.Mockito.never;

import static org.mockito.Mockito.times;

import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SqgsClient sqgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgqsClient = mock(SgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
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Bucket.builder().name("bucket5").build()
);
final ListBucketsResponse mockResponse =
ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}
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@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
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.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
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"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())

.build();
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final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of

[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sseAlgorithm(a)
.build()
).build()
)
.collect(Collectors.toList())

);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

) .build();

{# A Python 23 BT AWS CloudFormation %) Bh#y 18 #l

3 HF] AWS CloudFormation ARMWERFTEZY TR, EEUREBUENERER, ~#%2

ERIE L 5| B AR Python B HET ARMEE,
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TR EEQNEREH

E4 M Hook EREMH, CloudFormation CLI @BV ZFHEEENRE K HEEFHZL£ MBS
H4EE Hook Ej4E |, 7 Hook RIEFIER .

cfn generate
WEEERTHES

Generated files for MyCompany::Testing::MyTestHook

(® Note

BREH Lambda #11TE B Rup-to-date , AR FEACEARAE, MEFHMEA
FERERMNAER Lambda #ITE™E,

3
¢
g
18

SER2  MEAMEEEN

BEBCH Hook REEAHNTREAEBABHEELEERENEEER, AU, EUUHETIERN
REITRE 8%

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

CloudFormation CLI & ZE4 src/models.py EREEE B IR,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,
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Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,

)

from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:

if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),
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_TypeConfigurationModel = TypeConfigurationModel

SER3: BFANEEER

FEBELR Python EXER , EUUREEREFARYENREEER., &GP , BEEERE
¥R M preUpdate, preCreatef preDelete FEAUEE,

£

« B1E preCreate REE R

« BepreUpdate BEEE R

« B1E preDelete EEER

- BEFAREEER

B1E preCreate EEE R
preCreate BEEXNEEE AWS: :S3: :Bucket B AWS: :SQS: :Queue &JRHY A PR 2SR hN &7 7%
Eo
« ¥ AWS::S3::Bucket BEiR , AR RBETIERA true BT EEB.
« Amazon S3 fEFErRMNE & E,
- DRUARFETEA Amazon S3 REFITEREH,
- Amazon S3 RETFITRNMBEE LERFIEN EREEZE,
« AWS Key Management Service £ ID Bi%E.
« HR AWS::SQS: :Queue BIR , AMRBETIIERS true B FiBIB,
« AWS Key Management Service £ ID E:%E.

B {EpreUpdate REE

EiepreUpdate EEER , HEEREEXPTMEEEEENENIREZRE, preUpdate B
EXBETATHIER :

o ¥ AWS::S3::Bucket BER , AR REETIERA true REE :
« Amazon S3 fEFEFEMN B EITENZEE L R IER.
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B1E preDelete REER

BffpreDelete REERN K HEEEREEEXTMEEE B ENMBRREZGIEE . preDelete RE

FRAETKTIIEE :

o ¥ AWS::S3::Bucket EIR , AR REETIERA true BREIE :
- BRMBRERE  IREFREBEERESESHER,
- FENRESREREERKE Hook WRREHERE,

BEAREEER

1. TE48EH IDE & |, BIRXhandlers.pyfii stc ERIRMWER,
2. FEATHREXNBEhandlers. pyERNEBAR,

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel
# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getlLogger(__name__)

TYPE_NAME = "MyCompany::Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint
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def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
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else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:

return ProgressEvent(
status=0OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name = queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
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if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:

{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")

)

else:

raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)

previous_bucket_encryption_configs = previous_resource_properties.get(
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"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
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"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

REBETT —EEER MBI 42 AWS CloudFormations
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b 5 EETA % AWS CloudFormation

BIUBHITAE%E , B#FEEM ;3ME AWS CloudFormation , AMEFEAE. EAE T |, &8 7 M
ENFAMENDE  LMEE REA AWS IS,

HEQF (Java)
MRESFEA Java B Hook , 55 H Maven Kitst e,

£ Hook XM HEEYP , T TG SREELEH Hook, HTEMNAER , WEENBERHELARE
ZJAR , 184 Hook I3 E CloudFormation & #14E,

mvn clean package

Eaiii=HEsE
Eagab

1. (BHA) EBRZX configurei@fEus-west-2 , #7EER AWS BiF EBEES -

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [Nonel: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (BEA) TIatEREMHEERN Hook X , MEAEM.

$ cfn submit --dry-run

3. {# CloudFormation CLI submiti#{EET S 2%,

$ cfn submit --set-default

N

T EEETIHS.

{’ProgressStatus’: ‘COMPLETE’}

BR  LEREMEN TR
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B QR A SRR R
BBEHARERET AN AWS RS H BFHTA,

1. BERJBENAH , FEA list-typestn B HIHFEMN IR , WEEHHERHA.

$ aws cloudformation list-types

WTEEETEE , WERRETE AWS tRF M BEPBANLE TR

"TypeSummaries": [
{
"Type": "HOOK",
"TypeName": "MyCompany::Testing::MyTestHook",
"DefaultVersionId": "00000001",
"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",
"LastUpdated": "2021-08-04T23:00:03.058000+00:00",
"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"
}
]
}

2. TypeArn # Hook B1list-type#i H#ER W,

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

EETHRINMBALRUMLGEER | B30 LAHEMAE,
BHEE I EE M Hook 218 , AT LAAE Hook MBI &84 , AWS 1RF LATE AE&E Hook,

« EEERFHREDEY , B SetTypeConfigurationi® e, IHiRESRAQBEEE
HpropertiesERFERNARMBME, ETHEFF , minBuckets BHEEHELIFES .
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® Note
FBBREREFTIHAAY 6 SEEAYNFEHE EHMNFT AWS tRF, CloudFormation &
S BRBRIEVENT , BASFEES ALY, CloudFormation BEE F 5 Hook {# & B
Hook 55 7] , S 3 ZE MR R EUE Hooks Z BI /U 5F Hooks BYBRLEEFT],

EEAMERF 2 MR Hook LEMEMHAVERER , LUKk AWS EfH.

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode":"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}}}}'
--type-arn $HOOK_TYPE_ARN

/A Important

EEREW Hook TEMEHBHNERE , BUAERSPREMABA Hook 2% , £
HookConfiguration[EEHookInvocationStatusENABLEDH & RRES -

EEREFEXPFE AWS APIs

WRIER Hooks EEEMEEERBFEH AWS APl , CFN-CLI 2 B BIE Y IAM #iiTABE Z hook-
role.yaml, hook-role.yaml #ARZRIE Hook B H AT EEEXNERTISEEEEXEENET
A, MR fEgeneratelRERBRMER --role-arniF , HEBINACKHEL BEARNITA
&,

WEFMES , F2RREFREEFE AWS APIs.

hook-role.yam| 8%

® Note

MRGZBEZEERVBCHITAC , RFRIIEBEREIAALHTYIH
hooks.cloudformation.amazonaws.comfl , LiEHE HKEREE
Blresources.cloudformation.amazonaws.com,
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T5|&EaEA IAM, Amazon S3 1 Amazon SQS £ d,

AWSTemplateFormatVersion: 2010-09-09
Description: >

This CloudFormation template creates a role assumed by CloudFormation during

Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
StringlLike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3:GetEncryptionConfiguration'
's3:ListBucket'
's3:ListAl1MyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt

EEaE
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- ExecutionRole
- Arn

£ AR AT A% AWS 1B

BELEKEEERANNEEREXNRERE , BERAE CloudFormation & Y BETH AT R
To

FAIL #0R CloudFormation #EARARMEEEG THIEE K S3 RFETHRE , AABAMERSRSE -

« Amazon S3 FIFBINZEERE,

- ERARETEN Amazon S3 REETELR,

« Amazon S3 RETFIRNNBEELERIBEN ERESEE,
« AWS Key Management Service £#8 ID Ei%E,

ETHEHH  BaIEE WEAR , my-failed-bucket-stack.ymlEHEBZFES my-hook-
stack , XEAGKRYHBRERE W EERMEZEEL,

1E B B A ) B
o1 MBS
METEHRINEE

1. BEIEE S3REFIFEMNER, Hli : my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: 'AWS::S3::Bucket'
Properties: {}

2. EHE I AWS Command Line Interface () RIgEEHIEARAWS CLI, ETFHNEHF G | &
HEBEBIEER , my-hook-stack#BAEBIEER my-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (EA) ZBEEHEEBRMGHEEERE, ETIEHP , HEHBEZHE my-hook-stacke
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$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

5/ describe-stack-eventsEREREFER I FEEFITREBN IR AN, UTRE oo HEF#H
Ho

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
},

f&R : Hook A RBUHERIERE K W FILERHE,

£/ CloudFormation £34~{E5E 4 B ER 3%

1. BEEBEVHBYERBANRE 6 FEMELR , BEENEREAMNEN S3 FEFIrHE. LHEHIFEH
I my-encrypted-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Description: |

This CloudFormation template provisions an encrypted S3 Bucket
Resources:
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EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

® Note
TS HEBHNERUA LM,

2. BUMBWIEELNER, ELHEHHh , HBEHEA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (EA) BBEEHEEBRBAHEEEE,

$ aws cloudformation describe-stack-events \
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--stack-name my-encrypted-bucket-stack

£/ describe-stack-eventsi S REIEEE, LL TR describe-stack-events < H
&35,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\": {\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",
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"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},
{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",
"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",
"StackName": "my-encrypted-bucket-stack",
"LogicalResourceId": "EncryptedS3Bucket",
"PhysicalResourceId": "",
"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T23:22:58.349000+00:00",
"ResourceStatus": "CREATE_IN_PROGRESS",
"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy

# 8 : CloudFormation ERXIIE IR, Hook BV BIEEERFEAWS: :S3: :BucketEREMEERZ
B2 S A RESwm N,

W 2 :
HRT AR R

1. BREIETE S3MFFRMNEZA, M aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
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SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BB XE PEEEWNE R AWS CLI, ETINEHD , HEBEBIEES , my-hook-
stackEAREZBIEES aes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (ER) EREEHEAERRGHEER. £ TG , EEHBEME my-hook-stacke

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

5/ describe-stack-eventsEREREEFERIFEEFITHREBN I AN, UTR oS HEHH
H

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0@b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

Iy
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}

R Hook A ABUHEBERE W ILERMHEE, AR S3 EEITBNZRRESFLRE | HE
B, LR aws kmsh , EEA B IERIHREAES256,

/8 CloudFormation &4~&5E ) BB 3%

1. FEBVMBYRBBANRE K FENGELX , BENEREAMERN S3 @R, LaEsER
g7 kms-bucket-and-queue.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: 'AWS::SQS::Queue’
Properties:
QueueName: 'encryptedqueue-${AWS::Region}-${AWS: :AccountId}’
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
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Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(® Note
T KB ERUE %,

2. BUMBWIEELNER, ZLHEHHR , #HBEHEA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (ER) EREEHEABERBGEHERER.

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

A describe-stack-eventsi S REIECIE, LL TR describe-stack-events s S H
&35,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",
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"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I
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}

# 2 : CloudFormation ERXZHEIM B, Hook HIEBEERFEAWS: :S3: :BucketBREMEERZ
B2 E AR 2w 25

R =HEALE
BEH BT A% A5 CloudFormation 2 &4 P IR B MEET,

EETEHHITAY , 55518 CloudFormation CLI submiti2EHG RV {E5TI23TE CloudFormation % %
B

$ cfn submit

EBEREPIEETERM Hook IRA |, 55 set-type-default-versionti S IR EE R, BRZBAIR
7K IDo

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

= EHEEVERES Hook RAHVEFA , B A list-type-versions.

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing: :MyTestHook"

#¢ CloudFormation B EBUEFMBEITAY

BUE R B 5T Hook &4 2E 4R 4 Sk ZE R IE AR MR 4252 A CloudFormation E#DEPRECATEDIEHRY
EE2HERERATEATBIR, —BEAR , BFTAHMEEE CloudFormation #/EHR A,

® Note

BUHEMABza , BXAEERBUE M EREENFTE L ERPIRE, MEFHMEER ,
i&2@DeregisterType.

AT e


https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-submit.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-default-version.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-type-versions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeregisterType.html
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EEHCHRIMAE | FB5EH deregister-type R {EI 18 E R 2 B ARN,

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

T rAEELERL.

NEGL iRAL

FEMEBRNEE=ZFAY  BFEENAOYBRALEEMH, RE  ELEL HEALHERANSE
AWS [E15 & :

1. #£ CloudFormation & &/ 4§ Hook EEM AF B LR,
2. ARG AL  UEREBZF ST CloudFormation & #EE P RMENATESEER,
3. I A B R M ZE CloudFormation 28248,

(@ Note
EEEEETEMMETAERH  BXBELETMEZESPNERRGE, EERBESZRE
Eim P AT R E , 552B ( AWS CloudFormation CLI fE & ¥8R) FHIE A StackSets
1£ 218 2 15 P 2% i iE 7 Th ek

BT Hook 2 , BRI LUE © 3 # % CloudFormation B EMABE=F LNELEMH , FE—K
CloudFormation £ & A\ B,

NEE=ZF BT HEIEIRM CloudFormation EAEEMHEZ R T BHRE AWS ERNERE, HALEL
25, NMEARMNEE AR E CloudFormation AWS F 2Ry (R 2 B E .

BMBIESKENAY | HEAHE AWS & FTE AFTE CloudFormation FEEE., A& ,
FRETUEEIREFHRRASHNERINE , MEEHESARDERH, MEFHMEENR , FSBAWS
CloudFormation { fEF&1ER) FHIEFA CloudFormation Z & ER 5 = 5 /N B iR,

AR BTAR UM AFEER

EERMOEMN BTN  EL4AEBRAHRERNEANEAER, UTESBTAMBMAE =1L
HIEE 2 BIFT R ERBE,

BEEEEXNEEHSKBMIAE. —XAM SUCCESS , — XA FAILED,
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension-stacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry-public.html

AWS CloudFormation Hooks & 15w
« $H¥ISUCCESSEIFERA

« AREELZEA SUCCESS,

- FEEEERE,

- MRIEE , EFEEERE0D,
« WRFAILEDE FERHS

« IRRELEA FAILED,

- MEEEHERE,

- REBABELDE,

- MRIEE , BFEEERAR0D,
- ¥PAIN_PROGRESSIE FEZRHI

- FEEERERE,

« Result WUAFEERERELE,

EEARSHOAZENEAER

RIFETERR , SEHEN Hook HBIERPEZNERAFIELEMNE ABM CloudFormation R#11TE 4938
Ho T8 , KZHABHEZNEH  FAEBELAERYSEALEFTHELENBRABYMEETHMENSE
Ro EEMRIERE  BOLUIEE $ITEHA#RIE CloudFormation B ER B E A,

CloudFormation R {MES R , AIREEEMAER , LEEHTENRUEREA

£/ overrides BREMREAFN , TIEERSEBMENB AEHR CloudFormation , LUETE
preCreate, preUpdateX preDeletei2{ERIREARFER,

- MAER

EUTERT , BEATUERZEinputiERREESHOAFRBAESR
- BREIFTEREY. EFNRBRREREETANBAESR , SURENERER.
- BREEEZETRNBAERSE.

ERERSEREERAER

LLTREFH overrides %X/ Amazon S3 Hook #i A & Bl & i,
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"CREATE_PRE_PROVISION": {
"AWS::S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"

1,
"UPDATE_PRE_PROVISION": {
"AWS::S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {

L

L

L

R
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"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID_UPDATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID": {

"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

L

L

R
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}

ERBAEREERAER

FA input BRRIEEFEEEME@ AER CloudFormation , St £/ : preCreate@
A. preUpdateBi AFIBEHE A, SEFENERTEERINERPIEE. EHANAESHNAEE
EZR@mAER,

ZEIETE CloudFormation Z2ESHAIEAEANinputiEBR |, FinputsERKRHIEE Hooks BER
MR E 8%, ARIMBENEAER,

EANTHEEMNEEERTSNBAEREE  HEdn BEY

« inputs_n_pre_create.json : FRAEREREEpreCreate REERAREEAREBELE RN A,
- inputs_n_pre_update.json : FAERELE preUpdate REERARIEEARENERNE A,
« inputs_n_pre_delete.json : FAEREE preDelete REE R RIZE AR MBRE RV E A
« inputs_n_invalid.json : AREEENME A TR,

EEREGNAGEEESEHMAER  FEEEREBINEY , UHFENWmAERE, flw , &%
E— R AEREZTREA inputs_1_pre_create.json, inputs_1_pre_update.json#
inputs_1_pre_invalid.json. BT —##EaHA A inputs_2_pre_create.json.
inputs_2_pre_update.json#l inputs_2_pre_invalid.json , SAt¥EH#,

FEMAERTE JSON EX , EE2ARAENERB .
AT RinputsfEAE AR Amazon S3 I8 EM A E RV EHI B 8%,
inputs_1_pre_create.json

AR Rinputs_1_pre_create.json& B EHI,

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{

R a7
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"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"

inputs_1_pre_update.json

LR Rinputs_1_pre_update.json& A5,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
},
"BucketName": "encryptedbucket-us-west-2"

},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,

R
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"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}I

"BucketName": "encryptedbucket-us-west-2"

inputs_1_invalid.json

AT Rinputs_1_invalid. json&#BIEA&Hl,

"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

AR Rinputs_1_invalid_pre_update.json&# R A& A,
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{
"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

MEHEET | 28 ( AWS CloudFormation CLI fEfIEISR) S ik 7 T 8L LU A RIS,

AWS CloudFormation A #MEBIRIAFE LS E

R EEREA 42 A KB R AWS CloudFormation Hooks By #E#8H# AR EE %,

AETEH JSON HERERNABREEEXNRTNAERAE, BEUBTAENE—SREEIERS
. HEMREBMNEEERER, E446H CloudFormation CLI initds S #¥]%8{t B 5T Hook B
B, RS ALEY Hook HBERER, FALEBRAERIEAECEZBEITARTEMRANEBIENRE,
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R ERGES
TR BHR R S B S,

{

"typeName": "string",

"sourceUrl": "string",

"documentationUrl": "string"

"definitions": {

"definitionName": {

},
"typeConfiguration": {

"properties": {

"propertyName": {
"description": "string",
"type": "string",

I
},
"required": [
"propertyName"

1,
"additionalProperties":
},

"handlers": {

"preCreate": {

"targetNames":
1,
"permissions":
]

1,

"preUpdate": {
"targetNames":
1,
"permissions":
]

1,

"preDelete": {

"targetNames":
1,

description": "string",

TERBEREE
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"permissions": [

]
}
I
"additionalProperties": false
}
typeName

ARNE—ER, AENAREE=ARsNGE=H , EBEXA

Organization::Service: :Hooko,

(® Note
THEBTEZEBRAEN , BELARENARERER
* Alexa
+ AMZN
* Amazon
« ASK
« AWS
¢ Custom

* Dev

ME 2

B Aa-zA-Z20-9]1{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

TR : 10
FBR: 196
description

CloudFormation £# & E RN A BEERHIR,

MWE 2
sourcelrl

MRANE , Hook HIFREE URL,

RRBERTEL 152
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RE &

EBR : 4096

documentationUrl
RUAEFMAXHHNER URL,
ME 2

B3 Ahttps\:\/\/[0-9a-zA-Z]([-.\w]l*[0-9a-zA-Z])(\:[0-9]*)*([\?/#].*)?$

LR : 4096
(® Note
HANBERELAEIETEHRERNWBMHER , BETLER documentationURL B

HAEAERAESFAEN , 2FHs. EARMNNEMFHRER.

definitions
£ definitionsE#RIZHE AR Hook BHEEHEIR,

REBBRMEM definitionsERRESRBBHATE , TARGMEREBHRPHN S @I
K&, BALER JSON EREAMBEERERTHEENESEZR TR,

PBE B
typeConfiguration

Hook #RE&E B E =&,

BE 2
properties

ARNBE. AMNFEBEBLEAEEBRERPRT, BOMGERELIEERAMER BB

B,

(@ Note

TATERBMY, Rz , FE definitionsTEPESTMAERBMY  HFEHASrefigE
EMENEER2ECH,

BREREEE 153
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BRI XETSIEMY :
« default - BMEFERE.
« description - BHH#EIR,
- pattern - FARERFE®R AK regex =,
- type- BENESEZEA,

additionalProperties

additionalProperties A HRXES false, AUNFTEBUEHXBEEBRRFRET . T
FEEW A

MNE 2
BEME : false
handlers

REEAEETRBEBELRTERNIMNIRE , SINAFUAE. F10, preUpdateTRERE
APABEEERNEMREZN  SUAREE N,

BWE : preCreate | preUpdate | preDelete

® Note
HEARREEAEEEL —EE.

/A Important

B RN HBREUpdateCleanupFEMUA A, Fil , EUTHERGS , Tay
Fd Hook MipreDelete BEE :

. BRERBATBYR —EEREER.
. BMBEEEREHFERNER,

targetNames

Hook BEEZMERZBFHMES|, Hlin , 1R preCreate BEERHE AWS: :S3: :Bucket B1E |, Al
Hook & 7£ 78 £ MRS ER#11T Amazon S3 & TFETHE,

 TargetName

RRBERTEL 154


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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ABEEFNEEEAEEEL —EEREH.

] : AMa-zA-20-9]{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z20-9]1{2,643}%

TR :1
PBE B
/A Warning

SSM SecureString Hl Secrets Manager B)#88&E £ &S Hooks Z BI & &4,

permissions
FEET  EEUAREEXMEN AWS FF 1,
BE 2

additionalProperties

additionalProperties #HRES false, AHMNFEBHALBEEREBERIRT . TA
FHEE® A

ME 2

BME : false

Fib 800 45 48 1R 8 451
&l 1
Java Ml Python EEFEAUATERBEHS. AT2EH NWARNWEFEEBmycompany-testing-

mytesthook. json.

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
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"minBuckets":{

"description":"Minimum number of compliant buckets",

"type":"string"
},

"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},

"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string",

"pattern": "[a-zA-Z]*[1-9]"

}
},
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

TERBEREE
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"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

iy

"additionalProperties":false

g5l 2

T EHIRAFEA STACKH CHANGE_SET Wi targetNames , LU BEHANEBERREAR

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
1,
"required":[
15

"additionalProperties":false

TERBEREE
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},
"handlers":{
"preCreate":{
"targetNames": [
"STACK",
"CHANGE_SET"
1,
"permissions": [
]
I
"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,
"permissions": [
]
}
I

"additionalProperties":false

TERBEREE
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=R FEA AWS CloudFormation %) 2

AEFERPWMAER  REEVEBRA 0% , IR LEEEENIRERERAERDRE, EREEER
2 Hooks TEMBER THAERER , 58 Hooks 3EEE A,

ERFRERNBAAR (£28)

EWRFPERAR

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation BB AWS CloudFormation £# &,

EEEERNEES L |, BE AWS BE ARMEN .

REBSEHET , BEEQAH.

BELEZFANIHETE,

EARFHEAEENIHREBAMN , BEERREA.

HBEEIRTE K FEEFHRAMN,

o o b~ w0 DN

EXMBALRERNAE

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation BB AWS CloudFormation £# &,

EEEERNEES L |, BE AWS BE ARMEN .

REBSFKET , BEEQH.

BELEZRANAIHETE,

EARFHEAEEN IR BAMN , BEMARE.

HBEEIRTE  FEERAAN,

o o b~ w0 DN
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EWRFREAMBA R (AWS CLI)

/A Important

FRFMBAQEN AWS CLI i o2 EEABMARLINKS --configurationBEHIEEN
B, BTBERE/NNEE  SHBATZEITELGTREERENMEBREARE. EEREE
BIRAHREE R | FEEA describe-typefi©o

FRAI%

5 A T Flset-type-configuration@n ¥ I E HookInvocationStatus #4A DISABLEDXR{ER A,
BREBNERRALNEEE.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

EXNRBALEERN AR

{# A T Fllset-type-configuration@n & ¥ 3§ € HookInvocationStatus & ENABLEDLAEFH A A H,
BEZNERRALNISTER.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

NERMET  FONALESEBERTESE,
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HHEEEREREESE

AEELR AR E S B EEBHRSEE, CloudFormation £ I AA%E K SEHTHEEHAILERE
EBHER AWS 1RE,

FERANTBREHEBNER  FELIRS PEMLBAFENABLEDZ# |, #§

=71 ]

HookInvocationStatus &S .

&

- AREREEREREY

4) Bh 4R AE 3 51

AWS CloudFormation %) Bk & & ik EF iR R4
AWS CloudFormation ##f B &2 EFig R4+
BE Hook BEEEBEAESRAF T

(® Note

Hook #HRE T AR AERE S 300 KB, 1ERH¥ SetTypeConfigurationi®
MConfigurationiERBEE MM FIERHIZ M.

/j n\\E %\H /Q\F*%*H E ,&
TIERERR ARBREEBETRNER,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["STACK"],
"FailureMode": "FAIL",

"Properties": {

}
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HookConfiguration
NHEETEEHEBER, RBEANARBEERASER AR,
NHEEIET I BT,

HookInvocationStatus
IEENE R ENABLEDIE 2 DISABLED,

B3%{E : ENABLED | DISABLED

TargetOperations
EEERTAOMRNWREBE, NEFMEN , F2EHNEE

BRE : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

A AREHE A, 5BHookInvocationStatusti A o

MREREES ALL , BIAES7E UPDATE, CREATESX DELETE BERIGEHEERZEEIRE

KRR,
MREXERESR NONE , RIAQHTEER LIRS HAHER,

AME : ALL | NONE

FailureMode

EEAR L & & AR5 40 ] B2 32 20 RE i FE
- MREARER FAIL , BAMKYE , AIXRBAREFILHAREREEFHER,
« MRBEXRES WARNE DR AN , IBSHEAFHERBELRESAR.

BHME : FAIL | WARN

Properties

EEAMATHEBME. ELE/S Hooks BRER EHN BTN,

L) RhEREEE 5
B FEDBHIEH AWS CLI , HBETIIEE :

« B Guard Hook (AWS CLI)

LA REE
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- BUA Lambda 4% (AWS CLI)

AWS CloudFormation %] B3t & = fR EF R & 4

BA LS HE B B AR ERB IR ETI8 = CloudFormation Hooks , URIB Mt EZ BN A EHER AR
B, EREZEEEHRERENNHSE B BERRSEHER K EBREM,

FERAELEEFRMFNEELN | WRUEATLLEFEAIEH,
RAMBRERFENAMEREREBUNTAR

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

ZFEHookConfigurationfEEZMFMERNR , F2E AMERERERE 2%,

EECRAMBEREG RGN , 5FE THEStackFilters®#HookConfiguration,
StackFilters €#8E—E/ERE , YHEEMERARE,

 FilteringCriteria (#E)
« StackNames ((#F)
- StackRoles ((#F)
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StackNames B StackRoles B RZRAN. ER , B4 AR EELEMHFEVEFP—EEM,

WRBEIEHE Cloud Control AP IREN AR | IS ZEEFTE B BREHEREG,

FilteringCriteria
FilteringCriteria REEEETANMLES Y, TULRER ALLE ANY,

« ALL MRFAAEEFRGEHAT , SUAIR,
« ANY RFEEMA—EEHERG , SUAAR,

StackNames
EERASBRPIEE-—SSEHBEBMBEERGEME  BFEA T JSON &

"StackNames": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}

BB AEEETHHP—IR

* Include : ETENHBEREE, REHBFETREENHESWAAR,
- JAE . FEMES
« IHE LM : 50
- &/DEE 1
« Exclude : EHRRMHBERBEE., BRTUHEIHNHEER I  FIEHEHEWAAIE,
- J|H . FHED
- HBE LR : 50
- &/NIEHE 1

Include M ExcludefE3FHESEMELZBLEERETIERXNREER -

- = : A[a-zA-Z][-a-2zA-20-9]*$

FilteringCriteria
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- EELBR : 128

StackNames XIEERMEBZBANTRERAFZ ALY, ZEEEFEFEHAERAFONEN | B2 26

Hook BEZEBBFEAERF to

StackRoles
EEFAMMARPE—HZE IAM ACIEELSEHERY , BFERA TS JSON 48 -

"StackRoles": {
"Include": [
"string"

1,
"Exclude": [
"string"
]
}

B RBETIHP—IH
« Include : IAM A€ ARNs WiEE , ENHRELAGHBENEFRHEE, REELACRBES
BREFESUATH.
- HHE . FHMET
-« JHE LPR : 50
®/NEE :
* Exclude : BEHRZHEN IAM A& ARNs BE, RTHIEECACHRBNHER I , FTEHEER
SUAA%,
- BH . FHEED
-« IHE LM : 50
R/NEE 1

Include M ExcludefEdF VB EKESEH L BEST FIHIEXMEEER :

« B :arn:.+:iam::[0-9]{12}:r0le/.+
- RELR : 256

StackRoles £ %] ARN FEEBERFPAFEAFT
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 partition
 account-id

* resource-id

H2HE ARN FBEERTPEECLABAFZ TS , FFSE HE Hook EERBEAERF T,

Include # Exclude

BB EFR M (StackNames Ml StackRoles) #E —fEInclude/FEMExclude/FE., A
StackNames A& 6] , AR EHEIncludeFEFIEENHE LA, WRRIEEExcludeF
BERHEER  IRSEFTEEXClude FEPHHEE LA, MREKIEE Exclude
IncludeM , HIABBEZERIncludeFEFNAR , MARExclude BEHRHNAR.

plan | REEE M EMER : A, B, CH D,

« "Include": ["A","B"]1 ZAF B LFAAAE.

« "Exclude": ["B"]#Z A, CH D LtFAAEH.

« "Include": ["A","B","C"], "Exclude": ["A","D"]&EBHMC LFAAIE.

« "Include": ["A","B","C"], "Exclude": ["A”,"B","C"] FEEEMHEE WA,

B B AR B R Y EE 51
AEIR MBSO ER & B , LAE T AWS CloudFormation %) B HY 3 & B 4R R Z 1R 14
g1 BEREHE

THEHHIEE IncludeiFE, ABREHEE A stack-test-1, stack-test-2F WiHE 57
Fstack-test-3.

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

]I
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"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

g5 2 : PERRIREH

I

MREHBEBEZEBERETFEEEXCludeFE |, AIFHERBES stack-test-1,

i@ F A 4A) Bstack-test-3,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

stack-test-23 WE

HE B R AR ERER R I E EE 5
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}

g6l 3 . At S MEER

WMERKRIEE Include Exclude’BE , BIREEFREEXxcludelBERIncludedy HE EIUAAE,
ETHEH S | EHFE LA S B stack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

1,

"Exclude": [
"stack-test-1",
"stack-test-2"

g6l 4 HEHEBEBANAGREALLKY

THARTE=EHERERE , UR—EHBAEB, HM FilteringCriteria I8EA ALL , HtRE
HYEEREGHEFHEEREBINMAHEEACHNEEUAIEY,

{

"CloudFormationConfiguration": {
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
},
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role"]

g6l 5 HEHEBEBIAGEANYRY

THARTE=EHEER , UR—EHEBAE, AN FilteringCriteria IEES ANY , PREAGHYE
SEEMAHEREBIEFHEACGHNHE  SWUAAE,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {
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"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

1,
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role"]

AWS CloudFormation 7 B {ZE EF 2 R4

AEBERMELE AWS CloudFormation Hooks B #ZERERHFAIIES|. BuLIER B EGERGRERS
bR H AR ARNEENER, SULREHRRY  SEEENERELEEIFERNERE
7. EMENFARAEHES.

EECAMBERTE—NZEHEBEBIEECREERNY , 5L THETargetFilters&
#8HookConfiguration,

TargetFilters XETHIBM,

Actions

EEEHEBFENFHMED, MFEHH , F2E "HH 1 EXEEEERES -

B{E : CREATE | UPDATE | DELETE

(@ Note

%7 RESOURCE, STACKHI CLOUD_CONTROLE#E , FrE B{EENE#ER, ¥
FACHANGE_SETE1E , RE CREATEBMEE A, MEFMEN , B2RHHEEZ,

InvocationPoints

FHEEY , EEY B RREMRM,
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B (& : PRE_PROVISION

TargetNames
FEHRES  EEEHENERERER |, FI0 AWS: :S3: :Bucket,

EREBXEERNEREABNTENEAF T, MEFMER , F2HEL Hook BEEHE
ERBAF T,

B : Aa-zA-20-9]{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z20-9]1{2,643}%

PR : 50
Targets

wHrEy | EEEAR B REEN BREBE.
B &5 h ey & E B REE T 5B,

Actions
EEBENEIE,
B{E : CREATE | UPDATE | DELETE
InvocationPoints
EEBENFRE,

EME : PRE_PROVISION

TargetNames

EHENEREEERE,

® Note
IBEEEREETargetsYHESIF TargetNames, Actions®= InvocationPointsf&
Hl, MREEEFRE=(EE M Targets , BHBEETargetsW 4R ITEEM. WME
g5, 5526 TEH 2 FHTargetsYWHES,

B Z &R R By £ 51
AEFRHA AT LLUBENE S , B AWS CloudFormation 22 37 B Z &R &4,
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g6 1 EARREERMG

EEBVEENREEREMNERBEGHERY , 5FMA TargetFilters YHHE Actionsfd
Hl, T EEGERUEEERSEEEBBRRENATE Create. Updatef DeleteBE LA A%
( FELAE R T A RESOURCER STACKIRIE ) -

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Actions": [
"Create",
"Update",
"Delete"

&5l 2 : EATargetsY S

HREEMRNENERYE , B ERTargetsMHESIRIIESE B R, BENFRAMES. THE
EEHRIFHARESE S3 f1ZITECREATEM DynamoDB EHRI&K EW A Hook Z BT MUPDATEEIE, ©
[ RFE A STACKH RESOURCER1E,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

15
"FailureMode": "WARN",
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"Properties": {7},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

},

{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

]
}

il Hook EERZBERAERFTT

FBAEABRAFTMABERRBN —2, BALE Hook BEEZBHEAERAT T (* M ?). B
(*) KRFRWESHEE, B () AREMNE-—Fn. EUTNEEREBHERAZME *M ? F.

Example : Hook &R P EERBE A F Ty & A
THI&EHILL Amazon S3 X BB ERERABE,

"handlers": {
"preCreate": {
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"targetNames": [
"AWS: :S3: . *"
iF

"permissions": []

THEFFEEBHPESE "Buckety WATEEREE,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,
"permissions": []
}
}
}

AWS: :*::Bucket* AJREEMMA T IEMERERER -

« AWS::Lightsail: :Bucket

* AWS::S3::Bucket
 AWS::S3::BucketPolicy

* AWS: :S30utpost: :Bucket

* AWS::S30utpost: :BucketPolicy

Example : Hook & BEAH B ELEE R F Ty fl

THEHIAESWUAE , LARME Amazon S3 EREEMCREATERE , URARFMEEZER
REREAAUPDATEIRE , 6I20 AWS: :DynamobDB: : Table=} AWS: :Glue: : Table,

"CloudFormationConfiguration": {
"HookConfiguration": {
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"TargetStacks": "ALL",

"FailureMode": "FAIL",

"Properties": {3},

"TargetFilters":{

"Targets": [
{

"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

THIE RS AME Amazon S3 EiREAA 1 CREATEUPDATEREN AR , IRFIEERER
FREFRHEIH CREATER UPDATER/E , 530 AWS: : DynamobDB: : Table= AWS: :Glue: : Table,

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3: %",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"

EREM
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}

Example : IncludeisEit &

TH&EHEREInclude’BE, REEMHEZRBL BER , TR L8 stack-test-,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"

Example : ExcludejdEifi &

THEHEIEEEXcludeBE, EML BHENEEHSIUA S Bstack-test-,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
EABRFET
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"Properties": {3},
"StackFilters": {

"FilteringCriteria":

"StackNames": {
"Exclude": [
"stack-test-*"

Example : Excludeft¥f43E# B4 S IncludeX

WRIETE IncludeM Exclude BE , BIREHRE
ETHEHG | BRTHEAH stack-test-1,

IIALLII ,

RSB E SN F 4B stack-test-3,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria":
"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

[

"ENABLED",

IIALLII ,

FRARMEAFINncludeRyEE EN A A B Exclude,
M ByEBstack-test-Zistack-test-2 , FREML

EREM
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}
}

Example : IncludefsEA

THEFSEEEEMEEBRAZAERANInclude’BE, F—EHEE & ¥EM partitionH
hook-roleHhBHEA WEMAGHITARaccount-id, FZ{AE B @t ¥partitionBH HWE
FRERBEHIT account-id 123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:role/*

Example : ExcludeidEA

THEFSEEEEMEERAZAERNNEXCludeBE, F—EEESEARexemptBBHE
E1EM partitionF{EM EFEIBAE#HTaccount-id. EBR WA GEMEBIEFaccount-
1d12345678901 2 ELEAR , F_EEHE KB AT,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
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"TargetOperations": [
"STACK",

"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:r0le/*

Example : &8 EA® ARN X Exclude®y Included

WREBET IncludeM Exclude FE , HIREEEEXclude FEF TR A ACERFE
AIncludefy& FIAARK, ETHEFP BRTACBRN 2 , EEFEM partition,
account-id#l roleBBHHERE LA LB account-1d123456789012,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/*"

1,

"Exclude": [
"arn:*:iam::123456789012:role/*"

EREM
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Example : EEHEBEBNACHEMEGRYT

THAETE—EHEEERERAFT AN —EAH#EACGERATT. BN FilteringCriteria EEA
ALL , FTAR 24 HE R EAHFStackName MR KyHEB I FH A B StackRoles,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]

},
"StackRoles": {

"Include": ["arn:*:iam::*:role/hook-role*"]

Example : ##& StackNames#] StackRolesE2{F A&+

THAETE—EHEERERAFTF AN —AH#EAEERATT. AR FilteringCriteria EEEA
ANY , FRUAST I E 5 StackNamesSRABTF BN QB StackRoles,
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {
"Include": [
"stack-test-*"
]

1,
"StackRoles": {
"Include": ["arn:*:iam::*:role/hook-role*"]

ERERFET
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{5/ CloudFormation £57<%& 37 4 B}

I EER M Hooks M4 CloudFormation 824 fl#%: T2 & X B/ E#E,

ZEiB#FE A CloudFormation EIAE Y A% |, B EEFREARR—HEEEH
BEZAE—R , REEZEAWS IRF M BB+ ZE—HEMEBMN DL,

CloudFormation % Guard 1 Lambda Hook BN 2 T HEHAERER,

%

E 3 Guard Hook

#3 Lambda 4

B

IR TT

fEF AWS: :CloudFormatio
n::GuardHook ¥ERERRKEIF
B4 A Guard Hook,

£/ AWS: :CloudFormatio
n::LambdaHook EREAIRE
FEXA Lambda Hook,

B
LR ]
Biig#E

g7~ 505
gMisZE

) g ]

AX A

CloudFormation B2t T3 ERER Lol ESEAPARETBITAE,

%
EEEAE

ARE Q) FAVERE

RED R TR
TS

A IS AT IR 5 5
REBME

IR 7T

f5/H AWS: :CloudFormatio
n::HookVersion ¥BRER A6 &
FRRE —ERAN BT AHEME
CloudFormation & #1g,

£ AWS: :CloudFormatio
n::HookTypeConfig EIRERRK

EEBTAMBNBR,

£/ AWS: :CloudFormatio
n: :HookDefaultVersion

BARIEE B AR FEERIR AN

&R

£ AWS: :CloudFormatio
ERER  BEW

n::Publisher

B

LRSS

Bilig#E

giflga 7

gMisZE

ERPTE TR
BiigZ

BiigZ

LR WITEAR
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(2]

BARrE. £=
FHE

fRRFR

"R B 5% CloudFormation 2 #&4&
NEEM (A, BEAMNERER )
B,

M AWS: :CloudFormatio
n::PublicTypeVersion BIR
FARAANZHETMNETIE
MALNEE=1AH,

AWS: :CloudFormatio
n::TypeActivation ¥R
H&Ed AWS: :CloudFormatio
n::HookTypeConfig ¥REHE
B , WEEWIREFRBALNESE
=Y =HEAL B

Biig=E

Bilig#E
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AWS CloudFormation Hooks i f & 5 B9 344 FE 50 52 8%

TRKREB LXEM AWS CloudFormation Hooks AR EELE, NEFRALXEEHNE
4, A LAETRY RSS STRR.

- XHBRILEFHKE : 2023 12 A 8 H,

g5 iR H &

B ER B BB EEHEBRZIX 2024 £11 A 13 B
B K WEZEF#HA CloudForm
ation Hooks REE(HFTEVET AN |

] A SHE R R DU AR

AWS EiniEsl APl ARES ) 243872 © 82 Cloud Control 2024 £11 B 13 H
API B4 K TEEFEH
CloudFormation Hooks £ i
Bz BREERNHERE,
MRKBTERNER , A
SRBBREAPILHEEIR ,
B HES I ARFMERER
&,

AWS CloudFormation Guard AWS CloudFormation Guard 2024 £11 A 13 H
Y %ﬁﬂﬁwﬁﬂ AR
EFE (DSL) , TARER

pollcy as-code, Guard Hooks

A LAFE{E Cloud Control API #1

CloudFormation #4E , SAfE#

BraimEERNHERE, IR

RETELRNER , AREX

BURIEL Py LR ER |, S5

HES I AFFHEIRIEEE.

AWS Lambda 4% AWS CloudFormation Lambda 2024 % 11 B 13 H
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