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Preface

Preface

This document describes how to create, configure, and administer an Oracle
database.

e Audience
e Documentation Accessibility
e Related Documents

e Conventions

Audience

This document is intended for database administrators who perform the following
tasks:

» Create and configure one or more Oracle databases

*  Monitor and tune Oracle databases

* Oversee routine maintenance operations for Oracle databases

» Create and maintain schema objects, such as tables, indexes, and views
* Schedule system and user jobs

» Diagnose, repair, and report problems

To use this document, you should be familiar with relational database concepts. You
should also be familiar with the operating system environment under which you are
running Oracle Database.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.

Related Documents

For more information, see these Oracle resources:
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e Oracle Database 2 Day DBA

*  Oracle Database Concepts

e Oracle Database SQL Language Reference

* Oracle Database Reference

e Oracle Database PL/SQL Packages and Types Reference
*  Oracle Automatic Storage Management Administrator's Guide
*  Oracle Database VLDB and Partitioning Guide

*  Oracle Database Error Messages

*  Oracle Database Net Services Administrator's Guide

*  Oracle Database Backup and Recovery User's Guide

*  Oracle Database Performance Tuning Guide

*  Oracle Database SQL Tuning Guide

e Oracle Database Development Guide

*  Oracle Database PL/SQL Language Reference

e SQL*Plus User's Guide and Reference

*  Oracle Multitenant Administrator’s Guide

*  Oracle Database In-Memory Guide

e Oracle Database Using Oracle Sharding

Many of the examples in this book use the sample schemas. See Oracle Database
Sample Schemas for information about these schemas.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLS, code in
examples, text that appears on the screen, or text that you enter.
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Changes in This Release for Oracle Database Administrator's Guide

Changes in This Release for Oracle
Database Administrator's Guide

There are changes in this document for recent releases of Oracle Database.

e Changes in Oracle Database 18c

e Changes in Oracle Database 12c Release 2 (12.2)

e Changes in Oracle Database 12c Release 1 (12.1.0.2)
e Changes in Oracle Database 12c Release 1 (12.1.0.1)

Changes in Oracle Database 18c

The following are changes in Oracle Database Administrator's Guide for Oracle
Database 18c:

¢ New Features

e Other Changes

New Features

The following features are new in this release:

*  Shadow lost write protection

Shadow lost write protection provides fast detection and immediate response to a
lost write. Using shadow lost write protection can minimize data loss and the time
required to repair a database. You can enable shadow lost write protection for a
database, a tablespace, or a data file without requiring an Oracle Data Guard
standby database.

See "Managing Lost Write Protection with Shadow Tablespaces".
* New default location for Oracle Database password file

The default location for Oracle Database password file is ORACLE_BASE directory
instead of ORACLE_HOME directory. This change supports read-only Oracle homes.

See "ORAPWD Syntax and Command Line Argument Descriptions".
See "About Configuring an Oracle Home in Read-Only Mode".
e Private temporary tables

Private temporary tables are stored in memory and each one is visible only to the
session that created it.

See "Creating a Temporary Table".

* Inline external tables
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Inline external tables enable the runtime definition of an external table as part of a
SQL statement, without creating the external table as persistent object in the data
dictionary.

See "Using Inline External Tables".
Parallel queue timeout

You can specify the action to be taken on a timed out parallel SQL statement by
setting the PQ_TI MEQUT_ACTI ON resource manager directive.

See "Parallel Queue Timeout".
Cancelling a SQL statement in a session

You can cancel a SQL statement in a session using the ALTER SYSTEM CANCEL
SQL statement.

See "Cancelling a SQL Statement in a Session"”.
Scalable sequence

A scalable sequence can be used to improve the performance of data load
operation in Oracle RAC databases.

See "Making a Sequence Scalable".
Resetting a sequence

The new RESTART clause can be used in an ALTER SEQUENCE statement to reset a
sequence number to a specific value.

See "Altering Sequences".
The Memoptimized Rowstore

The Memoptimized Rowstore enables fast lookup of data for the tables that are
mainly queried based on primary key columns. This feature is particularly useful
for the applications such as Internet of Things (IoT).

See "Improving Query Performance with the Memoptimized Rowstore".
Read-only Oracle home

An Oracle home can be configured in a read-only mode, thus preventing creation
or modification of files inside the Oracle home directory ORACLE_HOME. A read-only
Oracle home can be used as a software image that can be shared across multiple
database servers. This simplifies patching and mass rollout as only one Oracle
home image needs to be updated to distribute a patch to multiple database
servers.

See "About Configuring an Oracle Home in Read-Only Mode".

Cloning a multitenant pluggable database (PDB) with Oracle Automatic Storage
Management (Oracle ASM)

Oracle ASM can be used to create a clone of a PDB.
See Oracle Multitenant Administrator's Guide.
Proxy resident connection pooling

Proxy resident connection pooling provides improved high availability, security,
and performance for database clients. Proxy resident connection pooling uses the
Proxy Resident Connection Pool that can be configured using Oracle Connection
Manager in Traffic Director Mode.
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See "About Proxy Resident Connection Pooling".
Integration of Microsoft Active Directory Services with Oracle Database

The Oracle Database can connect directly to Microsoft Active Directory and
authenticate and authorize users. This provides a simpler, less complex option
than the full featured integration with Oracle Enterprise User Security (EUS) and
an Oracle Directory Service.

See "About Centralized User and Privilege Management".
New nologging clauses for Active Data Guard

Database nologging has been extended to provide better support for use in an
Active Data Guard environment without significantly increasing the amount of redo
log generation. The following two new nologging modes are introduced as
alternatives to the existing nologging mode NOLOGA NG:

STANDBY NOLOGG NG FOR DATA AVAI LABI LI TY
STANDBY NOLOGG NG FOR LOAD PERFORMANCE

See "Performance Considerations of FORCE LOGGING Mode".

New features in DBCA silent mode

— Creating a copy of a multitenant container database (CDB)
A copy of a CDB can be created using the - cr eat eDupl i cat eDB command.
See "createDuplicateDB".

— Creating a copy of an Oracle RAC database

A copy of an Oracle RAC database can be created using the -
creat ebupl i cat eDB command option - dat abaseConf i gType with the value of
RAC or RACONENCDE.

See "createDuplicateDB".
— Creating a standby database from an existing database

A standby database can be created from an existing database using the -
creat eDupl i cat eDB command option - cr eat eAsSt andby.

See "createDuplicateDB".
— Verifying hardware and software prerequisites before creating a database

Hardware and software prerequisites for creating a database can be verified
by executing the - execut ePr er eqgs command on the system where the
database needs to be created.

See "executePrereqs".
— Creating a copy of a database template

A copy of a database template can be created using the -
creat eTenpl at eFr onTenpl at e command.

See "createTemplateFromTemplate".
Creating a copy of a pluggable database (PDB)

A copy of a PDB can be created using the - cr eat ePl uggabl eDat abase command
option - cr eat ePDBFr omwith the value of PDB.
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See "createPluggableDatabase".

Other Changes

The following are additional changes in the release:

New Oracle Multitenant book

All the Oracle Multitenant topics have been moved from Oracle Database
Administrator's Guide to a new book Oracle Multitenant Administrator’s Guide.

* New Oracle Sharding book

All the Oracle Sharding topics have been moved from Oracle Database
Administrator's Guide to a new book Oracle Database Using Oracle Sharding.

Changes in Oracle Database 12c Release 2 (12.2)

The following are changes in Oracle Database Administrator's Guide for Oracle
Database 12c Release 2 (12.2).

e New Features

New Features

ORACLE

The following features are new in this release:

* Improvements to online redefinition of tables:

— In past releases, tables with BFI LE columns could not be redefined online. In
Oracle Database 12c Release 2 (12.2), tables with BFI LE columns can be
redefined online.

— For online table redefinition that did not change the shape of the table, you
can enable rollback of a table to return the table to its original definition and
preserve DML changes made to the table.

See "Rolling Back Online Table Redefinition".

— You can refresh dependent fast refreshable materialized views during online
table redefinition by setting the ref resh_dep_nvi ews parameter to Y in the
REDEF_TABLE procedure or the START_REDEF _TABLE procedure.

See "Refreshing Dependent Materialized Views During Online Table
Redefinition".

— Optimize the performance of bulk updates to a table with the EXECUTE_UPDATE
procedure in the DBVM5_REDEFI NI TI ON package. Performance is optimized
because the updates are not logged in the redo log.

See "Optimizing the Performance of Bulk Updates".

— You can query the V3ONLI NE_REDEF view to monitor the progress of an online
table redefinition operation.

See "Monitoring Online Table Redefinition Progress".

— When online table redefinition fails, often you can correct the problem that
caused the failure and restart the online redefinition process where it last
stopped.
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See "Restarting Online Table Redefinition After a Failure".
Limit PGA usage with Resource Manager

Resource Manager can limit the amount of PGA memory that can be allocated to
each session in a particular consumer group.

See "Program Global Area (PGA)".
Improvements in index compression

You can specify a high level of advanced index compression in addition to the low
level available in past releases. The high level of advanced index compression
saves more space than the low level.

See "Creating an Index Using Advanced Index Compression".
Hybrid Columnar Compression can be enabled for array inserts

Rows inserted with an array insert can be compressed using Hybrid Columnar
Compression. In past releases, only rows inserted with a direct-path | NSERT could
be compressed using Hybrid Columnar Compression.

See "About Table Compression".
Improvements in table move operations

When the ONLI NE keyword is included in an ALTER TABLE MOVE statement, data
manipulation language (DML) operations are supported during the move
operation. Also, indexes are usable during the move operation when the ONLI NE
keyword is included and the UPDATE | NDEXES clause is included.

See "About Moving a Table to a New Segment or Tablespace".
New SYSRAC administrative privileges for separation of duties

Oracle Database now provides an new administrative privilege for tasks related to
Oracle Real Application Clusters (Oracle RAC) operations.

See "Administrative Privileges".
New database resident connection pooling parameter for long running transactions

To prevent long running transactions from being rolled back because of the limit
specified in the MAX_THI NK_TI ME parameter, the new parameter

MAX_TXN_THI NK_TI ME for subprograms in the DBMS_CONNECTI ON_POQL package
specifies the maximum amount of time, in seconds, for any sessions with a
transaction in progress.

See "Configuration Parameters for Database Resident Connection Pooling".

Additional information available about the state of each connection in the database
resident connection pool

New columns added to the VECPOOL_CONN_| NFO view provide more information
about the current state of each connection in the connection pool.

See "Determining the States of Connections in the Connection Pool".
Improved monitoring for database links

New views and supplied PL/SQL functions enable you to determine the host name
of an outgoing database link, view detailed information about information about
incoming database links, and determine the source of high system change number
(SCN) activity for incoming database links.
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See "Determining the Host of Outgoing Database Links", "Determining Information
About Incoming Database Links", and "Determining the Source of High SCN
Activity for Incoming Database Links".

Object quarantine

Object quarantine isolates an object that has raised an error and monitors the
object for impacts on the system.

See "Monitoring Quarantined Objects".
Delay of instance abort

The | NSTANCE_ABORT_DELAY_TI ME initialization parameter specifies a delay time
when an error causes an instance to abort.

See "Delaying Instance Abort".
Prespawned processes

Oracle Database can prespawn processes for better client connection
performance.

See "Managing Prespawned Processes".
Partitioned external tables

For large amounts of data, partitioning for external tables provides fast query
performance and enhanced data maintenance.

See "Partitioning External Tables".

Changes in Oracle Database 12c Release 1 (12.1.0.2)

The following are changes in Oracle Database Administrator's Guide for Oracle
Database 12c¢ Release 1 (12.1.0.2).

New Features

ORACLE

New Features

The following features are new in this release:

In-Memory Column Store

The In-Memory Column Store (IM column store) in an optional area in the SGA
that stores whole tables, table partitions, individual columns, and materialized
views in a compressed columnar format. The database uses special techniques to
scan columnar data extremely rapidly. The IM column store is a supplement to
rather than a replacement for the database buffer cache.

See "Improving Query Performance with Oracle Database In-Memory".
Data Pump Support for the In-Memory Column Store

Data Pump can keep, override, or drop the In-Memory clause for database objects
being imported.

See Oracle Database In-Memory Guide.
Force full database caching mode

To improve performance, you can force an instance to store the database in the
buffer cache.
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See "Using Force Full Database Caching Mode".
Big Table Cache

The Automatic Big Table Caching feature enables parallel queries to use the
buffer cache.

See "Memory Architecture Overview".
Attribute-clustered tables

Attribute clustering specifies a directive for heap-organized tables to store data in
close proximity on disk, providing performance and data storage benefits. This
directive is only applicable for direct path operations, such was a bulk insert or a
move operation.

See "Consider Using Attribute-Clustered Tables".
Zone maps

A zone is a set of contiguous data blocks on disk. A zone map tracks the minimum
and maximum of specified columns for all individual zones. The primary benefit of
zone maps is I/O reduction for table scans.

See "Consider Using Zone Maps".
Advanced index compression

Advanced index compression results in excellent compression ratios while still
providing efficient access to the indexes. Advanced index compression works at
the block level to provide the best compression for each block, which means that
users do not require knowledge of data characteristics. Advanced index
compression automatically chooses the right compression for each block.

See "Creating an Index Using Advanced Index Compression".
Oracle Clusterware support for the Diagnosability Framework

Oracle Clusterware uses the Diagnosability Framework and ADR for recording
diagnostic trace data and the Clusterware alert log.

See "ADR in an Oracle Clusterware Environment".
READ object privilege and READ ANY TABLE system privilege

READ privilege on an object enables a user to select from an object without
providing the user with any other privileges.

See "System and Object Privileges for External Tables" and Oracle Database
Security Guide for more information.

Changes in Oracle Database 12¢ Release 1 (12.1.0.1)

New Features

The following features are new in this release:

ORACLE

The following are changes in Oracle Database Administrator's Guide for Oracle
Database 12c Release 1 (12.1.0.1).

New Features

Deprecated Features
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Full transportable export/import

Full transportable export/import enables you to move a database from one
database instance to another. Transporting a database is much faster than other
methods that move a database, such as full database export/import. In addition,
you can use full transportable export/import to move a non-CDB (or an Oracle
Database 11g Release 2 (11.2.0.3) database) into a PDB that is part of a CDB.

See Transporting Data.
New administrative privileges for separation of duties

Oracle Database now provides administrative privileges for tasks related to Oracle
Recovery Manager (Oracle RMAN), Oracle Data Guard, and Transparent Data
Encryption. Each new administrative privilege grants the minimum required
privileges to complete tasks in each area of administration. The new administrative
privileges enable you to avoid granting SYSDBA administrative privilege for many
common tasks.

See "Administrative Privileges"
Database Smart Flash Cache support for multiple flash devices

A database instance can access and combine multiple flash devices for Database
Smart Flash Cache without requiring a volume manager.

See "Database Smart Flash Cache Initialization Parameters".
Temporary undo

Undo for temporary objects is stored in a temporary tablespace, not in the undo
tablespace. Using temporary undo reduces the amount of undo stored in the undo
tablespace and the size of the redo log. It also enables data manipulation
language (DML) operations on temporary tables in a physical standby database
with the Oracle Active Data Guard option.

See "Managing Temporary Undo". Also, see Oracle Data Guard Concepts and
Administration for information about the benefits of temporary undo in an Oracle
Data Guard environment.

Move a data file online

You can move a data file when the data file is online and being accessed. This
capability simplifies maintenance operations, such as moving data to a different
storage device.

See "Renaming and Relocating Online Data Files".
Multiple indexes on the same set of columns

You can create multiple indexes on the same set of columns to perform application
migrations without dropping an existing index and recreating it with different
attributes.

See "Understand When to Create Multiple Indexes on the Same Set of Columns".
Move a partition or subpartition online

DML operations can continue to run uninterrupted on a partition or subpartition
that is being moved without using online table redefinition.

See "Moving a Table to a New Segment or Tablespace".

Online redefinition of a table in one step

Ixv



ORACLE

Changes in This Release for Oracle Database Administrator's Guide

You can use the REDEF_TABLE procedure in the DBMS_REDEFI NI TI ON package to
perform online redefinition of a table's storage properties in a single call to the
procedure.

See "Performing Online Redefinition with the REDEF_TABLE Procedure".
Online redefinition of tables with multiple partitions

To minimize downtime when redefining multiple partitions in a table, you can
redefine these partitions online in a single session.

See "Online Redefinition of One or More Partitions".
Online redefinition of tables with Virtual Private Database (VPD) policies
To minimize downtime, tables with VPD policies can be redefined online.

See "Handling Virtual Private Database (VPD) Policies During Online
Redefinition".

New time limit parameter in the FI Nl SH REDEF TABLE procedure

The dnl _| ock_ti meout parameter in the FI Nl SH REDEF_TABLE procedure in the
DBMS_REDEFI NI TI ON package can specify how long the procedure waits for
pending DML to commit.

See step 8 in "Performing Online Redefinition with Multiple Procedures in
DBMS_REDEFINITION".

Invisible columns

You can make individual table columns invisible. Any generic access of a table
does not show the invisible columns in the table.

See "Understand Invisible Columns".
Optimized ALTER TABLE. . . ADD COLUWN with default value for nullable columns

A nullable column is a column created without using the NOT NULL constraint. For
certain types of tables, when adding a nullable column that has a default value, the
database can optimize the resource usage and storage requirements for the
operation. It does so by storing the default value for the new column as table
metadata, avoiding the need to store the value in all existing records.

See "Adding Table Columns".
Copy-on-write cloning of a database with CloneDB

When cloning a database with CloneDB, Oracle Database can create the files in a
CloneDB database based on copy-on-write technology, so that only the blocks that
are modified in the CloneDB database require additional storage on disk.

See "Cloning a Database with CloneDB".
DDL log

When the logging of DDL statements is enabled, DDL statements are recorded in
a separate DDL log instead of the alert log.

See "DDL Log".
Debug log

Some information that can be used to debug a problem is recorded in a separate
debug log instead of the alert log.

See "Debug Log".
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*  Full-word options for the Server Control (SRVCTL) utility

For improved usability, each SRVCTL utility option is a full word instead of single
letter.

See "SRVCTL Command Reference for Oracle Restart".
» Transaction Guard and Application Continuity

Transaction Guard ensures at-most-once execution of transactions to protect
applications from duplicate transaction submissions and associated logical errors.
Transaction Guard enables Application Continuity, which is the ability to replay
transactions and continue processing after recoverable communication errors.

See "Transaction Guard and Application Continuity".
* Enhanced statement queuing

Critical statements can bypass the parallel statement queue. You can set the
resource plan directive PARALLEL_STMI_CRI Tl CAL to BYPASS QUEUE for a high-
priority consumer group so that parallel statements from the consumer group
bypass the parallel statement queue.

See "Creating Resource Plan Directives ".
¢ New Job Types

Several new script jobs have been added that permit running custom user scripts
using SQL*Plus, the RMAN interpreter, or a command shell for the computer
platform.

See "Script Jobs".

Deprecated Features

ORACLE

The following features are deprecated in this release and may be desupported in a
future release:

*  The | GNORECASE argument of ORAPWD

To support strong authentication, Oracle recommends that you set | GNORECASE to
n or omit | GNORECASE entirely. The default value of this optional ORAPWD
argument is n.

See "Creating a Database Password File with ORAPWD" for further information.
» Single-character options with Server Control (SRVCTL) utility commands

All SRVCTL commands have been enhanced to accept full-word options instead
of the single-letter options. All new SRVCTL command options added in this
release support full-word options only and do not have single-letter equivalents.
The use of single-character options with SRVCTL commands might be
desupported in a future release.

See "SRVCTL Command Reference for Oracle Restart" for further information.
*  The FI LE_MAPPI NGinitialization parameter

The FI LE_MAPPI NGinitialization parameter is deprecated. It is still supported for
backward compatibility.

See Oracle Database Reference for information about the FI LE_MAPPI NG
initialization parameter.

e *_SCHEDULER CREDENTI ALS
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This view continues to be available for backward compatibility.

See "Specifying Scheduler Job Credentials" for further information.

¢ See Also:

Oracle Database Upgrade Guide
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Basic Database Administration
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Database administrators have specific responsibilities and must understand how to
complete database administration tasks.

Getting Started with Database Administration

To get started with database administration, you must understand basic database
concepts, such as the types of database users, database security, and privileges.
You must also be able to complete basic tasks, such as submitting commands and
SQL to the database and creating a password file.

Creating and Configuring an Oracle Database
After you plan your database, you can create the database with a graphical tool or
a SQL command.

Starting Up and Shutting Down

When you start up a database, you create an instance of that database and you
determine the state of the database. Shutting down a currently running Oracle
Database instance can optionally close and dismount a database.

Configuring Automatic Restart of an Oracle Database

Configure your Oracle database with the Oracle Restart feature to automatically
restart the database, the listener, and other Oracle components after a hardware
or software failure or whenever your database host computer restarts.

Managing Processes
Oracle Databases uses several processes so that multiple users and applications
can connect to a single database instance simultaneously.

Managing Memory
Memory management involves maintaining optimal sizes for the Oracle Database
instance memory structures as demands on the database change.

Managing Users and Securing the Database
Establish a security policy for every database.

Monitoring the Database

It is important that you monitor the operation of your database on a regular basis.
Doing so not only informs you of errors that have not yet come to your attention
but also gives you a better understanding of the normal operation of your
database. Being familiar with normal behavior in turn helps you recognize when
something is wrong.

Managing Diagnostic Data

Oracle Database includes an advanced fault diagnosability infrastructure for
collecting and managing diagnostic data. Diagnostic data includes the trace files,
dumps, and core files that are also present in previous releases, plus new types of
diagnostic data that enable customers and Oracle Support to identify, investigate,
track, and resolve problems quickly and effectively.



Getting Started with Database
Administration

To get started with database administration, you must understand basic database
concepts, such as the types of database users, database security, and privileges. You
must also be able to complete basic tasks, such as submitting commands and SQL to
the database and creating a password file.

e Types of Oracle Database Users
The types of users and their roles and responsibilities depend on the database
site. A small site can have one database administrator who administers the
database for application developers and users. A very large site can find it
necessary to divide the duties of a database administrator among several people
and among several areas of specialization.

e Tasks of a Database Administrator
You must complete several specific tasks to design, implement, and maintain an
Oracle Database.

e SQL Statements
The primary means of communicating with Oracle Database is by submitting SQL
statements.

* lIdentifying Your Oracle Database Software Release
As many as five numbers may be required to fully identify a release.

e About Database Administrator Security and Privileges
To perform the administrative tasks of an Oracle Database DBA, you need specific
privileges within the database and possibly in the operating system of the server
on which the database runs. Ensure that access to a database administrator's
account is tightly controlled.

» Database Administrator Authentication
As a DBA, you often perform special operations such as shutting down or starting
up a database. Because only a DBA should perform these operations, the
database administrator user names require a secure authentication scheme.

e Creating and Maintaining a Database Password File
You can create a database password file using the password file creation utility,
ORAPWD. For some operating systems, you can create this file as part of your
standard installation.

« Data Utilities
Oracle utilities are available to help you maintain the data in your Oracle
Database.

1.1 Types of Oracle Database Users

The types of users and their roles and responsibilities depend on the database site. A
small site can have one database administrator who administers the database for
application developers and users. A very large site can find it necessary to divide the
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duties of a database administrator among several people and among several areas of
specialization.

o Database Administrators
Each database requires at least one database administrator (DBA). An Oracle
Database system can be large and can have many users. Therefore, database
administration is sometimes not a one-person job, but a job for a group of DBAs
who share responsibility.

e Security Officers
In some cases, a site assigns one or more security officers to a database. A
security officer enrolls users, controls and monitors user access to the database,
and maintains system security.

* Network Administrators
Some sites have one or more network administrators. A network administrator, for
example, administers Oracle networking products, such as Oracle Net Services.

* Application Developers
Application developers design and implement database applications.

*  Application Administrators
An Oracle Database site can assign one or more application administrators to
administer a particular application. Each application can have its own
administrator.

« Database Users
Database users interact with the database through applications or utilities.

1.1.1 Database Administrators

ORACLE

Each database requires at least one database administrator (DBA). An Oracle
Database system can be large and can have many users. Therefore, database
administration is sometimes not a one-person job, but a job for a group of DBAs who
share responsibility.

A database administrator's responsibilities can include the following tasks:

» Installing and upgrading the Oracle Database server and application tools

» Allocating system storage and planning future storage requirements for the
database system

» Creating primary database storage structures (tablespaces) after application
developers have designed an application

»  Creating primary objects (tables, views, indexes) once application developers
have designed an application

* Modifying the database structure, as necessary, from information given by
application developers

» Enrolling users and maintaining system security

*  Ensuring compliance with Oracle license agreements

*  Controlling and monitoring user access to the database

*  Monitoring and optimizing the performance of the database
* Planning for backup and recovery of database information

* Maintaining archived data on tape
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» Backing up and restoring the database

»  Contacting Oracle for technical support

1.1.2 Security Officers

In some cases, a site assigns one or more security officers to a database. A security
officer enrolls users, controls and monitors user access to the database, and maintains
system security.

As a DBA, you might not be responsible for these duties if your site has a separate
security officer.

See Oracle Database Security Guide for information about the duties of security
officers.

1.1.3 Network Administrators

Some sites have one or more network administrators. A network administrator, for
example, administers Oracle networking products, such as Oracle Net Services.

See Oracle Database Net Services Administrator's Guide for information about the
duties of network administrators.

¢ See Also:

Distributed Database Management, for information on network administration
in a distributed environment

1.1.4 Application Developers

ORACLE

Application developers design and implement database applications.
Their responsibilities include the following tasks:

» Designing and developing the database application

» Designing the database structure for an application

» Estimating storage requirements for an application

*  Specifying modifications of the database structure for an application

* Relaying this information to a database administrator

e Tuning the application during development

» Establishing security measures for an application during development

Application developers can perform some of these tasks in collaboration with DBAs.
See Oracle Database Development Guide for information about application
development tasks.
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1.1.5 Application Administrators

An Oracle Database site can assign one or more application administrators to
administer a particular application. Each application can have its own administrator.

1.1.6 Database Users

Database users interact with the database through applications or utilities.

A typical user's responsibilities include the following tasks:

Entering, modifying, and deleting data, where permitted

Generating reports from the data

1.2 Tasks of a Database Administrator

ORACLE

You must complete several specific tasks to design, implement, and maintain an
Oracle Database.

¢ Note:

When upgrading to a new release, back up your existing production
environment, both software and database, before installation. For information
on preserving your existing production database, see Oracle Database
Upgrade Guide.

Task 1: Evaluate the Database Server Hardware
Evaluate how Oracle Database and its applications can best use the available
computer resources.

Task 2: Install the Oracle Database Software
As the database administrator, you install the Oracle Database server software
and any front-end tools and database applications that access the database.

Task 3: Plan the Database
As the database administrator, you must plan the logical storage structure of the
database, the overall database design, and a backup strategy for the database.

Task 4: Create and Open the Database
After you complete the database design, you can create the database and open it
for normal use.

Task 5: Back Up the Database
After you create the database structure, perform the backup strategy you planned
for the database.

Task 6: Enroll System Users

After you back up the database structure, you can enroll the users of the database
in accordance with your Oracle license agreement, and grant appropriate
privileges and roles to these users.
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e Task 7: Implement the Database Design
After you create and start the database, and enroll the system users, you can
implement the planned logical structure database by creating all necessary
tablespaces. When you have finished creating tablespaces, you can create the
database objects.

e Task 8: Back Up the Fully Functional Database
When the database is fully implemented, again back up the database. In addition
to regularly scheduled backups, you should always back up your database
immediately after implementing changes to the database structure.

e Task 9: Tune Database Performance
Optimizing the performance of the database is one of your ongoing responsibilities
as a DBA. Oracle Database provides a database resource management feature
that helps you to control the allocation of resources among various user groups.

* Task 10: Download and Install Release Updates and Release Update Revisions
After the database installation, download and install Release Updates (Updates)
and Release Update Revisions (Revisions) for your Oracle software on a regular
basis.

e Task 11: Roll Out to Additional Hosts
After you have an Oracle Database installation properly configured, tuned,
patched, and tested, you may want to roll that exact installation out to other hosts.

1.2.1 Task 1; Evaluate the Database Server Hardware

Evaluate how Oracle Database and its applications can best use the available
computer resources.

This evaluation should reveal the following information:

e How many disk drives are available to the Oracle products
e How many, if any, dedicated tape drives are available to Oracle products

How much memory is available to the instances of Oracle Database you will run
(see your system configuration documentation)

1.2.2 Task 2: Install the Oracle Database Software

As the database administrator, you install the Oracle Database server software and
any front-end tools and database applications that access the database.

In some distributed processing installations, the database is controlled by a central
computer (database server) and the database tools and applications are executed on
remote computers (clients). In this case, you must also install the Oracle Net
components necessary to connect the remote systems to the computer that executes
Oracle Database.

For more information on what software to install, see "Identifying Your Oracle
Database Software Release".
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¢ See Also:

For specific requirements and instructions for installation, see the following
documentation:

e The Oracle documentation specific to your operating system

e The installation guides for your front-end tools and Oracle Net drivers

1.2.3 Task 3: Plan the Database

As the database administrator, you must plan the logical storage structure of the
database, the overall database design, and a backup strategy for the database.

It is important to plan how the logical storage structure of the database will affect
system performance and various database management operations. For example,
before creating any tablespaces for your database, you should know how many data
files will comprise the tablespace, what type of information will be stored in each
tablespace, and on which disk drives the data files will be physically stored. When
planning the overall logical storage of the database structure, take into account the
effects that this structure will have when the database is actually created and running.
Consider how the logical storage structure of the database will affect:

e The performance of the computer running Oracle Database
e The performance of the database during data access operations
» The efficiency of backup and recovery procedures for the database

Plan the relational design of the database objects and the storage characteristics for
each of these objects. By planning the relationship between each object and its
physical storage before creating it, you can directly affect the performance of the
database as a unit. Be sure to plan for the growth of the database.

In distributed database environments, this planning stage is extremely important. The
physical location of frequently accessed data dramatically affects application
performance.

During the planning stage, develop a backup strategy for the database. You can alter
the logical storage structure or design of the database to improve backup efficiency.

It is beyond the scope of this book to discuss relational and distributed database
design. If you are not familiar with such design issues, see accepted industry-standard
documentation.

Oracle Database Structure and Storage, and Schema Objects, provide specific
information on creating logical storage structures, objects, and integrity constraints for
your database.

1.2.4 Task 4: Create and Open the Database

ORACLE

After you complete the database design, you can create the database and open it for
normal use.

You can create a database at installation time, using the Database Configuration
Assistant, or you can supply your own scripts for creating a database.
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See Creating and Configuring an Oracle Database, for information on creating a
database and Starting Up and Shutting Down for guidance in starting up the database.

1.2.5 Task 5: Back Up the Database

After you create the database structure, perform the backup strategy you planned for
the database.

Create any additional redo log files, take the first full database backup (online or
offline), and schedule future database backups at regular intervals.

" See Also:

Oracle Database Backup and Recovery User's Guide

1.2.6 Task 6: Enroll System Users

After you back up the database structure, you can enroll the users of the database in
accordance with your Oracle license agreement, and grant appropriate privileges and
roles to these users.

See Managing Users and Securing the Database for guidance in this task.

1.2.7 Task 7: Implement the Database Design

After you create and start the database, and enroll the system users, you can
implement the planned logical structure database by creating all necessary
tablespaces. When you have finished creating tablespaces, you can create the
database objects.

Oracle Database Structure and Storage and Schema Objects provide information on
creating logical storage structures and objects for your database.

1.2.8 Task 8: Back Up the Fully Functional Database

When the database is fully implemented, again back up the database. In addition to
regularly scheduled backups, you should always back up your database immediately
after implementing changes to the database structure.

1.2.9 Task 9: Tune Database Performance

Optimizing the performance of the database is one of your ongoing responsibilities as
a DBA. Oracle Database provides a database resource management feature that
helps you to control the allocation of resources among various user groups.

The database resource manager is described in Managing Resources with Oracle
Database Resource Manager.
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¢ See Also:

Oracle Database Performance Tuning Guide for information about tuning
your database and applications

1.2.10 Task 10: Download and Install Release Updates and Release
Update Revisions

After the database installation, download and install Release Updates (Updates) and
Release Update Revisions (Revisions) for your Oracle software on a regular basis.

Starting with Oracle Database 18c, Oracle provides quarterly updates in the form of
Release Updates (Updates) and Release Update Revisions (Revisions). Oracle no
longer releases patch sets. Check the My Oracle Support website for required updates
for your installation.

# See Also:

e Oracle Database Installation Guide for your platform for instructions on
downloading and installing Release Updates (Updates) and Release
Update Revisions (Revisions)

e My Oracle Support Note 2285040.1

1.2.11 Task 11: Roll Out to Additional Hosts

ORACLE

After you have an Oracle Database installation properly configured, tuned, patched,
and tested, you may want to roll that exact installation out to other hosts.

Reasons to do this include the following:

* You have multiple production database systems.

* You want to create development and test systems that are identical to your
production system.

Instead of installing, tuning, and patching on each additional host, you can clone your
tested Oracle Database installation to other hosts, saving time and avoiding
inconsistencies. There are two types of cloning available to you:

e Cloning an Oracle home—Just the configured and patched binaries from the
Oracle home directory and subdirectories are copied to the destination host and
"fixed" to match the new environment. You can then start an instance with this
cloned home and create a database.

You can use Oracle Enterprise Manager Cloud Control to clone an Oracle home to
one or more destination hosts. You can manually clone an Oracle home using a
set of provided scripts and Oracle Universal Installer.
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Cloning a database—The tuned database, including database files, initialization
parameters, and so on, are cloned to an existing Oracle home (possibly a cloned
home).

You can use Cloud Control to clone an Oracle database instance to an existing
Oracle home.

" See Also:

*  Oracle Universal Installer and OPatch User's Guide for Windows and
UNIX for information about cloning Oracle software

e The Cloud Control online help for instructions for cloning a database
e "Cloning a Database with CloneDB"

e Oracle Multitenant Administrator's Guide

1.3 SQL Statements

The primary means of communicating with Oracle Database is by submitting SQL
statements.

Submitting Commands and SQL to the Database
There are several ways to submit SQL statements and commands to Oracle
Database.

About SQL*Plus

SQL*Plus is the primary command-line interface to your Oracle database. You use
SQL*Plus to start up and shut down the database, set database initialization
parameters, create and manage users, create and alter database objects (such as
tables and indexes), insert and update data, run SQL queries, and more.

Connecting to the Database with SQL*Plus
When you connect with SQL*Plus, you are connecting to the Oracle instance.

1.3.1 Submitting Commands and SQL to the Database

There are several ways to submit SQL statements and commands to Oracle
Database.

ORACLE

Directly, using the command-line interface of SQL*Plus

Indirectly, using a graphical user interface, such as Oracle Enterprise Manager
Database Express (EM Express) or Oracle Enterprise Manager Cloud Control
(Cloud Control)

With these tools, you use an intuitive graphical interface to administer the
database, and the tool submits SQL statements and commands behind the
scenes.

See Oracle Database 2 Day DBA and the online help for the tool for more
information.

Directly, using SQL Developer
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Developers use SQL Developer to create and test database schemas and
applications, although you can also use it for database administration tasks.

See Oracle SQL Developer User's Guide for more information.

Oracle Database also supports a superset of SQL, which includes commands for
starting up and shutting down the database, modifying database configuration, and so
on.

1.3.2 About SQL*Plus

SQL*Plus is the primary command-line interface to your Oracle database. You use
SQL*Plus to start up and shut down the database, set database initialization
parameters, create and manage users, create and alter database objects (such as
tables and indexes), insert and update data, run SQL queries, and more.

Before you can submit SQL statements and commands, you must connect to the
database. With SQL*Plus, you can connect locally or remotely. Connecting locally
means connecting to an Oracle database running on the same computer on which you
are running SQL*Plus. Connecting remotely means connecting over a hetwork to an
Oracle database that is running on a remote computer. Such a database is referred to
as a remote database. The SQL*Plus executable on the local computer is provided
by a full Oracle Database installation, an Oracle Client installation, or an Instant Client
installation.

¢ See Also:

SQL*Plus User's Guide and Reference

1.3.3 Connecting to the Database with SQL*Plus

ORACLE

When you connect with SQL*Plus, you are connecting to the Oracle instance.

» About Connecting to the Database with SQL*Plus
Oracle Database includes the following components: the Oracle Database
instance, which is a collection of processes and memory, and a set of disk files
that contain user data and system data.

e Step 1: Open a Command Window
Take the necessary action on your platform to open a window into which you can
enter operating system commands.

e Step 2: Set Operating System Environment Variables
Depending on your platform, you may have to set environment variables before
starting SQL*Plus, or at least verify that they are set properly.

e Step 3: Start SQL*Plus
Start SQL*Plus.

e Step 4: Submit the SQL*Plus CONNECT Command
Submit the SQL*Plus CONNECT command to initially connect to the Oracle database
instance or at any time to reconnect as a different user.
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1.3.3.1 About Connecting to the Database with SQL*Plus

Oracle Database includes the following components: the Oracle Database instance,
which is a collection of processes and memory, and a set of disk files that contain user
data and system data.

Each instance has an instance ID, also known as a system ID (SID). Because there
can be multiple Oracle instances on a host computer, each with its own set of data
files, you must identify the instance to which you want to connect. For a local
connection, you identify the instance by setting operating system environment
variables. For a remote connection, you identify the instance by specifying a network
address and a database service name. For both local and remote connections, you
must set environment variables to help the operating system find the SQL*Plus
executable and to provide the executable with a path to its support files and scripts.

¢ See Also:

Oracle Database Concepts for background information about the Oracle
instance

1.3.3.2 Step 1: Open a Command Window

Take the necessary action on your platform to open a window into which you can enter
operating system commands.

e Open a command window.

1.3.3.3 Step 2: Set Operating System Environment Variables

ORACLE

Depending on your platform, you may have to set environment variables before
starting SQL*Plus, or at least verify that they are set properly.

For example, on most platforms, ORACLE_SI D and ORACLE_HOME must be set. In
addition, it is advisable to set the PATH environment variable to include the
ORACLE_HOME/bin directory. Some platforms may require additional environment
variables:

* Onthe UNIX and Linux platforms, set environment variables by entering operating
system commands.

*  On the Windows platform, Oracle Universal Installer (OUI) automatically assigns
values to ORACLE_HOME and ORACLE_SI D in the Windows registry.

If you did not create a database upon installation, OUI does not set ORACLE_SI Din the
registry; after you create your database at a later time, you must set the ORACLE_SI D
environment variable from a command window.

UNIX and Linux installations come with two scripts, or aenv and cor aenv, that you can
use to easily set environment variables. For more information, see Administrator's
Reference for UNIX Systems.
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For all platforms, when switching between instances with different Oracle homes, you
must change the ORACLE_HOVE environment variable. If multiple instances share the
same Oracle home, you must change only ORACLE_SI D when switching instances.

See the Oracle Database Installation Guide or administration guide for your operating
system for details on environment variables and for information on switching
instances.

Example 1-1 Setting Environment Variables in UNIX (C Shell)

setenv ORACLE SID orcl
setenv ORACLE_HOME /u01/ app/ oracl e/ product/18.0.0/db_1
setenv LD LI BRARY_PATH $ORACLE_HOVE/ lib:/usr/lib:/usr/dt/lib:/usr/openwin/lib:/usr/iccs/lib

Example 1-2 Setting Environment Variables in Windows

SET ORACLE_SI D=or awi n2

Example 1-2 assumes that ORACLE_HOME and ORACLE_SI D are set in the registry but
that you want to override the registry value of ORACLE_SI D to connect to a different
instance.

On Windows, environment variable values that you set in a command prompt window
override the values in the registry.

1.3.3.4 Step 3: Start SQL*Plus

Start SQL*Plus.
1. Do one of the following:
*  Ensure that the PATH environment variable contains ORACLE_HOME/bin.
* Change directory to ORACLE_HOMEI/bin.
2. Enter the following command (case-sensitive on UNIX and Linux):

sql pl us /nol og

1.3.3.5 Step 4: Submit the SQL*Plus CONNECT Command

ORACLE

Submit the SQL*Plus CONNECT command to initially connect to the Oracle database
instance or at any time to reconnect as a different user.

e In SQL*Plus, submit the CONNECT command.

Example 1-3 Connecting to a Local Database User

This simple example connects to a local database as user SYSTEM SQL*Plus prompts
for the SYSTEMuser password.

connect system
Example 1-4 Connecting to a Local Database User with SYSDBA Privilege

This example connects to a local database as user SYS with the SYSDBA privilege.
SQL*Plus prompts for the SYS user password.

connect sys as sysdba

When connecting as user SYS, you must connect AS SYSDBA.
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Example 1-5 Connecting to a Local Database User with SYSBACKUP Privilege

This example connects to a local database as user SYSBACKUP with the SYSBACKUP
privilege. SQL*Plus prompts for the SYSBACKUP user password.

connect sysbackup as sysbackup

When connecting as user SYSBACKUP, you must connect AS SYSBACKUP.

Example 1-6 Connecting Locally with SYSDBA Privilege with Operating
System Authentication

This example connects locally with the SYSDBA privilege with operating system
authentication.

connect / as sysdba

Example 1-7 Connecting with Easy Connect Syntax

This example uses easy connect syntax to connect as user sal esadm n to a remote
database running on the host dbhost . exanpl e. com The Oracle Net listener (the
listener) is listening on the default port (1521). The database service is

sal es. exanpl e. com SQL*Plus prompts for the sal esadm n user password.

connect sal esadm n@ dbhost . exanpl e. coni sal es. exanpl e. cont

Example 1-8 Connecting with Easy Connect Syntax with the Service Handler
Type Indicated

This example is identical to Example 1-7, except that the service handler type is
indicated.

connect sal esadm n@ dbhost . exanpl e. conl sal es. exanpl e. com dedi cat ed"

Example 1-9 Connecting with Easy Connect Syntax with a Nondefault Listener
Port

This example is identical to Example 1-7, except that the listener is listening on the
nondefault port number 1522.

connect sal esadm n@ dbhost . exanpl e. com 1522/ sal es. exanpl e. conf

Example 1-10 Connecting with Easy Connect Syntax with the Host IP Address

This example is identical to Example 1-7, except that the host IP address is substituted
for the host name.

connect sal esadm n@ 192. 0. 2. 5/ sal es. exanpl e. cont
Example 1-11 Connecting with an IPv6 Address

This example connects using an IPv6 address. Note the enclosing square brackets.

connect sal esadm n@[2001: 0DB8: 0: 0: : 200C: 417A] / sal es. exanpl e. cont

Example 1-12 Connecting by Specifying an Instance

This example specifies the instance to which to connect and omits the database
service name. Note that when you specify only the instance, you cannot specify the
service handler type.

connect sal esadm n@ dbhost . exanpl e. com /orcl "
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Example 1-13 Connecting with a Net Service Name

This example connects remotely as user sal esadni n to the database service
designated by the net service name sal es1. SQL*Plus prompts for the sal esadni n
user password.

connect sal esadm n@al esl

Example 1-14 Connecting with External Authentication

This example connects remotely with external authentication to the database service
designated by the net service name sal es1.

connect / @al esl

Example 1-15 Connecting with SYSDBA Privilege and External Authentication

This example connects remotely with the SYSDBA privilege and with external
authentication to the database service designated by the net service name sal es1.

connect / @al esl as sysdba

Example 1-16 Connecting as a User with a Service Name

This example connects remotely as user sal esadni n to the database service
designated by the net service name sal esl. The database session starts in the rev2l
edition. SQL*Plus prompts for the sal esadni n user password.

connect sal esadm n@al es1 edition=rev2l

" Note:

If you come across any issues while connecting to the database as a user
with the SYSDBA privileges, then refer to My Oracle Support Notes 69642.1,
233223.1, 18089.1, and 747456.1.

*  Syntax of the SQL*Plus CONNECT Command
Use the SQL*Plus CONNECT command to initially connect to the Oracle instance or
to reconnect to the Oracle instance.

1.3.3.5.1 Syntax of the SQL*Plus CONNECT Command

ORACLE

Use the SQL*Plus CONNECT command to initially connect to the Oracle instance or to
reconnect to the Oracle instance.

Syntax
CONN[ ECT] [l ogon] [AS {SYSOPER | SYSDBA | SYSBACKUP | SYSDG | SYSKM | SYSRAC}H]

The syntax of | ogon is as follows:

{usernane | /}[@onnect _identifier] [edition={edition_name | DATABASE DEFAULT}]

When you provide the user name, SQL*Plus prompts for a password. The password is
not echoed as you type it.

The following table describes the syntax components of the CONNECT command.
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Syntax Component

Description

/

AS { SYSCPER |
SYSDBA | SYSBACKUP
| SYSDG | SYSKM |
SYSRACH

user nane

connect _identifier
1)

Calls for external authentication of the connection request. A
database password is not used in this type of authentication. The
most common form of external authentication is operating system
authentication, where the database user is authenticated by having
logged in to the host operating system with a certain host user
account. External authentication can also be performed with an
Oracle wallet or by a network service. See Oracle Database Security
Guide for more information. See also "Using Operating System
Authentication".

Indicates that the database user is connecting with an administrative
privilege. Only certain predefined administrative users or users who
have been added to the password file may connect with these
privileges. See "Administrative Privileges" for more information.

A valid database user name. The database authenticates the
connection request by matching user nane against the data dictionary
and prompting for a user password.

An Oracle Net connect identifier, for a remote connection. The exact
syntax depends on the Oracle Net configuration. If omitted, SQL*Plus
attempts connection to a local instance.

A common connect identifier is a net service name. This is an alias for
an Oracle Net connect descriptor (network address and database
service name). The alias is typically resolved in the t nsnanes. or a
file on the local computer, but can be resolved in other ways.

See Oracle Database Net Services Administrator's Guide for more
information on connect identifiers.
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Syntax Component Description

connect _identifier Asan alternative, a connect identifier can use easy connect syntax.

2) Easy connect provides out-of-the-box TCP/IP connectivity for remote
databases without having to configure Oracle Net Services on the
client (local) computer.

Easy connect syntax for the connect identifier is as follows (the
enclosing double-quotes must be included):

“host[:port][/service_nane][:server][/instance_nane]"

where:

host is the host name or IP address of the computer hosting the
remote database.

Both IP version 4 (IPv4) and IP version 6 (IPv6) addresses are
supported. IPv6 addresses must be enclosed in square brackets.
See Oracle Database Net Services Administrator's Guide for
information about IPv6 addressing.

port is the TCP port on which the Oracle Net listener on host
listens for database connections. If omitted, 1521 is assumed.
servi ce_nane is the database service name to which to
connect. It can be omitted if the Net Services listener
configuration on the remote host designates a default service. If
no default service is configured, then ser vi ce_nane must be
supplied. Each database typically offers a standard service with a
name equal to the global database name, which is made up of
the DB_NAME and DB_DOMAI N initialization parameters as follows:

DB_NAME. DB_DOVAI N

If DB_DOMAI Nis null, then the standard service name is just the
DB_NAME. For example, if DB_NAME is or ¢c| and DB_DOMAI Nis
us. exanpl e. com then the standard service name is

orcl . us. exanpl e. com

See "Managing Application Workloads with Database Services "
for more information.

server is the type of service handler. Acceptable values are
dedi cat ed, shar ed, and pool ed. If omitted, then the default
type of server is chosen by the listener: shared server if
configured, otherwise dedicated server.

i nst ance_nane is the instance to which to connect. You can
specify both service name and instance name, which you would
typically do only for Oracle Real Application Clusters (Oracle
RAC) environments. For Oracle RAC or single instance
environments, if you specify only instance name, then you
connect to the default database service. If there is no default
service configured in the | i st ener. or a file, then an error is
generated. You can obtain the instance name from the

| NSTANCE_NAME initialization parameter.

See Oracle Database Net Services Administrator's Guide for more
information on easy connect.

ORACLE
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Syntax Component Description

edition={edition_n Specifies the edition in which the new database session starts. If you

ane | specify an edition, then it must exist, and you must have the USE

DATABASE DEFAULT} privilege on it. If this clause is not specified, then the database default
edition is used for the session.

See Oracle Database Development Guide for information on editions
and edition-based redefinition.

¢ See Also:

e "Using Operating System Authentication"

e "Managing Application Workloads with Database Services " for
information about database services

e SQL*Plus User's Guide and Reference for more information on the
CONNECT command

* Oracle Database Net Services Administrator's Guide for more
information on net service names

* Oracle Database Net Services Reference for information on how to
define the default service in | i st ener. ora

1.4 Identifying Your Oracle Database Software Release

As many as five humbers may be required to fully identify a release.

Because Oracle Database continues to evolve and can require maintenance, Oracle
periodically produces new releases. Not all customers initially subscribe to a new
release or require specific maintenance for their existing release. As a result, multiple
releases of the product exist simultaneously.

e About Oracle Database Release Numbers
Oracle Database releases are categorized by five numeric segments that indicate
release information.

*  Checking Your Current Release Number
To identify the release of Oracle Database that is currently installed and to see the
release levels of other database components you are using, query the data
dictionary view PRODUCT_COMPONENT_VERSI ON.

1.4.1 About Oracle Database Release Numbers

Oracle Database releases are categorized by five numeric segments that indicate
release information.
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# Note:

Starting with Oracle Database 18c, Oracle provides quarterly updates in the
form of Release Updates (Updates) and Release Update Revisions
(Revisions). Oracle no longer releases patch sets. For more information, see
My Oracle Support Note 2285040.1.

Oracle Database releases are released in ver si on and versi on_ful | releases.

The ver si on release is designated in the form maj or rel ease version. 0.0.0.0. The
major release version is based on the last two digits of the year in which an Oracle
Database version is released for the first time. For example, the Oracle Database
version released for the first time in the year 2018 has the major release version of 18,
and thus its ver si on release is 18. 0. 0. 0. 0.

The version_ful | release is an update of a ver si on release and is designated based
on the major release version, the quarterly release update version (Update), and the
guarterly release update revision version (Revision). The versi on_ful | releases are
categorized by five numeric segments separated by periods as shown in the following
example:

Figure 1-1 Example of an Oracle Database Release Number

181010

Major database Reserved for
release version future use

Release Increment
Update version version

Release Update
Revision version

»  First numeral: This numeral indicates the major release version. It also denotes
the last two digits of the year in which the Oracle Database version was released
for the first time.

*  Second numeral: This numeral indicates the release update version (Update).

*  Third numeral: This numeral indicates the release update revision version
(Revision).

e Fourth numeral: This numeral indicates the increment version. This nomenclature
can apply to updates in future releases.

»  Fifth numeral: This numeral is reserved for future use.

# Note:

The first three numerals mainly identify an Oracle Database release.
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Caution:

Oracle strongly recommends that you apply the most recent release update
(Update) or bundle patch or patch set update to your source and target
databases before starting an upgrade, and before starting a downgrade.

Related Topics
e My Oracle Support note 2285040.1

1.4.2 Checking Your Current Release Number

To identify the release of Oracle Database that is currently installed and to see the
release levels of other database components you are using, query the data dictionary
view PRODUCT_COMPONENT_VERSI ON.

A sample query follows. Other product release levels may increment independent of
the database server.

COL PRODUCT FORVAT A38

OOL VERS| ON FORMAT AL0

OOL VERS| ON_FULL FORVAT A12

OOL STATUS FORMAT A2

SELECT * FROM PRODUCT_COMPONENT VERSI ON;

PRODUCT VERSI ON VERSI ON_FULL STATUS

NLSRTL 18.0.0.0.0 18.1.0.0.0 Production

Oracl e Database 18c Enterprise Edition 18.0.0.0.0 18.1.0.0.0  Production
18.0.0.0.0 18.1.0.0.0 Production

PL/ SQL

It is important to convey to Oracle the results of this query when you report problems
with the software.

# Note:

You can also query the VSVERSI ON view to see component-level information
about all the Oracle Database components that are currently installed.

1.5 About Database Administrator Security and Privileges

ORACLE

To perform the administrative tasks of an Oracle Database DBA, you need specific
privileges within the database and possibly in the operating system of the server on
which the database runs. Ensure that access to a database administrator's account is
tightly controlled.

* The Database Administrator's Operating System Account
To perform many of the administrative duties for a database, you must be able to
execute operating system commands.
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*  Administrative User Accounts
Oracle Database provides several administrative user accounts that are
associated with administrative privileges.

1.5.1 The Database Administrator's Operating System Account

To perform many of the administrative duties for a database, you must be able to
execute operating system commands.

Depending on the operating system on which Oracle Database is running, you might
need an operating system account or ID to gain access to the operating system. If so,
your operating system account might require operating system privileges or access
rights that other database users do not require (for example, to perform Oracle
Database software installation). Although you do not need the Oracle Database files to
be stored in your account, you should have access to them.

¢ See Also:

Your operating system-specific Oracle documentation. The method of
creating the account of the database administrator is specific to the operating
system.

1.5.2 Administrative User Accounts

ORACLE

Oracle Database provides several administrative user accounts that are associated
with administrative privileges.

e About Administrative User Accounts
Administrative user accounts have special privileges required to administer areas
of the database, such as the CREATE ANY TABLE or ALTER SESSI ON privilege, or
EXECUTE privileges on packages owned by the SYS schema.

« SYS
When you create an Oracle database, the user SYS is automatically created with
all the privileges.

e SYSTEM
When you create an Oracle database, the user SYSTEMis also automatically
created and granted the DBArole.

e SYSBACKUP, SYSDG, SYSKM, and SYSRAC
When you create an Oracle database, the following users are automatically
created to facilitate separation of duties for database administrators: SYSBACKUP,
SYSDG, SYSKM and SYSRAC.

¢ The DBA Role
A predefined DBA role is automatically created with every Oracle Database
installation. This role contains most database system privileges. Therefore, the
DBA role should be granted only to actual database administrators.
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1.5.2.1 About Administrative User Accounts

1.5.2.2 SYS

ORACLE

Administrative user accounts have special privileges required to administer areas of
the database, such as the CREATE ANY TABLE or ALTER SESSI ON privilege, or EXECUTE
privileges on packages owned by the SYS schema.

The following administrative user accounts are automatically created when Oracle
Database is installed:

e SYS
.« SYSTEM
e SYSBACKUP
e SYSDG
e SYSKM
e SYSRAC
# Note:

Both Oracle Universal Installer (OUI) and Database Configuration Assistant
(DBCA) now prompt for SYS and SYSTEMpasswords and do not accept the
default passwords "change_on_install" or "manager”, respectively.

If you create the database manually, then Oracle strongly recommends that
you specify passwords for SYS and SYSTEMat database creation time, rather
than using these default passwords. See "Protecting Your Database:
Specifying Passwords for Users SYS and SYSTEM" for more information.

Create at least one additional administrative user and grant to that user an appropriate
administrative role to use when performing daily administrative tasks. Do not use SYS
and SYSTEMfor these purposes.

" Note:

In this release of Oracle Database and in subsequent releases, several
enhancements are being made to ensure the security of default database
user accounts. You can find a security checklist for this release in Oracle
Database Security Guide. Oracle recommends that you read this checklist
and configure your database accordingly.

When you create an Oracle database, the user SYS is automatically created with all the
privileges.

All of the base tables and views for the database data dictionary are stored in the
schema SYS. These base tables and views are critical for the operation of Oracle
Database. To maintain the integrity of the data dictionary, tables in the SYS schema are
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manipulated only by the database. They should never be modified by any user or
database administrator, and no one should create any tables in the schema of user
SYS. (However, you can change the storage parameters of the data dictionary settings
if necessary.)

Ensure that most database users are never able to connect to Oracle Database using
the SYS account.

1.5.2.3 SYSTEM

When you create an Oracle database, the user SYSTEMis also automatically created
and granted the DBA role.

The SYSTEMuser name is used to create additional tables and views that display
administrative information, and internal tables and views used by various Oracle
Database options and tools. Never use the SYSTEMschema to store tables of interest to
non-administrative users.

1.5.2.4 SYSBACKUP, SYSDG, SYSKM, and SYSRAC

ORACLE

When you create an Oracle database, the following users are automatically created to
facilitate separation of duties for database administrators: SYSBACKUP, SYSDG, SYSKM
and SYSRAC.

These users separate duties in the following ways:

»  SYSBACKUP facilitates Oracle Recovery Manager (RMAN) backup and recovery
operations either from RMAN or SQL*Plus.

e SYSDGfacilitates Data Guard operations. The user can perform operations either
with Data Guard Broker or with the DGMGRL command-line interface.

*  SYSKMfacilitates Transparent Data Encryption keystore operations.

»  SYSRACfacilitates Oracle Real Application Clusters (Oracle RAC) operations by
connecting to the database by the Clusterware agent on behalf of Oracle RAC
utilities such as SRVCTL.

The SYSRAC administrative privilege cannot be granted to database users and is
not supported in a password file. The SYSRAC administrative privilege is used only
by the Oracle agent of Oracle Clusterware to connect to the database using
operating system authentication.

Each of these accounts provides a designated user for the new administrative privilege
with the same name. Specifically, the SYSBACKUP account provides a designated user
for the SYSBACKUP administrative privilege. The SYSDG account provides a designated
user for the SYSDG administrative privilege. The SYSKMaccount provides a designated
user for the SYSKMadministrative privilege.

Create a user and grant to that user an appropriate administrative privilege to use
when performing daily administrative tasks. Doing so enables you to manage each
user account separately, and each user account can have a distinct password. Do not
use the SYSBACKUP, SYSDG, or SYSKMuser account for these purposes. These accounts
are locked by default and should remain locked.

To use one of these administrative privileges, a user must exercise the privilege when
connecting by specifying AS SYSBACKUP, AS SYSDG, or AS SYSKM If the authentication
succeeds, then the user is connected with a session in which the administrative
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privilege is enabled. In this case, the session user is the corresponding administrative
user account. For example, if user br adm n connects with the AS SYSBACKUP
administrative privilege, then the session user is SYSBACKUP.

# Note:
The SYSBACKUP, SYSDG, SYSKM and SYSRAC user accounts cannot be dropped.

" See Also:

e "Administrative Privileges"

e Oracle Database Security Guide

1.5.2.5 The DBA Role

A predefined DBA role is automatically created with every Oracle Database installation.
This role contains most database system privileges. Therefore, the DBA role should be
granted only to actual database administrators.

¢ Note:

The DBA role does not include the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or
SYSKMsystem privileges. These are special administrative privileges that
allow an administrator to perform basic database administration tasks, such
as creating the database and instance startup and shutdown. These
administrative privileges are discussed in "Administrative Privileges".

# See Also:

e Oracle Database Security Guide for more information about
administrative user accounts

e "Using Password File Authentication”

1.6 Database Administrator Authentication

As a DBA, you often perform special operations such as shutting down or starting up a
database. Because only a DBA should perform these operations, the database
administrator user names require a secure authentication scheme.
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e Administrative Privileges
Administrative privileges that are required for an administrator to perform basic
database operations are granted through special system privileges.

*  Operations Authorized by Administrative Privileges
Each administrative privilege authorizes a specific set of operations.

*  Authentication Methods for Database Administrators
Database administrators can be authenticated with account passwords, operating
system (OS) authentication, password files, or strong authentication with a
directory-based authentication service, such as Oracle Internet Directory.

» Using Operating System Authentication
Membership in special operating system groups enables a DBA to authenticate to
the database through the operating system rather than with a database user name
and password. This is known as operating system authentication.

» Using Password File Authentication
You can use password file authentication for an Oracle database instance and for
an Oracle Automatic Storage Management (Oracle ASM) instance. The password
file for an Oracle database is called a database password file, and the password
file for Oracle ASM is called an Oracle ASM password file.

1.6.1 Administrative Privileges

Administrative privileges that are required for an administrator to perform basic
database operations are granted through special system privileges.

These privileges are:

e SYSDBA

*  SYSOPER

*  SYSBACKUP
* SYSDG
 SYSKM

*  SYSRAC

Excluding the SYSRAC privilege, grant these privileges to users depending upon the
level of authorization they require. The SYSRAC privilege cannot be granted to users
because it is used only by the Oracle agent of Oracle Clusterware to connect to the
database using operating system authentication.

Starting with Oracle Database 12¢ Release 1 (12.1), the SYSBACKUP, SYSDG, and SYSKM
administrative privileges are available. Starting with Oracle Database 12c Release 2
(12.2), the SYSRAC administrative privilege is available. Each new administrative
privilege grants the minimum required privileges to complete tasks in each area of
administration. The new administrative privileges enable you to avoid granting SYSDBA
administrative privilege for many common tasks.
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# Note:

These administrative privileges allow access to a database instance even
when the database is not open. Control of these privileges is totally outside
of the database itself. Methods for authenticating database administrators
with these privileges include operating system (OS) authentication, password
files, and strong authentication with a directory-based authentication service.

These privileges can also be thought of as types of connections that enable
you to perform certain database operations for which privileges cannot be
granted in any other fashion. For example, if you have the SYSDBA privilege,
then you can connect to the database by specifying the AS SYSDBA clause in
the CONNECT command and perform STARTUP and SHUTDOM operations. See
"Authentication Methods for Database Administrators".

1.6.2 Operations Authorized by Administrative Privileges

ORACLE

Each administrative privilege authorizes a specific set of operations.

The following table lists the operations that are authorized by each administrative

privilege:
Administrative Operations Authorized
Privilege
SYSDBA *  Perform STARTUP and SHUTDOWN operations
* ALTER DATABASE: open, mount, back up, or change character set
*  CREATE DATABASE
* DROP DATABASE
*  CREATE SPFILE
* ALTER DATABASE ARCH VELOG
* ALTER DATABASE RECOVER
* Includes the RESTRI CTED SESSI ON privilege
This administrative privilege allows most operations, including the
ability to view user data. It is the most powerful administrative privilege.
SYSOPER *  Perform STARTUP and SHUTDOWN operations
*  CREATE SPFI LE
*  ALTER DATABASE: open, mount, or back up
* ALTER DATABASE ARCHI VELOG
* ALTER DATABASE RECOVER (Complete recovery only. Any form of
incomplete recovery, such as UNTI LTI ME| CHANGE| CANCEL |
CONTRCLFI LE requires connecting as SYSDBA.)
* Includes the RESTRI CTED SESSI ON privilege
This privilege allows a user to perform basic operational tasks, but
without the ability to view user data.
SYSBACKUP This privilege allows a user to perform backup and recovery operations

either from Oracle Recovery Manager (RMAN) or SQL*Plus.

See Oracle Database Security Guide for the full list of operations
allowed by this administrative privilege.
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Administrative Operations Authorized
Privilege
SYSDG This privilege allows a user to perform Data Guard operations. You

can use this privilege with either Data Guard Broker or the DGVIGRL
command-line interface.

See Oracle Database Security Guide for the full list of operations
allowed by this administrative privilege.

SYSKM This privilege allows a user to perform Transparent Data Encryption
keystore operations.
See Oracle Database Security Guide for the full list of operations
allowed by this administrative privilege.

SYSRAC This privilege allows the Oracle agent of Oracle Clusterware to perform
Oracle Real Application Clusters (Oracle RAC) operations.

See Oracle Database Security Guide for the full list of operations
allowed by this administrative privilege.

The manner in which you are authorized to use these privileges depends upon the
method of authentication that you use.

When you connect with an administrative privilege, you connect with a current schema
that is not generally associated with your username. For SYSDBA, the current schema is
SYS. For SYSOPER, the current schema is PUBLI C. For SYSBACKUP, SYSDG, and SYSRAC,
the current schema is SYS for name resolution purposes. However, the current schema
for SYSKMis SYSKM

Also, when you connect with an administrative privilege, you connect with a specific
session user. When you connect as SYSDBA, the session user is SYS. For SYSOPER, the
session user is PUBLI C. For SYSBACKUP, SYSDG, SYSKM and SYSRAC, the session user is
SYSBACKUP, SYSDG, SYSKM and SYSRAC, respectively.

¢ See Also:

e "Administrative User Accounts"
e "Using Operating System Authentication”
e "Using Password File Authentication"

e Oracle Database SQL Language Reference for more information about
the current schema and the session user

e Oracle Database Security Guide

Example 1-17 Current Schema When Connecting AS SYSDBA

This example illustrates that a user is assigned another schema (SYS) when
connecting with the SYSDBA administrative privilege. Assume that the sample user
nydba has been granted the SYSDBA administrative privilege and has issued the
following command and statement:

CONNECT nydba
CREATE TABLE adni n_t est (name VARCHAR2(20));
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Later, user nmydba issues this command and statement:

CONNECT nydba AS SYSDBA
SELECT * FROM admin_test;

User nydba now receives the following error:

ORA-00942: table or view does not exist

Having connected as SYSDBA, user nydba now references the SYS schema, but the
table was created in the mydba schema.

Example 1-18 Current Schema and Session User When Connecting AS
SYSBACKUP

This example illustrates that a user is assigned another schema (SYS) and another
session user (SYSBACKUP) when connecting with the SYSBACKUP administrative privilege.
Assume that the sample user nydba has been granted the SYSBACKUP administrative
privilege and has issued the following command and statements:

CONNECT nydba AS SYSBACKUP

SELECT SYS_CONTEXT(' USERENV', ' CURRENT SCHEMA' ) FROM DUAL;
SYS_CONTEXT(' USERENV' , ' CURRENT SCHEMA' )

SELECT SYS_CONTEXT(' USERENV', ' SESSI ON_USER ) FROM DUAL;
SYS_CONTEXT(' USERENV' , ' SESSI ON_USER )

SYSBACKUP

1.6.3 Authentication Methods for Database Administrators

Database administrators can be authenticated with account passwords, operating
system (OS) authentication, password files, or strong authentication with a directory-
based authentication service, such as Oracle Internet Directory.

* About Authentication Methods for Database Administrators
There are several ways to authenticate database administrators.

* Nonsecure Remote Connections
To connect to Oracle Database as a privileged user over a nonsecure connection,
you must be authenticated by a password file.

* Local Connections and Secure Remote Connections
You can connect to Oracle Database as a privileged user over a local connection
or a secure remote connection.

1.6.3.1 About Authentication Methods for Database Administrators

ORACLE

There are several ways to authenticate database administrators.

Oracle database can authenticate database administrators through the data dictionary,
(using an account password) like other users. Keep in mind that database passwords
are case-sensitive. See Oracle Database Security Guide for more information about
case-sensitive database passwords.
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In addition to normal data dictionary authentication, the following methods are
available for authenticating database administrators with the SYSDBA, SYSOPER,
SYSBACKUP, SYSDG, or SYSKMprivilege:

e Operating system (OS) authentication
» Password file including Kerberos and SSL authentication services

e Strong authentication with a directory-based authentication service, such as
Oracle Internet Directory

# Note:

The SYSRAC privilege only allows OS authentication by the Oracle agent of
Oracle Clusterware. Password files and strong authentication cannot be
used with the SYSRAC privilege.

These methods are required to authenticate a database administrator when the
database is not started or otherwise unavailable. (They can also be used when the
database is available.)

The remainder of this section focuses on operating system authentication and
password file authentication. See Oracle Database Security Guide for information
about authenticating database administrators with directory-based authentication
services.

¢ Note:

Operating system authentication takes precedence over password file
authentication. If you meet the requirements for operating system
authentication, then even if you use a password file, you will be
authenticated by operating system authentication.

Your choice is influenced by whether you intend to administer your database locally on
the same system where the database resides, or whether you intend to administer
many different databases from a single remote client. The following figure illustrates
the choices you have for database administrator authentication schemes.
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Figure 1-2 Database Administrator Authentication Methods

Remote Database Local Database
Administration Administration

Do you Do you
have a secure want to use OS Use OS
connection? authentication? authentication
Use a

» | password file

If you are performing remote database administration, then consult your Oracle Net
documentation to determine whether you are using a secure connection. Most popular
connection protocols, such as TCP/IP and DECnet, are not secure.

¢ See Also:

e Oracle Database Security Guide for information about authenticating
database administrators with directory-based authentication services.

e Oracle Database Net Services Administrator's Guide

1.6.3.2 Nonsecure Remote Connections

To connect to Oracle Database as a privileged user over a nonsecure connection, you
must be authenticated by a password file.

When using password file authentication, the database uses a password file to keep
track of database user names that have been granted the SYSDBA, SYSOPER,
SYSBACKUP, SYSDG, or SYSKMadministrative privilege. This form of authentication is
discussed in "Using Password File Authentication”.

1.6.3.3 Local Connections and Secure Remote Connections

ORACLE

You can connect to Oracle Database as a privileged user over a local connection or a
secure remote connection.

You can connect in two ways:

e If the database has a password file and you have been granted a system privilege,
then you can connect and be authenticated by a password file.

e If the server is not using a password file, or if you have not been granted a system
privilege and are therefore not in the password file, then you can use operating
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system authentication. On most operating systems, authentication for database
administrators involves placing the operating system username of the database
administrator in a special group.

For example, users in the OSDBA group are granted the SYSDBA administrative
privilege. Similarly, the OSOPER group is used to grant SYSOPER administrative
privilege to users, the OSBACKUPDBA group is used to grant SYSBACKUP
administrative privilege to users, the OSDGDBA group is used to grant SYSDG
administrative privilege to users, the OSKMDBA group is used to grant SYSKM
administrative privilege to users, and the OSRACDBA group is used to grant
SYSRAC administrative privilege to users.

1.6.4 Using Operating System Authentication

Membership in special operating system groups enables a DBA to authenticate to the
database through the operating system rather than with a database user name and
password. This is known as operating system authentication.

e Operating System Groups
Operating system groups are created and assigned specific names as part of the
database installation process.

* Preparing to Use Operating System Authentication
DBAs can authenticate to the database through the operating system rather than
with a database user name and password.

» Connecting Using Operating System Authentication
A user can connect to the database using operating system authentication.

1.6.4.1 Operating System Groups

Operating system groups are created and assigned specific names as part of the
database installation process.

The default names of the operating system groups vary depending upon your
operating system, and are listed in the following table:

Operating System Group  UNIX or Linux Windows User Group
User Group

OSDBA dba ORA_DBA (for all Oracle homes)

ORA_HOMENAME_DBA (for each specific
Oracle home)

OSOPER oper ORA_OPER (for all Oracle homes)

ORA_HOVENAME_CPER (for each specific
Oracle home)

OSBACKUPDBA backupdba CORA_HOVENAME_SYSBACKUP
OSDGDBA dgdba ORA_HOVENAME_SYSDG
OSKMDBA knmdba CRA_HOVENAME_SYSKM
OSRACDBA racdba ORA_HOVENAME_SYSRAC

For the Windows user group names, replace HOMENAME with the Oracle home
name.
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Oracle Universal Installer uses these default names, but, on UNIX or Linux, you can
override them. On UNIX or Linux, one reason to override them is if you have multiple
instances running on the same host computer in different Oracle homes. If each
instance has a different person as the principal DBA, then you can improve the
security of each instance by creating different groups for each instance.

For example, for two instances on the same UNIX or Linux host in different Oracle
homes, the OSDBA group for the first instance might be named dbal, and OSDBA for
the second instance might be named dba2. The first DBA would be a member of dbal
only, and the second DBA would be a member of dba2 only. Thus, when using
operating system authentication, each DBA would be able to connect only to his
assigned instance.

On Windows, default user group names cannot be changed. The HOMENAME
placeholder enables you to have different user group names when you have multiple
instances running on the same host Windows computer.

Membership in a group affects your connection to the database in the following ways:

* If you are a member of the OSDBA group, and you specify AS SYSDBA when you
connect to the database, then you connect to the database with the SYSDBA
administrative privilege.

* If you are a member of the OSOPER group, and you specify AS SYSOPER when
you connect to the database, then you connect to the database with the SYSOPER
administrative privilege.

* If you are a member of the OSBACKUPDBA group, and you specify AS SYSBACKUP
when you connect to the database, then you connect to the database with the
SYSBACKUP administrative privilege.

e If you are a member of the OSDGDBA group, and you specify AS SYSDG when you
connect to the database, then you connect to the database with the SYSDG
administrative privilege.

e If you are a member of the OSKMDBA group, and you specify AS SYSKMwhen you
connect to the database, then you connect to the database with the SYSKM
administrative privilege.

* If you are a member of the OSRACDBA group, and you specify AS SYSRAC when
you connect to the database, then you connect to the database with the SYSRAC
administrative privilege.

» If you are not a member of one of these operating system groups, and you attempt
to connect as SYSDBA, SYSOPER, SYSBACKUP, SYSDG, SYSKM or SYSRAC, then the
CONNECT command fails.

¢ See Also:

Your operating system specific Oracle documentation for information about
creating the OSDBA and OSOPER groups
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1.6.4.2 Preparing to Use Operating System Authentication

DBAs can authenticate to the database through the operating system rather than with
a database user name and password.

To enable operating system authentication of an administrative user:

1.
2.

Create an operating system account for the user.

Add the account to the appropriate operating-system defined groups.

1.6.4.3 Connecting Using Operating System Authentication

ORACLE

A user can connect to the database using operating system authentication.

You can use operating system authentication by performing one of the following
actions.

A user can be authenticated, enabled as an administrative user, and connected to
a local database by typing one of the following SQL*Plus commands:

CONNECT / AS SYSDBA
CONNECT / AS SYSOPER
CONNECT / AS SYSBACKUP
CONNECT / AS SYSDG
CONNECT / AS SYSKM

For the Windows platform only, remote operating system authentication over a
secure connection is supported. You must specify the net service name for the
remote database:

CONNECT / @et _servi ce_nane AS SYSDBA
CONNECT / @et _servi ce_name AS SYSOPER
CONNECT / @et _servi ce_name AS SYSBACKUP
CONNECT / @et _servi ce_name AS SYSDG
CONNECT / @et _servi ce_nane AS SYSKM

Both the client computer and database host computer must be on a Windows
domain.

" Note:

The SYSRAC administrative privilege is used only by the Oracle agent of
Oracle Clusterware to connect to the database using operating system
authentication.

" See Also:
e "Connecting to the Database with SQL*Plus"

*  SQL*Plus User's Guide and Reference for the syntax of the CONNECT
command

1-32



Chapter 1
Database Administrator Authentication

1.6.5 Using Password File Authentication

You can use password file authentication for an Oracle database instance and for an
Oracle Automatic Storage Management (Oracle ASM) instance. The password file for
an Oracle database is called a database password file, and the password file for
Oracle ASM is called an Oracle ASM password file.

e Preparing to Use Password File Authentication
To prepare for password file authentication, you must create the password file, set
the REMOTE_LOG N_PASSWORDFI LE initialization parameter, and grant privileges.

e Connecting Using Password File Authentication
Using password file authentication, administrative users can be connected and
authenticated to a local or remote database by using the SQL*Plus CONNECT
command. By default, passwords are case-sensitive.

" See Also:

Oracle Automatic Storage Management Administrator's Guide for information
about creating an Oracle ASM password file.

1.6.5.1 Preparing to Use Password File Authentication

ORACLE

To prepare for password file authentication, you must create the password file, set the
REMOTE_LOG N_PASSWORDFI LE initialization parameter, and grant privileges.

To enable authentication of an administrative user using password file authentication,
you must do the following:

1. Ifitis not already created, then create the password file using the ORAPWD utility:

orapwd FILE=filename FORMAT=12.2

See "Creating and Maintaining a Database Password File" for details.
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# Note:

* When you invoke the Database Configuration Assistant (DBCA) as
part of the Oracle Database installation process, DBCA creates a
password file.

e The administrative privileges SYSBACKUP, SYSDG, and SYSKMare not
supported in the password file when the file is created with the
FORMAT=LEGACY argument.

e 12. 2 is the default for the FORMAT command-line argument.

e The administrative privilege SYSRAC is not supported in the password
file.

e The administrative privileges can be granted to external users only
when the file is created with the FORMAT=12. 2 argument.
FORMAT=12. 2 also enables SSL and Kerberos authentication for
administrative users.

e When you create a database password file that is stored in an
Oracle ASM disk group, it can be shared among the multiple Oracle
RAC database instances. The password file is not duplicated on
each Oracle RAC database instance.

2. Setthe REMOTE_LOGA N_PASSWORDFI LE initialization parameter to excl usi ve. (This is
the default).

" Note:

REMOTE_LOG N_PASSWORDFI LE is a static initialization parameter and
therefore cannot be changed without restarting the database.

3. Connect to the database as user SYS (or as another user with the administrative
privileges).

4. If the user does not already exist in the database, then create the user and assign
a password.

Keep in mind that database passwords are case-sensitive. See Oracle Database
Security Guide for more information about case-sensitive database passwords.

5. Grant the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKMadministrative privilege to
the user. For example:

GRANT SYSDBA to nydba;

This statement adds the user to the password file, thereby enabling connection AS
SYSDBA, AS SYSOPER, AS SYSBACKUP, AS SYSDG, or AS SYSKM
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" See Also:

"Creating and Maintaining a Database Password File" for instructions for
creating and maintaining a password file

1.6.5.2 Connecting Using Password File Authentication

ORACLE

Using password file authentication, administrative users can be connected and
authenticated to a local or remote database by using the SQL*Plus CONNECT command.
By default, passwords are case-sensitive.

To connect using password file authentication:

* In SQL*Plus, execute the CONNECT command with a valid username and password
and the AS SYSDBA, AS SYSOPER, AS SYSBACKUP, AS SYSDG, or AS SYSKMclause.

For example, if user nydba has been granted the SYSDBA privilege, then nydba can
connect as follows:

CONNECT mydba AS SYSDBA
However, if user nydba has not been granted the SYSOPER privilege, then the following
command fails:

CONNECT nydba AS SYSCPER

" Note:

Operating system authentication takes precedence over password file
authentication. Specifically, if you are a member of the appropriate operating
system group, such as OSDBA or OSOPER, and you connect with the
appropriate clause (for example, AS SYSDBA), then you will be connected with
associated administrative privileges regardless of the username/password
that you specify.

If you are not in the one of the operating system groups, and you are not in
the password file, then attempting to connect with the clause fails.

¢ See Also:

e "About Connecting to the Database with SQL*Plus"
e "Creating a Database Password File with ORAPWD"

e SQL*Plus User's Guide and Reference for syntax of the CONNECT
command

e Oracle Database Security Guide
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1.7 Creating and Maintaining a Database Password File

You can create a database password file using the password file creation utility,
ORAPVID. For some operating systems, you can create this file as part of your standard
installation.

«  ORAPWD Syntax and Command Line Argument Descriptions
The ORAPVWD command creates and maintains a password file.

* Creating a Database Password File with ORAPWD
You can create a database password file with ORAPVD.

e Sharing and Disabling the Database Password File
You use the initialization parameter REMOTE_LOG N_PASSWORDFI LE to control
whether a database password file is shared among multiple Oracle Database
instances. You can also use this parameter to disable password file authentication.

* Keeping Administrator Passwords Synchronized with the Data Dictionary
If you change the REMOTE_LOG N_PASSWORDFI LE initialization parameter from none
to excl usi ve or shar ed, then you must ensure that the passwords stored in the
data dictionary and the passwords stored in the password file for the non-SYS
administrative users, such as SYSDBA, SYSOPER, SYSBACKUP, SYSDG, and SYSKMusers
are the same.

e Adding Users to a Database Password File
When you grant SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKMadministrative
privilege to a user, that user's name and privilege information are added to the
database password file.

e Granting and Revoking Administrative Privileges
Use the GRANT statement to grant administrative privileges. Use the REVOKE
statement to revoke administrative privileges.

* Viewing Database Password File Members
The V$PWFI LE_USERS view contains information about users that have been
granted administrative privileges.

e Removing a Database Password File
You can remove a database password file if it is no longer needed.

¢ See Also:

e "Using Password File Authentication"
* "Authentication Methods for Database Administrators”

e Oracle Automatic Storage Management Administrator's Guide for
information about creating and maintaining an Oracle ASM password file

1.7.1 ORAPWD Syntax and Command Line Argument Descriptions

The ORAPVWD command creates and maintains a password file.

The syntax of the ORAPWD command is as follows:
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orapwd FILE=filenanme

[ FORCE={y| n}]

[ASME{y| n}]

[ DBUNI QUENAME=dbnane]

[ FORVAT=({ 12. 2] 12}]

[ SYS={y| n| passwor d| ext ernal (' sys-external -nane')| gl obal (' sys-directory-DN )}]

[ SYSBACKUP={y| n| passwor d| ext ernal (' syshackup- ext ernal - name' ) | gl obal (' sysbackup-
directory-DN )}]

[ SYSDG={y| n| passwor d| ext ernal (' sysdg- ext ernal -nane' )| gl obal (' sysdg-directory-DN )}]
[ SYSKM={y| n| passwor d| ext ernal (' syskm ext ernal - nane' ) | gl obal (' syskmdirectory-DN )}]
[ DELETE={y] n}]

[ I NPUT_FI LE=i nput - f name]

orapwd DESCRI BE FI LE=fil enanme

Command arguments are summarized in the following table.

Argument Description

FI LE If the DESCRI BE argument is not included, then specify the name to assign to
the new password file. You must supply a complete path. If you supply only a
file name, the file is written to the current directory.

If the DESCRI BE argument is included, then specify the name of an existing
password file.

FORCE (Optional) If y, permits overwriting an existing password file.
ASM (Optional) If y, create an Oracle ASM password file in an Oracle ASM disk
group.

If n, the default, create a password file in the operating system file system.
When the DBUNI QUENAVE argument is specified, the password file is a
database password file. When the DBUNI QUENAME argument is not specified,
the password file can be a database password file or an Oracle ASM
password file.

DBUNI QUENAME Unique database name used to identify database password files residing in
an ASM disk group only. This argument is required when the database
password file is stored on an Oracle ASM disk group. This argument is
ignored when an Oracle ASM password file is created by setting the ASM
argumenttoy.

FORNMAT (Optional) Specify one of the following values:

* 12. 2, the default, creates the password file in 12.2. format. This format
supports granting administrative privileges to external users and enables
SSL and Kerberos authentication for administrative users.

* 12 creates the password file in Oracle Database 12c¢ format. This format
supports the SYSBACKUP, SYSDG, and SYSKMadministrative privileges.
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Argument

Description

SYS

SYSBACKUP

SYSDG

(Optional) This argument specifies if SYS user is password, externally, or
globally authenticated.

This argument can be set to y, n, passwor d, ext ernal (' sys-ext ernal -
name' ), or gl obal (sys-directory-DN).

If SYS=y and | NPUT_FI LE is specified to migrate password file entries, then
you will be prompted to enter the new password for the SYS administrative
user.

If passwor d, then you will be prompted to enter the password for the SYS
administrative user.

If ext ernal (' sys-external - name'), then replace sys- ext er nal - nane
with the external name for SSL or Kerberos authentication for the SYS
administrative user.

If gl obal (sys-directory-DN), then specify the directory service name for
the global SYS user.

(Optional) Creates SYSBACKUP entry. This argument specifies if SYSBACKUP
user is password, externally, or globally authenticated.

This argument can be set to y, n, passwor d, ext er nal (' sysbhackup-

ext ernal -nane'), or gl obal (sysbackup-di rectory-DN).

If passwor d, then you will be prompted to enter the password for the
SYSBACKUP administrative user.

If ext ernal (' sysbackup- ext ernal - name' ), then replace sysbackup-
ext er nal - nanme with the external name for SSL or Kerberos authentication
for the SYSBACKUP administrative user.

If gl obal (sysbackup- di rect ory- DN), then specify the directory service
name for the global SYSBACKUP user.

(Optional) Creates SYSDG entry. This argument specifies if SYSDG user is
password, externally, or globally authenticated.

This argument can be set to y, n, passwor d, ext ernal (' sysdg- ext er nal -
name' ), or gl obal (sysdg-directory-DN).

If passwor d, then you will be prompted to enter the password for the SYSDG
administrative user.

If ext ernal (' sysdg- ext ernal - name' ), then replace sysdg- ext er nal -
nane with the external name for SSL or Kerberos authentication for the
SYSDG administrative user.

If gl obal (sysdg- directory-DN), then specify the directory service name
for the global SYSDG user.
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Argument Description

SYSKM (Optional) Creates SYSKMentry. This argument specifies if SYSKMuser is
password, externally, or globally authenticated.

(Optional) This argument can be set to y, n, passwor d, ext ernal (' syskm
external -nane'), or gl obal (syskm di rectory-DN).

If passwor d, then you will be prompted to enter the password for the SYSKM
administrative user.

If ext ernal (' syskm ext er nal - name' ), then replace syskm ext er nal -
name with the external name for SSL or Kerberos authentication for the
SYSKMadministrative user.

If y, creates a SYSKMentry in the password file. You are prompted for the
password. The password is stored in the created password file.

If n, no SYSKMentry is created in the password file.

Note: The y and n values in the SYSKMargument are deprecated in Oracle
Database 12c Release 2 (12.2) and may be desupported in a future release.

If gl obal (syskm directory-DN), then specify the directory service name
for the global SYSKMuser.

DELETE (Optional) If y, delete the specified password file.
If n, the default, create the specified password file.

INPUT_FILE  (Optional) Name of the input password file. ORAPWD migrates the entries in the
input file to a new password file.

This argument can be used to convert a password file from one format to
another, for example from 12 format to 12.2 format.

This argument also can be used to reset the password for the SYS
administrative user.

ORAPVD cannot migrate an input password that is stored in an Oracle ASM
disk group.

DESCRI BE Describes the properties of the specified password file, including the FORMAT
value (12. 2 or 12).

There are no spaces permitted around the equal-to (=) character.

# Note:

Each external name must be unique.

The following sections provide more information about some of the ORAPVD command
line arguments.

FILE

This argument sets the name of the password file being created. This argument is
mandatory.

If you specify a location on an Oracle ASM disk group, then the database password
file is shared automatically among the nodes in the cluster. When you use an Oracle
ASM disk group to store the password file, and you are not using Oracle Managed
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Files, you must specify the name of the password file, including its full path. The full
path is not required if you are using Oracle Managed Files.

If you do not specify a location on an Oracle ASM disk group, then the file name
required for the password file is operating system specific. Some operating systems
require the password file to adhere to a specific format and be located in a specific
directory. Other operating systems allow the use of environment variables to specify
the name and location of the password file.

The following table lists the required name and location for the password file on the
UNIX, Linux, and Windows platforms. For other platforms, consult your platform-
specific documentation.

Platform Required Name Required Location
UNIX and Linux or apwORACLE_SI D ORACLE_BASE/ dbs
Windows PWORACLE SID. ora ORACLE_BASE

\ dat abase

For example, for a database instance with the SID or ¢l dw, the password file must be
named or apwor ¢l dwon Linux and PWDor cl dw. or a on Windows.

In an Oracle Real Application Clusters (Oracle RAC) environment on a platform that
requires an environment variable to be set to the path of the password file, the
environment variable for each instance must point to the same password file.

For a policy-managed Oracle RAC database or an Oracle RAC One Node database
with ORACLE_SI D of the form db_uni que_name_n, where n is a number, the password
file is searched for first using ORACLE_BASE/ dbs/ or apwsi d_pr ef i x or ORACLE_BASE

\ dat abase\ P\Dsi d_prefix.ora. The sid_prefix (the first 8 characters of the
database name) is used to locate the password file.

# Note:

e ltis critically important to the security of your system that you protect
your password file and the environment variables that identify the
location of the password file. Any user with access to these could
potentially compromise the security of the connection.

* If the password file is not found in the default location, Oracle Database
checks the default location for releases earlier to Oracle Database 18c.
In the earlier Oracle Database releases, the default location of the
password file on UNIX and Linux platforms was ORACLE_HOWE/ dbs and
on Windows platforms was ORACLE_HOME\ dat abase.

¢ See Also:

Using Oracle Managed Files

FORCE

This argument, if set to y, enables you to overwrite an existing password file. An error
is returned if a password file of the same name already exists and this argument is
omitted or set to n.
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ASM

If this argument is set to y, then ORAPVID creates an Oracle ASM password file. The

FI LE argument must specify a location in the Oracle ASM disk group.

If this argument is set to n, the default, then ORAPWD creates a password file. The FI LE
argument can specify a location in the Oracle ASM disk group or in the operating
system file system. When the DBUNI QUENAME argument is specified, the password file
is a database password file. When the DBUNI QUENAME argument is not specified, the
password file can be a database password file or an Oracle ASM password file.

¢ See Also:

Oracle Automatic Storage Management Administrator's Guide for
information about creating and maintaining an Oracle ASM password file

DBUNIQUENAME

This argument sets the unique database name for a database password file being
created on an Oracle ASM disk group. It identifies which database resource to update
with the database password file location.

This argument is not required when a database password file is created on an
operating system file system.

This argument is ignored when an Oracle ASM password file is created by setting the
ASMargument to y.

FORMAT

If this argument is set to 12.2, the default, then ORAPWD creates a database password
file in 12.2 format. 12.2 format is required for the password file to support granting
administrative privileges to external users and SSL and Kerberos authentication for
administrative users. Password profiles assigned to the users are also enforced on
the administrative users.

If this argument is set to 12, then ORAPWD creates a database password file in Oracle
Database 12c format. Oracle Database 12¢ format is required for the password file to
support SYSBACKUP, SYSDG, and SYSKMadministrative privileges.

If this argument is set to | egacy, then ORAPWD creates a database password file that is
in the format before Oracle Database 12c. The password file supports SYSDBA and
SYSOPER administrative privileges, but it does not support SYSBACKUP, SYSDG, and
SYSKMadministrative privileges.

SYS

If SYS=Y and | NPUT_FI LE is specified to migrate password file entries, then you will be
prompted to enter the new password for the SYS administrative user.

If passwor d, then you will be prompted to enter the password for the SYS
administrative user.

If ext ernal (' sys-external -name'), then replace sys- ext er nal - nane with the
external name for SSL or Kerberos authentication for the SYS administrative user.

If gl obal (sys-directory-DN), then specify the directory service name for the global
SYS user.

SYSBACKUP
If passwor d, then you will be prompted to enter the password for the SYSBACKUP
administrative user.
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If ext ernal (' syshackup- ext ernal - nane'), then replace sysbackup- ext er nal - nane
with the external name for SSL or Kerberos authentication for the SYSDG administrative
user.

If gl obal (sysbackup-directory-DN), then specify the directory service name for the
global SYSBACKUP user.

SYSDG

If passwor d, then you will be prompted to enter the password for the SYSDG
administrative user.

If ext ernal (' sysdg- ext ernal -name'), then replace sysdg- ext er nal - nane with the
external name for SSL or Kerberos authentication for the SYSDG administrative user.
If gl obal (sysdg-directory-DN), then specify the directory service name for the
global SYSDG user.

SYSKM

If passwor d, then you will be prompted to enter the password for the SYSKM
administrative user.

If ext ernal (' syskm ext ernal - nane' ), then replace syskm ext er nal - nanme with the
external name for SSL or Kerberos authentication for the SYSKMadministrative user.
If gl obal (syskm directory-DN), then specify the directory service name for the
global SYSKMuser.

DELETE

If this argument is set to y, then ORAPVD deletes the specified password file. Wheny is
specified, FI LE, ASM or DBUNI QUENAME must be specified. When FI LE is specified, the
file must be located on an ASM disk group.

If this argument is set to n, the default, then ORAPWD creates the password file.

INPUT_FILE

This argument specifies the name of the input password file. ORAPVD migrates the
entries in the input file to a new password file. This argument can convert a password
file from one format to another, for example from 12 format to 12.2 format.

This argument also can be used to reset the password for the SYS administrative user.
When the | NPUT_FI LE argument is specified, ORAPWD does not create any new entries.
Therefore, ORAPWD ignores the following arguments:

*  PASSWORD
*  SYSBACKUP
* SYSDG
 SYSKM

When an input file is specified and the new password file replaces the input file, FORCE
must be settoy.

# Note:

When the FORMAT argument is not specified, by default the new password file
is created in 12.2 format from the input file.
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¢ See Also:

"Administrative Privileges" and "Adding Users to a Database Password File"

1.7.2 Creating a Database Password File with ORAPWD

ORACLE

You can create a database password file with ORAPWD.
To create a database password file:

*  Run the ORAPWD command.

Example 1-19 Creating a Database Password File Located in an Oracle ASM
Disk Group

The following command creates a database password file in 12.2 format named
orapwor ¢l that is located in an Oracle ASM disk group. The DBUNI QUENAME argument is
required because the database password file is located in an Oracle ASM disk group.

orapwd FILE=" +DATA/ orcl/orapworcl' DBUNI QUENAME=' orcl' FORMAT=12.2

Example 1-20 Creating a Database Password File with a SYSBACKUP Entry

The following example is the similar to Example 1-19 except that it creates a
SYSBACKUP entry in the database password file. The password file is in 12.2 format by
default.

orapwd FILE=" +DATA/ orcl/orapworcl' DBUNI QUENAME=' orcl' SYSBACKUP=password FORMAT=12.2

Example 1-21 Creating a Database Password File with External Authentication
for SYS and SYSKM

The following example is the similar to Example 1-19 except that it specifies an
external name for the SYS and SYSKMadministrative users.

orapwd FILE=" +DATA/ orcl/orapworcl' DBUNI QUENAME=' orcl' FORMAT=12.2
sys=ext ernal (' Ker ber osUser SYS@xanpl e. coni )
syskmrext ernal (' Ker ber osUser SYSKM@xanpl e. cont )

Example 1-22 Creating a Database Password File Located in a File System

The following command creates a database password file in 12.2 format named
orapwor ¢l that is located in the default location in an operating system file system.

orapwd FILE="/u01/oracl e/ dbs/orapworcl' FORMAT=12.2

Example 1-23 Migrating a Legacy Database Password File to Oracle Database
12c Format

The following command migrates a database password file in legacy format 12.2
format. The password file is named or apwor cl , and it is located in an operating system
file system. The new database password file replaces the existing database password
file. Therefore, FORCE must be setto y.

orapwd FILE='/u01/oracl e/ dbs/orapworcl' FORMAT=12.2 |NPUT_FI LE="/u01/ oracl e/ dbs/
orapworcl' FORCE=y
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Example 1-24 Resetting the Password for the SYS Administrative User

The following command resets the password for the SYS administrative user. The new
database password file replaces the existing database password file. Therefore, FORCE
must be settoy.

orapwd FILE="/u01/oracl e/ dbs/orapworcl' SYS=Y | NPUT_FI LE='/u01/ or acl e/ dbs/ or apwor cl '
FORCE=y

You are prompted to enter the new password for the SYS administrative user.
Example 1-25 Describing a Password File

The following command describes the or apwor cl password file.

orapwd DESCRI BE FI LE=' or apworcl '
Password file Description : format=12.2

1.7.3 Sharing and Disabling the Database Password File

ORACLE

You use the initialization parameter REMOTE_LOG N_PASSWORDFI LE to control whether a
database password file is shared among multiple Oracle Database instances. You can
also use this parameter to disable password file authentication.

To share a password file or disable password file authentication:

e Setthe REMOTE_LOG N_PASSWORDFI LE initialization parameter.

You can set the REMOTE_LOG N_PASSWORDFI LE initialization parameter to one of the
following values:

* none: Setting this parameter to none causes Oracle Database to behave as if the
password file does not exist. That is, no privileged connections are allowed over
nonsecure connections.

e exclusive: (The default) An excl usi ve password file can be used with only one
database. Only an excl usi ve file can be modified. Using an excl usi ve password
file enables you to add, modify, and delete users. It also enables you to change
the password for SYS, SYSBACKUP, SYSDG, or SYSKMwith the ALTER USER command.

When an excl usi ve password file is stored on an Oracle ASM disk group, it can
be used by a single-instance database or multiple instances of an Oracle Real
Application Clusters (Oracle RAC) database.

When an excl usi ve password file is stored on an operating system, it can be used
with only one instance of one database.

e shared: A shar ed password file can be used by multiple databases running on the
same server, or multiple instances of an Oracle RAC database, even when it is
stored on an operating system. A shar ed password file is read-only and cannot be
modified. Therefore, you cannot add users to a shar ed password file. Any attempt
to do so or to change the password of SYS or other users with the administrative
privileges generates an error. All users needing administrative privileges must be
added to the password file when REMOTE_LOG N_PASSWORDFI LE is set to excl usi ve.
After all users are added, you can change REMOTE_LOG N_PASSWORDFI LE to shar ed,
and then share the file.

This option is useful if you are administering multiple databases with a single
password file.

You cannot specify shar ed for an Oracle ASM password file.
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If REMOTE_LOG N_PASSWORDFI LE is set to excl usi ve or shar ed and the password file is
missing, this is equivalent to setting REMOTE_LOG N_PASSWORDFI LE to none.

1.7.4 Keeping Administrator Passwords Synchronized with the Data

Dictionary

ORACLE

If you change the REMOTE_LOG N_PASSWORDFI LE initialization parameter from none to
excl usi ve or shar ed, then you must ensure that the passwords stored in the data
dictionary and the passwords stored in the password file for the non-SYS
administrative users, such as SYSDBA, SYSOPER, SYSBACKUP, SYSDG, and SYSKMusers are
the same.

# Note:

Starting with Oracle Database 12¢ Release 2 (12.2), authentication for the
SYS user happens using only the password file and not using the data
dictionary.

To synchronize the passwords for non-SYS administrative users, such as SYSDBA,
SYSOPER, SYSBACKUP, SYSDG, and SYSKMusers, you must first revoke and then regrant
the privileges to these users as follows:

1.

Find all users who have been granted the SYSDBA privilege.
SELECT USERNAME FROM V$PWFI LE_USERS WHERE USERNAME != ' SYS' AND SYSDBA=' TRUE ;
Revoke and then re-grant the SYSDBA privilege to these users.

REVOKE SYSDBA FROM non- SYS- user;
GRANT SYSDBA TO non- SYS- user ;

Find all users who have been granted the SYSOPER privilege.
SELECT USERNAME FROM V$PWFI LE_USERS WHERE USERNAME != ' SYS' AND SYSOPER=' TRUE' ;
Revoke and regrant the SYSOPER privilege to these users.

REVOKE SYSOPER FROM non- SYS- user ;
GRANT SYSCOPER TO non- SYS- user;

Find all users who have been granted the SYSBACKUP privilege.

SELECT USERNAME FROM VSPWFI LE_USERS WHERE USERNAME != ' SYS' AND SYSBACKUP
= TRUE ;

Revoke and regrant the SYSBACKUP privilege to these users.

REVOKE SYSBACKUP FROM non- SYS- user ;
GRANT SYSBACKUP TO non- SYS-user

Find all users who have been granted the SYSDG privilege.
SELECT USERNAME FROM V$PWFI LE_USERS WHERE USERNAME != 'SYS' AND SYSDG=' TRUE ;
Revoke and regrant the SYSDG privilege to these users.

REVOKE SYSDG FROM non- SYS- user ;
GRANT SYSDG TO non- SYS- user ;
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9. Find all users who have been granted the SYSKMprivilege.
SELECT USERNAME FROM V$PWFI LE_USERS WHERE USERNAME != ' SYS' AND SYSKME' TRUE' ;
10. Revoke and regrant the SYSKMprivilege to these users.

REVOKE SYSKM FROM non- SYS- user ;
GRANT SYSKM TO non- SYS- user ;

1.7.5 Adding Users to a Database Password File

ORACLE

When you grant SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKMadministrative privilege
to a user, that user's name and privilege information are added to the database
password file.

A user's hame remains in the password file only as long as that user has at least one
of these privileges. If you revoke all of these privileges, then Oracle Database removes
the user from the password file.

" Note:

The password file must be created with the FORMAT=12. 2 or FORMAT=12
argument to support SYSBACKUP, SYSDG, or SYSKMadministrative privilege.

Creating a Password File and Adding New Users to It
Use the following procedure to create a password file and add new users to it:

1. Follow the instructions for creating a password file as explained in "Creating a
Database Password File with ORAPWD".

2. Setthe REMOTE_LOGA N_PASSWORDFI LE initialization parameter to excl usi ve. (This is
the default.)

Oracle Database issues an error if you attempt to grant these privileges and the
initialization parameter REMOTE_LOG N_PASSWORDFI LE is not set correctly.

" Note:

REMOTE_LOG N_PASSWORDFI LE is a static initialization parameter and
therefore cannot be changed without restarting the database.

3. Connect with SYSDBA privileges as shown in the following example, and enter the
SYS password when prompted:

CONNECT SYS AS SYSDBA

4. Start up the instance and create the database if necessary, or mount and open an
existing database.

5. Create users as necessary. Grant SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKM
administrative privilege to yourself and other users as appropriate. See "Granting
and Revoking Administrative Privileges".
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1.7.6 Granting and Revoking Administrative Privileges

Use the GRANT statement to grant administrative privileges. Use the REVOKE statement
to revoke administrative privileges.

To grant the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKMadministrative privilege to a
user:

*  Run the GRANT statement.
For example:

GRANT SYSDBA TO nydba;

To revoke the administrative privilege from a user:
*  Run the REVOKE statement.

For example:

REVOKE SYSDBA FROM nydba;

The WTH ADM N OPTI ONis ignored if it is specified in the GRANT statement that grants
an administrative privilege, and the following rules apply:

e A user currently connected as SYSDBA can grant any administrative privilege to
another user and revoke any administrative privilege from another user.

e Auser currently connected as SYSOPER cannot grant any administrative privilege to
another user and cannot revoke any administrative privilege from another user.

» Auser currently connected as SYSBACKUP can grant or revoke another user's
SYSBACKUP administrative privilege.

e A user currently connected as SYSDG can grant or revoke another user's SYSDG
administrative privilege.

e Auser currently connected as SYSKMcan grant or revoke another user's SYSKM
administrative privilege.

Administrative privileges cannot be granted to roles, because roles are available only
after database startup. Do not confuse the database administrative privileges with
operating system roles.

¢ See Also:

Oracle Database Security Guide for more information on administrative
privileges

1.7.7 Viewing Database Password File Members

The V$PWFI LE_USERS view contains information about users that have been granted
administrative privileges.

To determine which users have been granted administrative privileges:
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e Query the V$PWFI LE_USERS view.

¢ See Also:

Oracle Database Reference for information about the V$PWFI LE_USERS view

1.7.8 Removing a Database Password File

You can remove a database password file if it is no longer needed.

If you determine that you no longer require a database password file to authenticate
users, then to remove it:

* Delete the database password file, and optionally reset the
REMOTE_LOG N_PASSWORDFI LE initialization parameter to none.

After you remove this file, only those users who can be authenticated by the operating
system can perform SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKMdatabase
administration operations.

1.8 Data Utilities

Oracle utilities are available to help you maintain the data in your Oracle Database.

SQL*Loader

SQL*Loader is used both by database administrators and by other users of Oracle
Database. It loads data from standard operating system files (such as, files in text or C
data format) into database tables.

Export and Import Utilities

The Data Pump utility enables you to archive data and to move data between one
Oracle Database and another. Also available are the original Import (IMP) and Export
(EXP) utilities for importing and exporting data from and to earlier releases.

" See Also:

e Oracle Database Ultilities for detailed information about SQL*Loader

e Oracle Database Ultilities for detailed information about Data Pump
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ORACLE

After you plan your database, you can create the database with a graphical tool or a
SQL command.

*  About Creating an Oracle Database
You typically create a database during Oracle Database software installation.
However, you can also create a database after installation.

* Considerations Before Creating the Database
Database creation prepares several operating system files to work together as an
Oracle Database. You only need to create a database once, regardless of how
many data files it has or how many instances access it. You can create a database
to erase information in an existing database and create a new database with the
same name and physical structure.

*  Creating a Database with DBCA
Oracle Database Configuration Assistant (DBCA) is a tool for creating and
configuring an Oracle database.

* Creating a Database with the CREATE DATABASE Statement
Using the CREATE DATABASE SQL statement is a more manual approach to creating
a database than using Oracle Database Configuration Assistant (DBCA). One
advantage of using this statement over using DBCA is that you can create
databases from within scripts.

» Specifying CREATE DATABASE Statement Clauses
When you execute a CREATE DATABASE statement, Oracle Database performs
several operations. The actual operations performed depend on the clauses that
you specify in the CREATE DATABASE statement and the initialization parameters that
you have set.

*  Specifying Initialization Parameters
You can add or edit basic initialization parameters before you create your new
database.

* Managing Initialization Parameters Using a Server Parameter File
Initialization parameters for the Oracle Database have traditionally been stored in
a text initialization parameter file. For better manageability, you can choose to
maintain initialization parameters in a binary server parameter file that is persistent
across database startup and shutdown.

*  Managing Application Workloads with Database Services
A database service is a named representation of one or more database instances.
Services enable you to group database workloads and route a particular work
request to an appropriate instance.

e Considerations After Creating a Database
After you create a database the instance is left running, and the database is open
and available for normal database use. You may want to perform specific actions
after creating a database.
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Cloning a Database
This section describes various methods of cloning an Oracle database.

Dropping a Database
Dropping a database involves removing its data files, online redo logs, control
files, and initialization parameter files.

Database Data Dictionary Views
You can query data dictionary views for information about your database content
and structure.

Database Configuration Assistant Command Reference for Silent Mode
This section provides detailed information about the syntax and options for the
Database Configuration Assistant (DBCA) silent mode commands.

" See Also:

e Using Oracle Managed Files for information about creating a database
whose underlying operating system files are automatically created and
managed by the Oracle Database server

e Your platform-specific Oracle Real Application Clusters (Oracle RAC)
installation guide for information about creating a database in an Oracle
RAC environment

e Oracle Clusterware Administration and Deployment Guide for
information on creating a database using Rapid Home Provisioning

2.1 About Creating an Oracle Database

You typically create a database during Oracle Database software installation.
However, you can also create a database after installation.

ORACLE

Reasons to create a database after installation are as follows:

You used Oracle Universal Installer (OUI) to install software only, and did not
create a database.

You want to create another database (and database instance) on the same host
computer as an existing Oracle database. In this case, this chapter assumes that
the new database uses the same Oracle home as the existing database. You can
also create the database in a new Oracle home by running OUI again.

You want to make a copy of (clone) a database.

The specific methods for creating a database are:

With Database Configuration Assistant (DBCA), a graphical tool.
See "Creating a Database with DBCA"

With the CREATE DATABASE SQL statement.

See "Creating a Database with the CREATE DATABASE Statement"
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2.2 Considerations Before Creating the Database

Database creation prepares several operating system files to work together as an
Oracle Database. You only need to create a database once, regardless of how many
data files it has or how many instances access it. You can create a database to erase
information in an existing database and create a new database with the same name
and physical structure.

Planning for Database Creation
Prepare to create the database by research and careful planning.

About Selecting a Character Set
It is important to select the right character set for your database. Oracle
recommends AL32UTF8 as the database character set.

About Configuring an Oracle Home in Read-Only Mode

Starting with Oracle Database 18c, you can configure an Oracle home in read-only
mode. A read-only Oracle home prevents creation as well as modification of files
inside the Oracle home directory ORACLE_HOME. A read-only Oracle home can be
used as a software image for simplifying patching and mass rollout of software
across multiple database servers.

Prerequisites for Database Creation
To ensure that your Oracle Database is created successfully, review database
prerequisites.

2.2.1 Planning for Database Creation

Prepare to create the database by research and careful planning.

Table 2-1 lists some recommended actions:

Table 2-1 Database Planning Tasks

Action

Additional Information

Plan the database tables and indexes and estimate the  Oracle Database Structure and Storage
amount of space they will require. Schema Objects

Plan the layout of the underlying operating system files  Using Oracle Managed Files

your database will comprise. Proper distribution of files  oracle Automatic Storage Management Administrator's
can improve database performance dramatically by Guide

distributing the I/O during file access. You can distribute
I/O in several ways when you install Oracle software and

Oracle Database Performance Tuning Guide

create your database. For example, you can place redo  Your Oracle operating system—specific documentation,
log files on separate disks or use striping. You can including the appropriate Oracle Database installation
situate data files to reduce contention. And you can guide.

control data density (number of rows to a data block). If

you create a Fast Recovery Area, Oracle recommends

that you place it on a storage device that is different

from that of the data files.

To greatly simplify this planning task, consider using
Oracle Managed Files and Automatic Storage
Management to create and manage the operating
system files that comprise your database storage.

ORACLE

2-3



Table 2-1 (Cont.) Database Planning Tasks

Chapter 2
Considerations Before Creating the Database

Action

Additional Information

Select the global database name, which is the name
and location of the database within the network
structure. Create the global database name by setting
both the DB_NAME and DB_DOMAI N initialization
parameters.

Familiarize yourself with the initialization parameters
contained in the initialization parameter file. Become
familiar with the concept and operation of a server
parameter file. A server parameter file lets you store
and manage your initialization parameters persistently in
a server-side disk file.

Select the database character set.

All character data, including data in the data dictionary,
is stored in the database character set. You specify the
database character set when you create the database.

See "About Selecting a Character Set" for details.

Consider which time zones your database must support.
Oracle Database uses one of two time zone files as the
source of valid time zones. The default time zone file is
tinmezlrg_11. dat. It contains more time zones than
the smaller time zone file, t i nezone_11. dat .

Select the standard database block size. This is
specified at database creation by the DB_BLOCK_SI ZE
initialization parameter and cannot be changed after the
database is created.

The SYSTEMtablespace and most other tablespaces use
the standard block size. Additionally, you can specify up
to four nonstandard block sizes when creating
tablespaces.

If you plan to store online redo log files on disks with a
4K byte sector size, determine whether you must
manually specify redo log block size.

Determine the appropriate initial sizing for the SYSAUX
tablespace.

Plan to use a default tablespace for non-SYSTEMusers
to prevent inadvertently saving database objects in the
SYSTEMtablespace.

Plan to use an undo tablespace to manage your undo
data.

Consider whether you want to configure a read-only
Oracle home or a read-write Oracle home for your
database.

Develop a backup and recovery strategy to protect the
database from failure. It is important to protect the
control file by multiplexing, to choose the appropriate
backup mode, and to manage the online redo log and
archived redo log files.

ORACLE

"Determining the Global Database Name"

"About Initialization Parameters and Initialization
Parameter Files"

"What Is a Server Parameter File?"
Oracle Database Reference

Oracle Database Globalization Support Guide

"Specifying the Database Time Zone File"

"Specifying Database Block Sizes"

"Planning the Block Size of Redo Log Files"

"About the SYSAUX Tablespace"

"Creating a Default Permanent Tablespace"

Managing Undo

About Configuring an Oracle Home in Read-Only Mode
Managing the Redo Log
Managing Archived Redo Log Files

Managing Control Files
Oracle Database Backup and Recovery User's Guide
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Table 2-1 (Cont.) Database Planning Tasks
]

Action

Additional Information

Familiarize yourself with the principles and options of Starting Up and Shutting Down
starting up and shutting down an instance and mounting
and opening a database.

2.2.2 About Selecting a Character Set

ORACLE

It is important to select the right character set for your database. Oracle recommends
AL32UTF8 as the database character set.

AL32UTF8 is Oracle's name for the UTF-8 encoding of the Unicode standard. The
Unicode standard is the universal character set that supports most of the currently
spoken languages of the world. The use of the Unicode standard is indispensable for
any multilingual technology, including database processing.

After a database is created and accumulates production data, changing the database
character set is a time consuming and complex project. Therefore, it is very important
to select the right character set at installation time. Even if the database does not
currently store multilingual data but is expected to store multilingual data within a few
years, the choice of AL32UTF8 for the database character set is usually the only good
decision. The universality and flexibility of Unicode typically outweighs some additional
cost associated with it, such as slightly slower text processing compared to single-byte
character sets and higher storage space requirements for non-ASCII text compared to
non-Unicode character sets.

If you do not want to use AL32UTF8, and you are not restricted in your choice by a
vendor requirement, then Oracle suggests that you use one of the character sets listed
as recommended for the database. The recommended character sets were selected
based on the requirements of modern client operating systems. Oracle Universal
Installer (OUI) presents the recommended list only, and Database Configuration
Assistant (DBCA) must be used separately to choose a non-recommended character
set. In addition, the default database creation configuration in DBCA allows the
selection of the recommended character sets only. You must use the advanced
configuration mode of DBCA or the CREATE DATABASE statement to select a non-
recommended character set.

If no character set choice is presented in an OUI or a DBCA installation mode, then
AL32UTF8 is used as the database character set, unless a custom database template
with another character set has been selected.

2-5



Chapter 2
Considerations Before Creating the Database

# Note:

e Oracle recommends using AL32UTF8 as the database character set.
AL32UTF8 is the proper implementation of the Unicode encoding UTF-8.
Starting with Oracle Database 12c Release 2, AL32UTF8 is used as the
default database character set while creating a database using Oracle
Universal Installer (OUI) as well as Oracle Database Configuration
Assistant (DBCA).

*  You can only select an ASCIl-based character set for the database on
an ASCIlI-based platform.

Caution:

Do not use UTF8 as the database character set unless required for
compatibility with Oracle Database clients and servers in Oracle8/ Release 1
(8.1.7) and earlier, or unless explicitly requested by your application vendor.
Despite having a very similar name, UTF8 is not a proper implementation of
the Unicode encoding UTF-8. If the UTF8 character set is used where UTF-8
processing is expected, data loss and security issues may occur. This is
especially true for Web related data, such as XML and URL addresses.

AL32UTF8 and UTF8 character sets are not compatible with each other as
they have different maximum character widths. AL32UTF8 has a maximum
character width of 4 bytes, whereas UTF8 has a maximum character width of
3 bytes.

¢ See Also:

Oracle Database Globalization Support Guide for information about the
character sets recommended for the database

2.2.3 About Configuring an Oracle Home in Read-Only Mode

ORACLE

Starting with Oracle Database 18c, you can configure an Oracle home in read-only
mode. A read-only Oracle home prevents creation as well as modification of files
inside the Oracle home directory ORACLE_HOME. A read-only Oracle home can be used
as a software image for simplifying patching and mass rollout of software across
multiple database servers.

# Note:

You can configure an Oracle home in read-only mode after you have
installed the Oracle database in the software-only mode, but before creating
the listener and the database.
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A traditional read-write Oracle home contains instance-specific files. However, when
the Oracle home is read-only, instance-specific files are stored separately in the
Oracle base directory ORACLE_BASE. Therefore, a read-only Oracle home can be used
as a software image that can be shared across multiple database servers, as it stores
only the static files. This simplifies patching and mass rollout as only one Oracle home
image needs to be updated to distribute a patch to multiple database servers.

Apart from the traditional ORACLE_BASE and ORACLE_HOME directories, the following
additional directories exist in a read-only Oracle home:

e ORACLE BASE HOME: This is a subdirectory within the ORACLE_BASE directory. This
directory contains user-specific files, instance-specific files, and log files.

*  ORACLE_BASE CONFI G This directory is same as the ORACLE_BASE directory. This
directory contains instance-specific dynamic files, such as configuration files.

" See Also:

Section “Configuring Read-Only Oracle Homes” in the Oracle Database
installation guide specific to your platform for more information about
configuring an Oracle home in read-only mode.

2.2.4 Prerequisites for Database Creation

To ensure that your Oracle Database is created successfully, review database
prerequisites.

Before you can create a new database, the following prerequisites must be met:

* The desired Oracle software must be installed. This includes setting various
environment variables unique to your operating system and establishing the
directory structure for software and database files.

»  Sufficient memory must be available to start the Oracle Database instance.

» Sufficient disk storage space must be available for the planned database on the
computer that runs Oracle Database.

All of these are discussed in the Oracle Database Installation Guide specific to your
operating system. If you use the Oracle Universal Installer, it will guide you through
your installation and provide help in setting environment variables and establishing

directory structure and authorizations.

2.3 Creating a Database with DBCA

ORACLE

Oracle Database Configuration Assistant (DBCA) is a tool for creating and configuring
an Oracle database.

* About Creating a Database with DBCA
Oracle strongly recommends using the Database Configuration Assistant (DBCA)
to create a database, because it is a more automated approach, and your
database is ready to use when DBCA completes.
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* About Creating a Database with Interactive DBCA
The easiest way to create a database is with Database Configuration Assistant
(DBCA).

* About Creating a Database with Noninteractive/Silent DBCA
You can create a database using the noninteractive/silent mode of Database
Configuration Assistant (DBCA).

2.3.1 About Creating a Database with DBCA

Oracle strongly recommends using the Database Configuration Assistant (DBCA) to
create a database, because it is a more automated approach, and your database is
ready to use when DBCA completes.

DBCA can be launched by the Oracle Universal Installer (OUI), depending upon the
type of install that you select. You can also launch DBCA as a standalone tool at any
time after Oracle Database installation.

You can run DBCA in interactive mode or noninteractive/silent mode. Interactive mode
provides a graphical interface and guided workflow for creating and configuring a
database. Noninteractive/silent mode enables you to script database creation. You can
run DBCA in noninteractive/silent mode by specifying command-line arguments, a
response file, or both.

2.3.2 About Creating a Database with Interactive DBCA

The easiest way to create a database is with Database Configuration Assistant
(DBCA).

See Oracle Database 2 Day DBA for detailed information about creating a database
interactively with DBCA.

2.3.3 About Creating a Database with Noninteractive/Silent DBCA

You can create a database using the noninteractive/silent mode of Database
Configuration Assistant (DBCA).

See the following documentation for details on using the noninteractive/silent mode of
DBCA:

e "Database Configuration Assistant Command Reference for Silent Mode"

e Appendix A of the installation guide for your platform

 DBCA Examples
Examples illustrate how to create a database with noninteractive/silent mode of
Database Configuration Assistant (DBCA).

2.3.3.1 DBCA Examples

ORACLE

Examples illustrate how to create a database with noninteractive/silent mode of
Database Configuration Assistant (DBCA).

The following example creates a database by passing command-line arguments to
DBCA:
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dbca -silent -createDatabase -tenplateNane General _Purpose. dbc
- gdbnane oradb. exanpl e. com
-sid oradb
-charact er Set AL32UTF8
- menor yPer cent age 30
-enConfi guration DBEXPRESS

Enter SYSTEM user password:
password

Enter SYS user password:
password

Copyi ng database files

1% conpl et e

3% conpl ete

To ensure completely silent operation, you can redirect stdout to a file. If you do this,
however, you must supply passwords for the administrative accounts in command-line
arguments or the response file.

To view brief help for DBCA command-line arguments, enter the following command:
dbca -help
For more detailed argument information, including defaults, view the response file

template found on your distribution media. Appendix A of your platform installation
guide provides the name and location of this file.

2.4 Creating a Database with the CREATE DATABASE
Statement

ORACLE

Using the CREATE DATABASE SQL statement is a more manual approach to creating a
database than using Oracle Database Configuration Assistant (DBCA). One
advantage of using this statement over using DBCA is that you can create databases
from within scripts.

e About Creating a Database with the CREATE DATABASE Statement
When you use the CREATE DATABASE statement, you must complete additional
actions before you have an operational database. These actions include building
views on the data dictionary tables and installing standard PL/SQL packages. You
perform these actions by running the supplied scripts.

e Step 1: Specify an Instance Identifier (SID)
The ORACLE_SI D environment variable is used to distinguish this instance from
other Oracle Database instances that you may create later and run concurrently
on the same host computer.

e Step 2: Ensure That the Required Environment Variables Are Set
Depending on your platform, before you can start SQL*Plus (as required in a later
step), you may have to set environment variables, or at least verify that they are
set properly.

e Step 3: Choose a Database Administrator Authentication Method
You must be authenticated and granted appropriate system privileges in order to
create a database.
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Step 4: Create the Initialization Parameter File

When an Oracle instance starts, it reads an initialization parameter file. This file
can be a text file, which can be created and modified with a text editor, or a binary
file, which is created and dynamically modified by the database. The binary file,
which is preferred, is called a server parameter file. In this step, you create a text
initialization parameter file. In a later step, you create a server parameter file from
the text file.

Step 5: (Windows Only) Create an Instance

On the Windows platform, before you can connect to an instance, you must
manually create it if it does not already exist. The ORADI Mcommand creates an
Oracle Database instance by creating a new Windows service.

Step 6: Connect to the Instance
Start SQL*Plus and connect to your Oracle Database instance with the SYSDBA
administrative privilege.

Step 7: Create a Server Parameter File

The server parameter file enables you to change initialization parameters with the

ALTER SYSTEMcommand and persist the changes across a database shutdown and
startup. You create the server parameter file from your edited text initialization file.

Step 8: Start the Instance
Start an instance without mounting a database.

Step 9: Issue the CREATE DATABASE Statement
To create the new database, use the CREATE DATABASE statement.

Step 10: Create Additional Tablespaces
To make the database functional, you must create additional tablespaces for your
application data.

Step 11: Run Scripts to Build Data Dictionary Views
Run the scripts necessary to build data dictionary views, synonyms, and PL/SQL
packages, and to support proper functioning of SQL*Plus.

Step 12: (Optional) Run Scripts to Install Additional Options
You may want to run other scripts. The scripts that you run are determined by the
features and options you choose to use or install.

Step 13: Back Up the Database
Take a full backup of the database to ensure that you have a complete set of files
from which to recover if a media failure occurs.

Step 14: (Optional) Enable Automatic Instance Startup
You might want to configure the Oracle instance to start automatically when its
host computer restarts.

2.4.1 About Creating a Database with the CREATE DATABASE

Statement

ORACLE

When you use the CREATE DATABASE statement, you must complete additional actions
before you have an operational database. These actions include building views on the
data dictionary tables and installing standard PL/SQL packages. You perform these
actions by running the supplied scripts.

If you have existing scripts for creating your database, then consider editing those
scripts to take advantage of new Oracle Database features.
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The instructions in this section apply to single-instance installations only. See the
Oracle Real Application Clusters (Oracle RAC) installation guide for your platform for
instructions for creating an Oracle RAC database.

" Note:

e Single-instance does not mean that only one Oracle instance can reside
on a single host computer. In fact, multiple Oracle instances (and their
associated databases) can run on a single host computer. A single-
instance database is a database that is accessed by only one Oracle
instance at a time, as opposed to an Oracle RAC database, which is
accessed concurrently by multiple Oracle instances on multiple nodes.

e Starting in Oracle Database 12c Release 2 (12.2), read-only and read/
write instances can coexist within a single Oracle RAC database. This
configuration is useful for the scalability of parallel queries.

Tip:

If you are using Oracle Automatic Storage Management (Oracle ASM) to
manage your disk storage, then you must start the Oracle ASM instance and
configure your disk groups before performing these steps. See Oracle
Automatic Storage Management Administrator's Guide.

" See Also:

e Oracle Real Application Clusters Administration and Deployment Guide
for more information on Oracle RAC

e Oracle Clusterware Administration and Deployment Guide for
information about configuring read-only and read/write instances that
coexist within a single Oracle RAC database

2.4.2 Step 1. Specify an Instance Identifier (SID)

The ORACLE_SI D environment variable is used to distinguish this instance from other
Oracle Database instances that you may create later and run concurrently on the
same host computer.

1. Decide on a unique Oracle system identifier (SID) for your instance.

2. Open a command window.
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# Note:

Use this command window for the subsequent steps.
3. Setthe ORACLE_SI D environment variable.

Restrictions related to the valid characters in an ORACLE_SI D are platform-specific. On
some platforms, the SID is case-sensitive.

# Note:

It is common practice to set the SID to be equal to the database name. The
maximum number of characters for the database name is eight. For more
information, see the discussion of the DB_NAME initialization parameter in
Oracle Database Reference.

The following example for UNIX and Linux operating systems sets the SID for the
instance that you will connect to in Step 6: Connect to the Instance:

e Bourne, Bash, or Korn shell:

ORACLE_SI D=nynewdb
export ORACLE_SID

e Cshell
setenv ORACLE_SI D nynewdb

The following example sets the SID for the Windows operating system:

set ORACLE_SI D=nynewdb

" See Also:

Oracle Database Concepts for background information about the Oracle
instance

2.4.3 Step 2: Ensure That the Required Environment Variables Are

Set

ORACLE

Depending on your platform, before you can start SQL*Plus (as required in a later
step), you may have to set environment variables, or at least verify that they are set

properly.
e Set required environment variables.

For example, on most platforms, ORACLE_SI D and ORACLE_HOME must be set. In
addition, it is advisable to set the PATH variable to include the ORACLE_HOME/bin
directory. On the UNIX and Linux platforms, you must set these environment variables
manually. On the Windows platform, OUI automatically assigns values to ORACLE_HOVE
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and ORACLE_SI Din the Windows registry. If you did not create a database upon
installation, OUI does not set ORACLE_SI D in the registry, and you will have to set the
ORACLE_SI D environment variable when you create your database later.

2.4.4 Step 3. Choose a Database Administrator Authentication Method

You must be authenticated and granted appropriate system privileges in order to
create a database.

» Decide on an authentication method.

You can be authenticated as an administrator with the required privileges in the
following ways:

*  With a password file
»  With operating system authentication

To be authenticated with a password file, create the password file as described in
"Creating and Maintaining a Database Password File". To be authenticated with
operating system authentication, ensure that you log in to the host computer with a
user account that is a member of the appropriate operating system user group. On the
UNIX and Linux platforms, for example, this is typically the dba user group. On the
Windows platform, the user installing the Oracle software is automatically placed in the
required user group.

¢ See Also:

e "About Database Administrator Security and Privileges"

- "Database Administrator Authentication" for information about password
files and operating system authentication

2.4.5 Step 4. Create the Initialization Parameter File

When an Oracle instance starts, it reads an initialization parameter file. This file can be
a text file, which can be created and modified with a text editor, or a binary file, which
is created and dynamically modified by the database. The binary file, which is
preferred, is called a server parameter file. In this step, you create a text initialization
parameter file. In a later step, you create a server parameter file from the text file.

»  Create the initialization parameter file.

One way to create the text initialization parameter file is to edit the sample presented
in "Sample Initialization Parameter File".

If you create the initialization parameter file manually, ensure that it contains at least
the parameters listed in Table 2-2. All other parameters not listed have default values.
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Table 2-2 Recommended Minimum Initialization Parameters

____________________________________________________________________________|
Parameter Name Mandatory Notes

DB_NAME Yes Database identifier. Must correspond to the value used in
the CREATE DATABASE statement. Maximum 8 characters.
CONTRCL_FI LES No Strongly recommended. If not provided, then the database

instance creates one control file in the same location as the
initialization parameter file. Providing this parameter
enables you to multiplex control files. See "Creating Initial
Control Files" for more information.

MEMORY_TARGET No Sets the total amount of memory used by the instance and
enables automatic memory management. You can choose
other initialization parameters instead of this one for more
manual control of memory usage. See "Configuring
Memory Manually".

For convenience, store your initialization parameter file in the Oracle Database default
location, using the default file name. Then when you start your database, it will not be
necessary to specify the PFI LE clause of the STARTUP command, because Oracle

Database automatically looks in the default location for the initialization parameter file.

For more information about initialization parameters and the initialization parameter
file, including the default name and location of the initialization parameter file for your
platform, see "About Initialization Parameters and Initialization Parameter Files".

# See Also:

e "Specifying Initialization Parameters"

e Oracle Database Reference for details on all initialization parameters

2.4.6 Step 5: (Windows Only) Create an Instance

ORACLE

On the Windows platform, before you can connect to an instance, you must manually
create it if it does not already exist. The ORADI Mcommand creates an Oracle Database
instance by creating a new Windows service.

To create an instance:
e Enter the following command at a Windows command prompt:

oradim-NEW-SID sid - STARTMODE MANUAL - PFILE file

Replace the following placeholders with appropriate values:
— sid - The desired SID (for example mynewdb)

— file-The full path to the text initialization parameter file
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Caution:

Do not set the -STARTMCDE argument to AUTO at this point, because this
causes the new instance to start and attempt to mount the database, which
does not exist yet. You can change this parameter to AUTOQ, if desired, in Step
14: (Optional) Enable Automatic Instance Startup.

Most Oracle Database services log on to the system using the privileges of the Oracle
Home User. The service runs with the privileges of this user. The ORADI Mcommand
prompts you for the password to this user account. You can specify other options
using ORADI M

¢ See Also:

e Oracle Database Platform Guide for Microsoft Windows for more
information on the ORADI Mcommand and the Oracle Home User

* Oracle Database Installation Guide for Microsoft Windows for more
information about the Oracle Home User

2.4.7 Step 6: Connect to the Instance

ORACLE

Start SQL*Plus and connect to your Oracle Database instance with the SYSDBA
administrative privilege.

* To authenticate with a password file, enter the following commands, and then
enter the SYS password when prompted:

$ sql plus /nol og
SQ.> CONNECT SYS AS SYSDBA

* To authenticate with operating system authentication, enter the following
commands:

$ sql plus /nolog
SQL> CONNECT / AS SYSDBA

SQL*Plus outputs the following message:

Connected to an idle instance
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# Note:

SQL*Plus may output a message similar to the following:

Connected to:

Oracl e Database 18c Enterprise Edition Rel ease 18.0.0.0.0 - 64bit
Production

Wth the Partitioning, OLAP, Advanced Analytics and Real Application
Testing options

If so, the instance is already started. You may have connected to the wrong
instance. Exit SQL*Plus with the EXI T command, check that ORACLE_SI Dis
set properly, and repeat this step.

2.4.8 Step 7: Create a Server Parameter File

ORACLE

The server parameter file enables you to change initialization parameters with the
ALTER SYSTEMcommand and persist the changes across a database shutdown and
startup. You create the server parameter file from your edited text initialization file.

*  Run the following SQL*Plus command:
CREATE SPFI LE FROM PFI LE;

This SQL*Plus command reads the text initialization parameter file (PFILE) with the
default name from the default location, creates a server parameter file (SPFILE) from
the text initialization parameter file, and writes the SPFILE to the default location with
the default SPFILE name.

You can also supply the file name and path for both the PFILE and SPFILE if you are
not using default names and locations.

Tip:

The database must be restarted before the server parameter file takes effect.

" Note:

Although creating a server parameter file is optional at this point, it is
recommended. If you do not create a server parameter file, the instance
continues to read the text initialization parameter file whenever it starts.

Important—If you are using Oracle Managed Files and your initialization
parameter file does not contain the CONTRCL_FI LES parameter, then you must
create a server parameter file now so the database can save the names and
locations of the control files that it creates during the CREATE DATABASE
statement. See "Specifying Oracle Managed Files at Database Creation" for
more information.
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" See Also:

e "Managing Initialization Parameters Using a Server Parameter File"

e Oracle Database SQL Language Reference for more information on the
CREATE SPFI LE command

2.4.9 Step 8: Start the Instance

Start an instance without mounting a database.
* Run the STARTUP command with the NOVOUNT clause.

Typically, you do this only during database creation or while performing maintenance
on the database. In this example, because the initialization parameter file or server
parameter file is stored in the default location, you are not required to specify the

PFI LE clause:

STARTUP NOMOUNT

At this point, the instance memory is allocated and its processes are started. The
database itself does not yet exist.

" See Also:

e Starting Up and Shutting Down for information about using the STARTUP
command

e "Managing Initialization Parameters Using a Server Parameter File"

2.4.10 Step 9: Issue the CREATE DATABASE Statement

ORACLE

To create the new database, use the CREATE DATABASE statement.

e Run the CREATE DATABASE statement.

" Note:

If you are creating a multitenant container database (CDB), then see the
examples in Oracle Multitenant Administrator's Guide.

Example 1

The following statement creates a database nynewdb. This database name must agree
with the DB_NAME parameter in the initialization parameter file. This example assumes
the following:
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* The initialization parameter file specifies the number and location of control files
with the CONTROL_FI LES parameter.

e The directory / u01/ app/ or acl e/ or adat a/ mynewdb exists.
e The directories / u01/ 1 ogs/ ny and / u02/ | ogs/ ny exist.

CREATE DATABASE nynewdb
USER SYS | DENTI FI ED BY sys_passwor d
USER SYSTEM | DENTI FI ED BY syst em passwor d
LOGFI LE GROUP 1 ('/u01/1ogs/ny/redoOla.log',"'/u02/1ogs/ ny/redo0lb.|og') SIZE 100M BLOCKSI ZE 512,
GROUP 2 ('/u01/1ogs/ ny/redo02a.10g","'/u02/1ogs/ my/redo02b.log') SIZE 100M BLOCKSI ZE 512,
GROUP 3 ('/u01/1ogs/ ny/redo03a.10g","'/u02/logs/my/redo03b.log') SIZE 100M BLOCKSI ZE 512
MAXLOGH STCRY 1
MAXLOGFI LES 16
MAXLOGVEMBERS 3
MAXDATAFI LES 1024
CHARACTER SET AL32UTF8
NATI ONAL CHARACTER SET AL16UTF16
EXTENT MANAGEMENT LOCAL
DATAFI LE '/ u01/ app/ or acl e/ or adat a/ mynewdb/ syst enD1. dbf’
SI'ZE 700M REUSE AUTOEXTEND ON NEXT 10240K MAXSI ZE UNLI M TED
SYSAUX DATAFI LE '/ u01/ app/ or acl e/ or adat a/ nynewdb/ sysaux01. dbf'
SI ZE 550M REUSE AUTOEXTEND ON NEXT 10240K MAXSI ZE UNLI M TED
DEFAULT TABLESPACE users
DATAFI LE '/ u01/ app/ or acl e/ or adat a/ mynewdb/ user s01. dbf"
SI ZE 500M REUSE AUTOEXTEND ON MAXSI ZE UNLI M TED
DEFAULT TEMPCRARY TABLESPACE tenptsl
TEMPFI LE '/ u01/ app/ or acl e/ or adat a/ mynewdb/ t enp01. dbf"
SI ZE 20M REUSE AUTCEXTEND ON NEXT 640K MAXSI ZE UNLI M TED
UNDO TABLESPACE undot bs1
DATAFI LE '/ u01/ app/ or acl e/ or adat a/ mynewdb/ undot bs01. dbf '
SI ZE 200M REUSE AUTOEXTEND ON NEXT 5120K MAXSI ZE UNLI M TED
USER_DATA TABLESPACE usert bs
DATAFI LE '/ u01/ app/ or acl e/ or adat a/ mynewdb/ user t bs01. dbf"
SI'ZE 200M REUSE AUTOEXTEND ON MAXSI ZE UNLI M TED;

A database is created with the following characteristics:

* The database is named nynewdb. Its global database name is
mynewdb. us. exanpl e. com where the domain portion (us. exanpl e. con) is taken
from the initialization parameter file. See "Determining the Global Database
Name".

*  Three control files are created as specified by the CONTROL_FI LES initialization
parameter, which was set before database creation in the initialization parameter
file. See "Sample Initialization Parameter File" and "Specifying Control Files ".

*  The passwords for user accounts SYS and SYSTEMare set to the values that you
specified. The passwords are case-sensitive. The two clauses that specify the
passwords for SYS and SYSTEMare not mandatory in this release of Oracle
Database. However, if you specify either clause, then you must specify both
clauses. For further information about the use of these clauses, see "Protecting
Your Database: Specifying Passwords for Users SYS and SYSTEM".

* The new database has three redo log file groups, each with two members, as
specified in the LOGFI LE clause. MAXLOGFI LES, MAXLOGVEMBERS, and MAXLOGHI STORY
define limits for the redo log. See "Choosing the Number of Redo Log Files". The
block size for the redo log files is set to 512 bytes, the same size as physical
sectors on disk. The BLOCKSI ZE clause is optional if block size is to be the same as
physical sector size (the default). Typical sector size and thus typical block size is
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512. Permissible values for BLOCKSI ZE are 512, 1024, and 4096. For newer disks
with a 4K sector size, optionally specify BLOCKSI ZE as 4096. See "Planning the
Block Size of Redo Log Files" for more information.

MAXDATAFI LES specifies the maximum number of data files that can be open in the
database. This number affects the initial sizing of the control file.

¢ Note:

You can set several limits during database creation. Some of these limits
are limited by and affected by operating system limits. For example, if
you set MAXDATAFI LES, Oracle Database allocates enough space in the
control file to store MAXDATAFI LES file names, even if the database has
only one data file initially. However, because the maximum control file
size is limited and operating system dependent, you might not be able to
set all CREATE DATABASE parameters at their theoretical maximums.

For more information about setting limits during database creation, see
the Oracle Database SQL Language Reference and your operating
system—specific Oracle documentation.

The AL32UTF8 character set is used to store data in this database.

The AL16UTF16 character set is specified as the NATI ONAL CHARACTER SET used to
store data in columns specifically defined as NCHAR, NCLOB, or NVARCHAR2.

The SYSTEMtablespace, consisting of the operating system file / u01/ app/ or acl e/
or adat a/ nynewdb/ syst enD1. dbf, is created as specified by the DATAFI LE clause. If
a file with that name already exists, then it is overwritten.

The SYSTEMtablespace is created as a locally managed tablespace. See "Creating
a Locally Managed SYSTEM Tablespace".

A SYSAUX tablespace is created, consisting of the operating system file / u01/ app/
or acl e/ or adat a/ mynewdb/ sysaux01. dbf as specified in the SYSAUX DATAFI LE
clause. See "About the SYSAUX Tablespace".

The DEFAULT TABLESPACE clause creates and names a default permanent
tablespace for this database.

The DEFAULT TEMPORARY TABLESPACE clause creates and names a default
temporary tablespace for this database. See "Creating a Default Temporary
Tablespace”.

The UNDO TABLESPACE clause creates and names an undo tablespace that is used
to store undo data for this database if you have specified UNDO MANAGEMENT=AUTO
in the initialization parameter file. If you omit this parameter, then it defaults to
AUTO. See "Using Automatic Undo Management: Creating an Undo Tablespace".

The USER_DATA TABLESPACE clause creates and names the tablespace for storing
user data and database options such as Oracle XML DB.

Online redo logs will not initially be archived, because the ARCH VELOG clause is
not specified in this CREATE DATABASE statement. This is customary during
database creation. You can later use an ALTER DATABASE statement to switch to
ARCHI VELOG mode. The initialization parameters in the initialization parameter file
for mynewdb relating to archiving are LOG_ARCH VE_DEST 1 and

LOG_ARCHI VE_FORMWAT. See Managing Archived Redo Log Files.
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2 Tips:

*  Ensure that all directories used in the CREATE DATABASE statement exist.
The CREATE DATABASE statement does not create directories.

e If you are not using Oracle Managed Files, then every tablespace clause
must include a DATAFI LE or TEMPFI LE clause.

< If database creation fails, then you can look at the alert log to determine
the reason for the failure and to determine corrective actions. See
"Viewing the Alert Log". If you receive an error message that contains a
process number, then examine the trace file for that process. Look for
the trace file that contains the process number in the trace file name.
See "Finding Trace Files" for more information.

e To resubmit the CREATE DATABASE statement after a failure, you must first
shut down the instance and delete any files created by the previous
CREATE DATABASE statement.

Example 2

This example illustrates creating a database with Oracle Managed Files, which
enables you to use a much simpler CREATE DATABASE statement. To use Oracle
Managed Files, the initialization parameter DB_CREATE_FI LE_DEST must be set. This
parameter defines the base directory for the various database files that the database
creates and automatically names. The following statement is an example of setting this
parameter in the initialization parameter file:

DB_CREATE_FI LE_DEST='/u01/ app/ or acl e/ or adat a'

With Oracle Managed Files and the following CREATE DATABASE statement, the
database creates the SYSTEMand SYSAUX tablespaces, creates the additional
tablespaces specified in the statement, and chooses default sizes and properties for
all data files, control files, and redo log files. Note that these properties and the other
default database properties set by this method may not be suitable for your production
environment, so it is recommended that you examine the resulting configuration and
modify it if necessary.

CREATE DATABASE nynewdb

USER SYS | DENTI FI ED BY sys_passwor d

USER SYSTEM | DENTI FI ED BY system passwor d
EXTENT MANAGEMENT LOCAL

DEFAULT TEMPORARY TABLESPACE tenp

UNDO TABLESPACE undot bs1

DEFAULT TABLESPACE users;
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Tip:

If your CREATE DATABASE statement fails, and if you did not complete Step 7,
then ensure that there is not a pre-existing server parameter file (SPFILE) for
this instance that is setting initialization parameters in an unexpected way.
For example, an SPFILE contains a setting for the complete path to all
control files, and the CREATE DATABASE statement fails if those control files do
not exist. Ensure that you shut down and restart the instance (with STARTUP
NOMOUNT) after removing an unwanted SPFILE. See "Managing Initialization
Parameters Using a Server Parameter File" for more information.

¢ See Also:

e "Specifying CREATE DATABASE Statement Clauses"
e "Specifying Oracle Managed Files at Database Creation"
¢ Using Oracle Managed Files

e Oracle Database SQL Language Reference for more information about
specifying the clauses and parameter values for the CREATE DATABASE
statement

2.4.11 Step 10: Create Additional Tablespaces

To make the database functional, you must create additional tablespaces for your
application data.

* Run the CREATE TABLESPACE statement to create additional tablespaces.
The following sample script creates some additional tablespaces:

CREATE TABLESPACE apps_tbs LOGA NG

DATAFI LE '/ u01/ app/ or acl e/ or adat a/ mynewdb/ apps01. dbf'

SI ZE 500M REUSE AUTOEXTEND ON NEXT 1280K MAXSI ZE UNLI M TED

EXTENT MANAGEMENT LOCAL;
- create a tablespace for indexes, separate fromuser tabl espace (optional)
CREATE TABLESPACE i ndx_tbs LOGA NG

DATAFI LE '/ u01/ app/ or acl e/ or adat a/ mynewdb/ i ndx01. dbf'

SI ZE 100M REUSE AUTOEXTEND ON NEXT 1280K MAXSI ZE UNLI M TED

EXTENT MANAGEMENT LOCAL;

For information about creating tablespaces, see Managing Tablespaces.

2.4.12 Step 11: Run Scripts to Build Data Dictionary Views

Run the scripts necessary to build data dictionary views, synonyms, and PL/SQL
packages, and to support proper functioning of SQL*Plus.

1. In SQL*Plus, connect to your Oracle Database instance with the SYSDBA
administrative privilege:
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@/ rdbns/ admi n/ cat al og. sql
@/ rdbns/ admi n/ cat proc. sql
@/ rdbns/ admi n/ ut ! rp. sql

2. In SQL*Plus, connect to your Oracle Database instance as SYSTEMuser:
@/ sql pl us/ adm n/ pupbl d. sql

The at-sign (@ is shorthand for the command that runs a SQL*Plus script. The
guestion mark (?) is a SQL*Plus variable indicating the Oracle home directory. The
following table contains descriptions of the scripts:

Script Description

cat al og. sql Creates the views of the data dictionary tables, the dynamic
performance views, and public synonyms for many of the views. Grants
PUBLI C access to the synonyms.

cat proc. sql Runs all scripts required for or used with PL/SQL.

utlrp.sql Recompiles all PL/SQL modules that are in an invalid state, including
packages, procedures, and types.

pupbl d. sql Required for SQL*Plus. Enables SQL*Plus to disable commands by
user.

2.4.13 Step 12: (Optional) Run Scripts to Install Additional Options

You may want to run other scripts. The scripts that you run are determined by the
features and options you choose to use or install.

*  Run scripts to install additional options.
Many of the scripts available to you are described in the Oracle Database Reference.

If you plan to install other Oracle products to work with this database, then see the
installation instructions for those products. Some products require you to create
additional data dictionary tables. Usually, command files are provided to create and
load these tables into the database data dictionary.

See your Oracle documentation for the specific products that you plan to install for
installation and administration instructions.

2.4.14 Step 13: Back Up the Database

Take a full backup of the database to ensure that you have a complete set of files from
which to recover if a media failure occurs.

* Back up the database.

For information on backing up a database, see Oracle Database Backup and
Recovery User's Guide.

2.4.15 Step 14: (Optional) Enable Automatic Instance Startup

You might want to configure the Oracle instance to start automatically when its host
computer restarts.

»  Configure the Oracle instance to start automatically when its host computer
restarts.
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See your operating system documentation for instructions. For example, on Windows,
use the following command to configure the database service to start the instance
upon computer restart:

ORADIM -EDIT -SID sid - STARTMODE AUTO - SRVCSTART SYSTEM [ - SPFI LE]

You must use the - SPFI LE argument if you want the instance to read an SPFILE upon
automatic restart.

¢ See Also:

e Configuring Automatic Restart of an Oracle Database

e Oracle Database Platform Guide for Microsoft Windows for more
information on the ORADI Mcommand.

2.5 Specifying CREATE DATABASE Statement Clauses

ORACLE

When you execute a CREATE DATABASE statement, Oracle Database performs several
operations. The actual operations performed depend on the clauses that you specify in
the CREATE DATABASE statement and the initialization parameters that you have set.

* About CREATE DATABASE Statement Clauses
You can use the CREATE DATABASE clauses to simplify the creation and
management of your database.

» Protecting Your Database: Specifying Passwords for Users SYS and SYSTEM
To protect your database, specify passwords for users SYS and SYSTEM

* Creating a Locally Managed SYSTEM Tablespace
During database creation, create a locally managed SYSTEM tablespace. A
locally managed tablespace uses a bitmap stored in each data file to manage the
extents.

*  Specify Data File Attributes for the SYSAUX Tablespace
The SYSAUX tablespace is created by default, but you can specify its data file
attributes during database creation.

* Using Automatic Undo Management: Creating an Undo Tablespace
Automatic undo management uses an undo tablespace.

» Creating a Default Permanent Tablespace
Oracle strongly recommends that you create a default permanent tablespace.
Oracle Database assigns to this tablespace any non-SYSTEMusers for whom you
do not explicitly specify a different permanent tablespace.

e Creating a Default Temporary Tablespace
When you create a default temporary tablespace, Oracle Database assigns it as
the temporary tablespace for users who are not explicitly assigned a temporary
tablespace.

» Specifying Oracle Managed Files at Database Creation
You can minimize the number of clauses and parameters that you specify in your
CREATE DATABASE statement by using the Oracle Managed Files feature.
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*  Supporting Bigfile Tablespaces During Database Creation
Oracle Database simplifies management of tablespaces and enables support for
extremely large databases by letting you create bigfile tablespaces.

»  Specifying the Database Time Zone and Time Zone File
Oracle Database datetime and interval data types and time zone support make it
possible to store consistent information about the time of events and transactions.

*  Specifying FORCE LOGGING Mode
Some data definition language statements (such as CREATE TABLE) allow the
NOLOGA NG clause, which causes some database operations not to generate redo
records in the database redo log. The NOLOGG NG setting can speed up operations
that can be easily recovered outside of the database recovery mechanisms, but it
can negatively affect media recovery and standby databases.

2.5.1 About CREATE DATABASE Statement Clauses

You can use the CREATE DATABASE clauses to simplify the creation and management of
your database.

When you execute a CREATE DATABASE statement, Oracle Database performs at least
these operations:

» Creates the data files for the database
» Creates the control files for the database

e Creates the online redo logs for the database and establishes the ARCHI VELOG
mode

» Creates the SYSTEMtablespace

*  Creates the SYSAUX tablespace

* Creates the data dictionary

* Sets the character set that stores data in the database
* Sets the database time zone

* Mounts and opens the database for use

2.5.2 Protecting Your Database: Specifying Passwords for Users SYS
and SYSTEM

ORACLE

To protect your database, specify passwords for users SYS and SYSTEM

* In the CREATE DATABASE statement, include clauses that specify the password for
users SYS and SYSTEM

The clauses of the CREATE DATABASE statement used for specifying the passwords for
users SYS and SYSTEMare:

e USER SYS | DENTI FI ED BY passwor d
e USER SYSTEMI DENTI FI ED BY passwor d

If you omit these clauses, then these users are assigned the default passwords
change_on_i nstal | and manager, respectively. A record is written to the alert log
indicating that the default passwords were used. To protect your database, you must
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change these passwords using the ALTER USER statement immediately after database
creation.

Oracle strongly recommends that you specify these clauses, even though they are
optional in this release of Oracle Database. The default passwords are commonly
known, and if you neglect to change them later, then you leave database vulnerable to
attack by malicious users.

When choosing a password, keep in mind that passwords are case-sensitive. Also,
there may be password formatting requirements for your database. See the section
entitled "How Oracle Database Checks the Complexity of Passwords" in Oracle
Database Security Guide for more information.

¢ See Also:

"Some Security Considerations"

2.5.3 Creating a Locally Managed SYSTEM Tablespace

During database creation, create a locally managed SYSTEM tablespace. A locally
managed tablespace uses a bitmap stored in each data file to manage the extents.

e Specify the EXTENT MANAGEMENT LOCAL clause in the CREATE DATABASE statement to
create a locally managed SYSTEMtablespace.

If you do not specify the EXTENT MANAGEMENT LOCAL clause, then by default the
database creates a dictionary-managed SYSTEMtablespace. Dictionary-managed
tablespaces are deprecated.

If you create your database with a locally managed SYSTEMtablespace, and if you are
not using Oracle Managed Files, then ensure that the following conditions are met:

* You specify the DEFAULT TEMPCORARY TABLESPACE clause in the CREATE DATABASE
statement.

*  You include the UNDO TABLESPACE clause in the CREATE DATABASE statement.

# See Also:

e Oracle Database SQL Language Reference for more specific information
about the use of the DEFAULT TEMPORARY TABLESPACE and UNDO
TABLESPACE clauses when EXTENT MANAGEMENT LOCAL is specified for the
SYSTEMtablespace

e "Locally Managed Tablespaces"

e "Migrating the SYSTEM Tablespace to a Locally Managed Tablespace"
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2.5.4 Specify Data File Attributes for the SYSAUX Tablespace

The SYSAUX tablespace is created by default, but you can specify its data file
attributes during database creation.

To specify data file attributes for the SYSAUX tablespace:

* Include the SYSAUX DATAFI LE clause in the CREATE DATABASE statement.

If you include a DATAFI LE clause for the SYSTEMtablespace, then you must specify the
SYSAUX DATAFI LE clause as well, or the CREATE DATABASE statement will fail. This
requirement does not exist if the Oracle Managed Files feature is enabled (see
"Specifying Oracle Managed Files at Database Creation™).

* About the SYSAUX Tablespace
The SYSAUX tablespace is always created at database creation. The SYSAUX
tablespace serves as an auxiliary tablespace to the SYSTEMtablespace. Because it
is the default tablespace for many Oracle Database features and products that
previously required their own tablespaces, it reduces the number of tablespaces
required by the database. It also reduces the load on the SYSTEMtablespace.

2.5.4.1 About the SYSAUX Tablespace

ORACLE

The SYSAUX tablespace is always created at database creation. The SYSAUX tablespace
serves as an auxiliary tablespace to the SYSTEMtablespace. Because it is the default
tablespace for many Oracle Database features and products that previously required
their own tablespaces, it reduces the number of tablespaces required by the database.
It also reduces the load on the SYSTEMtablespace.

You can specify only data file attributes for the SYSAUX tablespace, using the SYSAUX
DATAFI LE clause in the CREATE DATABASE statement. Mandatory attributes of the SYSAUX
tablespace are set by Oracle Database and include:

e PERVANENT

* READWRITE

e EXTENT MANAGVENT LOCAL

e SEGVENT SPACE MANAGVENT AUTO

You cannot alter these attributes with an ALTER TABLESPACE statement, and any
attempt to do so will result in an error. You cannot drop or rename the SYSAUX
tablespace.

The size of the SYSAUX tablespace is determined by the size of the database
components that occupy SYSAUX. You can view a list of these components by querying
the VESYSAUX_OCCUPANTS view. Based on the initial sizes of these components, the
SYSAUX tablespace must be at least 400 MB at the time of database creation. The
space requirements of the SYSAUX tablespace will increase after the database is fully
deployed, depending on the nature of its use and workload. For more information on
how to manage the space consumption of the SYSAUX tablespace on an ongoing basis,
see the "Managing the SYSAUX Tablespace".

The SYSAUX tablespace has the same security attributes as the SYSTEMtablespace.
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" See Also:
"Managing the SYSAUX Tablespace"

2.5.5 Using Automatic Undo Management: Creating an Undo

Tablespace

Automatic undo management uses an undo tablespace.

* To enable automatic undo management, set the UNDO_MANAGEMENT initialization
parameter to AUTOin your initialization parameter file. Or, omit this parameter, and
the database defaults to automatic undo management.

In this mode, undo data is stored in an undo tablespace and is managed by Oracle
Database. To define and name the undo tablespace yourself, you must include the
UNDO TABLESPACE clause in the CREATE DATABASE statement at database creation time.
If you omit this clause, and automatic undo management is enabled, then the
database creates a default undo tablespace named SYS_UNDOTBS.

# Note:

If you decide to define the undo tablespace yourself, then ensure that its
block size matches the highest data file block size for the database.

¢ See Also:

e "Specifying the Method of Undo Space Management"

e Managing Undo for information about the creation and use of undo
tablespaces

2.5.6 Creating a Default Permanent Tablespace

ORACLE

Oracle strongly recommends that you create a default permanent tablespace. Oracle
Database assigns to this tablespace any non-SYSTEMusers for whom you do not
explicitly specify a different permanent tablespace.

To specify a default permanent tablespace for the database:

e Include the DEFAULT TABLESPACE clause in the CREATE DATABASE statement

If you do not specify the DEFAULT TABLESPACE clause, then the SYSTEMtablespace is the
default permanent tablespace for non-SYSTEMusers.
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¢ See Also:

Oracle Database SQL Language Reference for the syntax of the DEFAULT
TABLESPACE clause of CREATE DATABASE and ALTER DATABASE

2.5.7 Creating a Default Temporary Tablespace

When you create a default temporary tablespace, Oracle Database assigns it as the
temporary tablespace for users who are not explicitly assigned a temporary
tablespace.

To create a default temporary tablespace for the database:

¢ Include the DEFAULT TEMPORARY TABLESPACE clause in the CREATE DATABASE
statement.

You can explicitly assign a temporary tablespace or tablespace group to a user in the
CREATE USER statement. However, if you do not do so, and if no default temporary
tablespace has been specified for the database, then by default these users are
assigned the SYSTEMtablespace as their temporary tablespace. It is not good practice
to store temporary data in the SYSTEMtablespace, and it is cumbersome to assign
every user a temporary tablespace individually. Therefore, Oracle recommends that
you use the DEFAULT TEMPORARY TABLESPACE clause of CREATE DATABASE.

¢ Note:

When you specify a locally managed SYSTEMtablespace, the SYSTEM
tablespace cannot be used as a temporary tablespace. In this case you must
create a default temporary tablespace. This behavior is explained in
"Creating a Locally Managed SYSTEM Tablespace".

¢ See Also:

e Oracle Database SQL Language Reference for the syntax of the
DEFAULT TEMPORARY TABLESPACE clause of CREATE DATABASE and ALTER
DATABASE

e "Temporary Tablespaces" for information about creating and using
temporary tablespaces

e "Multiple Temporary Tablespaces: Using Tablespace Groups" for
information about creating and using temporary tablespace groups
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2.5.8 Specifying Oracle Managed Files at Database Creation

ORACLE

You can minimize the number of clauses and parameters that you specify in your
CREATE DATABASE statement by using the Oracle Managed Files feature.

»  Specify either a directory or Oracle Automatic Storage Management (Oracle ASM)
disk group in which your files are created and managed by Oracle Database.

By including any of the initialization parameters DB_CREATE_FI LE_DEST,

DB_CREATE _ONLI NE_LOG DEST n, or DB_RECOVERY_FI LE _DEST in your initialization
parameter file, you instruct Oracle Database to create and manage the underlying
operating system files of your database. Oracle Database will automatically create and
manage the operating system files for the following database structures, depending on
which initialization parameters you specify and how you specify clauses in your CREATE
DATABASE statement:

e Tablespaces and their data files

e Temporary tablespaces and their temp files
« Control files

e Online redo logs

e Archived redo log files

e Flashback logs

e Block change tracking files

RMAN backups

¢ See Also:

"Specifying a Fast Recovery Area" for information about setting initialization
parameters that create a Fast Recovery Area

The following CREATE DATABASE statement shows briefly how the Oracle Managed Files
feature works, assuming you have specified required initialization parameters:

CREATE DATABASE nynewdb
USER SYS | DENTI FI ED BY sys_passwor d
USER SYSTEM | DENTI FI ED BY system passwor d
EXTENT MANAGEMENT LOCAL
UNDO TABLESPACE undot bs1
DEFAULT TEMPORARY TABLESPACE tenptsl
DEFAULT TABLESPACE users;

e The SYSTEMtablespace is created as a locally managed tablespace. Without the
EXTENT MANAGEMENT LCCAL clause, the SYSTEMtablespace is created as dictionary
managed, which is not recommended.

e No DATAFI LE clause is specified, so the database creates an Oracle managed data
file for the SYSTEMtablespace.

* No LOGFI LE clauses are included, so the database creates two Oracle managed
redo log file groups.
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* No SYSAUX DATAFI LE is included, so the database creates an Oracle managed

data file for the SYSAUX tablespace.

*  No DATAFI LE subclause is specified for the UNDO TABLESPACE and DEFAULT

TABLESPACE clauses, so the database creates an Oracle managed data file for
each of these tablespaces.

*  No TEMPFI LE subclause is specified for the DEFAULT TEMPORARY TABLESPACE

clause, so the database creates an Oracle managed temp file.

* If no CONTROL_FI LES initialization parameter is specified in the initialization
parameter file, then the database also creates an Oracle managed control file.

e If you are using a server parameter file (see "Managing Initialization Parameters
Using a Server Parameter File"), then the database automatically sets the
appropriate initialization parameters.

¢ See Also:

— Using Oracle Managed Files, for information about the Oracle
Managed Files feature and how to use it

— Oracle Automatic Storage Management Administrator's Guide. for
information about Automatic Storage Management

2.5.9 Supporting Bigfile Tablespaces During Database Creation

ORACLE

Oracle Database simplifies management of tablespaces and enables support for
extremely large databases by letting you create bigfile tablespaces.

Bigfile tablespaces can contain only one file, but that file can have up to 4G blocks.
The maximum number of data files in an Oracle Database is limited (usually to 64K
files). Therefore, bigfile tablespaces can significantly enhance the storage capacity of
an Oracle Database.

This section discusses the clauses of the CREATE DATABASE statement that let you
include support for bigfile tablespaces.

*  Specifying the Default Tablespace Type
The SET DEFAULT. .. TABLESPACE clause of the CREATE DATABASE statement
determines the default type of tablespace for this database in subsequent CREATE
TABLESPACE statements.

e Overriding the Default Tablespace Type
The SYSTEMand SYSAUX tablespaces are always created with the default
tablespace type. However, you optionally can explicitly override the default
tablespace type for the UNDO and DEFAULT TEMPORARY tablespace during the CREATE
DATABASE operation.

¢ See Also:

"Bigfile Tablespaces" for more information about bigfile tablespaces
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2.5.9.1 Specifying the Default Tablespace Type

The SET DEFAULT. . . TABLESPACE clause of the CREATE DATABASE statement determines
the default type of tablespace for this database in subsequent CREATE TABLESPACE
statements.

»  Specify either SET DEFAULT Bl GFl LE TABLESPACE or SET DEFAULT SMALLFILE
TABLESPACE.

If you omit this clause, then the default is a smallfile tablespace, which is the
traditional type of Oracle Database tablespace. A smallfile tablespace can contain up
to 1022 files with up to 4M blocks each.

The use of bigfile tablespaces further enhances the Oracle Managed Files feature,
because bigfile tablespaces make data files completely transparent for users. SQL
syntax for the ALTER TABLESPACE statement has been extended to allow you to perform
operations on tablespaces, rather than the underlying data files.

The CREATE DATABASE statement shown in "Specifying Oracle Managed Files at
Database Creation" can be modified as follows to specify that the default type of
tablespace is a bigfile tablespace:

CREATE DATABASE mynewdb
USER SYS | DENTI FI ED BY sys_passwor d
USER SYSTEM | DENTI FI ED BY syst em passwor d
SET DEFAULT Bl GFI LE TABLESPACE
UNDO TABLESPACE undot bs1
DEFAULT TEMPORARY TABLESPACE tenptsi;

To dynamically change the default tablespace type after database creation, use the
SET DEFAULT TABLESPACE clause of the ALTER DATABASE statement:

ALTER DATABASE SET DEFAULT BI GFI LE TABLESPACE;

You can determine the current default tablespace type for the database by querying
the DATABASE PROPERTI ES data dictionary view as follows:

SELECT PROPERTY_VALUE FROM DATABASE PROPERTI ES
VHERE PROPERTY_NAME = ' DEFAULT_TBS_TYPE' ;

2.5.9.2 Overriding the Default Tablespace Type

ORACLE

The SYSTEMand SYSAUX tablespaces are always created with the default tablespace
type. However, you optionally can explicitly override the default tablespace type for the
UNDO and DEFAULT TEMPORARY tablespace during the CREATE DATABASE operation.

»  Specify an UNDO TABLESPACE clause or a DEFAULT TEMPORARY TABLESPACE clause
that overrides the default tablespace type.

For example, you can create a bigfile UNDO tablespace in a database with the default

tablespace type of smallfile as follows:

CREATE DATABASE nynewdb
Bl GFI LE UNDO TABLESPACE undot bs1

DATAFI LE '/ u01/ or acl e/ or adat a/ mynewdb/ undot bs01. dbf"
SI ZE 200M REUSE AUTOEXTEND ON MAXSI ZE UNLI M TED;
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You can create a smallfile DEFAULT TEMPORARY tablespace in a database with the
default tablespace type of bigfile as follows:

CREATE DATABASE nynewdb
SET DEFAULT BI GFI LE TABLESPACE

SMALLFI LE DEFAULT TEMPORARY TABLESPACE tenptsl
TEMPFI LE '/ u01/ or acl e/ or adat a/ nynewdb/ t enp01. dbf"
SI ZE 20M REUSE

2.5.10 Specifying the Database Time Zone and Time Zone File

Oracle Database datetime and interval data types and time zone support make it
possible to store consistent information about the time of events and transactions.

e Setting the Database Time Zone
You can set the database time zone with the SET Tl ME_ZONE clause of the CREATE
DATABASE statement.

e About the Database Time Zone Files
Two time zone files are included in a subdirectory of the Oracle home directory.
The time zone files contain the valid time zone names.

e Specifying the Database Time Zone File
All databases that share information must use the same time zone data file.

2.5.10.1 Setting the Database Time Zone

You can set the database time zone with the SET Tl ME_ZONE clause of the CREATE
DATABASE statement.

* Set the database time zone when the database is created by using the SET
TI ME_ZONE clause of the CREATE DATABASE statement.

If you do not set the database time zone, then it defaults to the time zone of the host
operating system.

You can change the database time zone for a session by using the SET TI ME_ZONE
clause of the ALTER SESSI ON statement.

# See Also:

Oracle Database Globalization Support Guide for more information about
setting the database time zone

2.5.10.2 About the Database Time Zone Files

ORACLE

Two time zone files are included in a subdirectory of the Oracle home directory. The
time zone files contain the valid time zone names.

The following information is also included for each time zone:

»  Offset from Coordinated Universal Time (UTC)
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* Transition times for Daylight Saving Time
» Abbreviations for standard time and Daylight Saving Time

The default time zone file is ORACLE_HOME/oracore/zoneinfo/timezIrg_11.dat. A
smaller time zone file with fewer time zones can be found in ORACLE_HOME/oracore/
zoneinfo/timezone_11.dat.

To view the time zone names in the file being used by your database, use the
following query:

SELECT * FROM V$TI MEZONE_NAMES;

¢ See Also:

Oracle Database Globalization Support Guide for more information about
managing and selecting time zone files

2.5.10.3 Specifying the Database Time Zone File

All databases that share information must use the same time zone data file.

The database server always uses the large time zone file by default.

To use the small time zone file on the client and know that all your data will refer only
to regions in the small file:

*  Set the ORA_TZFI LE environment variable on the client to the full path name of the
timezone ver si on.dat file on the client, where ver si on matches the time zone file
version that is being used by the database server.

If you are already using the default larger time zone file on the client, then it is not
practical to change to the smaller time zone file, because the database may contain
data with time zones that are not part of the smaller file.

2.5.11 Specifying FORCE LOGGING Mode

ORACLE

Some data definition language statements (such as CREATE TABLE) allow the

NOLOGA NG clause, which causes some database operations not to generate redo
records in the database redo log. The NOLOGG NG setting can speed up operations that
can be easily recovered outside of the database recovery mechanisms, but it can
negatively affect media recovery and standby databases.

Oracle Database lets you force the writing of redo records even when NOLOGE NG has
been specified in DDL statements. The database never generates redo records for
temporary tablespaces and temporary segments, so forced logging has no affect for
objects.

e Using the FORCE LOGGING Clause
You can force the writing of redo records even when NOLOGGE NGis specified in
DDL statements.

» Performance Considerations of FORCE LOGGING Mode
FORCE LOGA NG mode results in some performance degradation.
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¢ See Also:

Oracle Database SQL Language Reference for information about operations
that can be done in NOLOGE NG mode

2.5.11.1 Using the FORCE LOGGING Clause

You can force the writing of redo records even when NOLOGGE NGis specified in DDL
statements.

To put the database into FORCE LOGE NG mode:

* Include the FORCE LOGA NGclause in the CREATE DATABASE statement.

If you do not specify this clause, then the database is not placed into FORCE LOGE NG
mode.

Use the ALTER DATABASE statement to place the database into FORCE LOGGE NG mode
after database creation. This statement can take a considerable time for completion,
because it waits for all unlogged direct writes to complete.

You can cancel FORCE LOGE NG mode using the following SQL statement:
ALTER DATABASE NO FORCE LOGGE NG

Independent of specifying FORCE LOGG NG for the database, you can selectively specify
FORCE LOGA NGor NO FORCE LOGE NG at the tablespace level. However, if FORCE

LOGA NG mode is in effect for the database, it takes precedence over the tablespace
setting. If it is not in effect for the database, then the individual tablespace settings are
enforced. Oracle recommends that either the entire database is placed into FORCE
LOGA NG mode, or individual tablespaces be placed into FORCE LOGE NG mode, but not
both.

The FORCE LOGGE NG mode is a persistent attribute of the database. That is, if the
database is shut down and restarted, it remains in the same logging mode. However, if
you re-create the control file, the database is not restarted in the FORCE LOGE NG mode
unless you specify the FORCE LOGE NG clause in the CREATE CONTROL FI LE statement.

# See Also:

"Controlling the Writing of Redo Records" for information about using the
FORCE LOGA NG clause for tablespace creation.

2.5.11.2 Performance Considerations of FORCE LOGGING Mode

ORACLE

FORCE LOGA NG mode results in some performance degradation.

If the primary reason for specifying FORCE LOGA NGis to ensure complete media
recovery, and there is no standby database active, then consider the following:

e How many media failures are likely to happen?
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* How serious is the damage if unlogged direct writes cannot be recovered?
* Is the performance degradation caused by forced logging tolerable?

If the database is running in NOARCH VELOG mode, then generally there is no benefit to
placing the database in FORCE LOGE NG mode. Media recovery is not possible in
NCARCHI VELOG mode, so if you combine it with FORCE LOGGE NG, the result may be
performance degradation with little benefit.

Starting with Oracle Database 18c, the following two new nologging clauses are
introduced, which enable non-logged operations to be carried out and have Active
Data Guard standby databases receive all the data, thus preventing performance
degradation caused by large redo log generation by the FORCE LOGE NG mode:

»  STANDBY NOLOGGE NG FOR DATA AVAI LABI LITY
*  STANDBY NOLOGGE NG FOR LOAD PERFORMANCE

¢ See Also:

Oracle Data Guard Concepts and Administration for more information about
these STANDBY NOLOGG NG clauses

2.6 Specifying Initialization Parameters

ORACLE

You can add or edit basic initialization parameters before you create your new
database.

* About Initialization Parameters and Initialization Parameter Files
When an Oracle instance starts, it reads initialization parameters from an
initialization parameter file. This file must at a minimum specify the DB_NAMVE
parameter. All other parameters have default values.

» Determining the Global Database Name
The global database name consists of the user-specified local database name and
the location of the database within a network structure.

» Specifying a Fast Recovery Area
The Fast Recovery Area is a location in which Oracle Database can store and
manage files related to backup and recovery. It is distinct from the database area,
which is a location for the current database files (data files, control files, and online
redo logs).

»  Specifying Control Files
Every database has a control file, which contains entries that describe the
structure of the database (such as its name, the timestamp of its creation, and the
names and locations of its data files and redo files). The CONTROL_FI LES
initialization parameter specifies one or more names of control files, separated by
commas.

»  Specifying Database Block Sizes
The DB_BLOCK_SI ZE initialization parameter specifies the standard block size for
the database.
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*  Specifying the Maximum Number of Processes
The PROCESSES initialization parameter determines the maximum number of
operating system processes that can be connected to Oracle Database
concurrently.

e Specifying the DDL Lock Timeout
You can specify the amount of time that blocking DDL statements wait for locks.

e Specifying the Method of Undo Space Management
Every Oracle Database must have a method of maintaining information that is
used to undo changes to the database. Such information consists of records of the
actions of transactions, primarily before they are committed. Collectively these
records are called undo data.

e Specifying the Database Compatibility Level
The COVPATI BLE initialization parameter controls the database compatibility level.

e Setting the License Parameter
If you use named user licensing, Oracle Database can help you enforce this form
of licensing. You can set a limit on the number of users created in the database.
Once this limit is reached, you cannot create more users.

¢ See Also:

e Oracle Database Reference for descriptions of all initialization
parameters including their default settings

e Managing Memory for a discussion of the initialization parameters that
pertain to memory management

2.6.1 About Initialization Parameters and Initialization Parameter Files

ORACLE

When an Oracle instance starts, it reads initialization parameters from an initialization

parameter file. This file must at a minimum specify the DB_NAME parameter. All other
parameters have default values.

The initialization parameter file can be either a read-only text file, a PFI LE, or a read/

write binary file.

The binary file is called a server parameter file. A server parameter file enables you
to change initialization parameters with ALTER SYSTEMcommands and to persist the
changes across a shutdown and startup. It also provides a basis for self-tuning by
Oracle Database. For these reasons, it is recommended that you use a server
parameter file. You can create one manually from your edited text initialization file, or
automatically by using Database Configuration Assistant (DBCA) to create your
database.

Before you manually create a server parameter file, you can start an instance with a
text initialization parameter file. Upon startup, the Oracle instance first searches for a

server parameter file in a default location, and if it does not find one, searches for a
text initialization parameter file. You can also override an existing server parameter file

by naming a text initialization parameter file as an argument of the STARTUP command.

Default file names and locations for the text initialization parameter file are shown in

the following table:
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Platform Default Name Default Location

UNIX and Linux i ni t ORACLE_SI D.ora ORACLE_HOMEIdbs

For example, the initialization parameter file
for the nynewdb database is named:

i ni tnynewdb. ora

Windows i ni t ORACLE_SI D. ora ORACLE_HOME
\dat abase

If you are creating an Oracle database for the first time, Oracle suggests that you
minimize the number of parameter values that you alter. As you become more familiar
with your database and environment, you can dynamically tune many initialization
parameters using the ALTER SYSTEMstatement. If you are using a text initialization
parameter file, then your changes are effective only for the current instance. To make
them permanent, you must update them manually in the initialization parameter file, or
they will be lost over the next shutdown and startup of the database. If you are using a
server parameter file, then initialization parameter file changes made by the ALTER
SYSTEMstatement can persist across shutdown and startup.

»  Sample Initialization Parameter File
Oracle Database provides generally appropriate values in a sample text
initialization parameter file. You can edit these Oracle-supplied initialization
parameters and add others, depending upon your configuration and options and
how you plan to tune the database.

e Text Initialization Parameter File Format
The text initialization parameter file specifies the values of parameters in name/

value pairs.

¢ See Also:

e "Determining the Global Database Name" for information about the
DB_NAME parameter

e "Managing Initialization Parameters Using a Server Parameter File"

e "About Initialization Parameter Files and Startup"

2.6.1.1 Sample Initialization Parameter File

ORACLE

Oracle Database provides generally appropriate values in a sample text initialization
parameter file. You can edit these Oracle-supplied initialization parameters and add

others, depending upon your configuration and options and how you plan to tune the
database.

The sample text initialization parameter file is named i ni t. ora and is found in the
following location on most platforms:

ORACLE_HOME/ dbs

The following is the content of the sample file:
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BB R R R R R R R R R R
Exanple INNT.ORA file

This file is provided by Oracle Corporation to help you start by providing
a starting point to customze your RDBMS installation for your site

NOTE: The val ues that are used in this file are only intended to be used

as a starting point. You may want to adjust/tune those values to your
specific hardware and needs. You may al so consider using Database
Configuration Assistant tool (DBCA) to create INNT file and to size your
initial set of tablespaces based on the user input

BB R R R R A R R R R R

#
#
#
#
#
#
#
#
#
#

# Change ' <ORACLE_BASE>' to point to the oracle base (the one you specify at
# install tine)

db_nane=" ORCL

menory_target=1G

processes = 150

db_bl ock_si ze=8192

db_donai n='

db_recovery_file_dest="<ORACLE_BASE>/f| ash_recovery_area
db_recovery_file_dest_size=2G

di agnosti ¢_dest =' <ORACLE_BASE>

di spat chers=' (PROTOCOL=TCP) ( SERVI CE=ORCLXDB)'
open_cur sor s=300

renot e_| ogi n_passwor dfi | e=' EXCLUSI VE'

undo_t abl espace=" UNDOTBS1

# You may want to ensure that control files are created on separate physica
# devices

control _files = (ora_controll, ora_control2)

conpatible =12.0.0

2.6.1.2 Text Initialization Parameter File Format

ORACLE

The text initialization parameter file specifies the values of parameters in name/value
pairs.

The text initialization parameter file (PFILE) must contain name/value pairs in one of
the following forms:

e For parameters that accept only a single value:
par anmet er _nanme=val ue

e For parameters that accept one or more values (such as the CONTROL_FI LES
parameter):

par amet er _nane=(val ue[,value] ...)

Parameter values of type string must be enclosed in single quotes (). Case (upper or
lower) in file names is significant only if case is significant on the host operating
system.

For parameters that accept multiple values, to enable you to easily copy and paste
name/value pairs from the alert log, you can repeat a parameter on multiple lines,
where each line contains a different value.

control _files="/u01/app/oraclel/oradatal/orcl/control 01.ctl
control _files="/u0l/app/oraclel/oradatal/orcl/control 02.ctl
control _files="/u0l/app/oraclel/oradatal/orcl/control 03.ctl
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If you repeat a parameter that does not accept multiple values, then only the last value
specified takes effect.

# See Also:

e Oracle Database Reference for more information about the content and
syntax of the text initialization parameter file

e "Alert Log"

2.6.2 Determining the Global Database Name

The global database name consists of the user-specified local database name and the
location of the database within a network structure.

* Setthe DB_NAME and DB_DOMVAI N initialization parameters.

The DB_NAME initialization parameter determines the local name component of the
database name, and the DB_DOVAI N parameter, which is optional, indicates the domain
(logical location) within a network structure. The combination of the settings for these
two parameters must form a database name that is unique within a network.

For example, to create a database with a global database name of
test. us. exanpl e. com edit the parameters of the new parameter file as follows:

DB_NAME = test
DB_DOVAI N = us. exanpl e. com

You can rename the GLOBAL_NAME of your database using the ALTER DATABASE RENAME
GLOBAL_NAME statement. However, you must also shut down and restart the database
after first changing the DB_NAVME and DB_DOMAI N initialization parameters and recreating
the control files. Recreating the control files is easily accomplished with the command
ALTER DATABASE BACKUP CONTROLFI LE TOTRACE. See Oracle Database Backup and
Recovery User's Guide for more information.

* DB_NAME Initialization Parameter
The DB_NAME initialization parameter specifies a database identifier.

» DB_DOMAIN Initialization Parameter
In a distributed database system, the DB_DOMAI N initialization parameter specifies
the logical location of the database within the network structure.

# See Also:

Oracle Database Utilities for information about using the DBNEW D utility,
which is another means of changing a database name

2.6.2.1 DB_NAME Initialization Parameter

The DB_NAME initialization parameter specifies a database identifier.
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DB_NAME must be set to a text string of no more than 8 characters. The database name
must start with an alphabetic character. During database creation, the name provided
for DB_NAME is recorded in the data files, redo log files, and control file of the database.
If during database instance startup the value of the DB_NAME parameter (in the
parameter file) and the database name in the control file are different, then the
database does not start.

2.6.2.2 DB_DOMAIN Initialization Parameter

In a distributed database system, the DB_DOMAI N initialization parameter specifies the
logical location of the database within the network structure.

DB_DOMAI Nis a text string that specifies the network domain where the database is
created. If the database you are about to create will ever be part of a distributed
database system, then give special attention to this initialization parameter before
database creation. This parameter is optional.

¢ See Also:

Distributed Database Management for more information about distributed
databases

2.6.3 Specifying a Fast Recovery Area

ORACLE

The Fast Recovery Area is a location in which Oracle Database can store and manage
files related to backup and recovery. It is distinct from the database area, which is a
location for the current database files (data files, control files, and online redo logs).

Specify the Fast Recovery Area with the following initialization parameters:

e DB RECOVERY_FI LE_DEST: Location of the Fast Recovery Area. This can be a
directory, file system, or Automatic Storage Management (Oracle ASM) disk
group.

In an Oracle Real Application Clusters (Oracle RAC) environment, this location

must be on a cluster file system, Oracle ASM disk group, or a shared directory
configured through NFS.

e DB_RECOVERY_FI LE_DEST_SI ZE: Specifies the maximum total bytes to be used by
the Fast Recovery Area. This initialization parameter must be specified before
DB_RECOVERY_FI LE_DEST is enabled.

In an Oracle RAC environment, the settings for these two parameters must be the
same on all instances.

You cannot enable these parameters if you have set values for the LOG_ARCHI VE_DEST
and LOG_ARCHI VE_DUPLEX_ DEST parameters. You must disable those parameters
before setting up the Fast Recovery Area. You can instead set values for the
LOG_ARCHI VE_DEST_n parameters.

Oracle recommends using a Fast Recovery Area, because it can simplify backup and
recovery operations for your database.
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¢ See Also:

Oracle Database Backup and Recovery User's Guide to learn how to create
and use a Fast Recovery Area

2.6.4 Specifying Control Files

Every database has a control file, which contains entries that describe the structure of
the database (such as its name, the timestamp of its creation, and the names and
locations of its data files and redo files). The CONTROL_FI LES initialization parameter
specifies one or more names of control files, separated by commas.

e Set the CONTROL_FI LES initialization parameter.

When you execute the CREATE DATABASE statement, the control files listed in the
CONTROL_FI LES parameter are created.

If you do not include CONTRCOL_FI LES in the initialization parameter file, then Oracle
Database creates a control file in the same directory as the initialization parameter file,
using a default operating system—dependent file name. If you have enabled Oracle
Managed Files, the database creates Oracle managed control files.

If you want the database to create new operating system files when creating database
control files, the file names listed in the CONTROL_FI LES parameter must not match any
file names that currently exist on your system. If you want the database to reuse or
overwrite existing files when creating database control files, ensure that the file names
listed in the CONTROL_FI LES parameter match the file names that are to be reused, and
include a CONTROLFI LE REUSE clause in the CREATE DATABASE statement.

Oracle strongly recommends you use at least two control files stored on separate
physical disk drives for each database.

¢ See Also:

e "Managing Control Files"

e "Specifying Oracle Managed Files at Database Creation"

2.6.5 Specifying Database Block Sizes

ORACLE

The DB_BLOCK_SI ZE initialization parameter specifies the standard block size for the
database.

e Setthe DB BLOCK SI ZE initialization parameter.

This block size is used for the SYSTEMtablespace and by default in other tablespaces.
Oracle Database can support up to four additional nonstandard block sizes.

« DB_BLOCK_SIZE Initialization Parameter
The most commonly used block size should be picked as the standard block size.
In many cases, this is the only block size that you must specify.
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* Nonstandard Block Sizes
You can create tablespaces of nonstandard block sizes.

2.6.5.1 DB_BLOCK_SIZE Initialization Parameter

The most commonly used block size should be picked as the standard block size. In
many cases, this is the only block size that you must specify.

e Setthe DB BLOCK SI ZE initialization parameter.

Typically, DB_BLOCK_SI ZE is set to either 4K or 8K. If you do not set a value for this
parameter, then the default data block size is operating system specific, which is
generally adequate.

You cannot change the block size after database creation except by re-creating the
database. If the database block size is different from the operating system block size,
then ensure that the database block size is a multiple of the operating system block
size. For example, if your operating system block size is 2K (2048 bytes), the following
setting for the DB_BLOCK_SI ZE initialization parameter is valid:

DB_BLOCK_SI ZE=4096

A larger data block size provides greater efficiency in disk and memory I/O (access
and storage of data). Therefore, consider specifying a block size larger than your
operating system block size if the following conditions exist:

* Oracle Database is on a large computer system with a large amount of memory
and fast disk drives. For example, databases controlled by mainframe computers
with vast hardware resources typically use a data block size of 4K or greater.

* The operating system that runs Oracle Database uses a small operating system
block size. For example, if the operating system block size is 1K and the default
data block size matches this, the database may be performing an excessive
amount of disk I/O during normal operation. For best performance in this case, a
database block should consist of multiple operating system blocks.

" See Also:

Your operating system specific Oracle documentation for details about
the default block size.

2.6.5.2 Nonstandard Block Sizes

ORACLE

You can create tablespaces of nonstandard block sizes.
To create tablespaces of nonstandard block sizes:

»  Specify the BLOCKSI ZE clause in a CREATE TABLESPACE statement.

These nonstandard block sizes can have any of the following power-of-two values: 2K,
4K, 8K, 16K or 32K. Platform-specific restrictions regarding the maximum block size
apply, so some of these sizes may not be allowed on some platforms.

To use nonstandard block sizes, you must configure subcaches within the buffer
cache area of the SGA memory for all of the nonstandard block sizes that you intend
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to use. The initialization parameters used for configuring these subcaches are
described in "Using Automatic Shared Memory Management".

The ability to specify multiple block sizes for your database is especially useful if you
are transporting tablespaces between databases. You can, for example, transport a
tablespace that uses a 4K block size from an OLTP environment to a data warehouse
environment that uses a standard block size of 8K.

" Note:

A 32K block size is valid only on 64-bit platforms.

# Caution:

Oracle recommends against specifying a 2K block size when 4K sector size
disks are in use, because performance degradation can occur. For an
explanation, see "Planning the Block Size of Redo Log Files".

¢ See Also:

e "Creating Tablespaces”

e "Transporting Tablespaces Between Databases"

2.6.6 Specifying the Maximum Number of Processes

The PROCESSES initialization parameter determines the maximum number of operating
system processes that can be connected to Oracle Database concurrently.

e Set the PROCESSES initialization parameter.

The value of this parameter must be a minimum of one for each background process
plus one for each user process. The number of background processes will vary
according the database features that you are using. For example, if you are using
Advanced Queuing or the file mapping feature, then you will have additional
background processes. If you are using Automatic Storage Management, then add
three additional processes for the database instance.

If you plan on running 50 user processes, a good estimate would be to set the
PROCESSES initialization parameter to 70.

2.6.7 Specifying the DDL Lock Timeout

You can specify the amount of time that blocking DDL statements wait for locks.

A data definition language (DDL) statement is either nonblocking or blocking, and both
types of DDL statements require exclusive locks on internal structures. If these locks
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are unavailable when a DDL statement runs, then nonblocking and blocking DDL
statements behave differently:

*  Nonblocking DDL waits until every concurrent DML transaction that references the
object affected by the DDL either commits or rolls back.

»  Blocking DDL fails, though it might have succeeded if it had been executed
subseconds later when the locks become available.

To enable blocking DDL statements to wait for locks, specify a DDL lock timeout—
the number of seconds a DDL command waits for its required locks before failing.

e To specify a DDL lock timeout, set the DDL_LOCK Tl MEQUT parameter.

The permissible range of values for DDL_LOCK_TI MEQUT is 0 to 1,000,000. The default is
0. You can set DDL_LOCK _TI MEQUT at the system level, or at the session level with an
ALTER SESSI ON statement.

# Note:

The DDL_LOCK_TI MEQUT parameter does not affect nonblocking DDL
statements.

¢ See Also:

e Oracle Database Reference
e Oracle Database Development Guide

e Oracle Database SQL Language Reference

2.6.8 Specifying the Method of Undo Space Management

ORACLE

Every Oracle Database must have a method of maintaining information that is used to
undo changes to the database. Such information consists of records of the actions of
transactions, primarily before they are committed. Collectively these records are called
undo data.

To set up an environment for automatic undo management using an undo tablespace.

e Set the UNDO_MANAGEMENT initialization parameter to AUTO, which is the default.

*  UNDO_MANAGEMENT Initialization Parameter
The UNDO_MANAGEMENT initialization parameter determines whether an instance
starts in automatic undo management mode, which stores undo in an undo
tablespace. Set this parameter to AUTOto enable automatic undo management
mode. AUTOis the default if the parameter is omitted or is null.

UNDO_TABLESPACE Initialization Parameter
The UNDO_TABLESPACE initialization parameter enables you to override that default
undo tablespace for an instance.
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¢ See Also:

Managing Undo

2.6.8.1 UNDO_MANAGEMENT Initialization Parameter

The UNDO_MANAGEMENT initialization parameter determines whether an instance starts in
automatic undo management mode, which stores undo in an undo tablespace. Set this
parameter to AUTOto enable automatic undo management mode. AUTOis the default if
the parameter is omitted or is null.

2.6.8.2 UNDO_TABLESPACE Initialization Parameter

The UNDO_TABLESPACE initialization parameter enables you to override that default
undo tablespace for an instance.

When an instance starts up in automatic undo management mode, it attempts to select
an undo tablespace for storage of undo data. If the database was created in automatic
undo management mode, then the default undo tablespace (either the system-created
SYS_UNDOTBS tablespace or the user-specified undo tablespace) is the undo tablespace
used at instance startup. You can override this default for the instance by specifying a
value for the UNDO_TABLESPACE initialization parameter. This parameter is especially
useful for assigning a particular undo tablespace to an instance in an Oracle Real
Application Clusters environment.

If no undo tablespace is specified by the UNDO_TABLESPACE initialization parameter,
then the first available undo tablespace in the database is chosen. If no undo
tablespace is available, then the instance starts without an undo tablespace, and undo
data is written to the SYSTEMtablespace. You should avoid running in this mode.

< Note:

When using the CREATE DATABASE statement to create a database, do not
include an UNDO_TABLESPACE parameter in the initialization parameter file.
Instead, include an UNDO TABLESPACE clause in the CREATE DATABASE
statement.

2.6.9 Specifying the Database Compatibility Level

ORACLE

The COVPATI BLE initialization parameter controls the database compatibility level.
*  Set the COVPATI BLE initialization parameter to a release number.

*  About The COMPATIBLE Initialization Parameter
The COVPATI BLE initialization parameter enables or disables the use of features in
the database that affect file format on disk. For example, if you create an Oracle
Database 18c database, but specify COMPATI BLE=11. 2. 0 in the initialization
parameter file, then features that require Oracle Database 18c compatibility
generate an error if you try to use them. Such a database is said to be at the
11.2.0 compatibility level.
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2.6.9.1 About The COMPATIBLE Initialization Parameter

The COVPATI BLE initialization parameter enables or disables the use of features in the
database that affect file format on disk. For example, if you create an Oracle Database
18c database, but specify COVWPATI BLE=11. 2. 0 in the initialization parameter file, then
features that require Oracle Database 18c compatibility generate an error if you try to
use them. Such a database is said to be at the 11.2.0 compatibility level.

You can advance the compatibility level of your database by changing the COVPATI BLE
initialization parameter. If you do, then there is no way to start the database using a
lower compatibility level setting, except by doing a point-in-time recovery to a time
before the compatibility was advanced.

The default value for the COVPATI BLE parameter is the release nhumber of the most
recent major release.

# Note:

e For Oracle Database 18c, the default value of the COVPATI BLE parameter
is 18. 0. 0. The minimum value is 11. 2. 0. If you create an Oracle
Database using the default value, then you can immediately use all the
new features in this release, and you can never downgrade the
database.

* When you set this parameter in a server parameter file (SPFILE) using
the ALTER SYSTEMstatement, you must specify SCOPE=SPFI LE, and you
must restart the database for the change to take effect.

e The COWPATI BLE initialization parameter must be specified as at least
three decimal numbers with each pair separated by a dot, such as
18. 0. 0.

# See Also:

e Oracle Database Upgrade Guide for a detailed discussion of database
compatibility and the COVPATI BLE initialization parameter

e Oracle Database Reference

e Oracle Database Backup and Recovery User's Guide for information
about point-in-time recovery of your database
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2.6.10 Setting the License Parameter

If you use named user licensing, Oracle Database can help you enforce this form of
licensing. You can set a limit on the number of users created in the database. Once
this limit is reached, you cannot create more users.

# Note:

This mechanism assumes that each person accessing the database has a
unigue user name and that no people share a user name. Therefore, so that
named user licensing can help you ensure compliance with your Oracle
license agreement, do not allow multiple users to log in using the same user
name.

To limit the number of users created in a database, set the LI CENSE_MAX_USERS
initialization parameter in the database initialization parameter file.

The following example sets the LI CENSE_MAX_USERS initialization parameter:

LI CENSE_MAX_USERS = 200

# Note:

Oracle no longer offers licensing by the number of concurrent sessions.
Therefore the LI CENSE_MAX_SESSI ONS and LI CENSE_SESSI ONS_WARNI NG
initialization parameters are no longer needed and have been deprecated.

2.7 Managing Initialization Parameters Using a Server
Parameter File

Initialization parameters for the Oracle Database have traditionally been stored in a
text initialization parameter file. For better manageability, you can choose to maintain
initialization parameters in a binary server parameter file that is persistent across
database startup and shutdown.

ORACLE

What Is a Server Parameter File?

A server parameter file can be thought of as a repository for initialization
parameters that is maintained on the system running the Oracle Database server.
Itis, by design, a server-side initialization parameter file.

Migrating to a Server Parameter File
If you are currently using a text initialization parameter file, then you can migrate to
a server parameter file.

Server Parameter File Default Names and Locations
Oracle recommends that you allow the database to give the SPFILE the default
name and store it in the default location. This eases administration of your
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database. For example, the STARTUP command assumes this default location to
read the SPFILE.

e Creating a Server Parameter File
You use the CREATE SPFI LE statement to create a server parameter file. You must
have the SYSDBA, SYSOPER, or SYSBACKUP administrative privilege to execute this
statement.

e The SPFILE Initialization Parameter
The SPFI LE initialization parameter contains the name of the current server
parameter file.

* Changing Initialization Parameter Values
You can change initialization parameter values to affect the operation of a
database instance.

*  Clearing Initialization Parameter Values
You can use the ALTER SYSTEMRESET statement to clear an initialization parameter
value. When you do so, the initialization parameter value is changed to its default
value or its startup value.

»  Exporting the Server Parameter File
You can use the CREATE PFI LE statement to export a server parameter file
(SPFILE) to a text initialization parameter file.

» Backing Up the Server Parameter File
You can create a backup of your server parameter file (SPFILE) by exporting it. If
the backup and recovery strategy for your database is implemented using
Recovery Manager (RMAN), then you can use RMAN to create a backup of the
SPFILE. The SPFILE is backed up automatically by RMAN when you back up your
database, but RMAN also enables you to specifically create a backup of the
currently active SPFILE.

* Recovering a Lost or Damaged Server Parameter File
You can recover the server parameter file (SPFILE). If your server parameter file
(SPFILE) becomes lost or corrupted, then the current instance may fail, or the next
attempt at starting the database instance may fail.

e Methods for Viewing Parameter Settings
You can view parameter settings using several different methods.

2.7.1 What Is a Server Parameter File?

ORACLE

A server parameter file can be thought of as a repository for initialization parameters
that is maintained on the system running the Oracle Database server. It is, by design,
a server-side initialization parameter file.

Initialization parameters stored in a server parameter file are persistent, in that any
changes made to the parameters while an instance is running can persist across
instance shutdown and startup. This arrangement eliminates the need to manually
update initialization parameters to make persistent any changes effected by ALTER
SYSTEMstatements. It also provides a basis for self-tuning by the Oracle Database
server.

A server parameter file is initially built from a text initialization parameter file using the
CREATE SPFI LE statement. (It can also be created directly by the Database
Configuration Assistant.) The server parameter file is a binary file that cannot be edited
using a text editor. Oracle Database provides other interfaces for viewing and
modifying parameter settings in a server parameter file.
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# Note:

Although you can open the binary server parameter file with a text editor and
view its text, do not manually edit it. Doing so will corrupt the file. You will not
be able to start your instance, and if the instance is running, it could fail.

When you issue a STARTUP command with no PFI LE clause, the Oracle instance
searches an operating system—specific default location for a server parameter file from
which to read initialization parameter settings. If no server parameter file is found, the
instance searches for a text initialization parameter file. If a server parameter file exists
but you want to override it with settings in a text initialization parameter file, you must
specify the PFI LE clause when issuing the STARTUP command. Instructions for starting
an instance using a server parameter file are contained in "Starting Up a Database".

2.7.2 Migrating to a Server Parameter File

ORACLE

If you are currently using a text initialization parameter file, then you can migrate to a
server parameter file.

To migrate to a server parameter file:

1. If the initialization parameter file is located on a client system, then transfer the file
(for example, FTP) from the client system to the server system.

# Note:

If you are migrating to a server parameter file in an Oracle Real
Application Clusters environment, you must combine all of your instance-
specific initialization parameter files into a single initialization parameter
file. Instructions for doing this and other actions unique to using a server
parameter file for instances that are part of an Oracle Real Application
Clusters installation are discussed in Oracle Real Application Clusters
Administration and Deployment Guide and in your platform-specific
Oracle Real Application Clusters Installation Guide.

2. Create a server parameter file in the default location using the CREATE SPFI LE
FROM PFI LE statement. See "Creating a Server Parameter File" for instructions.

This statement reads the text initialization parameter file to create a server
parameter file. The database does not have to be started to issue a CREATE
SPFI LE statement.

3. Start up or restart the instance.

The instance finds the new SPFILE in the default location and starts up with it.
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2.7.3 Server Parameter File Default Names and Locations

Oracle recommends that you allow the database to give the SPFILE the default name
and store it in the default location. This eases administration of your database. For
example, the STARTUP command assumes this default location to read the SPFILE.

The following table shows the default name and location for both the text initialization
parameter file (PFILE) and server parameter file (SPFILE) for the UNIX, Linux, and
Windows platforms, both with and without the presence of Oracle Automatic Storage
Management (Oracle ASM). The table assumes that the SPFILE is a file.

Table 2-3 PFILE and SPFILE Default Names and Locations on UNIX, Linux, and Windows
1

Platform PFILE Default SPFILE Default PFILE Default SPFILE Default Location
Name Name Location
UNIX and i ni t ORACLE_SID. spfil eORACLE S Oracle_Homel dbs Without Oracle ASM:
Linux ora I D.ora or the same Oracle _Home/ dbs or the same
Ifg:catlon as the data |ocation as the data files
res When Oracle ASM is present:
In the same disk group as the data
files (assuming the database was
created with DBCA)
Windows i nit ORACLE_SID. spfil eORACLE_S Oracle_Home Without Oracle ASM:
ora ID.ora \ dat abase OH\ dat abase
When Oracle ASM is present:
In the same disk group as the data
files (assuming the database was
created with DBCA)
# Note:

ORACLE

Upon startup, the instance first searches for an SPFILE named

spfil eORACLE_SI D.or a, and if not found, searches for spfi | e. ora. Using
spfil e. ora enables all Real Application Cluster (Oracle RAC) instances to
use the same server parameter file.

If neither SPFILE is found, the instance searches for the text initialization
parameter file i ni t ORACLE_SI D.or a.

If you create an SPFILE in a location other than the default location, you must create
in the default PFILE location a "stub" PFILE that points to the server parameter file.
For more information, see "Starting Up a Database".

When you create the database with DBCA when Oracle ASM is present, DBCA places
the SPFILE in an Oracle ASM disk group, and also causes this stub PFILE to be

created.
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2.7.4 Creating a Server Parameter File

You use the CREATE SPFI LE statement to create a server parameter file. You must
have the SYSDBA, SYSOPER, or SYSBACKUP administrative privilege to execute this
statement.

To create a server parameter file:

* Run the CREATE SPFI LE statement.

# Note:

When you use the Database Configuration Assistant to create a database, it
automatically creates a server parameter file for you.

The CREATE SPFI LE statement can be executed before or after instance startup.
However, if the instance has been started using a server parameter file, an error is
raised if you attempt to re-create the same server parameter file that is currently being
used by the instance.

You can create a server parameter file (SPFILE) from an existing text initialization
parameter file or from memory. Creating the SPFILE from memory means copying the
current values of initialization parameters in the running instance to the SPFILE.

The following example creates a server parameter file from text initialization parameter
file /u01/ oracl e/ dbs/init. ora. In this example no SPFI LE name is specified, so the
file is created with the platform-specific default name and location shown in Table 2-3.

CREATE SPFI LE FROM PFI LE=' / u01/ or acl e/ dbs/ init.ora';

The next example illustrates creating a server parameter file and supplying a name
and location.

CREATE SPFI LE='/ u01/ or acl e/ dbs/ test_spfile.ora'
FROM PFI LE=' / u01/ oracl e/ dbs/test _init.ora';

The next example illustrates creating a server parameter file in the default location
from the current values of the initialization parameters in memory.

CREATE SPFI LE FROM MEMCRY;

Whether you use the default SPFILE name and default location or specify an SPFILE
name and location, if an SPFILE of the same name already exists in the location, it is
overwritten without a warning message.

When you create an SPFILE from a text initialization parameter file, comments
specified on the same lines as a parameter setting in the initialization parameter file
are maintained in the SPFILE. All other comments are ignored.

2.7.5 The SPFILE Initialization Parameter

The SPFI LE initialization parameter contains the name of the current server parameter
file.
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When the default server parameter file is used by the database—that is, you issue a
STARTUP command and do not specify a PFl LE parameter—the value of SPFI LE is
internally set by the server. The SQL*Plus command SHOW PARAMETERS SPFI LE (or any
other method of querying the value of a parameter) displays the name of the server
parameter file that is currently in use.

2.7.6 Changing Initialization Parameter Values

You can change initialization parameter values to affect the operation of a database
instance.

*  About Changing Initialization Parameter Values
The ALTER SYSTEMstatement enables you to set, change, or restore to default the
values of initialization parameters. If you are using a text initialization parameter
file, the ALTER SYSTEMstatement changes the value of a parameter only for the
current instance, because there is no mechanism for automatically updating text
initialization parameters on disk. You must update them manually to be passed to
a future instance. Using a server parameter file overcomes this limitation.

e Setting or Changing Initialization Parameter Values
With a server parameter file, use the SET clause of the ALTER SYSTEMstatement to
set or change initialization parameter values.

2.7.6.1 About Changing Initialization Parameter Values

The ALTER SYSTEMstatement enables you to set, change, or restore to default the
values of initialization parameters. If you are using a text initialization parameter file,
the ALTER SYSTEMstatement changes the value of a parameter only for the current
instance, because there is no mechanism for automatically updating text initialization
parameters on disk. You must update them manually to be passed to a future
instance. Using a server parameter file overcomes this limitation.

There are two kinds of initialization parameters:

* Dynamic initialization parameters can be changed for the current Oracle
Database instance. The changes take effect immediately.

e Static initialization parameters cannot be changed for the current instance. You
must change these parameters in the text initialization file or server parameter file
and then restart the database before changes take effect.

2.7.6.2 Setting or Changing Initialization Parameter Values

ORACLE

With a server parameter file, use the SET clause of the ALTER SYSTEMstatement to set
or change initialization parameter values.

e Runan ALTER SYSTEM SET statement.

For example, the following statement changes the maximum number of failed login
attempts before the connection is dropped. It includes a comment, and explicitly states
that the change is to be made only in the server parameter file.

ALTER SYSTEM SET SEC MAX FAI LED LOG N_ATTEMPTS=3
COWENT=" Reduce from 10 for tighter security.’
SCOPE=SPFI LE;
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The next example sets a complex initialization parameter that takes a list of attributes.
Specifically, the parameter value being set is the LOG_ARCH VE_DEST n initialization
parameter. This statement could change an existing setting for this parameter or
create a new archive destination.

ALTER SYSTEM
SET LOG_ARCHI VE_DEST_4=" LOCATI ON=/ u02/ or acl e/ rbdb1/ ", MANDATORY, ' REOPEN=2"
COWMVENT=' Add new destination on Nov 29'
SCOPE=SPFI LE;

When a value consists of a list of parameters, you cannot edit individual attributes by
the position or ordinal number. You must specify the complete list of values each time
the parameter is updated, and the new list completely replaces the old list.

* The SCOPE Clause in ALTER SYSTEM SET Statements
The optional SCOPE clause in ALTER SYSTEM SET statements specifies the scope of
an initialization parameter change.

2.7.6.2.1 The SCOPE Clause in ALTER SYSTEM SET Statements

ORACLE

The optional SCOPE clause in ALTER SYSTEM SET statements specifies the scope of an
initialization parameter change.

SCOPE Clause Description
SCOPE = SPFILE The change is applied in the server parameter file only. The effect is as
follows:

* No change is made to the current instance.

*  For both dynamic and static parameters, the change is effective at
the next startup and is persistent.

This is the only SCOPE specification allowed for static parameters.

SCOPE = MEMORY The change is applied in memory only. The effect is as follows:
e The change is made to the current instance and is effective
immediately.
«  For dynamic parameters, the effect is immediate, but it is not
persistent because the server parameter file is not updated.
For static parameters, this specification is not allowed.
SCOPE = BOTH The change is applied in both the server parameter file and memory.

The effect is as follows:

*  The change is made to the current instance and is effective
immediately.

»  For dynamic parameters, the effect is persistent because the
server parameter file is updated.

For static parameters, this specification is not allowed.

It is an error to specify SCOPE=SPFI LE or SCOPE=BOTH if the instance did not start up with
a server parameter file. The default is SCOPE=BOTH if a server parameter file was used
to start up the instance, and MEMORY if a text initialization parameter file was used to
start up the instance.

For dynamic parameters, you can also specify the DEFERRED keyword. When specified,
the change is effective only for future sessions.

When you specify SCOPE as SPFI LE or BOTH, an optional COWENT clause lets you
associate a text string with the parameter update. The comment is written to the server
parameter file.
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2.7.7 Clearing Initialization Parameter Values

ORACLE

You can use the ALTER SYSTEMRESET statement to clear an initialization parameter
value. When you do so, the initialization parameter value is changed to its default
value or its startup value.

The ALTER SYSTEM RESET statement includes a SCOPE clause. When executed in a
non-CDB or a multitenant container database (CDB) root, the ALTER SYSTEM RESET
statement and SCOPE clause behave differently than when the statement is executed in
a pluggable database (PDB), an application root, or an application PDB.

The startup value of a parameter is the value of the parameter in memory after the
instance's startup or PDB open has completed. This value can be seen in the VALUE
and DI SPLAY_VALUE columns in the V$SYSTEM PARAMETER view immediately after
startup. The startup value can be different from the value in the spfile or the default
value (if the parameter is not set in the spfile), since the value of the parameter can be
adjusted internally at startup.

The SCOPE values for the ALTER SYSTEM RESET statement behave as follows in a non-
CDB and in the CDB$ROOT of a CDB:

e SCOPE=SPFI LE: If an instance is using spfile, removes the parameter from the
spfile; the default value takes effect upon the next instance startup.

e SCOPE=MEMORY: The startup value takes effect immediately. However, the change is
not stored in instance's spfile and will be lost upon instance restart.

e SCOPE=BOTH: If an instance is using spfile, removes the parameter from the spfile;
the default value takes effect immediately and the change is available across
instance restart.

¢ Note:

SCOPE=BOTH changes the way SCOPE=MEMORY behaves. After SCOPE=BOTH is
issued, SCOPE=MEMORY always resets the parameter to the default value.

The SCOPE values for the ALTER SYSTEM RESET statement behave as follows in a PDB,
an application root, or an application PDB:

e SCOPE=SPFI LE: Removes the parameter from the container's spfile; the container
will inherit the parameter value from its root upon the next PDB open.

e SCOPE=MEMCORY: There are two cases:

— The parameter is present in container's spfile when the container is opened.
The parameter value is updated to the startup value for the parameter. This
change is not stored in container’s spfile and will be lost upon the next
container open.

— The parameter is not present in container’s spfile when the container is
opened. The container starts inheriting the parameter value from its root.

e SCOPE=BOTH: Removes the parameter from the container’s spfile; the container will
inherit the parameter value from its root.
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# Note:

e SCOPE=BOTH changes the way SCOPE=MEMORY behaves. After SCOPE=BOTH
is issued, the container always inherits the parameter value from its root
when SCOPE=MEMORY is issued.

e In a case where a container inherits a parameter value from its root, a
PDB inherits the value from CDB$ROOT. In an application container, an
application PDB inherits the parameter value from its application root,
and an application root inherits the parameter value from CDB$ROOT.

" See Also:

e Oracle Database SQL Language Reference for information about the
ALTER SYSTEMcommand

e Oracle Multitenant Administrator's Guide

2.7.8 Exporting the Server Parameter File

ORACLE

You can use the CREATE PFI LE statement to export a server parameter file (SPFILE) to
a text initialization parameter file.

e Run a CREATE PFI LE statement.

Exporting the server parameter file might be necessary for several reasons:

» For diagnostic purposes, listing all of the parameter values currently used by an
instance. This is analogous to the SQL*Plus SHOW PARAMETERS command or
selecting from the VSPARAMETER or VSPARAVETER2 views.

* To modify the server parameter file by first exporting it, editing the resulting text
file, and then re-creating it using the CREATE SPFI LE statement

The exported file can also be used to start up an instance using the PFI LE clause.

You must have the SYSDBA, SYSOPER, or SYSBACKUP administrative privilege to execute
the CREATE PFI LE statement. The exported file is created on the database server
system. It contains any comments associated with the parameter in the same line as
the parameter setting.

The following example creates a text initialization parameter file from the SPFILE:

CREATE PFI LE FROM SPFI LE;

Because no names were specified for the files, the database creates an initialization
parameter file with a platform-specific name, and it is created from the platform-
specific default server parameter file.

The following example creates a text initialization parameter file from a server
parameter file, but in this example the names of the files are specified:
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CREATE PFILE="/u01/oracl e/dbs/test _init.ora'
FROM SPFI LE=' / u01/ oracl e/ dbs/test _spfile.ora';

# Note:

An alternative is to create a PFILE from the current values of the initialization
parameters in memory. The following is an example of the required
command:

CREATE PFI LE="/u01/oracl e/dbs/test _init.ora" FROM MEMORY;

2.7.9 Backing Up the Server Parameter File

You can create a backup of your server parameter file (SPFILE) by exporting it. If the
backup and recovery strategy for your database is implemented using Recovery
Manager (RMAN), then you can use RMAN to create a backup of the SPFILE. The
SPFILE is backed up automatically by RMAN when you back up your database, but
RMAN also enables you to specifically create a backup of the currently active SPFILE.

e Back up the server parameter file either by exporting it or by using RMAN.

" See Also:
"Exporting the Server Parameter File"

Oracle Database Backup and Recovery User's Guide

2.7.10 Recovering a Lost or Damaged Server Parameter File

ORACLE

You can recover the server parameter file (SPFILE). If your server parameter file
(SPFILE) becomes lost or corrupted, then the current instance may fail, or the next
attempt at starting the database instance may falil.

There are several ways to recover the SPFILE:

* If the instance is running, issue the following command to re-create the SPFILE
from the current values of initialization parameters in memory:

CREATE SPFI LE FROM MEMCRY;

This command creates the SPFILE with the default name and in the default
location. You can also create the SPFILE with a new name or in a specified
location. See "Creating a Server Parameter File" for examples.

* If you have a valid text initialization parameter file (PFILE), re-create the SPFILE
from the PFILE with the following statement:

CREATE SPFI LE FROM PFI LE;
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This command assumes that the PFILE is in the default location and has the
default name. See "Creating a Server Parameter File" for the command syntax to
use when the PFILE is not in the default location or has a nondefault name.

* Restore the SPFILE from backup.

See "Backing Up the Server Parameter File" for more information.

» If none of the previous methods are possible in your situation, perform these

steps:

1. Create a text initialization parameter file (PFILE) from the parameter value
listings in the alert log.

When an instance starts up, the initialization parameters used for startup are
written to the alert log. You can copy and paste this section from the text
version of the alert log (without XML tags) into a new PFILE.

See "Viewing the Alert Log" for more information.

2. Create the SPFILE from the PFILE.

See "Creating a Server Parameter File" for instructions.

Read/Write Errors During a Parameter Update

If an error occurs while reading or writing the server parameter file during a parameter
update, the error is reported in the alert log and all subsequent parameter updates to
the server parameter file are ignored. At this point, you can take one of the following

actions:

e Shut down the instance, recover the server parameter file and described earlier in
this section, and then restart the instance.

«  Continue to run the database if you do not care that subsequent parameter
updates will not be persistent.

2.7.11 Methods for Viewing Parameter Settings

You can view parameter settings using several different methods.

ORACLE

Method Description

SHOW PARAMETERS This SQL*Plus command displays the values of initialization
parameters in effect for the current session.

SHOW SPPARAMETERS This SQL*Plus command displays the values of initialization
parameters in the server parameter file (SPFILE).

CREATE PFI LE This SQL statement creates a text initialization parameter file
(PFILE) from the SPFILE or from the current in-memory settings.
You can then view the PFILE with any text editor.

V$PARAMETER This view displays the values of initialization parameters in effect
for the current session.

V$PARAMETER2 This view displays the values of initialization parameters in effect

V$SYSTEM PARAMVETER

for the current session. It is easier to distinguish list parameter
values in this view because each list parameter value appears in
a separate row.

This view displays the values of initialization parameters in effect
for the instance. A new session inherits parameter values from
the instance-wide values.
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Method Description

V$SYSTEM PARAMVETER2 This view displays the values of initialization parameters in effect

for the instance. A new session inherits parameter values from
the instance-wide values. It is easier to distinguish list parameter
values in this view because each list parameter value appears in
a separate row.

V$SPPARAMETER This view displays the current contents of the SPFILE. The view

returns FALSE values in the | SSPECI FI ED column if an SPFILE
is not being used by the instance.

" See Also:

Oracle Database Reference for a complete description of views

2.8 Managing Application Workloads with Database

Services

A database service is a named representation of one or more database instances.
Services enable you to group database workloads and route a particular work request
to an appropriate instance.

Database Services

A database service represents a single database. This database can be a single-
instance database or an Oracle Real Application Clusters (Oracle RAC) database
with multiple concurrent database instances. A global database service is a
service provided by multiple databases synchronized through data replication.

Global Data Services

Starting with Oracle Database 12c¢, you can use Global Data Services (GDS) for
workload management involving multiple Oracle databases. GDS enables
administrators to automatically and transparently manage client workloads across
replicated databases that offer common services. These common services are
known as global services.

Database Service Data Dictionary Views
You can query data dictionary views to find information about database services.

2.8.1 Database Services

ORACLE

A database service represents a single database. This database can be a single-
instance database or an Oracle Real Application Clusters (Oracle RAC) database with
multiple concurrent database instances. A global database service is a service
provided by multiple databases synchronized through data replication.

About Database Services
Database services divide workloads for a single database into mutually disjoint
groupings.
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» Database Services and Performance
Database services offer an extra dimension in performance tuning.

* Oracle Database Features That Use Database Services
Several Oracle Database features support database services.

» Creating Database Services
There are a few ways to create database services, depending on your database
configuration.

2.8.1.1 About Database Services

ORACLE

Database services divide workloads for a single database into mutually disjoint
groupings.

Each database service represents a workload with common attributes, service-level
thresholds, and priorities. The grouping is based on attributes of work that might
include the application function to be used, the priority of execution for the application
function, the job class to be managed, or the data range used in the application
function or job class. For example, the Oracle E-Business Suite defines a database
service for each responsibility, such as general ledger, accounts receivable, order
entry, and so on. When you configure database services, you give each service a
unigue name, associated performance goals, and associated importance. The
database services are tightly integrated with Oracle Database and are maintained in
the data dictionary.

Connection requests can include a database service name. Thus, middle-tier
applications and client/server applications use a service by specifying the database
service as part of the connection in TNS connect data. If no database service name is
included and the Net Services file listener.ora designates a default database service,
then the connection uses the default database service.

Database services enable you to configure a workload for a single database,
administer it, enable and disable it, and measure the workload as a single entity. You
can do this using standard tools such as the Database Configuration Assistant
(DBCA), Oracle Net Configuration Assistant, and Oracle Enterprise Manager Cloud
Control (Cloud Control). Cloud Control supports viewing and operating services as a
whole, with drill down to the instance-level when needed.

In an Oracle Real Application Clusters (Oracle RAC) environment, a database service
can span one or more instances and facilitate workload balancing based on
transaction performance. This capability provides end-to-end unattended recovery,
rolling changes by workload, and full location transparency. Oracle RAC also enables
you to manage several database service features with Cloud Control, the DBCA, and
the Server Control utility (SRVCTL).

Database services describe applications, application functions, and data ranges as
either functional services or data-dependent services. Functional services are the most
common mapping of workloads. Sessions using a particular function are grouped
together. In contrast, data-dependent routing routes sessions to database services
based on data keys. The mapping of work requests to database services occurs in the
object relational mapping layer for application servers and TP monitors. For example,
in Oracle RAC, these ranges can be completely dynamic and based on demand
because the database is shared.

In addition to database services that are used by applications, Oracle Database also
supports two internal database services: SYS$BACKGROUND is used by the background

2-59



Chapter 2
Managing Application Workloads with Database Services

processes only, and SYSSUSERS is the default database service for user sessions that
are not associated with services.

Using database services requires no changes to your application code. Client-side
work can connect to a named database service. Server-side work, such as Oracle
Scheduler, parallel execution, and Oracle Database Advanced Queuing, set the
database service name as part of the workload definition. Work requests executing
under a database service inherit the performance thresholds for the service and are
measured as part of the service.

¢ See Also:

e Oracle Database Concepts

e Oracle Real Application Clusters Administration and Deployment Guide
for information about using services in an Oracle RAC environment

e Oracle Database Net Services Administrator's Guide for information on
connecting to a service

e The Cloud Control online help

2.8.1.2 Database Services and Performance

Database services offer an extra dimension in performance tuning.

Tuning by "service and SQL" can replace tuning by "session and SQL" in the majority
of systems where all sessions are anonymous and shared. With database services,
workloads are visible and measurable. Resource consumption and waits are
attributable by application. Additionally, resources assigned to database services can
be augmented when loads increase or decrease. This dynamic resource allocation
enables a cost-effective solution for meeting demands as they occur. For example,
database services are measured automatically, and the performance is compared to
service-level thresholds. Performance violations are reported to Cloud Control,
enabling the execution of automatic or scheduled solutions.

2.8.1.3 Oracle Database Features That Use Database Services

ORACLE

Several Oracle Database features support database services.

The Automatic Workload Repository (AWR) manages the performance of services.
AWR records database service performance, including execution times, wait classes,
and resources consumed by services. AWR alerts warn when database service
response time thresholds are exceeded. The dynamic views report current service
performance metrics with one hour of history. Each database service has quality-of-
service thresholds for response time and CPU consumption.

In addition, the Database Resource Manager can map database services to consumer
groups. Therefore, you can automatically manage the priority of one database service
relative to others. You can use consumer groups to define relative priority in terms of
either ratios or resource consumption.

You also can specify an edition attribute for a database service. Editions make it
possible to have two or more versions of the same objects in the database. When you
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specify an edition attribute for a database service, all subsequent connections that
specify the database service use this edition as the initial session edition.

Specifying an edition as a database service attribute can make it easier to manage
resource usage. For example, database services associated with an edition can be
placed on a separate instance in an Oracle RAC environment, and the Database
Resource Manager can manage resources used by different editions by associating
resource plans with the corresponding database services.

For Oracle Scheduler, you optionally assign a database service when you create a job
class. During execution, jobs are assigned to job classes, and job classes can run
within database services. Using database services with job classes ensures that the
work executed by the job scheduler is identified for workload management and
performance tuning.

For parallel query and parallel DML, the query coordinator connects to a database
service just like any other client. The parallel query processes inherit the database
service for the duration of the execution. At the end of query execution, the parallel
execution processes revert to the default database service.

¢ See Also:

e "Managing Resources with Oracle Database Resource Manager"
e "Specifying Session-to-Consumer Group Mapping Rules"
e "Setting the Edition Attribute of a Database Service"

e " Scheduling Jobs with Oracle Scheduler"

2.8.1.4 Creating Database Services

ORACLE

There are a few ways to create database services, depending on your database
configuration.

" Note:

This section describes creating services locally. You can also create services
to operate globally. See "Global Data Services" for more information.

To create a database service:

e If your single-instance database is being managed by Oracle Restart, use the
SRVCTL utility to create the database service.

srvctl add service -db db_uni que_nane -service service_nane

» If your single-instance database is not being managed by Oracle Restart, do one
of the following:

— Append the desired database service name to the SERVI CE_NAVES parameter.
— Call the DBMS_SERVI CE. CREATE_SERVI CE package procedure.
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» (Optional) Define database service attributes with Cloud Control or with
DBMS_SERVI CE. MODI FY_SERVI CE.

Oracle Net Listener (the listener) receives incoming client connection requests and
manages the traffic of these requests to the database server. The listener handles
connections for registered services, and it supports dynamic service registration.

# See Also:

e Configuring Automatic Restart of an Oracle Database for information
about Oracle Restart

e Oracle Database PL/SQL Packages and Types Reference for
information about the DBMS_SERVI CE package

*  Oracle Real Application Clusters Administration and Deployment Guide
for information about creating a service in an Oracle RAC environment

* QOracle Database Net Services Administrator's Guide for more
information about Oracle Net Listener and services

2.8.2 Global Data Services

Starting with Oracle Database 12c¢, you can use Global Data Services (GDS) for
workload management involving multiple Oracle databases. GDS enables
administrators to automatically and transparently manage client workloads across
replicated databases that offer common services. These common services are known
as global services.

GDS enables you to integrate multiple databases in various locations into private GDS
configurations that can be shared by global clients. Benefits include the following:

« Enables central management of global resources
» Provides global scalability, availability, and run-time load balancing

e Allows you to dynamically add databases to the GDS configuration and
dynamically migrate global services

e Extends service management, load balancing, and failover capabilities for
distributed environments of replicated databases that use features such as Oracle
Active Data Guard, Oracle GoldenGate, and so on

*  Provides high availability through seamless failover of global services across
databases (located both locally or globally)

* Provides workload balancing both within and between data centers through
services, connection load balancing, and runtime load balancing

«  Allows efficient utilization of the resources of the GDS configuration to service
client requests
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" See Also:

e Oracle Database Global Data Services Concepts and Administration
Guide

e Oracle Database Concepts

2.8.3 Database Service Data Dictionary Views

You can query data dictionary views to find information about database services.
You can find information about database services in the following views:

«  DBA_SERVI CES

e ALL_SERVI CES or V$SERVI CES
*  V$ACTI VE_SERVI CES

e V$SERVI CE_STATS

*  V$SERVI CE_EVENT

«  V$SERVI CE_WAI T_CLASS

«  V$SERV_MOD ACT STATS

*  V$SERVI CEMETRI C

e V$SERVI CEMETRI C_H STORY
The following additional views also contain some information about database services:
e V$SESSION

e VBACTI VE_SESSI ON_HI STORY
+  DBA_RSRC_GROUP_MAPPI NGS

«  DBA SCHEDULER JOB CLASSES
+  DBA_THRESHOLDS

The ALL_SERVI CES view includes a GLOBAL_SERVI CE column, and the V$SERVI CES and
V$ACTI VE_SERVI CES views contain a GLOBAL column. These views and columns enable
you to determine whether a database service is a global service.

2.9 Considerations After Creating a Database

ORACLE

After you create a database the instance is left running, and the database is open and
available for normal database use. You may want to perform specific actions after
creating a database.

e Some Security Considerations
Configure your database so that it is secure.

e Transparent Data Encryption
Transparent Data Encryption is a feature that enables encryption of individual
database columns before storing them in the data file, or enables encryption of
entire tablespaces. If users attempt to circumvent the database access control
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mechanisms by looking inside data files directly with operating system tools,
Transparent Data Encryption prevents such users from viewing sensitive
information.

* A Secure External Password Store
Consider using client-side Oracle wallets to reduce exposing authentication and
signing credentials over networks.

» Transaction Guard and Application Continuity
Transaction Guard uses a logical transaction ID to prevent the possibility of a
client application submitting duplicate transactions after a recoverable error.
Application Continuity enables the replay, in a nondisruptive and rapid manner, of
a request against the database after a recoverable error that makes the database
session unavailable.

* File System Server Support in the Database
An Oracle database can be configured to store file system objects and access
them from any NFS client. The database stores both the files and their metadata.
The database responds to file system requests from the NFS daemon process in
the operating system (OS) kernel.

* The Oracle Database Sample Schemas
Oracle Database includes sample schemas that help you to become familiar with
Oracle Database functionality. Some Oracle Database documentation and training
materials use the sample schemas in examples.

2.9.1 Some Security Considerations

ORACLE

Configure your database so that it is secure.

You can find security guidelines for this release in Oracle Database Security Guide.
Oracle recommends that you read these guidelines and configure your database
accordingly.

After the database is created, you can configure it to take advantage of Oracle Identity
Management.

A newly created database has at least three user accounts that are important for
administering your database: SYS, SYSTEM and SYSMAN. Additional administrative
accounts are provided that should be used only by authorized users. To protect these
accounts from being used by unauthorized users familiar with their Oracle-supplied
passwords, these accounts are initially locked with their passwords expired. As the
database administrator, you are responsible for the unlocking and resetting of these
accounts.

# Note:

To prevent unauthorized access and protect the integrity of your database, it
is important that new passwords for user accounts SYS and SYSTEMbe
specified when the database is created. This is accomplished by specifying
the following CREATE DATABASE clauses when manually creating you
database, or by using DBCA to create the database:

e USER SYS | DENTI FI ED BY
e USER SYSTEM | DENTI FI ED BY
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¢ See Also:

* "Administrative User Accounts" for more information about the users SYS
and SYSTEM

e Oracle Database Enterprise User Security Administrator's Guidefor
information about Oracle Identity Management

e Oracle Database 2 Day + Security Guide for a complete list of predefined
user accounts created with each new Oracle Database installation

e Oracle Database Security Guide to learn how to add new users and
change passwords

e Oracle Database SQL Language Reference for the syntax of the ALTER
USER statement used for unlocking user accounts

2.9.2 Transparent Data Encryption

Transparent Data Encryption is a feature that enables encryption of individual
database columns before storing them in the data file, or enables encryption of entire
tablespaces. If users attempt to circumvent the database access control mechanisms
by looking inside data files directly with operating system tools, Transparent Data
Encryption prevents such users from viewing sensitive information.

Users who have the CREATE TABLE privilege can choose one or more columns in a
table to be encrypted. The data is encrypted in the data files. Database users with
appropriate privileges can view the data in unencrypted format. For information on
enabling Transparent Data Encryption, see Oracle Database Advanced Security
Guide.

¢ See Also:

e "Consider Encrypting Columns That Contain Sensitive Data"

* "Encrypted Tablespaces"

2.9.3 A Secure External Password Store

ORACLE

Consider using client-side Oracle wallets to reduce exposing authentication and
signing credentials over networks.

For large-scale deployments where applications use password credentials to connect
to databases, it is possible to store such credentials in a client-side Oracle wallet. An
Oracle wallet is a secure software container that is used to store authentication and
signing credentials.

Storing database password credentials in a client-side Oracle wallet eliminates the
need to embed usernames and passwords in application code, batch jobs, or scripts.
Client-side storage reduces the risk of exposing passwords in the clear in scripts and
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application code. It also simplifies maintenance, because you need not change your
code each time usernames and passwords change. In addition, not having to change
application code also makes it easier to enforce password management policies for
these user accounts.

When you configure a client to use the external password store, applications can use
the following syntax to connect to databases that use password authentication:

CONNECT / @at abase_al i as

You need not specify database login credentials in this CONNECT command. Instead
your system looks for database login credentials in the client wallet.

¢ See Also:

e Oracle Database Security Guide

e Oracle Database Enterprise User Security Administrator's Guide

2.9.4 Transaction Guard and Application Continuity

ORACLE

Transaction Guard uses a logical transaction ID to prevent the possibility of a client
application submitting duplicate transactions after a recoverable error. Application
Continuity enables the replay, in a nondisruptive and rapid manner, of a request
against the database after a recoverable error that makes the database session
unavailable.

Transaction Guard is a reliable protocol and API that application developers can use to
provide a known outcome for the last open transaction on a database session that
becomes unavailable. After an outage, the commit message that is sent from the
database to the client is not durable. If the connection breaks between an application
(the client) and an Oracle database (the server), then the client receives an error
message indicating that the communication failed. This error message does not inform
the client about the success or failure of commit operations or procedure calls.

Transaction Guard uses a concept called the logical transaction identifier (LTXID), a
globally unique identifier that identifies the transaction from the application's
perspective. When a recoverable outage occurs, the application uses the LTXID to
determine the outcome of the transaction. This outcome can be returned to the client
instead of the ambiguous communication error. The user can decide whether to
resubmit the transaction. The application also can be coded to resubmit the
transaction if the states are correct.

Application Continuity masks outages from end users and applications by recovering
the in-flight database sessions following recoverable outages, for both unplanned and
planned outages. After a successful replay, the application can continue using a new
session where the original database session left off. Application Continuity performs
this recovery so that the outage appears to the application as a delayed execution.

Application Continuity is enabled at the service level and is invoked for outages that
are recoverable. These outages typically are related to underlying software,
foreground, hardware, communications, network, or storage layers. Application
Continuity supports queries, ALTER SESSI ON statements, Java and OCI APIs, PL/SQL,
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DDL, and the last uncommitted transaction before the failure. Application Continuity
determines whether the last in-flight transaction committed or not, and whether the last
user call completed or not, using Transaction Guard.

# See Also:

e Oracle Database Concepts for a conceptual overview of Transaction
Guard and Application Continuity

e Oracle Database Development Guide for complete information about
Transaction Guard and Application Continuity

2.9.5 File System Server Support in the Database

An Oracle database can be configured to store file system objects and access them
from any NFS client. The database stores both the files and their metadata. The
database responds to file system requests from the NFS daemon process in the
operating system (OS) kernel.

When you configure the Oracle File System (OFS) server in a database and create a
file system, you can store unstructured data, such as emails, videos, audio files, credit
card bills, documents, photo images, and so on, inside the database. You can
manipulate and manage these unstructured objects without using SQL. Instead, you
can use operating system utilities for NFS support.

To enable NFS access in the database, set the OFS_THREADS initialization parameter to
configure a sufficient number of OFS threads to process the NFS requests. The
OFS_THREADS initialization parameter controls the number of OFS threads to create
when the first file system is mounted with the database. The number of threads
specified by the OFS_THREADS parameter are created only once for the database
instance and subsequent file systems do not create any additional threads. The default
value of the OFS_THREADS initialization parameter is 4. At database startup, OFSD
background process is the sole OFS process that is spawned by the database server.

You can use the DBMS_FS package to create a file system in the database using a
specified database object. You can also use this package to mount and unmount a
specified file system.

" See Also:

e Oracle Database SecureFiles and Large Objects Developer's Guide for
more information about the Oracle File System (OFS)

e Oracle Database PL/SQL Packages and Types Reference for more
information about the DBVS_FS package
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2.9.6 The Oracle Database Sample Schemas

Oracle Database includes sample schemas that help you to become familiar with
Oracle Database functionality. Some Oracle Database documentation and training
materials use the sample schemas in examples.

The schemas and installation instructions are described in detail in Oracle Database
Sample Schemas.

# Note:

Oracle strongly recommends that you do not install the sample schemas in a
production database.

2.10 Cloning a Database

This section describes various methods of cloning an Oracle database.

e Cloning a Database with CloneDB
CloneDB enables you to clone a database multiple times without copying the data
files into several different locations. Instead, CloneDB uses copy-on-write
technology, so that only the blocks that are modified require additional storage on
disk.

e Cloning a Database in a Multitenant Environment

2.10.1 Cloning a Database with CloneDB

CloneDB enables you to clone a database multiple times without copying the data files
into several different locations. Instead, CloneDB uses copy-on-write technology, so
that only the blocks that are modified require additional storage on disk.

*  About Cloning a Database with CloneDB
It is often necessary to clone a production database for testing purposes or other
purposes.

*  Cloning a Database with CloneDB
You can clone a database with CloneDB.

»  After Cloning a Database with CloneDB
After a CloneDB database is created, you can use it in almost any way you use
your production database. Initially, a CloneDB database uses a minimal amount of
storage for each data file. Changes to rows in a CloneDB database cause storage
space to be allocated on demand.

2.10.1.1 About Cloning a Database with CloneDB

It is often necessary to clone a production database for testing purposes or other
purposes.

Common reasons to clone a production database include the following:
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Deployment of a new application, or an update of an existing application, that uses
the database

A planned operating system upgrade on the system that runs the database
New storage for the database installation
Reporting

Analysis of older data

Before deploying a new application, performing an operating system upgrade, or using
new storage, thorough testing is required to ensure that the database works properly
under the new conditions. Cloning can be achieved by making copies of the production
data files in one or more test environments, but these copies typically require large
amounts of storage space to be allocated and managed.

With CloneDB, you can clone a database multiple times without copying the data files
into several different locations. Instead, Oracle Database creates the files in the
CloneDB database using copy-on-write technology, so that only the blocks that are
modified in the CloneDB database require additional storage on disk.

Cloning a database in this way provides the following advantages:

It reduces the amount of storage required for testing purposes.

It enables the rapid creation of multiple database clones for various purposes.

The CloneDB databases use the data files of a database backup. Using the backup
data files ensures that the production data files are not accessed by the CloneDB
instances and that the CloneDB instances do not compete for the production
database's resources, such as CPU and I/O resources.

# Note:

e The instructions in this section about cloning a database with CloneDB
are not applicable for a database in a multitenant environment.

e The CloneDB feature is not intended for performance testing.

¢ See Also:

"Cloning a Database in a Multitenant Environment" for more information
about cloning a database in a multitenant environment

2.10.1.2 Cloning a Database with CloneDB

You can clone a database with CloneDB.

ORACLE

Before cloning a database, the following prerequisites must be met:

Each CloneDB database must use Direct NFS Client, and the backup of the
production database must be located on an NFS volume.
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Direct NFS Client enables an Oracle database to access network attached storage
(NAS) devices directly, rather than using the operating system kernel NFS client.
This CloneDB database feature is available on platforms that support Direct NFS
Client.

See Oracle Grid Infrastructure Installation Guide for your operating system for
information about Direct NFS Client.

* Atleast 2 MB of additional System Global Area (SGA) memory is required to track
the modified blocks in a CloneDB database.

See Managing Memory.

»  Storage for the database backup and for the changed blocks in each CloneDB
database is required.

The storage required for the database backup depends on the method used to
perform the backup. A single full RMAN backup requires the most storage.
Storage shapshots carried out using the features of a storage appliance adhere to
the requirements of the storage appliance. A single backup can support multiple
CloneDB databases.

The amount of storage required for each CloneDB database depends on the write
activity in that database. Every block that is modified requires an available block of
storage. Therefore, the total storage requirement depends on the number of
blocks modified in the CloneDB database over time.

This section describes the steps required to create one CloneDB database and uses
these sample databases and directories:

»  The Oracle home for the production database PROD1 is /u01/prodl/oracle.
» The files for the database backup are in /Ju02/oracle/backup/prod1l.

e The Oracle home for CloneDB database CLONEL is /u03/clonel/oracle.

To clone a database with CloneDB:

1. Create a backup of your production database. You have the following backup
options:

e Anonline backup

If you perform an online backup, then ensure that your production database is
in ARCH VELOG mode and that all of the necessary archived redo log files are
saved and accessible to the CloneDB database environment.

e A full offline backup

If you perform a full offline backup, then ensure that the backup files are
accessible to the CloneDB database environment.

* A backup that copies the database files

If you specify BACKUP AS COPY in RMAN, then RMAN copies each file as an
image copy, which is a bit-for-bit copy of a database file created on disk.
Image copies are identical to copies created with operating system commands
such as cp on Linux or COPY on Windows, but are recorded in the RMAN
repository and so are usable by RMAN. You can use RMAN to make image
copies while the database is open. Ensure that the copied database files are
accessible to the CloneDB database environment.

See Oracle Database Backup and Recovery User's Guide for information about
backing up a database.
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Create a text initialization parameter file (PFILE) if one does not exist.

If you are using a server parameter file (SPFILE), then run the following statement
on the production database to create a PFILE:

CREATE PFI LE FROM SPFI LE;

Create SQL scripts for cloning the production database.

You will use one or more SQL scripts to create a CloneDB database in a later
step. To create the SQL scripts, you can either use an Oracle-supplied Perl script
called clonedb.pl, or you can create a SQL script manually.

To use the clonedb.pl Perl script, complete the following steps:

a.

Set the following environment variables at an operating system prompt:

MASTER_COPY_DiI R - Specify the directory that contains the backup created in
Step 1. Ensure that this directory contains only the backup of the data files of
the production database.

CLONE_FI LE_CREATE_DEST - Specify the directory where CloneDB database
files will be created, including data files, log files, control files.

CLONEDB_NAME - Specify the name of the CloneDB database.

S7000_TARGET - If the NFS host providing the file system for the backup and
the CloneDB database is a Sun Storage 7000, then specify the name of the
host. Otherwise, do not set this environment variable. Set this environment

variable only if cloning must be done using storage snapshots. You can use
S7000 storage arrays for Direct NFS Client without setting this variable.

Run the clonedb.pl Perl script.

The script is in the $ORACLE_HOME/rdbms/install directory and has the
following syntax:

$ORACLE_HOVE/ per | / bi n/ perl $ORACLE_HOVE/ rdbns/ i nstal |/ cl onedb. pl
prod_db_pfile [sqgl _scriptl] [sql_script2]

Specify the following options:
prod_db_pfil e - Specify the full path of the production database's PFILE.

sql _script1 - Specify a name for the first SQL script generated by clonedb.pl.
The default is crtdb.sql.

sql _scri pt 2 - Specify a name for the second SQL script generated by
clonedb.pl. The default is dbren.sql.

The clonedb.pl script copies the production database's PFILE to the CloneDB
database's directory. It also creates two SQL scripts that you will use to create
the CloneDB database.

Check the two SQL scripts that were generated by the clonedb.pl Perl script,
and make changes if necessary.

Modify the initialization parameters for the CloneDB database environment,
and save the file.

Change any initialization parameter that is specific to the CloneDB database
environment, such as parameters that control SGA size, PGA target, the
number of CPUs, and so on. The CLONEDB parameter must be set to TRUE, and
the initialization parameter file includes this parameter. See Oracle Database
Reference for information about initialization parameters.
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In SQL*Plus, connect to the CloneDB database with SYSDBA administrative
privilege.

Run the SQL scripts generated by the clonedb.pl Perl script.

For example, if the scripts use the default names, then run the following scripts
at the SQL prompt:

crtdb. sql
dbren. sql

To create a SQL script manually, complete the following steps:

a.

Connect to the database with SYSDBA or SYSBACKUP administrative privilege.
See "Connecting to the Database with SQL*Plus".

Generate a backup control file script from your production database by
completing the following steps:

Run the following SQL statement:

ALTER DATABASE BACKUP CONTRCLFI LE TO TRACE;

This statement generates a trace file that contains the SQL statements that
create the control file. The trace file containing the CREATE CONTROLFI LE
statement is stored in a directory determined by the DI AGNOSTI C_DEST
initialization parameter. Check the database alert log for the nhame and
location of this trace file.

Open the trace file generated in Step 3.b, and copy the STARTUP NOMOUNT and
CREATE CONTROLFI LE statements in the trace file to a new SQL script.

Edit the new SQL script you created in Step 3.c in the following ways:

Change the name of the database to the name of the CloneDB database you
are creating. For example, change PRODL to CLONEL.

Change the locations of the log files to a directory in the CloneDB database
environment. For example, change/u01/prodl/oracle/dbs/t_logl.f to /u03/
clonel/oracle/dbs/t_log1.f.

Change the locations of the data files to the backup location. For example,
change /u01/prodl/oracle/dbs/t_dbl.f to /u02/oracle/backup/prod1/t_dbl.f.

The following is an example of the original statements generated by the ALTER
DATABASE BACKUP CONTRCLFI LE TO TRACE statement:

STARTUP NOMOUNT
CREATE CONTROLFI LE REUSE DATABASE "PRCD1" NORESETLOGS ARCH VELOG
MAXLOGFI LES 32
MAXLOGVEMBERS 2
MAXDATAFI LES 32
MAXI NSTANCES 1
MAXLOGHI STORY 292
LOGFI LE
GROUP 1 '/u01/prodl/oracle/dbs/t_logl.f' SIZE 25M BLOCKSI ZE 512,
GROUP 2 '/ u01/prodl/oracle/dbs/t_log2.f' SIZE 25M BLOCKSI ZE 512
- STANDBY LOGFI LE
DATAFI LE
"/u01/ prodl/oracl e/ dbs/t_dbl.f",
"/u01/ prodl/oracl e/dbs/t_axl.f",
"/u01/ prodl/ oracl e/ dbs/t _undol.f",
"/u01/ prodl/oracl e/ dbs/t_xdbl.f",
" /u01/ prodl/ oracl e/ dbs/ undot s. dbf"
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CHARACTER SET WE8I SC8859P1

The following is an example of the modified statements in the new SQL script:

STARTUP NOMOUNT PFI LE=/ u03/ cl onel/ oracl e/ dbs/ cl onel. ora
CREATE CONTROLFI LE REUSE DATABASE " CLONE1" RESETLOGS ARCHI VELOG
MAXLOGFI LES 32
MAXLOGVEMBERS 2
MAXDATAFI LES 32
VAXI NSTANCES 1
MAXLOGH STCRY 292
LOGFI LE
GROUP 1 '/u03/clonel/oracle/dbs/t_|ogl.f' SIZE 25M BLOCKSI ZE 512,
GROUP 2 '/ u03/clonel/oracle/dbs/t_log2.f' SIZE 25M BLOCKSI ZE 512
- STANDBY LOGFI LE
DATAFI LE
" /u02/ oracl e/ backup/ prodl/t_dbl.f",
" /u02/ oracl e/ backup/ prodl/t_ax1.f',
" /u02/ or acl e/ backup/ prod1/t _undol.f",
" /u02/ or acl e/ backup/ prodl/t_xdbl.f",
" /u02/ or acl e/ backup/ prodl/ undot s. dbf"
CHARACTER SET WE8I S(8859P1

If you have a storage level snapshot taken on a data file, then you can replace
the RMAN backup file names with the storage snapshot names.

After you edit the SQL script, save it to a location that is accessible to the
CloneDB database environment.

Make a note of the name and location of the new SQL script. You will run the
script in a subsequent step. In this example, assume the name of the script is
create_clonedbl.sql

Copy the text initialization parameter file (PFILE) from the production database
environment to the CloneDB database environment.

For example, copy the text initialization parameter file from /u01/prod1/
oracle/dbs to /u03/clonel/oracle/dbs. The name and location of the file must
match the name and location specified in the STARTUP NOVOUNT command in
the modified SQL script. In the example in Step 3.d, the file is /u03/clonel/
oracle/dbs/clonel.ora.

Modify the initialization parameters for the CloneDB database environment,
and save the file.

Add the CLONEDB parameter, and ensure that this parameter is set to TRUE.
Change any other initialization parameter that is specific to the CloneDB
database environment, such as parameters that control SGA size, PGA target,
the number of CPUs, and so on. See Oracle Database Reference for
information about initialization parameters.

In SQL*Plus, connect to the CloneDB database with SYSDBA administrative
privilege.

Run the SQL script you saved in Step 3.e.
For example, enter the following in SQL*Plus:

@r eate_cl onedbl. sql
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j. For each data file in the backup location, run the CLONEDB_RENAVEFI LE
procedure in the DBMS_DNFS package and specify the appropriate location in
the CloneDB database environment.

For example, run the following procedure if the backup data file is /u02/oracle/
backup/prod1/t_dbl.f and the CloneDB database data file is /u03/clonel/
oracle/dbs/t_db1.f:

BEG N
DBVS_DNFS, CLONEDB_RENANEF! LE(
srcfile =>"/u02/oracl e/ backup/prodl/t_dbl.f",
destfile => "/u03/clonel/oracle/dbs/t_dbl.f");
END,
/

See Oracle Database PL/SQL Packages and Types Reference for more
information about the DBVS_DNFS package.

4. If you created your CloneDB database from an online backup, then recover the
CloneDB database. This step is not required if you performed a full offline backup
or a BACKUP AS COPY backup.

For example, run the following SQL statement on the CloneDB database:

RECOVER DATABASE USI NG BACKUP CONTROLFI LE UNTIL CANCEL,;

This statement prompts for the archived redo log files for the period when the
backup was performed.

5. Open the database by running the following SQL statement:
ALTER DATABASE OPEN RESETLGCGS;

The CloneDB database is ready for use.

To create additional CloneDB databases of the production database, repeat Steps 3 -
5 for each CloneDB database.

2.10.1.3 After Cloning a Database with CloneDB

ORACLE

After a CloneDB database is created, you can use it in almost any way you use your
production database. Initially, a CloneDB database uses a minimal amount of storage
for each data file. Changes to rows in a CloneDB database cause storage space to be
allocated on demand.

You can use the same backup files to create multiple CloneDB databases. This
backup can be taken either by RMAN or by storage level snapshots. If you have a
storage level snapshot taken on a data file, then you can replace the RMAN backup
file names with the storage snapshot names.

You can use the VSCLONEDFI LE view to show information about each data file in the
CloneDB database. This information includes the data file name in the backup, the
corresponding data file name in the CloneDB database, the number of blocks read
from the backup file, and the number of requests issued against the backup file.

Because CloneDB databases use the backup files as their backend storage, the
backup files must be available to each CloneDB database for it to run. If the backup
files become unavailable, then the CloneDB databases return errors.

When your use of a CloneDB database is complete, you can destroy the CloneDB
database environment. You can delete all of the files in the CloneDB database
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environment without affecting the production database environment or the backup
environment.

¢ See Also:

Oracle Database Reference for more information about the V$CLONEDFI LE
view

2.10.2 Cloning a Database in a Multitenant Environment

See Oracle Multitenant Administrator's Guide for more information about cloning a
database in a multitenant environment.

2.11 Dropping a Database

ORACLE

Dropping a database involves removing its data files, online redo logs, control files,
and initialization parameter files.

WARNING:

Dropping a database deletes all data in the database.

To drop a database:

e Submit the following statement:
DROP DATABASE;

The DROP DATABASE statement first deletes all control files and all other database files
listed in the control file. It then shuts down the database instance.

To use the DROP DATABASE statement successfully, the database must be mounted in
exclusive and restricted mode.

The DROP DATABASE statement has no effect on archived redo log files, nor does it have

any effect on copies or backups of the database. It is best to use RMAN to delete such
files.

If you used the Database Configuration Assistant to create your database, you can
use that tool to delete (drop) your database and remove the files.

" See Also:

"Altering Database Availability"
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2.12 Database Data Dictionary Views

You can query data dictionary views for information about your database content and
structure.

You can view information about your database content and structure using the
following views:

View Description

DATABASE_PROPERT Displays permanent database properties

| ES

GLOBAL_NAVE Displays the global database name

V$DATABASE Contains database information from the control file

Related Topics

*  Methods for Viewing Parameter Settings
You can view parameter settings using several different methods.

2.13 Database Configuration Assistant Command
Reference for Silent Mode

This section provides detailed information about the syntax and options for the
Database Configuration Assistant (DBCA) silent mode commands.

«  DBCA Command-Line Syntax Overview
This section provides an overview of the command-line syntax of DBCA in silent
mode.

e About DBCA Templates
You can use DBCA to create a database from a template supplied by Oracle or
from a template that you create.

« Database User Authentication in DBCA Commands Using Oracle Wallet
You can use Oracle wallet as a secure external password store for authenticating
database users in DBCA silent mode commands.

» DBCA Silent Mode Commands
This section lists all the DBCA silent mode commands along with their syntax and
parameter description.

¢ See Also:

Oracle Database 2 Day DBA for information about using DBCA in the
interactive mode
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2.13.1 DBCA Command-Line Syntax Overview

ORACLE

This section provides an overview of the command-line syntax of DBCA in silent
mode.

DBCA silent mode has the following command syntax:

dbca [-silent] [command [options]] [-h|-help]

The following table describes the DBCA silent mode command syntax.

Table 2-4 DBCA Silent Mode Command Syntax Description

|
Option Description

-silent Specify - si | ent to run DBCA in silent mode.

In silent mode, DBCA uses values that you specify as
command-line options to create or modify a database.

conmand options Specify a DBCA command and valid options for the
command.

-h | -help Displays help for DBCA.
You can display help for a specific command by entering the
following:

dbca command - hel p

For example, to display the help for the - cr eat eDat abase
command, enter the following:

dbca -createDatabase -help

The following example illustrates how to create a database with the silent mode of
DBCA:

dbca -silent -createDatabase -tenpl ateNane General _Purpose. dbc
-gdbnane oradb. exanpl e. com
-sid oradb
-charact er Set AL32UTF8
- menor yPer cent age 30
-enConfigurati on DBEXPRESS

Enter SYSTEM user password:
password

Enter SYS user password:
password

Copyi ng database files

1% conpl et e

3% conpl ete

To ensure completely silent operation, you can redirect stdout to a file. If you do this,
however, you may have to supply passwords for the administrative users in command-
line arguments or the response file.
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# Note:

If you use Oracle wallet as a secure external password store for storing
passwords for the administrative users, then you do not have to supply
passwords for these users in the command-line arguments or in the
response file. See "Database User Authentication in DBCA Commands
Using Oracle Wallet" for more information.

To view brief help for DBCA command-line arguments, enter the following command:

dbca -help
For more detailed argument information, including defaults, view the response file
template found on your distribution media. See the Oracle Database installation guide

for your platform to get information about the name and location of the response file
template.

¢ See Also:
"DBCA Silent Mode Commands"

2.13.2 About DBCA Templates

You can use DBCA to create a database from a template supplied by Oracle or from a
template that you create.

A DBCA template is an XML file that contains information required to create a
database. Oracle ships templates for the following two workload types:

* General purpose OR online transaction processing
* Data warehouse

Select the template suited to the type of workload your database will support. If you
are not sure which to choose, then use the "General purpose OR online transaction
processing" template. You can also create custom templates to meet your specific
workload requirements.

# Note:

The General Purpose or online transaction processing template and the data
Warehouse template create a database with the COVPATI BLE initialization
parameter set to 12.1.0.2.0.
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2.13.3 Database User Authentication in DBCA Commands Using
Oracle Wallet

ORACLE

You can use Oracle wallet as a secure external password store for authenticating
database users in DBCA silent mode commands.

Oracle wallet is a secure software container external to Oracle Database, which can
be used to store authentication credentials of Oracle Database users. You can use the
following DBCA silent mode command parameters to use Oracle wallet for
authenticating database users:

e useWal | et For DBCredenti al s : Specify tr ue to use Oracle wallet for database user
authentication, else specify f al se. Default is f al se.

If t r ue is specified, then provide the following additional parameters:

— dbCredential sWal | et Locat i on: Directory in which the Oracle wallet files are
stored.

— (Optional) dbCr edent i al s\l | et Passwor d: Password for the Oracle wallet
account user. If the Oracle wallet is auto-login enabled, then you need not
specify this password.

You can store the following keys and associated passwords in the Oracle wallet that
can be used by DBCA in silent mode for authenticating users:

e oracle.dbsecurity.sysPassword: SYS user password
e oracle.dbsecurity.systenPassword: SYSTEMuser password

e oracle.dbsecurity. pdbAdm nPasswor d: Pluggable database (PDB) administrator
password

e oracle.dbsecurity.dbsnmPasswor d: DBSNVP user password
e oracle.dbsecurity.asmsnnpPasswor d: ASVSNVP user password
e oracle.dbsecurity.|bacsysPassword: LBACSYS user password

e oracle.dbsecurity.sysdbaUser Passwor d: SYSDBA role user password for the
database that you are creating or configuring

e oracle.dbsecurity.oracl eHomeUser Passwor d: Oracle home user password
e oracle.dbsecurity.dvUserPassword: Oracle Data Vault user password

e oracle.dbsecurity.dvAccount Manager Passwor d: Oracle Data Vault account
manager password

» oracle.dbsecurity. enPassword: Enterprise Manager administrator password
e oracle.dbsecurity.asnmPasswor d: ASMuser password
e oracle.dbsecurity.asmsysPassword: ASMSYS user password

e oracle.dbsecurity.wal | et Passwor d: Oracle wallet account user password for
authenticating with a directory service

e oracle.dbsecurity.user DNPasswor d: Directory service user password

e oracle.dbsecurity.srcDBsysdbaUser Passwor d: SYSDBA role user password for
the database that you are using as a source to perform certain operations, such as
duplicating a database
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e oracle.dbsecurity.dbLi nkUser Passwor d: Database link user password

Note:

If you are using Oracle Unified Directory (OUD), then the OUD account passwords
should be stored in the wallet using the following keys:

e oracle.dbsecurity.walletPassword

e oracle.dbsecurity. user DNPassword

¢ See Also:

Oracle Database Security Guide for information about configuring Oracle
wallet as a secure external password store using the nkst or e command-line
utility

2.13.4 DBCA Silent Mode Commands

ORACLE

This section lists all the DBCA silent mode commands along with their syntax and
parameter description.

e createDatabase
The cr eat eDat abase command creates a database.

e createDuplicateDB
The creat eDupl i cat eDB command duplicates a database.

* configureDatabase
The confi gur eDat abase command configures a database.

e createTemplateFromDB
The creat eTenpl at eFr onDB command creates a database template from an
existing database.

* createTemplateFromTemplate
The creat eTenpl at eFr onifenpl at e command creates a database template from
an existing database template.

e createCloneTemplate
The creat eC oneTenpl at e command creates a clone (seed) database template
from an existing database.

* deleteTemplate
The del et eTenpl at e command deletes a database template.

e generateScripts
The gener at eScri pt s command generates scripts, which can be used to create a
database.

e deleteDatabase
The del et eDat abase command deletes a database.

» createPluggableDatabase
The cr eat ePl uggabl eDat abase command creates a pluggable database (PDB) in
a multitenant container database (CDB).
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unplugDatabase
The unpl ugbDat abase command unplugs a pluggable database (PDB) from a
multitenant container database (CDB).

deletePluggableDatabase
The del et ePl uggabl eDat abase command deletes a PDB.

configurePluggableDatabase
The confi gur ePl uggabl eDat abase command configures a pluggable database
(PDB).

addInstance
The addl nst ance command adds a database instance to an administrator-
managed Oracle RAC database.

deletelnstance
The del et el nst ance command deletes a database instance from an administror-
managed Oracle RAC database.

executePrereqs

The execut ePrer eqs command executes the prerequisites checks and reports the
results. This command can be used to check the environment before running dbca
to create a database.

2.13.4.1 createDatabase

ORACLE

The cr eat eDat abase command creates a database.

Syntax and Parameters
Use the dbca - cr eat eDat abase command with the following syntax:

dbca -creat eDat abase

-responseFile | (-gdbNang, -tenpl at eNane)
-responseFil e response_file_directory
-gdbNane gl obal _dat abase_nane
-tenpl at eNane dat abase_t enpl at e_name
[-sid database_system.identifier]
[-creat eAsCont ai ner Dat abase {true | false}
[ - nunber O PDBs nunber _of _pdbs]
[- pdbNane pdb_nane]
[ - pdbSt or ageMAXSi zel nMB maxi num st or age_si ze_of _t he_pdb]
[- pdbSt or ageMAXTenpSi zel nMB nmaxi num t enpor ary_st orage_si ze_of _t he_pdb]
[-useLocal UndoFor PDBs {true | false}]
[ - pdbAdmi nPassword pdb_admi ni strat or_passwor d]
[-pdbOptions pdb_options]
[-sysPassword SYS user_password]
[-systenmPassword SYSTEM user _passwor d]
[-enConfigurati on {DBEXPRESS | CENTRAL | BOTH | NONE}
- dbsnnpPasswor d DBSNVP_user _passwor d]
-onsHost Oracl e_Managenent _Server _host _nane]
-onsPort Oracl e_Managenent _Server _port _nunber ]
-enser EM adni nistrator_user_nang]
-enPassword EM adni ni strator_user_password]
-emExpressPort EM Express_port]
- enExpressPort Asd obal Port EM Express_gl obal _port]]
[-dvConfiguration {true | false}
-dvUser Nane Dat abase_Vaul t _owner _nane
-dvUser Passwor d Dat abase_Vaul t _owner _password
[ - dvAccount Manager Nane Dat abase_Vaul t _account _manager _nanme
- dvAccount Manager Passwor d Dat abase_Vaul t _account _nmanager _passwor d] |
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[-ol sConfiguration {true | false}
[-configureWthO D configure_ with_ O D flag]]
[-datafileDestination data_files_directory]
[-redoLogFil eSi ze maxi mumredo_|og file_size]
[-recoveryAreaDestination recovery files_directory
[-recoveryAreaSi ze fast_recovery_area_size]]
[-datafiledarLocation data_files_backup_directory]
[-storageType {FS | ASM
[ -asmsnnpPasswor d ASMSNWP_passwor d]
-datafileDestination database_files_directory]
[-useVal | et ForDBCredentials {true | false}
[-dbCredential sWal | et Password wal | et _account _passwor d]
-dbCredential s\l | et Location wallet_files_directory]
[-runCVUChecks {true | false}]
[-nodel i st database_nodes_|ist]
[-oracl eHoneUser Nane Oracl e_Home_user _nane]
[-oracl eHoneUser Password Oracl e_Home_user _passwor d]
[-enabl eArchive {true | false}
[-archiveLogvbde {AUTO | MANUAL}]
[-archiveLogDest archive_log_files_directory]]
[ - mermor yMgnt Type {AUTO | AUTO SGA | CUSTOM SGA}]
[-createListener new database_|istener]
[-useOWF {true | false}]
[-dbOptions database_opti ons]
[-custonBcripts |ist_of _customsql _scripts]
[-policyManaged | -adm nManaged]
[-poli cyManaged
-server Pool Nane server_pool _nanes
[ - pgPool Nane pq_pool _nane]
[-createServerPool new server_pool _nane]
[ - pgPool Name new_pq_pool _nane]
[-force]
[-pqgCardinality pg_cardinality_of the_new server_pool]
[-cardinality cardinality_of_the_new server_pool]]
[ - adm nManaged)]
[ - dat abaseConfi gType {SINGLE | RAC | RACONENCDE}
[ - RACOneNodeSer vi ceName servi ce_name_for _RAC One_Node_dat abase] ]
[-characterSet database_character_set]
[-national CharacterSet database_national _character_set]
[-registerWthDirService {true | false}
[-dirServiceUserName directory_service_user_nang]
[-dirServicePassword directory_service_password]
[ - dat abaseCN dat abase_conmon_nane]
[-dirServiceCertificatePath certificate_file_path]
[-dirServiceUser directory_service_user_nane]
[-1dapDirectoryAccessType | dap_directory_access_type]
[ - useSYSAut hFor LDAPAccess use_sys_user _for _| dap_access_fl ag]
[-wal | et Password wal | et _password] ]
[-listeners listeners_|ist]
[-variablesFile variables file]
[-variables variables_|ist]
[-initParans initialization_paraneters_|ist
[-initParansEscapeChar initialization_parameters_escape_character]]
[-sanpl eSchema {true | false}]
[-menoryPercentage | -total Menory]
[ - mermor yPer cent age percentage_of _total _menory_to_assign_to_oracl e_dat abase]
[-total Memory total _nmemory_to_assign_to_oracl e_database_i n_MB]
[ - dat abaseType { MULTI PURPOSE | DATA WAREHOUSI NG | OLTP}]
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Table 2-5 createDatabase Parameters

Parameter Required/ Description
Optional
-responseFil e Required Absolute directory path of the response file.
response_file_directory
- gdbNarre Required Global database name in the form
gl obal _dat abase_nane database_name.domain_name.
-tenpl at eName Required Name of an existing database template in the default location
dat abase_t enpl at e_nane or the complete path to a database template that is not in the
- - default location.
-sid Optional Database system identifier (SID).
dat abase_system i dentif The SID uniquely identifies the instance that runs the
i er - - database. If it is not specified, then it defaults to the database
name.
- Optional Specify t r ue to create a CDB. Specify f al se to create a
creat eAsCont ai ner Dat aba non-CDB. Default is f al se.
se When t r ue is specified, the following additional parameters
{true | false} are optional:

*  -nunber O PDBs: Number of PDBs to create. The default
is O (zero).

* - pdbNane: Base name of each PDB. A number is
appended to each name if - nunber Of PDBs is greater
than 1. This parameter must be specified if -
nurber O PDBs is greater than 0 (zero).

* - pdbSt or ageMAXSi zel nMB: Maximum storage size for
the PDBs in megabytes.

* -pdbSt or ageMAXTenpSi zel nMB: Maximum temporary
storage size for the PDBs in megabytes.

* -uselocal UndoFor PDBs {true | fal se}: Specify
whether local undo should be used for the PDBs.

* - pdbAdni nPasswor d: PDB administrator password.

* -pdbOpti ons: Specify PDB options as comma
separated list in name: val ue format.

Example: JSERVER: true, DV: f al se
- sysPasswor d Optional SYS user password for the new database.
SYS user _passwor d
- syst enPasswor d Optional SYSTEMuser password for the new database.

SYSTEM user _password

ORACLE
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Table 2-5 (Cont.) createDatabase Parameters
]

Parameter Required/ Description
Optional
-enConfiguration Optional Enterprise Manager configuration settings.
{ DBEXPRESS | CENTRAL | When DBEXPRESS, CENTRAL, or BOTH is specified, specify the
BOTH | NONE} following additional parameters:

*  -dbsnnmpPasswor d: DBSNMP user password.
* - onsHost : Oracle Management Server host name.
e -omsPort: Oracle Management Server port number.
* -emnJser: User name for Enterprise Manager
administrator.
* -enPasswor d: Password for Enterprise Manager
administrator.
e -enExpressPort: Enterprise Manager Express port
number.
* -enkExpressPort Asd obal Port : Enterprise Manager
Express global port number.
-dvConfiguration Optional Specify t r ue to enable and configure Database Vault, else
{true | false} specify f al se. Defaultis f al se.
When t r ue is specified, the following additional Database
Vault parameters are required:
* -dvUser Name: Specify Database Vault owner name.
* -dvUser Passwor d: Specify Database Vault owner
password.
* -dvAccount Manager Nanme: Specify Database Vault
account manager name.
* -dvAccount Manager Passwor d: Specify Database Vault
account manager password.
-ol sConfiguration Optional Specify t r ue to enable and configure Oracle Label Security
{true | false} (OLS), else specify f al se. Default is f al se.

When t r ue is specified, you can additionally specify the -
confi gureW t hQ D parameter, if you want to configure
Oracle Label Security (OLS) with Oracle Internet Directory

(OID).
-dat afil eDestination Optional Complete path to the location of the database data files.
data files_directory
-redoLogFi | eSi ze Optional Size of each online redo log in megabytes.
maxi num size of redo |o
g file
- Optional Destination directory for the Fast Recovery Area, which is a
recoveryAreaDestination backup and recovery area. Specify NONE to disable Fast

fast_recovery area dire Recovery Area.
ctory Additionally, you can specify the Fast Recovery Area size in

megabytes using the parameter - r ecover yAr eaSi ze. This
parameter is optional.

-datafileJarLocation Optional Absolute directory path of the database backup data files
stored in a compressed RMAN backup format (files with .dfb

data files_backup_direc .
extensions).

tory
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Table 2-5 (Cont.) createDatabase Parameters

Parameter

Required/
Optional

Description

-storageType Optional

{FS| AsSM

- Optional
useWal | et For DBCr edent i a
I's

{true | false}

-runCVvUChecks
{true | false}

Optional

-nodel i st Optional
dat abase_nodes_|i st
- enabl eArchi ve Optional

{true | false}

ORACLE

Specify the storage type of either FS or ASM
* FS: File system storage type.

When FS is specified, your database files are managed
by the file system of your operating system. You can
specify the directory path where the database files are to
be stored using a database template or the -
dat af i | eDesti nati on parameter. Oracle Database
can create and manage the actual files.

*  ASM Oracle Automatic Storage Management (Oracle
ASM) storage type.
When ASMis specified, your database files are placed in
Oracle ASM disk groups. Oracle Database automatically
manages database file placement and naming.
When ASMis specified, you can also specify the
ASMSNMP password using the - asnsnnpPasswor d
parameter. This parameter is optional.

Specify t r ue to use Oracle Wallet for database credentials,

else specify f al se. Default is f al se.

When t r ue is specified, the following additional parameters

can be provided:

* -dbCredential s\l | et Locat i on: Directory location
for the Oracle Walllet files.

* -dbCredential sVl | et Passwor d: Password for the
Oracle Wallet account.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

« oracle.dbsecurity. user DNPassword

Specify t r ue to run Cluster Verification Utility checks
periodically for Oracle RAC databases, else specify f al se.
Defaultis f al se.

List of database nodes separated by comma.

Specify t r ue to enable log file archive, else specify f al se.
Default is f al se.

When t r ue is specified, the following additional parameters
can be provided:

e -archiveLoghde {AUTO | MANUAL}: Specify either
the automatic archive mode or the manual archive mode.
Default is automatic archive mode.

* -archivelLogDest : Directory path for storing the archive
log files.
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Table 2-5 (Cont.) createDatabase Parameters

Parameter Required/ Description
Optional
- menor yMynt Type Optional Specify one of the following memory management types:
{AUTO | AUTO SGA | *  AUTO Automatic memory management for SGA and
CUSTOM _SGA} PGA.
*  AUTO_SGA: Automatic shared memory management for
SGA.
e CUSTOM SGA: Manual shared memory management for
SGA.
Note: If the total physical memory of a database instance is
greater than 4 GB, then you cannot specify the Automatic
Memory Management option AUTO during the database
installation and creation. Oracle recommends that you specify
the Automatic Shared Memory Management option
AUTO_SCGA in such environments.
-createli stener Optional Database listener to register the database in the form
new _dat abase | i stener listener_name:port.
-useOWF Optional Specify t r ue to use Oracle-Managed Files (OMF), else
{true | false} specify f al se. Defaultis f al se.
-dbOpti ons Optional Specify database options as comma separated list of
dat abase_opt i ons nane: val ue pairs.
Example: JSERVER: t r ue, DV: f al se
-custonScripts Optional Specify a comma separated list of SQL scripts that needs to
custom scripts_|ist be run after the_database creation. The scripts are run in the
order they are listed.
- oracl eHomeUser Nane Optional Oracle Home user name and password.
Oracl e_Home_user _name
- or acl eHoneUser Passwor d
Oracl e_Honme_user_passwo
rd
- pol i cyManaged Optional Policy-managed database.

ORACLE

You can specify the following additional parameters:

* -server Pool Name: Specify the single server pool name
when creating a new server pool or specify a comma
separated list of existing server pools.

*  -pgPool Nane: Specify the PQ pool name.

e -createServerPool : Specify this parameter for
creating a new server pool.

— - pgPool Nane: Specify the PQ pool name.

— -force: Specify this parameter to create the server
pool by force when adequate free servers are not
available.

— -pgCardinal i ty: Specify the PQ cardinality of the
new server pool.

— -cardinal ity: Specify the cardinality of the new
server pool.
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Parameter Required/ Description
Optional
-adm nManaged Optional Administrator-managed database.
- dat abaseConfi gType Optional Specify one of the following database configuration types:
{SINGLE | RAC | *  SINGE: Single individual database.
RACONENCDE} *  RAC: Oracle RAC database.

*  RACONENCDE: Oracle RAC One Node database.

For Oracle RAC One Node database, you can specify
the service name using the - RACOneNodeSer vi ceNane
parameter.

- char act er Set Optional Character set of the database.

dat abase_character_set

-nat i onal Char act er Set Optional National character set of the database.

dat abase_national chara

cter_set

-regi sterWthDirService Optional Specify t r ue to register with a Lightweight Directory Access

{true | false} Protocol (LDAP) service, else specify f al se. Default is

fal se.

When t r ue is specified, the following additional parameters

are required:

e -dirServi ceUser Name: Username for the LDAP
service.

* -dirServicePasswor d: Password for the LDAP
service.

* -dat abaseCN: Database common name.

* -dirServiceCertificatePat h: Directory path to the
certificate file to use when configuring SSL between the
database and the directory service.

e -dirServiceUser: Directory service user name.

* -ldapDirectoryAccessType { PASSWORD | SSL}:
LDAP directory access type.

e -useSYSAut hFor LDAPAccess {true | fal se}:
Specify whether to use SYS user authentication for
LDAP acces.

* -wal | et Passwor d: Password for the database wallet.

-listeners Optional A comma-separated list of listeners for the database.
listeners |ist

-variablesFile Optional Name of the variables file with the complete directory path in
variables file the database template.

-vari abl es Optional A comma-separated list of nane=val ue pairs for the

variabl es_li st

ORACLE

variables in the database template.
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Table 2-5 (Cont.) createDatabase Parameters

Parameter Required/ Description
Optional

-i nit Parans Optional A comma-separated list of nane=val ue pairs of initialization

initialization paranete parameter values for the database.

rs_list - You can additionally provide the - i ni t Par amsEscapeChar
parameter for using a specific escape character between
multiple values of an initialization parameter. If an escape
character is not specified, backslash (/) is used as the default
escape character.

-sanpl eSchena Optional Specify t r ue to include the HR sample schema (EXAMPLE

{true | false} tablespace) in your database. Oracle guides and educational
materials contain examples based on the sample schemas.
Oracle strongly recommends that you do not install the
sample schemas in a production database.
Specify f al se to create the database without the HR sample
schema. Default is f al se.

- menor yPer cent age Optional Specify either - menor yPer cent age or - t ot al Menory.

percent age_of _total _nmem * -nenoryPercent age

ory_to_assign_to_oracle The percentage of physical memory that can be used by

_dat abase the database.

or * -total Menory.

-total Menory Total amount of physical memory, in megabytes, that can

total nenory to_assign be used by the database.

t o_oracl e_dat_abase_i n_K/I

B

- dat abaseType Optional Specify MULTI PURPCSE if the database is for both OLTP and

{ MULTI PURPCSE | data warehouse purposes.

DATA WAREHOUSI NG | Specify DATA_WAREHOUSI NGif the primary purpose of the

OLTP} database is a data warehouse.
Specify OLTP if the primary purpose of the database is online
transaction processing.

¢ See Also:

Oracle Database Sample Schemas

2.13.4.2 createDuplicateDB

The creat eDupl i cat eDB command duplicates a database.

Syntax and Parameters

Use the dbca - cr eat eDupl i cat eDB command with the following syntax:

dbca -createDuplicateDB
-gdbNane gl obal _dat abase_nane
- pri maryDBConnectionString easy_connect_string_to_the_primry_database

ORACLE
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-sid database_system.identifier
[-initParans initialization_paraneters
[-initParansEscapeChar initialization_parameters_escape_character]]
[-policyManaged | -adm nManaged]
[-poli cyManaged
-server Pool Nane server_pool _nanes
[ - pgPool Nane pq_pool _nane]
[-createServerPool new_server_pool _name
[ - pgPool Name new_pq_pool _nane]
[-force]
[-pgCardinality pg_cardinality_of the_new server_pool]
[-cardinality cardinality_of_the_new server_pool]]]
[ - adm nManaged)]
[-datafileDestination data_files_directory]
[ - dat abaseConfi gType {SINGLE | RAC | RACONENCDE}
[ - RACOneNodeSer vi ceName servi ce_name_f or _RAC One_Node_dat abase] ]
[-creat eAsSt andby
[ - dbUni queNane db_uni que_nane_for _standby_dat abase] ]
[-custonBcripts customsql _scripts_to_run_after_database _creation]
[-useVl | et ForDBCredentials {true | false}
-dbCredenti al sVl | et Password wal | et _account _password
-dbCredential s\l | et Location wallet_files_directory]

Table 2-6 createDuplicateDB Parameters
]

Parameter Required/ Description

Optional
- gdbNane Required Global database name of the duplicate database in the form
gl obal _dat abase_name database_name.domain_name.
- Required Easy connect string for connecting to the primary database in
pri mar yDBConnect i onStri the following form:
ng "host[:port][/service_name][:server][/
easy_connect _string_to_ i nstance_nane] "
the_primary_dat abase
-sid Required Database system identifier (SID) of the duplicate database.
dat abase_system.identif The SID uniquely identifies the instance that runs the
ier database. If it is not specified, then it defaults to the database

name.

-initParans Optional A comma-separated list of name=val ue pairs of initialization
initialization_paranete parameter values for the database.
rs_|ist You can additionally provide the - i ni t Par amsEscapeChar

parameter for using a specific escape character between
multiple values of an initialization parameter. If an escape
character is not specified, backslash (/) is used as the default
escape character.
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Table 2-6 (Cont.) createDuplicateDB Parameters

Parameter Required/ Description
Optional
- pol i cyManaged Optional Policy-managed database.

Note: You can specify either policy-managed database or

administrator-managed database.

You can specify the following additional parameters:

« -server Pool Name: Specify the single server pool name
when creating a new server pool or specify a comma
separated list of existing server pools.

e -pgPool Nane: Specify the PQ pool name.

* -createServerPool : Specify this parameter for
creating a new server pool.

— - pgPool Nane: Specify the PQ pool name.

— -force: Specify this parameter to create the server
pool by force when adequate free servers are not
available.

— -pqgCardinal i ty: Specify the PQ cardinality of the
new server pool.

— -cardinal i ty: Specify the cardinality of the new
server pool.

-adm nManaged Optional Administrator-managed database.
Note: You can specify either policy-managed database or
administrator-managed database.

-datafil eDestination Optional Complete directory path for database data files.

data files directory

- dat abaseConfi gType Optional Specify one of the following database configuration types:

{SINGLE | RAC | *  SING.E: Single individual database.

RACONENCDE} *  RAC: Oracle RAC database.

*  RACONENCDE: Oracle RAC One Node database.

For Oracle RAC One Node database, you can specify

the service name using the - RACOneNodeSer vi ceNane

parameter.
- creat eAsSt andby Optional Specifies that the duplicate database is a standby database
for the primary database.

Optionally, use the - dbUni queNane parameter to set the

unique database name for the standby database. If the -

dbUni queName parameter is not specified, then the value of
the DB_NAME initialization parameter is used.
-custonsScripts Optional A comma separated list of SQL scripts that should be run

customsql _scripts_to_r
un_after database creat
ion

ORACLE

after the duplicate database is created. The scripts are run in
the order listed.
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Table 2-6 (Cont.) createDuplicateDB Parameters

Parameter Required/ Description

Optional
- Optional Specify t r ue to use Oracle Wallet for database credentials,
useVal | et For DBCredenti a else specify f al se. Default is f al se.
I's When t r ue is specified, the following additional parameters
{true | false} can be provided:

» -dbCredential s\l | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

e oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword

Related Topics

e Oracle Data Guard Concepts and Administration

2.13.4.3 configureDatabase

The confi gur eDat abase command configures a database.

Syntax and Parameters
Use the dbca - conf i gur eDat abase command with the following syntax:

dbca -configureDat abase
-sour ceDB dat abase_si d
[ - sysDBAUser Nane SYSDBA user _nane]
[ - sysDBAPassword SYSDBA user _passwor d]
[-registerWthDirService {true | false}
-dirServi ceUser Name directory_service_user_nane
- dat abaseCN dat abase_conmon_nane]
-dirServiceCertificatePath certificate_file_path]
-dirServiceUser directory_service_user_nang]
-dirServi cePassword directory_service_password]
-1 dapDirect oryAccessType | dap_directory_access_type]
- useSYSAut hFor LDAPAccess use_sys_user _for _| dap_access_fl ag]
[-wal | et Password wal | et _password] ]
[-unregisterWthDirService {true | false}
-dirServiceUser Name directory_service_user_nane
[-dirServicePassword directory_service_password]
[-wal | et Password wal | et _password] ]
[-addDBOpt i on dat abase_opti ons]
[-dvConfiguration {true | false}
-dvUser Nane Dat abase_Vaul t _owner _nanme
-dvUser Passwor d Dat abase_Vaul t _owner _password
[ - dvAccount Manager Nane Dat abase_Vaul t _account _nmanager _nane]
[ - dvAccount Manager Passwor d Dat abase_Vaul t _account _nmanager _passwor d] ]
[-ol sConfiguration {true | false}
-configureWthO D configure_with_OD flag]
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[-configureOracleR
-oracl eRConfi gTabl espace tabl espace_for_Oracl e_R _configuration]
[ - roveDat abaseFi | es
-datafileDestination data_files_directory
-sour ceDB dat abase_si d
[-initParanms initialization_paranmeters_|ist
[-initParansEscapeChar initialization_parameters_escape_character]]
[-recoveryAreaDestination fast_recovery area_directory
[-recoveryAreaSi ze fast_recovery_area_size]]
[-useOWF {true | false}]
[-regenerateDBPassword {true | false}]
[-useVal | et ForDBCredentials {true | false}
-dbCredenti al s\Wal | et Password wal | et _account _passwor d
-dbCredential sVl | et Location wal l et _files_directory]

Table 2-7 configureDatabase Parameters
]

Parameter Required/ Description
Optional

-sour ceDB dat abase_si d Required The database system identifier (SID) of the database being

configured.
- sysDBAUser Name Optional User name of a user having SYSDBA privileges.
SYSDBA user _nane
- sysDBAPasswor d Optional Password of a user having SYSDBA privileges.
SYSDBA user _password
-regi sterWthbDirService Optional Specify t r ue to register with a Lightweight Directory Access
{true | false} Protocol (LDAP) service, else specify f al se. Default is

fal se.

When t r ue is specified, the following additional parameters
are required:

e -dirServi ceUser Name: User name for the LDAP
service.

e -dirServi cePasswor d: Password for the LDAP
service.

» -dat abaseCN: Database common name.

* -dirServiceCertificatePath: Directory service
certificate file path.

e -dirServiceUser: Directory service user name.

 -ldapDirectoryAccessType { PASSWORD | SSL}:
LDAP directory access type.

*  -useSYSAut hFor LDAPAccess {true | false}:
Specify whether to use SYS user authentication for
LDAP access.

* -wal | et Passwor d: Password for the database wallet.
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Table 2-7 (Cont.) configureDatabase Parameters

Parameter Required/ Description

Optional
- Optional Specify t r ue to unregister with a Lightweight Directory
unregi sterWthbDirServic Access Protocol (LDAP) service, else specify f al se. Default
e is f al se.
{true | false} When t r ue is specified, the following additional parameters

are required:
e -dirServi ceUser Nane: User name for the LDAP
service.

e -dirServi cePasswor d: Password for the LDAP
service.

* -wal | et Passwor d: Password for the database wallet.
-addDBOpt i on Optional Specify one or more of the following Oracle Database options
dat abase_opt i ons in the form of a comma separated list:

*  JSERVER: Oracle JServer JAVA Virtual Machine

*  ORACLE_TEXT: Oracle Text

* | MEDI A: Oracle Multimedia

*  CWM.I TE: Oracle OLAP with Oracle Warehouse Builder

(OWB)

e SPATI AL: Oracle Spatial and Graph

*  OWVB: Oracle Management Server

*  APEX: Oracle Application Express

*  DV: Oracle Database Vault

Example:

-addDBOpt i on JSERVER, ORACLE_TEXT, OVS

-dvConfiguration Optional Specify t r ue to enable and configure Database Vault, or
{true | false} specify f al se. Defaultis f al se.

When t r ue is specified, the following additional Database
Vault parameters are required:
* -dvUser Nane: Specify the Database Vault owner
username.
* -dvUser Passwor d: Specify Database Vault owner
password.
* -dvAccount Manager Name: Specify a separate Database
Vault account manager.
* -dvAccount Manager Passwor d: Specify the Database
Vault account manager password.
-ol sConfiguration Optional Specify t r ue to enable and configure Oracle Label Security,
{true | false} else specify f al se. Default is f al se.
When t r ue is specified, you can additionally specify the -
confi gureWt hQ D parameter to configure Oracle Label

Security with Oracle Internet Directory (OID). This parameter
is optional.
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Table 2-7 (Cont.) configureDatabase Parameters

Parameter Required/ Description
Optional

-configureOacl eR Optional Specify this parameter to configure Oracle R in the database.
Additionally, you can specify the -
oracl eRConfi gTabl espace parameter to assign a
tablespace for the Oracle R configuration, such as SYSAUX
tablespace.

- moveDat abaseFi | es Optional Specify this parameter to move database files from one
storage location to another storage location. For example, to
move database files from ASM to FS, or from FS to ASM.
Specify the following additional parameters:

« -datafil eDestination: Destination directory for all
the database files

* -sourceDB: Database system identifier (SID) for a single
instance database or database unique name for an
Oracle RAC database

e -initParans: Database initialization parameters in the
form of comma separated list of name=val ue pairs
Additionally, you can specify the -

i ni t Par ansEscapeChar parameter for using a specific
escape character between multiple values of an
initialization parameter. If an escape character is not
specified, backslash (/) is used as the default escape
character.

* -recoveryAreaDesti nati on: Destination directory for
the Fast Recovery Area, which is a backup and recovery
area. Specify NONE to disable Fast Recovery Area.
Additionally, you can specify the Fast Recovery Area size
in megabytes using the parameter - r ecover yAr eaSi ze.
This parameter is optional.

*  -useOMF: Specify t r ue to use Oracle-Managed Files
(OMF), else specify f al se.

-regener at eDBPasswor d Optional Specify t r ue to regenerate Oracle Internet Directory (OID)

{true | false}

- Optional
use\al | et For DBCr edenti a
I's

{true | false}

server registration password, else specify f al se. Default is
fal se.

Specify t r ue to use Oracle Wallet for database credentials,
else specify f al se. Default is f al se.

When t r ue is specified, the following additional parameters
can be provided:

* -dbCredential s\l | et Locat i on: Directory location
for the Oracle Walllet files.

* -dbCredential s\l | et Passwor d: Password for the
Oracle Wallet account.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword
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2.13.4.4 createTemplateFromDB

The creat eTenpl at eFr onDB command creates a database template from an existing
database.

Syntax and Parameters
Use the dbca - cr eat eTenpl at eFr onDB command with the following syntax:

dbca - createTenpl at eFr onDB

-sourceDB source_dat abase_sid

-tenpl at eNane new _dat abase_t enpl at e_name

- SysDBAUser Name SYSDBA user _name

- sysDBAPasswor d SYSDBA user _password

[-maintainFileLocations {true | false}]

[-connectionString easy_connect _string]

[-useVal | et ForDBCredential s {true | false}
-dbCredent i al s\l | et Password wal | et _account _passwor d
-dbCredenti al s\Wal | et Location wall et _files_directory]

Table 2-8 createTemplateFromDB Parameters
|

Parameter Required/ Description

Optional
-sour ceDB Required The source database system identifier (SID).
source_dat abase_si d
-t enpl at eName Required Name of the new database template.
new _dat abase_tenplate_n
ame
- sysDBAUser Name Required User name of a user that has SYSDBA privileges.
SYSDBA user _nane
- sysDBAPasswor d Required Password of the user that has SYSDBA privileges.
SYSDBA user _password
-mai ntai nFil eLocati ons Optional Specify t r ue to use the file locations of the database in the
{true | false} template.

Specify f al se, the default, to use different file locations in the
template. The file locations are determined by Oracle Flexible
Architecture (OFA).
-connectionString Optional Easy connect string for connecting to a remote database in
easy_connect _string the following format:
"host[:port][/service_name][:server][/
i nstance_nane] "
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Table 2-8 (Cont.) createTemplateFromDB Parameters

Parameter Required/ Description

Optional
- Optional Specify t r ue to use Oracle Wallet for database credentials,
useVal | et For DBCredenti a else specify f al se. Default is f al se.
I's When t r ue is specified, the following additional parameters
{true | false} can be provided:

» -dbCredential s\l | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

e oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword

2.13.4.5 createTemplateFromTemplate

The creat eTenpl at eFr onifenpl at e command creates a database template from an
existing database template.

Syntax and Parameters
Use the dbca - cr eat eTenpl at eFr oniTenpl at e command with the following syntax:

dbca -createTenpl at eFronTenpl at e

-sour cet enpl at eNane exi sting_tenpl ate_nane

-tenpl at eNane new_t enpl at e_nane
-variabl es variables_|ist]
-character Set database_character_set]
-national Character Set database_national _character_set]
-recoveryAreaDestination fast_recovery_area_directory]

-recoveryAreaSi ze fast_recovery_area_si ze]
-datafileDestination data files_directory]
-useOWF {true | false}]
-datafileJarLocation database_backup_files_directory]
-menor yPer cent age percentage_of _total _menory_to_assign_to_oracl e_dat abase]
-total Memory total _nmemory_to_assign_to_oracl e_dat abase]
-dbOpti ons dat abase_opti ons]
-variablesFile variables _file]
-redoLogFi | eSi ze redo_log file_size]
-initParans initialization_paraneters_|ist]
[-initParansEscapeChar escape_character _for_initialization_paraneters]

[-storageType {FS | ASM

[ -asmsnnpPasswor d ASMSNWP_passwor d]

-datafileDestination data files_directory]
[-enabl eArchive {true | false}

-archiveLogMode {AUTO | MANUAL}
-archiveLogDest archive_logs_directory

[ - menoryMgnt Type {AUTO | AUTO SGA | CUSTOM SGA}]
[-useVal | et ForDBCredentials {true | false}

[
[
[
[
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-dbCredenti al sVl | et Password wal | et _account _password
-dbCredential s\l | etLocation wal let_files_directory]

Table 2-9 createTemplateFromTemplate Parameters
]

Parameter Required/ Description
Optional
-sour ceTenpl at eName Required Name of an existing database template in the default location

or the complete path to a database template that is not in the

exi sting_tenpl ate_nane default location.

-t enpl at eNane Required Name for a new database template.
new t enpl at e_nane

-vari abl es Optional A comma-separated list of nane=val ue pairs for the
vari abl es |i st variables in the database template.
-char act er Set Optional Character set of the database.

dat abase_charact er_set

-nati onal Char act er Set Optional National character set of the database.

dat abase_national _chara

cter_set

- Optional Directory path for the Fast Recovery Area, which is a backup

recover yAreaDestination and recovery area.

fast_recovery area dire

ctory

-datafil eDestination Optional Directory path for the data files.

data files_directory

-useOWF Optional Specify t r ue to use Oracle-Managed Files (OMF), else

{true | false} specify f al se.

-datafileJarLocation Optional Location of the database offline backup (for clone database

dat abase_backup_files_d creation only).

irectory The data files for the seed database are stored in
compressed RMAN backup format in a file with a .dfb
extension.

- menor yPer cent age Optional Specify either - nenor yPer cent age or -t ot al Menory .

percent age_of total mem e -nenoryPercent age

ory_to_assign_to_oracle The percentage of physical memory that can be used by

_dat abase the database.

or * -total Menory

-total Menory The amount of physical memory in megabytes that can

total memory to_assign_ be used by the database.

to_oracl e_dat abase
-dbOptions Optional Specify database options as comma separated list of

dat abase_opt i ons nare: val ue pairs.
Example: JSERVER: t r ue, DV: f al se

-variablesFile Optional File name with complete directory path to the file that contains

variables file the variables and their values in the database template.
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Table 2-9 (Cont.) createTemplateFromTemplate Parameters

Parameter Required/ Description

Optional
-redolLogFi | eSi ze Optional Size of each online redo log file in megabytes.
redo_log_file_size
-ini t Parans Optional A comma-separated list of nane=val ue pairs of the database
initialization paranete initialization parameters and their values.
rs_list
-storageType Optional Specify FS for file system and ASMfor Oracle Automatic
{FS| ASM Storage Management (Oracle ASM) system.

When FSis specified, your database files are managed by the

file system of your operating system. You specify the

directory path where the database files are to be stored using
the - dat af i | eDesti nati on parameter.

When ASMis specified, your database files are placed in the

Oracle ASM disk groups. Oracle Database automatically

manages database file placement and naming. You also

specify the ASMSNWVP password for ASM monitoring using the

- asnmsnnpPasswor d parameter.

- enabl eAr chi ve Optional Specify t r ue to enable log file archive. Default is f al se.
{true | false} When t r ue is specified, the following additional parameters
can be provided:

* -archiveLoghde {AUTO | MANUAL}: Specify either
the automatic archive mode (AUTO) or the manual archive
mode (MANUAL). Default is automatic archive mode
(AUTO).

* -archivelLogDest : Directory path for storing the archive
log files.

- menor yMynt Type Optional Specify one of the following memory management types:
{AUTO | AUTO SGA | *  AUTO Automatic memory management for SGA and
CUSTOM _SGA} PGA.

ORACLE

*  AUTO_SGA: Automatic shared memory management for
SGA.

e CUSTOM SGA: Manual shared memory management for
SGA.

Note: If the total physical memory of a database instance is

greater than 4 GB, then you cannot specify the Automatic

Memory Management option AUTO during the database

installation and creation. Oracle recommends that you specify

the Automatic Shared Memory Management option

AUTO_SCGA in such environments.
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Table 2-9 (Cont.) createTemplateFromTemplate Parameters
]

Parameter Required/ Description

Optional
- Optional Specify t r ue to use Oracle Wallet for database credentials,
useVal | et For DBCredenti a else specify f al se. Default is f al se.
I's When t r ue is specified, the following additional parameters
{true | false} can be provided:

» -dbCredential s\l | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

e oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword

2.13.4.6 createCloneTemplate

The creat ed oneTenpl at e command creates a clone (seed) database template from
an existing database.

Syntax and Parameters
Use the dbca - cr eat ed oneTenpl at e command with the following syntax:

dbca -createC oneTenpl ate
-sourceSI D source_dat abase_sid | -sourceDB source_dat abase_name
-tenpl at eNane new _dat abase_t enpl ate_nane
- pronpt For Wl | et Passwor d]
-rmanParal | el i smparallelisminteger_val ue]
- maxBackupSet Si zel nMB maxi mum backup_set _si ze_i n_Mg]
-dataFil eBackup {true | false}]
-datafiledarLocation data files_backup_directory]
-sysDBAUser Nane SYSDBA user _nane]
- sysDBAPasswor d SYSDBA user _passwor d]
-useVal | et For DBCredential s {true | false}
-dbCredenti al sWal | et Password wal | et _account _passwor d
-dbCredential sVl | et Location wallet_files_directory]

[
[
[
[
[
[
[
(

Table 2-10 createCloneTemplate Parameters
]

Parameter Required/ Description
Optional
-sourceSI D Required Specify either the source database system identifier (SID) or
sour ce_dat abase_sid the source database name.
or
-sourceDB

source_dat abase_nane
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Table 2-10 (Cont.) createCloneTemplate Parameters

Parameter Required/ Description
Optional
-t enpl at eName Required Name of the new database template.
new dat abase_tenplate n
ame
- sysDBAUser Name Optional User name of a user having the SYSDBA privileges.
SYSDBA user _narme
- sysDBAPasswor d Optional Password of the user having the SYSDBA privileges.
SYSDBA user _password
- maxBackupSet Si zel nMB Optional Maximum backup set size in megabytes.
maxi mum backup_set _si ze
_in_MB
-rmanParal | el i sm Optional Parallelism integer value for RMAN operations.
paral | el'i sminteger_val
ue
-dat afil eJarLocation Optional Complete directory path to store data files as a backup in a
data files_backup_direc compressed format.
tory
-dataFi | eBackup {true | Optional Specify t r ue to take the data files backup, else specify
fal se} fal se.
- Optional Specify t r ue to use Oracle Wallet for database credentials,

useWal | et For DBCr edent i a
I's

{true | false}

else specify f al se. Default is f al se.

When t r ue is specified, the following additional parameters

can be provided:

 -dbCredenti al s\l | et Passwor d: Password for the
Oracle Walllet account.

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Wallet files.

Note:

If you are using Oracle Unified Directory (OUD), then the
OUD passwords should be stored in the wallet using the
following keys:

e oracle.dbsecurity.wal | et Password
e oracle.dbsecurity.user DNPassword

2.13.4.7 deleteTemplate

The del et eTenpl at e command deletes a database template.

Syntax and Parameters

Use the dbca - del et eTenpl at e command with the following syntax:

dbca -del eteTenpl ate
-tenpl at eNane nane_of _an_exi sting_dat abase_t enpl ate
[-useVal | et ForDBCredentials {true | false}
-dbCredenti al s\Wal | et Password wal | et _account _passwor d
-dbCredenti al sWal | et Location wallet_files_directory]
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Table 2-11 deleteTemplate Parameters

Parameter Required/ Description
Optional
-t enpl at eName Required Name of an existing database template to delete.

name_of an_exi sting_dat
abase tenplate

- Optional Specify t r ue to use Oracle Wallet for database credentials,
useWal | et For DBCredenti a else specify f al se. Default is f al se.
I's When t r ue is specified, the following additional parameters
{true | false} can be provided:
* -dbCredential s\Wal | et Passwor d: Password for the
Oracle Wallet account.
* -dbCredential sWal | et Locat i on: Directory location
for the Oracle Walllet files.
Note:
If you are using Oracle Unified Directory (OUD), then the
OUD passwords should be stored in the wallet using the
following keys:
» oracle.dbsecurity.walletPassword
« oracle.dbsecurity.user DNPassword

2.13.4.8 generateScripts

The gener at eScri pt s command generates scripts, which can be used to create a
database.

Syntax and Parameters
Use the dbca - gener at eScri pt s command with the following syntax:

dbca -generateScripts
-tenpl at eNane dat abase_t enpl at e_name
-gdbNane gl obal _dat abase_nane
[-sid database_system.identifier]
[-scriptDest sql _scripts_directory]
[-creat eAsCont ai ner Dat abase {true | false}
[ - number O PDBs number _of _pdbs_t o_create]
[ - pdbNane pdb_nane]
pdbSt or ageMAXSi zel nMB maxi mum st or age_si ze_of _t he_pdb]
pdbSt or ageMAXTenpSi zel nMB maxi mum t enpor ary_st orage_si ze_of _t he_pdb]
useLocal UndoFor PDBs {true | false}]
pdbAdmi nPasswor d pdb_adni ni strat or _password]
[-pdbOptions pdb_options]
[-sysPassword SYS user_password]
[-systemPassword SYSTEM user _passwor d]
[-enConfiguration {DBEXPRESS | CENTRAL | BOTH | NONE}
- dbsnnpPasswor d DBSNVP_user _passwor d]
-onmsHost EM Managenent _Server _host _nane]
-onsPort EM Managenent _Server _port_nunber]
-enmUser EM adni ni strator_nane]
-emPassword EM adni ni strat or _passwor d]
- emExpressPort EM Express_port]
- emExpressPort AsA@ obal Port EM Express_gl obal _port]]

[.
[.
[.
[.
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[-dvConfiguration {true | false}
-dvUser Nane Dat abase_Vaul t _owner _user _nane
-dvUser Password Dat abase_Vaul t _owner _user _password
[ - dvAccount Manager Nane Dat abase_Vaul t _account _manager _name
- dvAccount Manager Passwor d Dat abase_Vaul t _account _nmanager _passwor d] |
[-ol sConfiguration {true | false}
[-configureWthO D configure_ with_ QD flag]]
[-datafileDestination data_files_directory]
[-redoLogFi | eSize maxi mumredo_|l og_file_size_in_Mg]
[-recoveryAreaDestination fast_recovery_area_directory
[-recoveryAreaSi ze fast_recovery_area_size]]
[-datafiledarLocation data_files_backup_directory]
[-responseFile response_file_directory]
[-storageType {FS | ASM
[ -asmsnnpPasswor d ASMSNWP_passwor d]
-datafileDestination data_files_directory]
[-runCVUChecks {true | false}]
[-nodel i st database_nodes_|ist]
[-enabl eArchive {true | false}
[-archiveLogvbde {AUTO | MANUAL}]
[-archiveLogDest archive_log_files_directory]]
[ - mermor yMgnt Type {AUTO | AUTO SGA | CUSTOM SGA}]
[-createListener new database_|istener_to_register_the_database_with]
[-useOWF {true | false}]
[-dbOptions database_options]
[-custonBcripts customsql _scripts_to_run_after_database _creation]
[-policyManaged | -adm nManaged]
[-poli cyManaged
-server Pool Nane server_pool _nanes
[ - pgPool Nane pq_pool _nane]
[-createServerPool new server_pool _nane]
[ - pgPool Name new_pq_pool _nane]
[-force]
[-pgCardinality pg_cardinality_of the_new server_pool]
[-cardinality cardinality_of_the_new server_pool ]]
[ - admi nManaged)]
[ - dat abaseConfi gType {SINGLE | RAC | RACONENCDE}
[ - RACOneNodeSer vi ceName servi ce_name_f or _RAC one_node_dat abase] ]
[-characterSet database_character_set]
[-national CharacterSet database_national _character_set]
[-registerWthDirService {true | false}
[-dirServiceUserName directory_service_user_nang]
[-dirServicePassword directory_service_user_password]
[ - dat abaseCN dat abase_conmon_nane]
[-dirServiceCertificatePath certificate_file_path]
[-dirServiceUser directory_service_user_nane]
[-1dapDirectoryAccessType | dap_directory_access_type]
[ - useSYSAut hFor LDAPAccess use_sys_user _for _| dap_access_fl ag]
[-wal | et Password wal | et _password] ]
[-listeners list_of listeners_to_register_the_database _with]
[-variablesFile variables file]
[-variables variables_|ist]
[-initParans initialization_paraneters_|ist
[-initParansEscapeChar initialization_parameters_escape_character]]
[-sanpl eSchema {true | false}]
[ - mermor yPer cent age percentage_of _total _menory_to_assign_to_the_dat abase]
[-total Memory total _nmemory_to_assign_to_the_database_i n_M]
[ - dat abaseType { MULTI PURPOSE | DATA WAREHOUSI NG | OLTP}]
[-useVal | et ForDBCredentials {true | false}
-dbCredenti al sVl | et Password wal | et _account _password
-dbCredential s\l | etLocation wallet_files_directory]
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Table 2-12 generateScripts Parameters
]

Parameter Required/ Description
Optional
-t enpl at eName Required Name of an existing database template in the default location
dat abase_t enpl at e_nane or the complete path of a template that is not in the default
B B location.
- gdbNarre Required Global database name in the form
gl obal _dat abase_nane database_name.domain_name.
-sid Optional Database system identifier (SID).
dat abase_system i dentif The SID uniquely identifies the instance that runs the
i er - - database. If it is not specified, then it defaults to the database
name.
-scri pt Dest Optional Complete directory path to store the scripts.
scripts_directory
- Optional Specify t r ue to create a CDB, else specify f al se to create a
creat eAsCont ai ner Dat aba non-CDB. Default is f al se.
se When t r ue is specified, the following optional parameters
{true | false} can be provided:

* - nunber O PDBs: Number of PDBs to create. Default is 0
(zero).

* - pdbNane: Name of each PDB. A number is appended to
each PDB name if - nunber O PDBs value is greater than
1. This parameter must be specified if - nunber Of PDBs
value is greater than 0 (zero).

* - pdbSt or ageMAXSi zel nMB: Maximum storage size for
a PDB in megabytes.

* - pdbSt or ageMAXTenpSi zel nMB: Maximum temporary
storage size for a PDB in megabytes.

* -uselLocal UndoFor PDBs {true | false}:Flag
indicating whether local undo should be used for the
PDBs.

* - pdbAdni nPasswor d: PDB administrator password.

* -pdbOpti ons: PDB options in the form of comma
separated list. Each option must be specified in the
name: val ue format.

Example: JSERVER: tr ue, DV: f al se
- sysPasswor d Optional SYS user password for the new database.
SYS user _passwor d
- syst enPasswor d Optional SYSTEMuser password for the new database.

SYSTEM user _password

ORACLE
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Table 2-12 (Cont.) generateScripts Parameters

Parameter

Required/
Optional

Description

-enConfiguration

{ DBEXPRESS | CENTRAL |
BOTH | NONE}

-dvConfiguration
{true | false}

-ol sConfiguration
{true | false}

-datafileDestination
data files_directory
-redolLogFi | eSi ze

maxi mum si ze_of online_
redo_l og

recover yAreaDestination

fast _recovery area dire
ctory

-datafil eJarLocation

data files_backup_ direc
tory

ORACLE

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Enterprise Manager configuration settings.

When DBEXPRESS, CENTRAL, or BOTH is specified, specify the
following additional parameters:

*  -dbsnnmpPasswor d: DBSNMP user password.

* - onsHost : Oracle Management Server host name.

e -omsPort: Oracle Management Server port number.

* -emnJser: User name for Enterprise Manager
administrator.

* -enPasswor d: Password for Enterprise Manager
administrator.

e -enExpressPort: Enterprise Manager Express port
number.

* -enkExpressPort Asd obal Port : Enterprise Manager
Express global port number.

Specify t r ue to enable and configure Database Vault, else

specify f al se. Default is f al se.

When t r ue is specified, the following additional Database

Vault parameters are required:

* -dvUser Nane: Database Vault owner name.

* -dvUser Passwor d: Database Vault owner password.

* -dvAccount Manager Nanme: Database Vault account
manager name.

* -dvAccount Manager Passwor d: Database Vault
account manager password.

Specify t r ue to enable and configure Oracle Label Security
(OLS), else specify f al se. Default is f al se.

When t r ue is specified, you can additionally specify the -
confi gureW t hQ D parameter to configure Oracle Label

Security (OLS) with Oracle Internet Directory (OID). This
parameter is optional.

Complete path to the location of the database's data files.

Size of each online redo log file in megabytes.

Directory for the Fast Recovery Area, which is a backup and
recovery area. Specify NONE to disable the Fast Recovery
Area.

Additionally, you can specify the Fast Recovery Area size in
megabytes using the parameter - r ecover yAr eaSi ze. This
parameter is optional.

Directory of the database backup data files in a compressed
RMAN backup format (files with .dfb extensions).
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Table 2-12 (Cont.) generateScripts Parameters

Parameter Required/ Description
Optional
-responseFil e Optional Directory path of the response file.
response_file_directory
-storageType Optional Specify the storage type of either FS or ASM
{FS| ASM * FS: File system storage type.
When FS is specified, your database files are managed
by the file system of your operating system. You can
specify the directory path where the database files are to
be stored using a database template or the -
dat afi | eDest i nati on parameter. Oracle Database
can create and manage the actual files.
*  ASM Oracle Automatic Storage Management (Oracle
ASM) storage type.
When ASMis specified, your database files are placed in
Oracle ASM disk groups. Oracle Database automatically
manages database file placement and naming.
When ASMis specified, you can also specify the
ASMSNMP password using the - asnsnnpPasswor d
parameter. This parameter is optional.
-runCvUChecks Optional Specify t r ue to run Cluster Verification Utility checks
{true | false} periodically for Oracle RAC databases, else specify f al se.
Default is f al se.
-nodel i st Optional List of database nodes separated by comma.
dat abase_nodes_|i st
- enabl eAr chive Optional Specify t I ue to enable log file archive, else specify f al se.
When t r ue is specified, the following additional parameters
can be provided:
* -archiveLoghbde {AUTO | MANUAL}: Specify either
the automatic archive mode or the manual archive mode.
Default is automatic archive mode.
* -archivelLogDest : Directory for storing the archive log
files.
- menor yMynt Type Optional Specify one of the following memory management types:
{AUTO | AUTO SGA | *  AUTO Automatic memory management for SGA and
CUSTOM SGA} PGA.
*  AUTO_SGA: Automatic shared memory management for
SGA.
e CUSTOM SGA: Manual shared memory management for
SGA.
Note: If the total physical memory of a database instance is
greater than 4 GB, then you cannot specify the Automatic
Memory Management option AUTO during the database
installation and creation. Oracle recommends that you specify
the Automatic Shared Memory Management option
AUTO_SCGA in such environments.
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Table 2-12 (Cont.) generateScripts Parameters
]

Parameter Required/ Description

Optional
- createli st ener Optional Database listener to register the database with in the form
new_dat abase_| i st ener listener_name-port.
- useOVF Optional Specify t I ue to use Oracle-Managed Files (OMF), else
-dbOptions Optional Specify database options as a comma separated list of
dat abase_opt i ons name: val ue pairs.

Example: JSERVER: t r ue, DV: f al se

-custonScripts Optional Specify a comma separated list of SQL scripts that need to be
custom sql _scripts_|ist run after the da.tabase creation. The scripts are run in the

- = - order they are listed.
- pol i cyManaged Optional Policy-managed database.

You can specify the following additional parameters:

* -server Pool Nanme: Specify the single server pool name
when creating a new server pool or specify a comma
separated list of existing server pools.

* - pgPool Nane: Specify the PQ pool name.

e -createServerPool : Specify this parameter for
creating a new server pool.

— - pgPool Nare: Specify the PQ pool name.

— -force: Specify this parameter to create the server
pool by force when adequate free servers are not
available.

— -pgCardinal i ty: Specify the PQ cardinality of the
new server pool.

— -cardinality: Specify the cardinality of the new
server pool.

- adm nManaged Optional Administrator-managed database.

- dat abaseConfi gType Optional Specify one of the following database configuration types:
{SINGLE | RAC | ¢ SINGLE: Single individual database.

RACONENCDE} *  RAC: Oracle RAC database.

*  RACONENCDE: Oracle RAC One Node database.

For Oracle RAC One Node database, you can specify

the service name using the - RACOneNodeSer vi ceNane

parameter.
-charact er Set Optional Character set of the database.
dat abase_charact er_set
-nati onal Char act er Set Optional National character set of the database.

dat abase_national chara

cter_set
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Table 2-12 (Cont.) generateScripts Parameters

Parameter

Required/
Optional

Description

-regi sterWthbDirService
{true | false}

-listeners
listeners |ist
-variabl esFile
variables file
-variabl es
variabl es_|i st
-initParans

initialization_paranete
rs_list

- sanpl eSchena
{true | false}

- menor yPer cent age

percentage _of total mem
ory_assigned_to_the_dat
abase

ORACLE

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Specify t r ue to register with a Lightweight Directory Access
Protocol (LDAP) service, else specify f al se. Default is
fal se.

When t r ue is specified, the following additional parameters

are required:

e -dirServiceUser Nane: User name for the LDAP
service.

* -dirServicePasswor d: Password for the LDAP
service.

« -dat abaseCN: Database common name.

* -dirServiceCertificatePath: Directory service
certificate file path.

« -dirServiceUser: Directory service user name.

 -ldapDirectoryAccessType { PASSWORD | SSL}:
LDAP directory access type.

* -useSYSAut hFor LDAPAccess {true | fal se}:

Specify whether to use SYS user authentication for
LDAP acces.

* -wal | et Passwor d: Password for the database wallet.

A comma-separated list of listeners for the database.

Directory path to the file that contains the variables and their
values for the database template.

A comma-separated list of nanme=val ue pairs of variables for
the database template.

A comma-separated list of nane=val ue pairs of initialization
parameter values of the database.

You can additionally provide the - i ni t Par amsEscapeChar
parameter for using a specific escape character between
multiple values of an initialization parameter. If an escape
character is not specified, backslash (/) is used as the default
escape character.

Specify t r ue to include the HR sample schema (EXAMPLE
tablespace) in your database, else specify f al se. Default is
fal se.

Oracle guides and educational materials contain examples
based on the sample schemas. Oracle strongly recommends

that you do not install the sample schemas in a production
database.

The percentage of physical memory that can be used by the
database.
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Table 2-12 (Cont.) generateScripts Parameters

Parameter Required/ Description
Optional

-total Menory Optional Total amount of physical memory, in megabytes, that can be
total memory_assigned t used by the database.
0_the_dat abase in_MB
- dat abaseType Optional Specify MULTI PURPCSE if the database is for both OLTP and
{ MULTI PURPOSE | data warehouse purposes.
DATA_WAREHOUSI NG | Specify DATA WAREHCOUSI NGif the primary purpose of the
OLTP} database is a data warehouse.

Specify OLTP if the primary purpose of the database is online

transaction processing.
- Optional Specify t r ue to use Oracle Wallet for database credentials,

use\al | et For DBCr edenti a
I's

{true | false}

else specify f al se. Default is f al se.

When t r ue is specified, the following additional parameters
can be provided:

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

* -dbCredential sVl | et Passwor d: Password for the
Oracle Wallet account.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword

2.13.4.9 deleteDatabase

The del et eDat abase command deletes a database.

Syntax and Parameters
Use the dbca - del et eDat abase command with the following syntax:

dbca -del et eDat abase
-sourceDB dat abase _nane_or_sid
- sysDBAUser Name SYSDBA_user _nane]
- sysDBAPasswor d SYSDBA_user _passwor d]
-forceArchi veLogDel eti on]
- deRegi st er EMJ oudCont r ol
[-omsHost Oracl e_Managenent _Server _host _nanme
-onsPort Oracl e_Managenment _Server _port_nunber
-emJser EM admi ni strator_user_nane
-enPassword EM adni ni strator_password]]
[-unregisterWthDirService {true | false}
-dirServi ceUser Name directory_service_user_nane
[-dirServicePassword directory_service_user_password
[-wal | et Password wal | et _password] ]
[-sid database_systemidentifier]
[-useVal | et ForDBCredentials {true | false}

—_———_——
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-dbCredenti al sVl | et Password wal | et _account _password
-dbCredenti al sWal | et Location wal let_files_directory]

Table 2-13 deleteDatabase Parameters

Parameter Required/ Description
Optional
-sourceDB Required Database unique name for an Oracle RAC database or
dat abase name or sid database system identifier (SID) for a single instance
B -7 database.
- sysDBAUser Name Optional User name of the user having the SYSDBA privileges.
SYSDBA user _nane
- sysDBAPasswor d Optional Password of the user having the SYSDBA privileges.
SYSDBA passwor d
- Optional Specify this parameter to delete the database archive logs.
forceArchiveLogDel eti on
- Optional Specify this parameter along with the following parameters to
deRegi st er EMJ oudCont ro unregister the database with Enterprise Manager Cloud
| Control:
* - onsHost : Oracle Management Server host name.
e -onsPort: Oracle Management Server port number.
e -enlser: User name for Enterprise Manager
administrator.
* -enPasswor d: Password for Enterprise Manager
administrator.
- Optional Specify this parameter along with the following parameters to
unregi sterWthDirServic unregister the database with the directory service:
e {true | false} e -dirServiceUser Name: User name for the directory
service.
« -dirServi cePasswor d: Password for the directory
service user.
* -wal | et Passwor d: Password for the database wallet.
-sid Optional Database system identifier (SID).
dat abase_system.identif
ier
- Optional Specify t r ue to use Oracle Wallet for database credentials,

useWal | et For DBCr edent i a
I's

{true | false}

else specify f al se. Default is f al se.

When t r ue is specified, the following additional parameters

can be provided:

* -dbCredential s\l | et Locat i on: Directory location
for the Oracle Wallet files.

* -dbCredential s\l | et Passwor d: Password for the
Oracle Wallet account.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

« oracle.dbsecurity. user DNPassword

ORACLE
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2.13.4.10 createPluggableDatabase

The cr eat ePl uggabl eDat abase command creates a pluggable database (PDB) in a
multitenant container database (CDB).

Syntax and Parameters

Use the dbca - cr eat ePl uggabl eDat abase command with the following syntax:

dbca - creat ePl uggabl eDat abase
-sourceDB cdb_sid
- pdbNane new_pdb_nane

[-
[-

—— ——_————_—

createAsC one {true | false}]
creat ePDBFrom { DEFAULT | FILEARCH VE | RVANBACKUP | USI NGXM. | PDB}
[ - pdbArchi veFil e pdb_archive_file_name_wi th_directory_path]
- PDBBackUpfil e pdb_backup_file_name_with_directory_path]
- PDBMet adat aFi | e pdb_metadata_file_name_with_directory_path]
- pdbAdni nUser Nane pdb_admi ni st rat or _name]
- pdbAdni nPasswor d pdb_admi ni st rat or_passwor d]
-creat eNewPDBAdmi nUser {true | false}]
-sour ceFi | eNameConvert nethod_to_| ocate_pdb _fil es]
-fil eNameConvert nanes_of pdb_files]
- pdbSt or ageMAXSi zel nMB maxi num st or age_si ze_for_the_pdb_i n_MB]
- pdbSt or ageMAXTenpSi zel nMB maxi mum t enpor ary_st orage_si ze_for_the_pdb_i n_Mg]
-wor kArea directory_to_unzi p_PDB_archive_files_for_FI LEARCH VE_opti on]
-copyPDBFiles {true | false}]
[-sourcePDB nanme_of _the pdb_to_cl one]

-pdbDat af i | eDestination pdb_data_files_directory]
-useMet aDat aFi | eLocation {true | false}]
-regi sterWthDirService {true | false}

-dirServi ceUser Name directory_service_user_nane
[-dirServicePassword directory_service_user_password]

[ - dat abaseCN directory_servi ce_dat abase_conmon_nane]
[-dirServiceCertificatePath certificate_file_directory_path]
[-dirServiceUser active_directory_account_user_nang]

[-wal | et Password wal | et _password] ]

-1 bacsysPasswor d LBACSYS user _passwor d]

-createUser Tabl eSpace {true | false)]

- pdbSt or ageMAXSi zel nMB maxi num st or age_si ze_for_the_pdb_i n_Mg]

- pdbSt or ageMAXTenpSi zel nMB maxi num t enpor ary_st orage_si ze_for _t he_pdb_i n_Mg]
-custonScripts customsql _scripts_to_run_after_PDB creation]

- pdbUseMul ti pl eBackup nunber _of _pdb_backups_t o_creat €]

-dvConfiguration {true | false}

-dvUser Nane Dat abase Vault _owner nane

-dvUser Passwor d Dat abase_Vaul t _owner _password

[ - dvAccount Manager Nane Dat abase_Vaul t _account _nmanager _nane]

[ - dvAccount Manager Passwor d Dat abase_Vaul t _account _manager _passwor d] ]

-useVl | et ForDBCredential s {true | false}

-dbCredenti al s\l | et Password wal | et _account _passwor d
-dbCredenti al sWal | et Location wallet_files_directory]

Table 2-14 createPluggableDatabase Parameters
|

Parameter Required/ Description

Optional
-sour ceDB Required The database system identifier (SID) of the CDB.
cdb_sid

ORACLE
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Table 2-14 (Cont.) createPluggableDatabase Parameters
]

Parameter Required/ Description
Optional
- pdbNane Required Name of the new PDB to create.
new_pdb_nane Note: For Oracle RAC databases, the PDB name must be

unique in the cluster.

-creat eAsC one Optional Specify t r ue if the files you plan to use to create the new
PDB are the same files that were used to create an existing
PDB. Specifying t r ue ensures that Oracle Database
generates unique PDB DBID, GUID, and other identifiers
expected for the new PDB.

{true | false}

Specify f al se, the default, if the files you plan to use to
create the new PDB are not the same files that were used to
create an existing PDB.
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Table 2-14 (Cont.) createPluggableDatabase Parameters
]

Parameter Required/ Description
Optional
- creat ePDBFrom Optional Specify DEFAULT to create the PDB from the CDB's seed.
{DEFAULT | FI LEARCHI VE When you specify DEFAULT, the following additional
| RVANBACKUP | US| NGXM parameters are required:
| PDB} * - pdbAdni nUser Nane: The user name of the PDB's local

administrator.

* - pdbAdni nPasswor d: The password for the PDB's local
administrator.

Specify FI LEARCHI VE to create the PDB from an unplugged

PDB's files. When you specify FI LEARCHI VE, the following

additional parameter is required:

* -pdbArchi veFi | e: Complete path and name for
unplugged PDB's archive file.

The archive file contains all of the files for the PDB,
including its XML metadata file and its data files.
Typically, the archive file has a . gz extension.

e -creat eNewPDBAdn nUser : Specify t r ue to create a
new PDB administrator or f al se to avoid creating a new
PDB administrator.

* -wor kAr ea: Specify the directory location where the
PDB archive files need to be unzipped.

Specify RMANBACKUP to create the PDB from a Recovery

Manager (RMAN) backup. When you specify RMANBACKUP,

the following additional parameters are required:

* -pdbBackUpfi | e: Complete path and name for the PDB
backup file.

« -pdbMet adat aFi | e: Complete path and name for the
PDB's XML metadata file.

Specify USI NGXM. to create the PDB from an unplugged

PDB's XML metadata file. When you specify US| NGXM., the

following additional parameter is required:

* -pdbMet adat aFi | e: Complete path and name for the
PDB's XML metadata file.

Specify PDB to create a new PDB by cloning an existing PDB.

When you specify PDB, the following additional parameter is

required:

* -sourcePDB: Name of an existing PDB to clone.

Specify the following optional parameters, if required:

e -sourceFil eNameConvert : This parameter specifies
how to locate PDB files listed in the PDB XML metadata
file.

See SOURCE_FI LE_NAME_CONVERT clause of the
CREATE PLUGGABLE DATABASE statement described in
Oracle Multitenant Administrator's Guide.

* -fileNaneConvert: This parameter specifies the

names of the PDB'’s files.
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Table 2-14 (Cont.) createPluggableDatabase Parameters

Parameter
Optional

Required/

Description

-pdbDat af i | eDesti nati on Optional

pdb_data_files_director
y

- Optional
useMet aDat aFi | eLocati on
{true | false}

-regi sterWthDirService
{true | false}

Optional

-1 bacsysPassword Optional

LBACSYS user _password

ORACLE

See FI LE_NAVE_CONVERT clause of the CREATE
PLUGGABLE DATABASE statement described in Oracle
Multitenant Administrator's Guide.
* - pdbSt or ageMAXSi zel nMB: Specify the maximum
storage size for the PDB in megabytes.
See information about PDB storage described in Oracle
Multitenant Administrator's Guide.
* - pdbSt or ageMAXTenpSi zel nMB: Specify the maximum
temporary storage size for the PDB in megabytes.
* -copyPDBFiles {true | false}: Specifytrue if the
PDB data files need to be copied, else specify f al se.
Compete directory path to the new PDB data files.
When this parameter is not specified, either Oracle Managed
Files or the PDB_FI LE_NAME_CONVERT initialization
parameter specifies how to generate the names and locations
of the files. If you use both Oracle Managed Files and the
PDB_FI LE_NAME_CONVERT initialization parameter, then
Oracle Managed Files takes precedence.
When this parameter is not specified, Oracle Managed Files
is not enabled, and the PDB_FI LE_NAME_CONVERT
initialization parameter is not set, by default a path to a
subdirectory with the name of the PDB in the directory for the
root's files is used.

Specify t r ue to use the data file path defined in XML
metadata file within a PDB archive when extracting data files.
Specify f al se, the default, to not use the data file path

defined in XML metadata file within a PDB archive when
extracting data files.

Specify t r ue to register the PDB with a Lightweight Directory

Access Protocol (LDAP) service, else specify f al se. Default

is f al se.

When t r ue is specified, the following additional parameters

are required:

« -dirServiceUser Nane: User name for the LDAP
service.

e -dirServicePasswor d: Password for the LDAP
service.

* -dirServiceUser: User name for the Active Directory
account.

« -dirServiceCertificatePat h: Certificate file path of
the directory service.

* -dat abaseCN: Common name of the directory service
database.

* -wal | et Passwor d: Password for the database wallet.

Specify the LBACSYS user password if you want to configure
OLS with a directory service.
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Table 2-14 (Cont.) createPluggableDatabase Parameters

Parameter Required/ Description
Optional
- creat eUser Tabl eSpace Optional Specify t r ue if a default user tablespace needs to be created
{true | false} in the new PDB.
- pdbSt or ageMAXSi zel nMB Optional Specify the maximum storage size for the PDB in megabytes.

mexi num st or age_si ze_fo
r the pdb_in_MB

- Optional
pdbSt or ageMAXTenpSi zel n
VB

mexi mum t enporary_stora

ge_size for_the pdb_in_

VB

- pdbUseMul ti pl eBackup Optional

nunber _of pdb_backups_t
0_create

-custonScripts Optional
| custom sql _scripts_to_
run_after_PDB creation
-dvConfiguration Optional
{true | false}

- Optional
useWal | et For DBCr edent i a
I's

{true | false}

Specify the maximum temporary storage size for the PDB in
megabytes.

Specify the number of PDB backups to create.

Specify a list of custom SQL scripts to run after the PDB
creation.

Specify t r ue to enable and configure Database Vault, else

specify f al se. Defaultis f al se.

When t r ue is specified, the following additional Database

Vault parameters are required:

« -dvUser Nane: Specify the Database Vault owner name.

* -dvUser Passwor d: Specify Database Vault owner
password.

* -dvAccount Manager Name: Specify a separate Database
Vault account manager name.

* -dvAccount Manager Passwor d: Specify the Database
Vault account manager password.

Specify t r ue to use Oracle Wallet for database credentials,

else specify f al se. Default is f al se.

When t r ue is specified, the following additional parameters

can be provided:

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

» -dbCredential s\Wal | et Passwor d: Password for the
Oracle Wallet account.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

« oracle.dbsecurity. user DNPassword

ORACLE
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2.13.4.11 unplugDatabase

The unpl ugDat abase command unplugs a pluggable database (PDB) from a
multitenant container database (CDB).

Syntax and Parameters

Use the dbca - unpl ugDat abase command with the following syntax:

dbca -unpl ugDat abase

-sourceDB cdb_sid

- pdbNane pdb_nane

[-unregisterWthDirService {true | false}
-dirServi ceUser Name directory_service_user_nane
-dirServicePassword directory_service_user_password
-wal | et Password wal | et _passwor d]

[-archiveType {TAR | RVAN | NONE}
[-rmanParal l el i smparal | elism.integer_val ue]
[ - pdbArchi veFil e pdb_archive_file_directory]
[ - PDBBackUpfil e pdb_backup_file_directory]
[ - PDBMet adat aFi | e pdb_metadata_file_directory]
[-rmanParal l el i smparal | elism.integer_val ue]]

[-useVal | et ForDBCredential s {true | false}
-dbCredenti al s\l | et Password wal | et _account _passwor d
-dbCredenti al sWal | et Location wallet_files_directory]

Table 2-15 unplugDatabase Parameters

Parameter Required/ Description
Optional
-sourceDBcdb_sid Required The database system identifier (SID) of the CDB.
- pdbNane pdb_nane Required Name of the PDB.
-archiveType {TAR | Optional Specify TAR to store the unplugged PDB files in a tar file.
RVAN | NONE} Specify RVAN to store the unplugged PDB files in an RMAN
backup.

Specify NONE to store the unplugged PDB files without using a
tar file or an RMAN backup.

Specify any of the following parameters:

* -pdbArchi veFi | e: Specify absolute file path and name
for the PDB Archive file.

* -pdbBackUpfi | e: Specify absolute file path and name
for the PDB backup file when archive type is RVAN.

specify comma separated file paths, if there are multiple
backups to be taken when creating the PDB.

* -pdbMet adat aFi | e: Specify absolute file path and
name for the PDB metadata file when archive type is
RVAN or NONE.

e -rnanParal | el i sm Specify the RMAN parallelism
integer value.
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Table 2-15 (Cont.) unplugDatabase Parameters

Parameter Required/ Description

Optional
- Optional Specify t r ue to unregister the PDB from the LDAP service,
unregi sterWthbDirServic else specify f al se. Default is f al se.

e{true | false} When t r ue is specified, the following additional parameters

are required:

* -dirServiceUser Nane: User name for the LDAP
service.

e -dirServi cePasswor d: Password for the LDAP service
user.

* -wal | et Passwor d: Password for the database wallet.

- Optional Specify t r ue to use Oracle Wallet for database credentials,
useVal | et For DBCredenti a else specify f al se. Default is f al se.

I's When t r ue is specified, the following additional parameters

{true | false} can be provided:

» -dbCredential s\Wal | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

» oracle.dbsecurity.user DNPassword

2.13.4.12 deletePluggableDatabase

The del et ePl uggabl eDat abase command deletes a PDB.

Syntax and Parameters
Use the dbca - del et ePl uggabl eDat abase command with the following syntax:

dbca -del et ePl uggabl eDat abase
-sourceDB cdb_sid
- pdbNane pdb_nane
[-useVal | et ForDBCredentials {true | false}
-dbCredenti al s\Wal | et Password wal | et _account _passwor d
-dbCredential sVl | et Location wallet _files_directory]

Table 2-16 deletePluggableDatabase Parameters

Parameter Required/ Description

Optional
-sourceDBcdh_sid Required The database system identifier (SID) of the CDB.
- pdbNane pdb_name Required Name of the PDB to delete.
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Table 2-16 (Cont.) deletePluggableDatabase Parameters

Parameter Required/ Description
Optional
- Optional Specify t r ue to use Oracle Wallet for database credentials,
useVal | et For DBCredenti a else specify f al se. Default is f al se.
I's

When t r ue is specified, the following additional parameters

{true | false} can be provided:

» -dbCredential s\l | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

e oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword

2.13.4.13 configurePluggableDatabase

The confi gur ePl uggabl eDat abase command configures a pluggable database (PDB).

Syntax and Parameters
Use the dbca - confi gur ePl uggabl eDat abase command with the following syntax:

dbca -configurePl uggabl eDat abase
-sourceDB cdb_sid
- pdbNane pdb_nane
[-dvConfiguration {true | false}
-dvUser Nane Dat abase_Vaul t _owner _nane
-dvUser Passwor d Dat abase_Vaul t _owner _password
[ - dvAccount Manager Nane Dat abase _Vaul t _account _nmanager _nane]
[ - dvAccount Manager Passwor d Dat abase_Vaul t _account _nmanager _passwor d] ]
[-ol sConfiguration {true | false}
[-configureWthO D configure with QD flag]]
[-configureOracleR
[-oracl eRConfi gTabl espace tabl espace_for_Oracle_R configuration]]
[-registerWthDirService {true | false}
-dirServiceUserName directory_service_user_nane
[-dirServicePassword directory_service_user_password]
[-wal | et Password wal | et _passwor d]
[ - dat abaseCN dat abase_conmon_nane]
[-dirServiceCertificatePath certificate_file_path]
[-dirServiceUser active_directory_account_user_nane]]
[-unregisterWthDirService {true | false}
-dirServiceUserName directory_service_user_nane
[-dirServicePassword directory_service_user_password]
[-wal | et Password wal | et _password] ]
[-1bacsysPassword LBACSYS user_password] ]
[-useVal | et For DBCredentials {true | false}
-dbCredenti al s\Wal | et Password wal | et _account _passwor d
-dbCredenti al sWal | et Location wal let_files_directory]
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Table 2-17 configurePluggableDatabase Parameters

Parameter

Required/
Optional

Description

-sourceDBcdb_sid
- pdbNane pdb_name

-dvConfiguration{true
| false}

-ol sConfiguration{true
| fal se}

-1 bacsysPassword

-configureOacl eR

regi sterWthbDirService{
true | false}

ORACLE

Required
Required
Optional

Optional

Optional

Optional

Optional

The database system identifier (SID) of the CDB.
Name of the PDB.

Specify t r ue to enable and configure Database Vault for the

PDB, else specify f al se. Defaultis f al se.

When t r ue is specified, the following additional Database

Vault parameters are required:

* -dvUser Nane: Specify the Database Vault owner user
name.

* -dvUser Passwor d: Specify Database Vault owner
password.

* -dvAccount Manager Nanme: Specify a separate Database
Vault account manager.

e -dvAccount Manager Passwor d: Specify the Database
Vault account manager password.

Specify t r ue to enable and configure Oracle Label Security
(OLS) for the PDB, else specify f al se. Default is f al se.

When t r ue is specified, you can additionally specify the -
confi gureW t hQ D parameter to configure Oracle Label
Security (OLS) with Oracle Internet Directory (OID). This
parameter is optional.

Specify the LBACSYS user password, if you want to configure
OLS with a directory service.

Specify this parameter to configure Oracle R for the PDB.

Additionally, you can specify the -

or acl eRConfi gTabl espace parameter to assign a
tablespace for the Oracle R configuration, for example,
SYSAUX tablespace.

Specify t r ue to register the PDB with a Lightweight Directory

Access Protocol (LDAP) service, else specify f al se. Default

is f al se.

When t r ue is specified, the following additional parameters

can be provided:

« -dirServiceUser Nane: User name for the LDAP
service.

e -dirServi cePasswor d: Password for the LDAP service
user.

* -wal | et Passwor d: Password for the database wallet.
* -dat abaseCN: Database common name.

e -dirServiceCertificatePath: Directory service
certificate file path.

« -dirServiceUser: Active Directory account user name.
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Table 2-17 (Cont.) configurePluggableDatabase Parameters

Parameter Required/ Description

Optional
unregi sterWthbDirServic Optional Specify t r ue to unregister the PDB with the Lightweight
e{true | false} Directory Access Protocol (LDAP) service, else specify

fal se. Defaultis f al se.

When t r ue is specified, the following additional parameters

can be provided:

e -dirServiceUser Name: User name for the LDAP
service.

e -dirServi cePasswor d: Password for the LDAP service
user.

* -wal | et Passwor d: Password for the database wallet.

- Optional Specify t r ue to use Oracle Wallet for database credentials,
useVal | et For DBCredenti a else specify f al se. Default is f al se.

I's When t r ue is specified, the following additional parameters
{true | false} can be provided:

» -dbCredential s\Wal | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential sVl | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

» oracle.dbsecurity.user DNPassword

2.13.4.14 addInstance

The addl nst ance command adds a database instance to an administrator-managed
Oracle RAC database.

Syntax and Parameters
Use the dbca - addl nst ance command with the following syntax:

dbca -addl nstance

-gdbNane gl obal _dat abase_nane

-nodeNane dat abase_i nstance_node_nane

[-updateDirService {true | false}
-dirServiceUserName directory_service_user_nane
-dirServicePassword directory_service_user_password]

[-instanceNane dat abase_i nstance_nane]

[-sysDBAUser Nane SYSDBA user _nane]

[ - sysDBAPasswor d SYSDBA user _passwor d]

[-useVal | et For DBCredentials {true | false}
-dbCredenti al s\Wal | et Password wal | et _account _passwor d
-dbCredenti al sWal | et Location wal let_files_directory]
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Parameter Required/ Description
Optional
- gdbNane Required Global database name in the form
gl obal _dat abase_name database_name.domain_name.
- nodeNane Required Node name of the database instance.
dat abase_i nst ance_node_
nanme
-i nstanceNane Optional Database instance name.
dat abase_i nst ance_name
- sysDBAUser Name Optional User name of the database user having the SYSDBA
SYSDBA user _narme privileges.
- sysDBAPasswor d Optional Password of the database user having the SYSDBA privileges.
SYSDBA user _password
-updat eDi r Servi ce Optional Specify t r ue to register the database with a directory service,

{true | false}

- Optional
use\al | et For DBCr edenti a
I's

{true | false}

else specify f al se.

When t r ue is specified, the following additional parameters

are required:

» -dirServiceUser Name: User name for the directory
service.

* —dirServi cePasswor d: Password for the directory
service user.

Specify t r ue to use Oracle Wallet for database credentials,

else specify f al se. Default is f al se.

When t r ue is specified, the following additional parameters

can be provided:

» -dbCredential s\Wal | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential sWal | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword

2.13.4.15 deletelnstance

The del et el nst ance command deletes a database instance from an administror-
managed Oracle RAC database.

Syntax and Parameters

Use the dbca - del et el nst ance command with the following syntax:

dbca -del et el nstance

-gdbNane gl obal _dat abase_nane
-instanceNane database_i nstance_nane
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[-nodeNarme dat abase_i nst ance_node_nane]
[-updateDirService {true | false}
-dirServiceUserName directory_service_user_nane
-dirServicePassword directory_service_user_password]
[-sysDBAUser Nane SYSDBA user _nane]
[-sysDBAPassword SYSDBA user _passwor d]
[-useVal | et ForDBCredentials {true | false}
-dbCredenti al s\Wal | et Password wal | et _account _passwor d
-dbCredential sVl | et Location wal l et _files_directory]

Table 2-19 deletelnstance Parameters
]

Parameter Required/ Description
Optional
- gdbNane Required Global database name in the form
gl obal _dat abase_name database_name.domain_name.
-i nst anceNane Required Database instance name.
dat abase_i nst ance_nane
- nodeNane Optional Node name of the database instance.
node_nane_of _dat abase_i
nstance
- sysDBAUser Name Optional User name of the database user having the SYSDBA
SYSDBA user _narme privileges.
- sysDBAPasswor d Optional Password of the database user having the SYSDBA privileges.
SYSDBA user _password
-updat eDi r Servi ce Optional Specify t r ue to unregister the database with the directory
{true | false} service, else specify f al se. Defaultis f al se.

When t r ue is specified, the following additional parameters

are required:

» -dirServiceUser Name: User name for the directory
service.

* —dirServi cePasswor d: Password for the directory
service user.

- Optional Specify t r ue to use Oracle Wallet for database credentials,
useVal | et For DBCredenti a else specify f al se. Default is f al se.

I's When t r ue is specified, the following additional parameters
{true | false} can be provided:

» -dbCredential s\l | et Passwor d: Password for the
Oracle Wallet account.

* -dbCredential s\l | et Locat i on: Directory location
for the Oracle Walllet files.

Note:

If you are using Oracle Unified Directory (OUD), then the

OUD passwords should be stored in the wallet using the

following keys:

« oracle.dbsecurity.walletPassword

« oracle.dbsecurity.user DNPassword
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2.13.4.16 executePrereqs

The execut ePrer eqs command executes the prerequisites checks and reports the
results. This command can be used to check the environment before running dbca to
create a database.

Syntax and Parameters
Use the dbca - execut ePr er eqgs command with the following syntax:

dbca -execut ePrereqs
- dat abaseConfi gType {SINGLE | RAC | RACONENCDE}
[ - RACOneNodeSer vi ceName RAC_node_ser vi ce_nane]
[-nodel i st database_nodes_|ist]

Table 2-20 executePrereqs Parameters

Parameter Required/ Description
Optional
- dat abaseConfi gType Required Specify one of the following database configuration types:
{SINGLE | RAC | +  SINGLE: Single individual database.
RACONENGDE} *  RAC: Oracle RAC database.
*  RACONENODE: Oracle RAC One Node database.
For Oracle RAC One Node database, you can specify
the service name using the - RACOneNodeSer vi ceNane
parameter.
-nodel i st Optional List of database nodes separated by comma.

dat abase_nodes_| i st
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Starting Up and Shutting Down

When you start up a database, you create an instance of that database and you
determine the state of the database. Shutting down a currently running Oracle
Database instance can optionally close and dismount a database.

Starting Up a Database

When you start up a database, you create an instance of that database and you
determine the state of the database. Normally, you start up an instance by
mounting and opening the database. Doing so makes the database available for
any valid user to connect to and perform typical data access operations.

Altering Database Availability
You can alter the availability of a database. You may want to do this in order to
restrict access for maintenance reasons or to make the database read only.

Shutting Down a Database
You can shut down a database with SQL*Plus or Oracle Restart.

Quiescing a Database
A quiesced database allows only DBA transactions, queries, fetches, or PL/SQL
statements.

Suspending and Resuming a Database

The ALTER SYSTEM SUSPEND statement halts all input and output (1/O) to data files
(file header and file data) and control files. The suspended state lets you back up a
database without I/O interference. When the database is suspended all preexisting
I/O operations are allowed to complete and any new database accesses are
placed in a queued state. Use the ALTER SYSTEM RESUME statement to resume
normal database operations.

Delaying Instance Abort

The | NSTANCE_ABORT_DELAY_TI ME initialization parameter specifies the amount of
time, in seconds, to delay shutting down a database when an error causes the
instance to abort.

¢ See Also:

Oracle Real Application Clusters Administration and Deployment Guide for
additional information specific to an Oracle Real Application Clusters
environment

3.1 Starting Up a Database

ORACLE

When you start up a database, you create an instance of that database and you
determine the state of the database. Normally, you start up an instance by mounting
and opening the database. Doing so makes the database available for any valid user
to connect to and perform typical data access operations.
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About Database Startup Options

When Oracle Restart is not in use, you can start up a database instance with
SQL*Plus, Recovery Manager, or Oracle Enterprise Manager Cloud Control
(Cloud Control). If your database is being managed by Oracle Restart, the
recommended way to start the database is with SRVCTL.

Specifying Initialization Parameters at Startup

To start an instance, the database must read instance configuration parameters
(the initialization parameters) from either a server parameter file (SPFI LE) or a text
initialization parameter file (PFILE). The database looks for these files in a default
location. You can specify nondefault locations for these files, and the method for
doing so depends on whether you start the database with SQL*Plus (when Oracle
Restart is not in use) or with SRVCTL (when the database is being managed with
Oracle Restart).

About Automatic Startup of Database Services
When your database is managed by Oracle Restart, you can configure startup
options for each individual database service (service).

Preparing to Start Up an Instance
You must perform some preliminary steps before attempting to start an instance of
your database using SQL*Plus.

Starting Up an Instance
You can start up an instance using SQL*Plus or Oracle Restart.

3.1.1 About Database Startup Options

When Oracle Restart is not in use, you can start up a database instance with
SQL*Plus, Recovery Manager, or Oracle Enterprise Manager Cloud Control (Cloud
Control). If your database is being managed by Oracle Restart, the recommended way
to start the database is with SRVCTL.

ORACLE

See Configuring Automatic Restart of an Oracle Database for information about Oracle
Restart.

Starting Up a Database Using SQL*Plus

You can start a SQL*Plus session, connect to Oracle Database with administrator
privileges, and then issue the STARTUP command. Using SQL*Plus in this way is
the only method described in detail in this book.

Starting Up a Database Using Recovery Manager

You can also use Recovery Manager (RMAN) to execute STARTUP and SHUTDOWN
commands. You may prefer to do this if your are within the RMAN environment
and do not want to invoke SQL*Plus.

Starting Up a Database Using Cloud Control

You can use Cloud Control to administer your database, including starting it up
and shutting it down. Cloud Control combines a GUI console, agents, common
services, and tools to provide an integrated and comprehensive systems
management platform for managing Oracle products. Cloud Control enables you
to perform the functions discussed in this book using a GUI interface, rather than
command line operations.

Starting Up a Database Using SRVCTL
When Oracle Restart is installed and configured for your database, Oracle
recommends that you use SRVCTL to start the database.
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3.1.1.1 Starting Up a Database Using SQL*Plus

You can start a SQL*Plus session, connect to Oracle Database with administrator
privileges, and then issue the STARTUP command. Using SQL*Plus in this way is the
only method described in detail in this book.

*  Run the SQL*Plus STARTUP command.

Related Topics

e SQL*Plus User's Guide and Reference

3.1.1.2 Starting Up a Database Using Recovery Manager

You can also use Recovery Manager (RMAN) to execute STARTUP and SHUTDOWN

commands. You may prefer to do this if your are within the RMAN environment and do
not want to invoke SQL*Plus.

¢ Run an RMAN STARTUP command.

¢ See Also:

Oracle Database Backup and Recovery Reference for information about the
RMAN STARTUP command

3.1.1.3 Starting Up a Database Using Cloud Control

You can use Cloud Control to administer your database, including starting it up and
shutting it down. Cloud Control combines a GUI console, agents, common services,
and tools to provide an integrated and comprehensive systems management platform
for managing Oracle products. Cloud Control enables you to perform the functions
discussed in this book using a GUI interface, rather than command line operations.

* In Cloud Control, start the database instance.

¢ See Also:

The Cloud Control online help

3.1.1.4 Starting Up a Database Using SRVCTL

ORACLE

When Oracle Restart is installed and configured for your database, Oracle
recommends that you use SRVCTL to start the database.

Starting the database instance with SRVCTL ensures that:

e Any components on which the database depends (such as Oracle Automatic
Storage Management and the Oracle Net listener) are automatically started first,
and in the proper order.
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* The database is started according to the settings in its Oracle Restart
configuration. An example of such a setting is the server parameter file location.

»  Environment variables stored in the Oracle Restart configuration for the database
are set before starting the instance.

To start a database instance with SRVCTL:
e Runthesrvctl start database command.

See "srvctl start database" and "Starting and Stopping Components Managed by
Oracle Restart" for details.

3.1.2 Specifying Initialization Parameters at Startup

To start an instance, the database must read instance configuration parameters (the
initialization parameters) from either a server parameter file (SPFI LE) or a text
initialization parameter file (PFILE). The database looks for these files in a default
location. You can specify nondefault locations for these files, and the method for doing
so depends on whether you start the database with SQL*Plus (when Oracle Restart is
not in use) or with SRVCTL (when the database is being managed with Oracle
Restart).

» About Initialization Parameter Files and Startup
When you start the database instance, it attempts to read the initialization
parameters from an SPFI LE in a platform-specific default location. If it finds no
SPFI LE, then it searches for a text initialization parameter file.

e Starting Up with SQL*Plus with a Nondefault Server Parameter File
With SQL*Plus, you can use the PFl LE clause to start an instance with a
nondefault server parameter file.

e Starting Up with SRVCTL with a Nondefault Server Parameter File
If your database is being managed by Oracle Restart, then you can specify the
location of a nondefault SPFILE by setting or modifying the SPFILE location option
in the Oracle Restart configuration for the database.

# See Also:

Creating and Configuring an Oracle Database, for more information about
initialization parameters, initialization parameter files, and server parameter
files

3.1.2.1 About Initialization Parameter Files and Startup

ORACLE

When you start the database instance, it attempts to read the initialization parameters
from an SPFI LE in a platform-specific default location. If it finds no SPFI LE, then it
searches for a text initialization parameter file.

Table 2-3 lists PFILE and SPFILE default names and locations.

In the platform-specific default location, Oracle Database locates your initialization
parameter file by examining file names in the following order:
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1. The location specified by the - spfi | e option in the SRVCTL commands srvct |
add database orsrvctl nodi fy database

You can check the current setting with the srvct| confi g database command.
2. spfil eORACLE Sl D.ora
3. spfile.ora
4. initORACLE SID.ora

The first three files are SPFI LEs and the fourth is a text initialization parameter file. If
DBCA created the SPFILE in an Oracle Automatic Storage Management disk group,
then the database searches for the SPFILE in the disk group.

When AS COPY is not specified in a CREATE SPFI LE statement and the database is
defined as a resource in Oracle Clusterware, if you specify both the spfil e_name and
the FROM PFI LE clause, then this statement automatically updates the SPFILE name
and location in the database resource. When AS CCPY is specified in a CREATE SPFI LE
statement, the SPFILE is copied, and the database resource is not updated.

< Note:

The spfil e. ora file is included in this search path because in an Oracle
Real Application Clusters environment one server parameter file is used to
store the initialization parameter settings for all instances. There is no
instance-specific location for storing a server parameter file.

For more information about the server parameter file for an Oracle Real
Application Clusters environment, see Oracle Real Application Clusters
Administration and Deployment Guide.

If you (or the Database Configuration Assistant) created a server parameter file, but
you want to override it with a text initialization parameter file, then you can do so with
SQL*Plus, specifying the PFI LE clause of the STARTUP command to identify the
initialization parameter file:

STARTUP PFILE = /uO1/oracle/dbs/init.ora

Nondefault Server Parameter Files

A nondefault server parameter file (SPFI LE) is an SPFI LE that is in a location other than
the default location. It is not usually necessary to start an instance with a nondefault
SPFI LE. However, should such a need arise, both SRVCTL (with Oracle Restart) and
SQL*Plus provide ways to do so. These are described later in this section.

Initialization Files and Oracle Automatic Storage Management

A database that uses Oracle Automatic Storage Management (Oracle ASM) usually
has a nondefault SPFI LE. If you use the Database Configuration Assistant (DBCA) to
configure a database to use Oracle ASM, DBCA creates an SPFI LE for the database
instance in an Oracle ASM disk group, and then causes a text initialization parameter
file (PFILE) to be created in the default location in the local file system to point to the
SPFI LE, as explained in the next section.
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Related Topics

* SRVCTL Command Reference for Oracle Restart
You can reference details about the syntax and options for SRVCTL commands
specific to Oracle Restart.

3.1.2.2 Starting Up with SQL*Plus with a Nondefault Server Parameter File

With SQL*Plus, you can use the PFI LE clause to start an instance with a nondefault
server parameter file.

To start up with SQL*Plus with a hondefault server parameter file:

1. Create a one-line text initialization parameter file that contains only the SPFI LE
parameter. The value of the parameter is the nondefault server parameter file
location.

For example, create a text initialization parameter file / u01/ or acl e/ dbs/
spf _init. ora that contains only the following parameter:

SPFILE = /u0l/oracl e/ dbs/test_spfile.ora

# Note:

You cannot use the | FI LE initialization parameter within a text
initialization parameter file to point to a server parameter file. In this
context, you must use the SPFI LE initialization parameter.

2. Start up the instance pointing to this initialization parameter file.
STARTUP PFI LE = /u01/oracl e/ dbs/spf_init.ora

The SPFI LE must reside on the database host computer. Therefore, the preceding
method also provides a means for a client system to start a database that uses an
SPFI LE. It also eliminates the need for a client system to maintain a client-side
initialization parameter file. When the client system reads the initialization parameter
file containing the SPFI LE parameter, it passes the value to the server where the
specified SPFI LE is read.

3.1.2.3 Starting Up with SRVCTL with a Nondefault Server Parameter File

ORACLE

If your database is being managed by Oracle Restart, then you can specify the
location of a nondefault SPFILE by setting or modifying the SPFILE location option in
the Oracle Restart configuration for the database.

To start up with SRVCTL with a nondefault server parameter file:
1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

2. Enter the following command:

srvctl nodify database -db db_uni que_nanme -spfile spfile_path

where db_uni que_nane must match the DB_UNI QUE_NAME initialization parameter
setting for the database.

3. Enter the following command:
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