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Preface

AWS (Amazon Web Services) CloudFormation is a service that helps you model and set up your
Amazon Web Services resources so that you can spend less time managing those resources and
more time focusing on your applications that run in AWS. You create a template that describes all
the AWS resources that you want (like Amazon EC2 instances or Amazon RDS DB instances), and
AWS CloudFormation takes care of provisioning and configuring those resources for you. You don’t
need to individually create and configure AWS resources and figure out what’s dependent on what;
AWS CloudFormation handles all of that. *

When you use AWS CloudFormation, you can reuse your template to set up your resources
consistently and repeatedly. Just describe your resources once and then provision the same resources
over and over in multiple regions. This book will show you how to write a reusable CloudFormation
template for your cloud infrastructure.

The aim of this book is to help you get started with AWS CloudFormation in an easy way. With
detailed steps, complete codes, and screen captures from AWS console, I hope you will get better
understanding of how things work.

The example project will help you grasp the concepts quickly. You will be able to build cloud
infrastructure for a multi-tier WordPress site using CloudFormation in no time. Throughout the
book you will get your hands dirty writing CloudFormation template and deploying stacks. By the
end of reading this book, I hope that you will master AWS CloudFormation.

"http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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Preface ii
What this book covers

You'll find the following chapters in this book:

Chapter 1, Getting Started with AWS, introduces you to AWS, shows you how to sign up for AWS
(Amazon Web Services), set up your account, get familiar with AWS console, create your first
Amazon EC2 (Elastic Compute Cloud) instance, and connect to your EC2 instance using SSH.

Chapter 2, Getting Started with CloudFormation, teaches you the basics of CloudFormation, how
CloudFormation works, and the template basics.

Chapter 3, The IAM Stack, shows you how to create IAM Roles, Profiles and Policies for the example
project using CloudFormation.

Chapter 4, The Network Stack, guides you to build the VPC, Subnets, and Security Groups for the
example project using CloudFormation.

Chapter 5, The Application Stack, guides you to create ELB, Launch Config, Auto Scaling Group,
and Auto Scaling Policy for the example project.

Chapter 6, Stack Policy, teaches you how to protect stack resources from update actions using a stack
policy.

Appendix A, Converting JSON to YAML, shows you how to convert your existing JSON templates
into YAML templates.

Appendix B, CLI Commands, shows you how to do stack operations using AWS CLL
Appendix C, Intrinsic Function, reference guide for CloudFormation Intrinsic Functions.
Appendix D, Resource Attribute, reference guide for CloudFormation Resource Attributes.
Appendix E, Pseudo Parameters, reference guide for CloudFormation Pseudo Parameters.

Appendix F, Helper Scripts, reference guide for CloudFormation Helper Scripts.
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Preface iii

Who this book is for

This book is written for cloud engineers, solutions architects, and system administrators. I assume
you are comfortable with the basic AWS resources like VPC, EC2, IAM, Security Groups, and Auto
Scaling. For those who are not familiar with AWS, chapter 1 will give you an introduction to AWS
and EC2 service, but you will need other resources to learn more about AWS services. You can read
through the online AWS documentation https://aws.amazon.com/documentation/ or you can read
my other book Ansible for AWS https://leanpub.com/ansible-for-aws.

What you need for this book

To run the examples in this book, you will need a computer with any operating system, your
favourite text editor and an Internet connection. To use the services in Amazon Web Services, you
will need to setup an account and register your credit card with Amazon.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning,.

Code words in text are shown as follow: “The Description section (optional) enables you to include
arbitrary comments about your template. “

A block of code is set as follows:

AWSTemplateFormatVersion: "2010-09-09"
Description: A sample template

Any command-line input is written as follows:

$ vi iam.yml

0 This is an information box

Special information appear in a box like this

A This is a warning box

Warnings appear in a box like this


https://aws.amazon.com/documentation/
https://leanpub.com/ansible-for-aws
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Q& Tips and tricks

Tips and tricks appear like this

Example Code Files

You can find the example code files for this book in the AWS CloudFormation - The Easy Way
GitHub repository?.

*https://github.com/yankurniawan/aws-cloudformation


https://github.com/yankurniawan/aws-cloudformation
https://github.com/yankurniawan/aws-cloudformation
https://github.com/yankurniawan/aws-cloudformation

Chapter 1: Getting Started with AWS

This chapter will give you introduction to Amazon Web Services (AWS), show you how to set up
your AWS account, create your first EC2 instance, and connect to your EC2 instance using SSH. You
can skip this chapter if you already have an AWS account and experience with EC2 instance.

What is Amazon Web Services (AWS)?

Amazon Web Services (AWS) provides computing resources and services that you can use to build
applications within minutes at pay-as-you-go pricing. For example, you can rent a server on AWS
that you can connect to, configure, secure, and run just as you would a physical server. The difference
is the virtual server runs on top of a planet-scale network managed by AWS.

You pay for your virtual server only while it runs, with no up-front purchase costs or ongoing
maintenance costs. Backed by the AWS network, your virtual server can do things no physical server
can, such as automatically scaling into multiple servers when demand for your application increases.

Using AWS to build your Internet application is like purchasing electricity from a power company
instead of running your own generator, and it provides many of the same benefits: capacity exactly
matches your need, you pay only for what you use, economies of scale result in lower costs, and the
service is provided by a vendor experienced in running large-scale networks. In addition, AWS can
offer significant cost savings, up to 80%, compared to the equivalent on-premises deployments.

You can run nearly anything on AWS that you would run on physical hardware: websites,
applications, databases, mobile apps, email campaigns, distributed data analysis, media storage, and
private networks. The services we provide are designed to work together so that you can build
complete solutions. There are currently dozens of services, with more being added each year.*

Amazon Web Services offers a broad set of global cloud-based products including storage, databases,
analytics, networking, mobile, developer tools, management tools, IoT, security, compute and
enterprise applications. These services help organizations move faster, lower IT costs, and scale.

For a complete list of AWS products offering you can see https://aws.amazon.com/products/.

Amazon has produced a set of short videos to help you understand AWS basics:

« What is Cloud Computing*
« What is Amazon Web Services®

3Getting Started with AWS
“http://youtu.be/jOhbTAU4OPI
*http://youtu.be/mZ5H8sn_2ZI


https://aws.amazon.com/products/
http://youtu.be/jOhbTAU4OPI
http://youtu.be/mZ5H8sn_2ZI
http://docs.aws.amazon.com/gettingstarted/latest/awsgsg-intro/gsg-aws-intro.html
http://youtu.be/jOhbTAU4OPI
http://youtu.be/mZ5H8sn_2ZI

Chapter 1: Getting Started with AWS
In this book we will use the following AWS services:

« EC2 (Elastic Compute Cloud)

« VPC (Virtual Private Cloud)

« RDS (Relational Database Service)
« ELB (Elastic Load Balancing)

+ Auto Scaling

» Route 53

+ CloudFormation

- JAM
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EC2 (Elastic Compute Cloud)

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides resizable compute
capacity in the cloud. It is designed to make web-scale cloud computing easier for developers.

Amazon EC2’s simple web service interface allows you to obtain and configure capacity with
minimal friction. It provides you with complete control of your computing resources and lets you
run on Amazon’s proven computing environment. Amazon EC2 reduces the time required to obtain
and boot new server instances to minutes, allowing you to quickly scale capacity, both up and
down, as your computing requirements change. Amazon EC2 changes the economics of computing
by allowing you to pay only for capacity that you actually use. Amazon EC2 provides developers the
tools to build failure resilient applications and isolate themselves from common failure scenarios.®

VPC (Virtual Private Cloud)

Amazon Virtual Private Cloud (Amazon VPC) lets you provision a logically isolated section of the
Amazon Web Services (AWS) cloud where you can launch AWS resources in a virtual network
that you define. You have complete control over your virtual networking environment, including
selection of your own IP address range, creation of subnets, and configuration of route tables and
network gateways.

You can easily customize the network configuration for your Amazon Virtual Private Cloud. For
example, you can create a public-facing subnet for your webservers that has access to the Internet,
and place your backend systems such as databases or application servers in a private-facing subnet
with no Internet access. You can leverage multiple layers of security, including security groups and
network access control lists, to help control access to Amazon EC2 instances in each subnet.

Additionally, you can create a Hardware Virtual Private Network (VPN) connection between your
corporate datacenter and your VPC and leverage the AWS cloud as an extension of your corporate
datacenter.”

RDS (Relational Database Service)

Amazon Relational Database Service (Amazon RDS) makes it easy to set up, operate, and scale a
relational database in the cloud. It provides cost-efficient and resizable capacity while managing
time-consuming database administration tasks, freeing you up to focus on your applications and
business. Amazon RDS provides you six familiar database engines to choose from, including Amazon
Aurora, Oracle, Microsoft SQL Server, PostgreSQL, MySQL and MariaDB.?

®https://aws.amazon.com/ec2/
"https://aws.amazon.com/vpc/
®https://aws.amazon.com/rds/
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ELB (Elastic Load Balancing)

Elastic Load Balancing automatically distributes incoming application traffic across multiple Ama-
zon EC2 instances. It enables you to achieve fault tolerance in your applications, seamlessly
providing the required amount of load balancing capacity needed to route application traffic.

Elastic Load Balancing offers two types of load balancers that both feature high availability,
automatic scaling, and robust security. These include the Classic Load Balancer that routes traffic
based on either application or network level information, and the Application Load Balancer that
routes traffic based on advanced application level information that includes the content of the
request. The Classic Load Balancer is ideal for simple load balancing of traffic across multiple
EC2 instances, while the Application Load Balancer is ideal for applications needing advanced
routing capabilities, microservices, and container-based architectures. Application Load Balancer
offers ability to route traffic to multiple services or load balance across multiple ports on the same
EC2 instance.’

Route 53

Amazon Route 53 is a highly available and scalable cloud Domain Name System (DNS) web service.
It is designed to give developers and businesses an extremely reliable and cost effective way to route
end users to Internet applications by translating names like www.example.com into the numeric IP
addresses like 192.0.2.1 that computers use to connect to each other.

Amazon Route 53 effectively connects user requests to infrastructure running in AWS - such as
Amazon EC2 instances, Elastic Load Balancing load balancers, or Amazon S3 buckets — and can
also be used to route users to infrastructure outside of AWS. You can use Amazon Route 53 to
configure DNS health checks to route traffic to healthy endpoints or to independently monitor the
health of your application and its endpoints. Amazon Route 53 Traffic Flow makes it easy for you to
manage traffic globally through a variety of routing types, including Latency Based Routing, Geo
DNS, and Weighted Round Robin—all of which can be combined with DNS Failover in order to
enable a variety of low-latency, fault-tolerant architectures. Using Amazon Route 53 Traffic Flow’s
simple visual editor, you can easily manage how your end-users are routed to your application’s
endpoints—whether in a single AWS region or distributed around the globe. Amazon Route 53
also offers Domain Name Registration — you can purchase and manage domain names such as
example.com and Amazon Route 53 will automatically configure DNS settings for your domains.*

CloudFormation

AWS CloudFormation gives developers and systems administrators an easy way to create and
manage a collection of related AWS resources, provisioning and updating them in an orderly and
predictable fashion.

*http://aws.amazon.com/elasticloadbalancing
http://aws.amazon.com/route53
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You can use AWS CloudFormation’s sample templates or create your own templates to describe
the AWS resources, and any associated dependencies or runtime parameters, required to run your
application. You don’t need to figure out the order for provisioning AWS services or the subtleties
of making those dependencies work. CloudFormation takes care of this for you. After the AWS
resources are deployed, you can modify and update them in a controlled and predictable way, in
effect applying version control to your AWS infrastructure the same way you do with your software.
You can also visualize your templates as diagrams and edit them using a drag-and-drop interface
with the AWS CloudFormation Designer.

You can deploy and update a template and its associated collection of resources (called a stack)
by using the AWS Management Console, AWS Command Line Interface, or APIs. CloudFormation
is available at no additional charge, and you pay only for the AWS resources needed to run your
applications.™

IAM

AWS Identity and Access Management (IAM) enables you to securely control access to AWS services
and resources for your users. Using IAM, you can create and manage AWS users and groups, and
use permissions to allow and deny their access to AWS resources."?

! 1h‘[tps:/ /aws.amazon.com/cloudformation/

®https://aws.amazon.com/iam/
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0 AWS Global Infrastructure

Whether you are a large global company or small start-up, you may have potential
customers around the world. With traditional infrastructure, it’s hard to deliver great per-
formance to a broadly distributed user base and most companies focus on one geographic
region at a time to save costs and time. With Cloud Computing, the game changes - you
can easily deploy your application in any or all of the AWS regions around the world.
This means you can provide a lower latency and better experience for your customers at
minimal cost.*’

See detailed list of offerings at all AWS locations™

http://aws.amazon.com/what-is-cloud-computing/#global-reach
"http://aws.amazon.com/about-aws/globalinfrastructure/regional-product-services
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Setting Up Your AWS Account

If you don’t already have an Amazon Web Services account, open your web browser on your
computer and go to http://aws.amazon.com. Follow the steps below:

1. Click the Sign In to the Console button

Products - Solutions More - English - My Account = Sign In to the Console

Manage Your Resources

Gartner =l R

Gartner New 2016 Magic Quadrant: AWS Consale Mobile App

AWS named leader for the 6th consecutive year View your resources on i0S
and Android devices
% D Download the Mobile App =

2. On the next screen, select the I am a new user radio button, fill in your e-mail address in the
given field, and then click the Sign in using our secure server button

Sign In or Create an AWS Account
What is your email {phone for mobile accounts)?

E-mail or mobile number:

° I am a new user.

I am a returning user
and my password is:

[ Sign in using our secure server Q

Forgot your password?

Technically, if you have Amazon retail account, you can sign in using your Amazon.com
account, but it is recommended that you set up a new AWS account.

3. On the next page, enter your name, type your e-mail address again, and enter your password
(twice), then click Create account button


http://aws.amazon.com
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Login Credentials

Use the form below to create login credentials that can be used for AWS as well as Amazon.com.

My name is: Yan Kurniawan
My e-mail address is:
Type it again:
note: this is the e-mail address that we

will use to contact you about your
account

Enter a new password: ¢***eceee

Type it again: ********

l Create account

On the next screen, select Personal Account (or Company Account if you want to create an
AWS account for your company), enter the required information on the Contact Information
form, type the Security Check characters, confirm your acceptance of the AWS customer
agreement, and then click the Securely Submit button.

Contact Information

Company Account | * | Personal Account
* Required Felds
Full Name®  Yan Kurniawan
Country®  australia

Address®

City*
State / Province or Region®
Postal Code®

Phone Number®

Security Check @

Rafresh Image

Please type the characters as shown above
ymamge

AWS Customer Agreement

o Chack hara to indicate that you have read and agree 1o the lerms
of tha AWS Customar Agromant

Socurely Submit

5. The next page asks you for a credit card number and your billing address information. Enter
the required information and click Continue button.
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Payment Information

Pilease enter your payment information below. You will be able 10 try o broad set of AWS products for free via the
Free Tior, W will only bill your credit or debit cand for usage tha! is nat covered by our Free Tier,

+ Frequently Asked Questions

Credit/Dabit Card Number Expiration Data

Cardholder's Name
Yan Kurmimwan

* Use my contact address

Use a now address

6. On the next page, Amazon wants to confirm your identity. Enter your valid phone or mobile
number and click the Call Me Now button.
Identity Verification

You will be colled immediately by an automated system and prompled 1o enter the PIN number provided

1. Provide a telephone number
Please enter your information bedow and click the “Call Ma Now” bution.

Country Code Phene Number Ext

Austraiia (+61)

Call Me Now

2. Call in progress

3. Identity verification complete

Answer the phone and enter the displayed PIN code on the telephone keypad, or you can say
the PIN numbers.
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Identity Verification

You will be called immediately by an automated system and prompled o enter the PIN number provided.,
1. Provide a telephone number +

2. Call in progress

Pieasa follow the instructions on the ielephone and key in the following Persanal Ident¥ication
Number (FIN) 6n your telephone when prompled.

PIN: 6607

If you hinve nedt yat received a call at the number indicated above please wait. This page
will anr.oma'.ieﬂ,« update with what you nged 1o do next.

3. Identity verification complete

After the identity verification completed successfully, click the Continue to select your
Support Plan button.

- |dentity Verification -
You will be called immediately by an automated system and prompled 1o enttr the PIN number provided.
1. Provide a telephone number v
2. Callin progress
3. ldentity verification complete

Your identity has been verified succosstully

| Continus to seiect your Support Plan
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7. On the next page, choose your support plan and click the Continue button.

Support Plan

AWS Bupport offers a selection of plans o mee! your needs. Al plans provide 24xT acoess 10 customer senvics,
AWVS documentation, whitepapers, and Support forums, For access 1o technical support and additional resources
1o help you plan, deploy, and optimize your AWS environment, we recommend Selecting a suppor plan that best
aligns with your AWS usage,

Piease Select One

= Basic

Deseription: Customer Senvise fof account and billing questions and s6c6ss 16 the AWS
Commusnity Fonums.

Pric: Inchaded

Developer
Use s Expedmenting with AWS

Description: One pamary contact may ask technical questions through Support Center and
g0t a response within 12-24 hours during local business hours.

Price: Stadts at S20month (scales based on usage)

Business
Usa case: Production use of AWS

Dascnp'm 24xT support by phond and chat, 1-hour rESPONSE 10 UIKEN] SUPHON Chses, and
hielip with common thind-party software, Full access 10 AWS Trusted Advisor for optimizing
yourhws infrastructure, and access 1o the AWS Support AP for aulomating your support
cases and retriving Trusted Advisor rasults,

Price: Starts at $100/month (scales bosed on usage)

Enterprise
Usas casar: Mission-critical use of AWS

Description: All the features of the Business suppoet plan, plus an assigned Technical
Account Managor (TAM) who provides proactive guidance and bost practices 1o help plan,
develop, and run your AWS sclutions, a Suppor Comrwm‘optmos billing and account
analysss and , BCC0SS 10 Infr 10 support product
launches, seasonal promotions/events, and mqrnl.ms_ and 15-minute response 1o critical
support cases with prioritized case hand ing.

Price: Stadts at $15,000/month (scades based on usaga)
W you seloct this oplion, CUsmer Suppor will Contact you within 48 hours 1o disCuss your

noeds and fnalize the signup, Suppar rosources will be avallabie when signup s finalized, and
70 charges will Be incurrd untl hat time,

To explore all features and benefits of AWS Suppon, including plan comparisons and pricing
samples, dick here.

8. Setup is now complete, you’ll get an e-mail confirming your account setup.

A You have given AWS your credit card information to pay for the resources you use.
Be careful about how much AWS resource you use and try to understand the pricing scheme
for each service.
EC2 Pricing Scheme*’
S3 Pricing Scheme™

0 Your initial account sign-up provides free usage tier for a year. For a complete list of services
that you can use for free, check out AWS Free Usage Tier'” page.

% Amazon provides an online calculator'® to estimate your monthly AWS bill.

*http://aws.amazon.com/ec2/pricing
®http://aws.amazon.com/s3/pricing
"http://aws.amazon.com/free
Bhttp://calculator.s3.amazonaws.com/index.htm]
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AWS Management Console

Amazon provides a web-based AWS Management Console. You can access and manage Amazon
Web Services resources through a simple and intuitive web-based user interface. The AWS Manage-
ment Console is a single destination for managing all your AWS resources, from EC2 instances
to DynamoDB tables. Use the Console to perform any number of tasks, from deploying new
applications to monitoring the health of your application.

The AWS Management Console also enables you to manage all aspects of your AWS account,
including accessing your monthly spending by service, managing security credentials, or even
setting up new IAM Users.

N# AWS + Services v Edit v Yan Kurniawan v Select a Region *  Support ~
Quick Starts
GETTING STARTED
Build a web app Launch a Virtual Machine - Back up your files Read our documentation or view our
Start now (EC2 Instance) E=—i Learn more training to learn more about AWS.
Build a back end for your 010,0 Anslyze big data AWS CONSOLE MOBILE APP
: mobile app E Host a static website - View your resources on the go with our
= Start now DD Learn more AWS Gonsole mobile app, available from
Amazon Appstore, Google Play, or
A . iTunes
Shortcuts and Recently Viewed Services
. AWS MARKETPLACE
l“ ] * 'lﬁ 5 ‘l_ Find and buy software , launch with 1-
g ~ g g Click, and pay by the hour.
EC2 ElastiCache Elasticsearch CloudWatch Route 53
Service
FEEDBACK
Tell us what you think about the new
console home page.
AWS Services s
Service Health View Dashboard
EC2 CodeCommit AWS loT e Al services are aperating normally.
EC2 Container Service CodeDeploy . Updated Aug 10 2016 11:20:01 GMT+1000
Elastic Beanstalk CodePipeline A JEVEL( N -
Lambda GamelLift
S AGE & CON V CloudWatch ik -
S3 CloudFormation Mobile Hub
CloudFront CloudTrail Cognito
Elastic File System Config Device Farm
Glacier OpsWorks Mobile Analytics
Snowball Service Catalog SNS

The Console Home
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To see your monthly billing, you can choose Billing & Cost Management from the pull down menu
under your account name on top right of the page.

Sydney ~  Support

My Account
ED
ation or view our
- Back up your files Security Credentials [
Learn more ? about AWS.
Sign Cut
MOBILE APP
o/a/o Analyze big data view your resources on the go with our
0L Learn more AWS Console mobile app, available from
Amazon Appstore, Google Play, or
iTunes,

Billing and Cost Management

T] AWS -~  Services v Edit -~ Yan Kumiawan ~  Global v Support ~
| pashboard Billing & Cost Management Dashboard e

Bills

Cost Explorer What's New Month-to-Date Spend by Service Bill Details

Budgets + Manage your spend with new AWS Budgets The chart below shows the proportion of costs spent for each service you use.

Reports « Try the newly optimized Cost Explorer

Caost Allocation Tags
Payment Methods.

Cost Expl
Payment History Spend Summary 0st Explorer $0
Consolidated Billing Welcome to the AWS Account Billing console. Your last month and month-to-date costs
appear below.
Preferences
Credits Current month-to-date balance for August 2016
Tax Settings

$0.00

No Amount Due $0.00

50.8
505
50.4
$0.2
% 50 $0
Last Month Month-to-Date
(uly 2016) (August 2018)

The Billing Dashboard
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You can customize one-click navigation on the menu bar. Click on the Edit pull down menu and
drag your selected service to/from the menu bar.

E

0

h®e a0

@

LU |

o & 0 &

AP| Gateway
AppStream

AWS loT
Certificate Manager
CloudFormation
CloudFront
CloudSearch
CloudTrail
CloudWatch
CodeCommit
CodeDeploy
CodePipeline
Cognito

Config

Data Pipeline
Device Farm
Direct Connect
Directory Service

DMS

Edit ~

’ DynamoDB

i
()2

L2
$
&

]

EC2

EC2 Container Service

Elastic Beanstalk
Elastic File System
Elastic Transcoder
ElastiCache
Elasticsearch Service
EMR

GameLift

Glacier

1AM

Inspector

Kinesis

Lambda

Machine Learning
Mobile Analytics

Mobile Hub

To customize one-click nawvigation shortcuts simply drag your services to and from the menu bar above.

‘ OpsWorks

® ros

It Redshift

“+ Route 53
sz

@ Serwvice Catalog
@ ses

S Snowball

iy sns

#= sas

(1] Storage Gateway

=

SWF

Trusted Advisor

VPC

WAF

WorkDocs

® © & & 4

WorkMail

@

WorkSpaces

Customize One-click Navigation
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Each service has its own console, which you can access from the AWS Management Console.

- — =)
8 EC2Mangement Crenzle N\\Lll-
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EC2 Console

For a complete guide to AWS Management Console, visit AWS Management Console
Getting Started Guide™ page.

http://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html


http://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
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Create Your First EC2 Instance

EC2 - the Elastic Compute Cloud, is the most widely used AWS service. EC2 is the most revolutionary
of the AWS services because it has transformed the way of provisioning servers. EC2 provides virtual
servers in a matter of minutes with a few clicks on the AWS Management Console.

Let’s create our first EC2 instance.

Create a Key Pair

First, we need to create a key pair. AWS uses public-key cryptography to secure the login information
for your instance. A Linux instance has no password; you use a key pair to log in to your instance
securely. You specify the name of the key pair when you launch your instance, then provide the
private key when you log in. Key pairs are specific to a region; for example, if you plan to launch an
instance in the Asia Pacific (Sydney) Region, you must create a key pair for the instance in the Asia
Pacific (Sydney) Region.

To create a key pair

1. Open the Amazon EC2 Dashboard https://console.aws.amazon.com/ec2
2. From the navigation bar, select a region for the key pair.

Yan Kurniawan v = Sydney ~

US East (N. Virginia)
US West (N. California)
US West (Oregon)

EU (lreland)

EU (Frankfurt)

Asia Pacific (Tokyo)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Mumbai)

South America (Sdo Paulo)



https://console.aws.amazon.com/ec2
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3. Click Key Pairs in the navigation pane.

Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Network Interfaces

4. Click Create Key Pair

Create Key Pair Import Key Pair

Filter: | Q Search Key Pairs b4

You do not have any Key Pairs in this region.

Click the "Create Key Pair" button to create your first Key Pair.

Create Key Pair

5. Enter a name for the new key pair in the Key pair name field of the Create Key Pair dialog
box, and then click Create. Choose a name that is easy for you to remember, such as your
name, followed by -key-pair, plus the region name. For example, yan-key-pair-apsydney.

Create Key Pair X

Key pair name: yan-key-pair-apsydney

6. If you use Google Chrome as your browser, the private key file is automatically downloaded by
your browser. The base file name is the name you specified as the name of your key pair, and
the file name extension is . pem. If you use Firefox, the browser might ask you to Open/Save
the file. Save the private key file in a safe place.

Important

This is the only chance for you to save the private key file. You’ll need to provide the name of
your key pair when you launch an instance and the corresponding private key each time you
connect to the instance.
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Opening yan-key-pair-apsydney.pem &J

You have chosen to open:

| yan-key-pair-apsydney.pem
which is: Text Document

from: https://console.aws.amazon.com

What should Firefox do with this file?

) Openwith | Motepad (default) hd

@ §§ave File

[7] Do this automatically for files like this from now on.

| ok || concel |

L

7. If you will use an SSH client on a Mac or Linux computer to connect to your Linux instance,
use the chmod command to set the permissions of your private key file so that only you can
read it.
$ chmod 400 yan-key-pair-apsydney.pem

If you’ll connect to your Linux instance from a computer running Windows, you can use PuTTY or
MindTerm. If you use PuTTY, you’ll need to install it and use the following procedure to convert
the .pem file to a . ppk file.

To prepare to connect to a Linux instance from Windows using PuTTY

1. Download and install PuTTY from http://www.chiark.greenend.org.uk/~sgtatham/putty. Be
sure to install the entire suite (Download the installer file under A Windows installer for
everything except PuTTYtel section).

2. Start PuTTYgen (for example, from the Start menu, click All Programs > PuTTY >
PuTTYgen).

3. Under Type of key to generate, select SSH-2 RSA.

Parameters
Type of key to generate:

1 55H-1 (R5A) @ 55H-2 RSA 1 55H-2 DSA
Mumber of bits in a generated key: 2048

4. Click Load. By default, PuTTYgen displays only files with the extension . ppk. To locate your
.pen file, select the option to display files of all types.

File name: ~  [PuTTY Private Key Files (*ppk)_~|

PuTTY Private Ki Files (*.iik]



http://www.chiark.greenend.org.uk/~sgtatham/putty

Chapter 1: Getting Started with AWS 19

5. Select the private key file that you created in the previous procedure and click Open. Click
OK to dismiss the confirmation dialog box.

File name: yan-key-pair-apsydney.pem - |AIIFiIes(*.*] v|

[ Open |vl | Cancel |

6. Click Save private key. PuTTYgen displays a warning about saving the key without a
passphrase. Click Yes.

7. Specify the same name for the key that you used for the key pair. PuTTY automatically adds
the . ppk file extension.

Create a Security Group

Security groups act as a firewall for associated instances, controlling both inbound and outbound
traffic at the instance level. You must add rules to a security group that enable you to connect to your
instance from your IP address using SSH. You can also add rules that allow inbound and outbound
HTTP and HTTPS access from anywhere.

Note that if you plan to launch instances in multiple regions, you’ll need to create a security group
in each region.

Q You’ll need the public IP address of your local computer, which you can get using a
service from Amazon AWS http://checkip.amazonaws.com. If you are connecting through
an Internet service provider (ISP) or from behind a firewall without a static IP address, you

need to find out the range of IP addresses used by client computers.

To create a security group

1. Open the Amazon EC2 Dashboard https://console.aws.amazon.com/ec2

2. From the navigation bar, select a region for the security group. Security groups are specific to
a region; for example, if you plan to launch an instance in the Asia Pacific (Sydney) Region,
you must create a security group for the instance in the Asia Pacific (Sydney) Region.

3. Click Security Groups in the navigation pane.

Elastic IPs
Placement Groups
Load Balancers
Key Pairs

Network Interfaces



http://checkip.amazonaws.com
https://console.aws.amazon.com/ec2
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4. Click Create Security Group.

Create Security Group Actions v

Filter: All security groups v Search Security Groups X

[ ] Name Group 1D +«  Group Name VPC ID

5. Enter a name for the new security group and a description. Choose a name that is easy for
you to remember, such as SG_ plus the region name. For example, SG_apsydney.
On the Inbound tab, create the following rules (click Add Rule for each new rule), and click
Create when you’re done:

+ Select HTTP from the Type list, and make sure that Source is set to Anywhere
(0.0.0.0/0).

« Select HTTPS from the Type list, and make sure that Source is set to Anywhere
(0.0.0.0/0).

+ Select SSH from the Type list. In the Source box, ensure Custom IP is selected, and
specify the public IP address of your computer or network in CIDR notation. To specify
an individual IP address in CIDR notation, add the routing prefix /32. For example, if
your IP address is 203.0.100.2, specify 203.0.100.2/32. If your company allocates addresses
from a range, specify the entire range, such as 203.0.100.0/24.

Caution

For security reasons, Amazon doesn’t recommend that you allow SSH access from all
IP addresses (0.0.0.0/0) to your instance, except for testing purposes and only for a short
time.
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Create Security Group

X
Security group name (j SG_apsydney
Description (i base security group - sydney
VPC (i vpc- (172.31.0.0116) * -

* denotes default VPC

Security group rules:

m

Inbound Cutbound

Type (i Protocol (i Port Range (i Source (i

HTTP - TCP 80 Anywhere ~ |0.0.0.0/0 °
HTTPS - TCP 443 Anywhere - |0.00.0/0 9
SSH - TCP 22 Custom IP » 123, . . (32 9
Add Rule

Create Security Group

Q You can select My IP in the Source box to allow traffic from your IP address.

The following procedure is intended to help you launch your first instance quickly and doesn’t

go through all possible options. For more information about the advanced options see AWS
Documentation on Launching an Instance®.

To launch an instance

1. Open the Amazon EC2 Dashboard https://console.aws.amazon.com/ec2.
2. From the console dashboard, click Launch Instance.

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Launch Instance

Mote: Your instances will launch in the Asia Pacific (Sydney) region

**http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://console.aws.amazon.com/ec2
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
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3. The Choose an Amazon Machine Image (AMI) page displays a list of basic configurations
called Amazon Machine Images (AMIs) that serve as templates for your instance. Select the
64-bit Amazon Linux AMI. Notice that this configuration is marked “Free tier eligible”. Click
the Select button.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one
of your own AMls.

Quick Start 1 to 25 of 25 AMIs

My AMIs Amazon Linux AMI 2016.03.3 (HVM), SSD m

. Volume Type - ami-dc361ebf
AWS Marketplace o 64-bit
P The Amazon Linux AMI is an EBS-backed, AWS-

supported image. The default image includes AWS

TR el command line tools, Python, Ruby, Perl, and Java. The
repositories include Docker, PHP, MySQL, PostgreSQL,
| Free tier only (i and other packages.

Root device type: ebs Virtualization type: hvm

4. On the Choose an Instance Type page, you can select the hardware configuration of your
instance. The t2.micro (or tl.micro, depends on the AMI virtualization type) instance is
selected by default. Click Review and Launch to let the wizard complete other configuration
settings for you, so you can get started quickly.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can
run applications. They have varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to
choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your
computing needs.

Filter by: = Allinstance types v Current generation v  Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

. - Memory Instance Storage EBS-Optimized
Family v Type v VvCPUs (i) ~ . v : v . n >
(GiB) (GB) (i Available (i
General purpose t2.nano 1 0.5 EBS only -
t2.micro
[ ] General purpose -t 1 1 EBS only -
""""""""" Free tier eligible
General purpose 2.small 1 2 EBS only -

Cancel = Previous Review and Launch Next: Configure Instance Details




Chapter 1: Getting Started with AWS 23

5. On the Review Instance Launch page, you can review the settings for your instance.
Under Security Groups, you’ll see that the wizard created and selected a security group for
you. Instead, select the security group that you created when getting set up using the following
steps:
« Click Edit security groups.
+ On the Configure Security Group page, ensure the Select an existing security group
option is selected.
« Select your security group from the list of existing security groups, and click Review
and Launch.

Assign a security group: © Create a new security group
@ Select an existing security group
Security Group ID Name Description Actions
[ sg- default default VPC security group Copy to new
sg- SG_apsydney base security group - sydney Copy to new
Type (i Protocol (i Port Range (i Source (i
SSH TCP 22 123. 32
HTTP TCP 80 0.0.0.0/0 r
HTTPS TCP 443 0.0.0.0/0 s
Cancel  Previous Review and Launch

6. On the Review Instance Launch page, click Launch.

7. In the Select an existing key pair or create a new key pair dialog box, select Choose
an existing key pair, then select the key pair you created when getting set up. Select the
acknowledgment check box, and then click Launch Instances.
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,

they allow you to connect to your instance securely. For Windows AMIs, the private key file is required

to obtain the password used fo log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair -

Select a key pair
yan-key-pair-apsydney -

[¥1 acknowledge that | have access fo the selected private key file (yan-key-
pair-apsydney.pem), and that without this file, | won't be able to log into my instance.

Cancel Launch Instances

8. A confirmation page lets you know that your instance is launching. Click View Instances to
close the confirmation page and return to the console.

9. On the Instances screen, you can view the status of your instance. It takes a short time for
an instance to launch. When you launch an instance, its initial state is pending. After the
instance starts, its state changes to running, and it receives a public DNS name. (If the Public
DNS column is hidden, click the Show/Hide icon and select Public DNS).

Q Filter by tags and attributes or search by keyword (2] 1to1of1
@ Name = Instance ID ~ Instance Type =~ Availability Zone - Instance State - Status Checks - Alarm Status Public DNS

s i 12.micro ap-southeast-2¢ _ pending Z  Initializing None “u




Chapter 1: Getting Started with AWS 25
Q, Fil @ 1to1of1
@ Name ~ lInstance ID = Instance Type =~ Availability Zone -~ Instance State - Status Checks - Alarm Status Public DNS
(] i t2.micro ap-southeast-2¢ & running & 2/2checks... None “e ec2-
Instance: | i- Public DNS: .ap-southeast-2.comy com =N =]
Description Status Checks Monitoring Tags
Instance ID - Public DNS .ap-southeast-
2.00I'I'IDUIB.8I'I'\BZOMWS.COITI
Instance state  running Public IP
Instance type  t2.micro Elastic IPs
Private DNS .ap-southeast- Availability zone  ap-southeast-2c
2.compute.internal
Private IPs Security groups ~ SG_apsydney . view rules
Secondary private IPs Scheduled events  No scheduled events
VPCID wpc- AMIID  amzn-ami-hvm-2016.03.3.x86_84-gp2
(ami-dc361ebf)
Subnet ID  subnet- Platform -
Metwork interfaces  eth0 IAM role -

To learn more about Amazon EC2 instance type, see http://docs.aws.amazon.com/
AWSEC2/latest/UserGuide/instance-types.html


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
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Connect to Your Instance

If your computer uses Windows operating system, you will need to install PuTTY to connect to your
Linux EC2 instance.

To connect to your Linux instance using PuTTY

1. Start PuTTY (from the Start menu, click All Programs > PuTTY > PuTTY).
2. In the Category pane, select Session and complete the following fields:
« In the Host Name (or IP address) box, enter ec2-user@public_ip. You can use either
Public IP address or Public DNS name of your instance.
« Under Connection type, select SSH.
« Ensure that Port is 22

| §2 PuTTY Configuration

Category:

[=]- Session Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port
ecZuser@54.79.33.195 22
Connection type:

) Raw () Telnet () Rlogin @ SSH () Seral

3. In the Category pane, expand Connection, expand SSH, and then select Auth. Complete the
following:
+ Click Browse
« Select the . ppk file that you generated for your key pair, and then click Open
« Click Open to start the PuTTY session.

| B Ccunig;l::: =l Authentication parameters
. Data [] Allow agent forwarding
i - Promy [] Allow attempted changes of usemame in S5H-2
i - Telnet Private key file for authentication:
?Soai” D:\Keys'wan-key-pairapsydney ppk
[_]..
o A
| - GSSAPI
X1 =
| N 1 y |
About | Open || Cancel | IJ

4. If this is the first time you have connected to this instance, PuTTY displays a security alert
dialog box that asks whether you trust the host you are connecting to. Click Yes. A window
opens and you are connected to your instance.



Chapter 1: Getting Started with AWS 27

Connect from Mac or Linux using an SSH client

If you are using Mac or Linux computer to connect to your instance, your computer most likely
includes and SSH client by default. You can check for an SSH client by typing ssh at the command
line. If your computer doesn’t recognize the command, the OpenSSH project provides a free
implementation of the full suite of SSH tools. For more information, see http://www.openssh.org.

Open your command shell and run the following command:

$ ssh -i /path/key_pair.pem ec2-user@public_ip

Q For Amazon Linux, the default user name is ec2-user. For RHELS5, the user name is often
root but might be ec2-user. For Ubuntu, the user name is ubuntu. For SUSE Linux, the
user name is root. Otherwise, check with your AMI provider.


http://www.openssh.org
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Terminate Your Instance

The purpose of the tutorial in this chapter is to show you how to launch EC2 instance from AWS
Management Console, so you can get basic understanding of EC2, key pair, and security groups. After
you’ve finished with the instance that you created for this chapter, you should clean up, terminate
the instance.

Terminating an instance effectively deletes it because you can’t reconnect to an instance after you’ve
terminated it. This differs from stopping the instance; when you stop an instance, it is shut down
and you are not billed for hourly usage or data transfer. Also, you can restart a stopped instance at
any time.

To terminate the instance

1. Locate your instance in the list of instances on the Instances page. If you can’t find your
instance, verify that you have selected the correct region.
2. Right-click the instance, select Instance State and then click Terminate.

f_l ilter by tags and attributes or search by keyword (2] 1to1of1

[ Name = Instance ID = Instance Type -~ Availability Zone - Instance State - Status Checks - Alarm Status

.

[ ] i- 2.micro & 2/2checks... None %
Launch More Like
In » Start
Instance Settings » Stop
Image » Reboot
Networking »

»

Terminate

CloudWatch Monitoring

3. Click Yes, Terminate when prompted for confirmation.

Terminate Instances X

A Warning
On an EBS-backed instance, the default action is for the root EBS volume to be deleted when
the instance is terminated. Storage on any local drives will be lost.

Are you sure you want to terminate these instances?

i- (ec2- .ap-southeast-2.compute.amazonaws.com)




Chapter 1: Getting Started with AWS 29

Q Most parts of this chapter is based on Amazon AWS Online Documentation. This chapter

only covers the basics of AWS and EC2. If you want to learn more about EC2, see

Amazon EC2 User Guide*'. For a complete list of Amazon AWS Documentation, visit

AWS Documentation®. You can also watch Introduction to AWS videos here: https://aws.
amazon.com/training/intro_series/.

*Thitp://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
*2http://aws.amazon.com/documentation
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CloudFormation

What is AWS CloudFormation

AWS CloudFormation is a service that helps you model and set up your Amazon Web Services
resources so that you can spend less time managing those resources and more time focusing on
your applications that run in AWS. You create a template that describes all the AWS resources that
you want (like Amazon EC2 instances or Amazon RDS DB instances), and AWS CloudFormation
takes care of provisioning and configuring those resources for you. You don’t need to individually
create and configure AWS resources and figure out what’s dependent on what; AWS CloudFormation

handles all of that. **

Simplify Infrastructure Management

For a scalable web application that also includes a back-end database, you might use an Auto
Scaling group, an Elastic Load Balancing load balancer, and an Amazon Relational Database Service
database instance. Normally, you might use each individual service to provision these resources. And
after you create the resources, you would have to configure them to work together. All these tasks
can add complexity and time before you even get your application up and running.

Instead, you can create or modify an existing AWS CloudFormation template. A template describes
all of your resources and their properties. When you use that template to create an AWS CloudFor-
mation stack, AWS CloudFormation provisions the Auto Scaling group, load balancer, and database
for you. After the stack has been successfully created, your AWS resources are up and running.
You can delete the stack just as easily, which deletes all the resources in the stack. By using AWS
CloudFormation, you easily manage a collection of resources as a single unit.

Quickly Replicate Your Infrastructure

If your application requires additional availability, you might replicate it in multiple regions so that
if one region becomes unavailable, your users can still use your application in other regions. The
challenge in replicating your application is that it also requires you to replicate your resources.
Not only do you need to record all the resources that your application requires, but you must also
provision and configure those resources in each region.

“http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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When you use AWS CloudFormation, you can reuse your template to set up your resources
consistently and repeatedly. Just describe your resources once and then provision the same resources
over and over in multiple regions.

Easily Control and Track Changes to Your Infrastructure

In some cases, you might have underlying resources that you want to upgrade incrementally. For
example, you might change to a higher performing instance type in your Auto Scaling launch
configuration so that you can reduce the maximum number of instances in your Auto Scaling group.
If problems occur after you complete the update, you might need to roll back your infrastructure
to the original settings. To do this manually, you not only have to remember which resources were
changed, you also have to know what the original settings were.

When you provision your infrastructure with AWS CloudFormation, the AWS CloudFormation
template describes exactly what resources are provisioned and their settings. Because these templates
are text files, you simply track differences in your templates to track changes to your infrastructure,
similar to the way developers control revisions to source code. For example, you can use a version
control system with your templates so that you know exactly what changes were made, who made
them, and when. If at any point you need to reverse changes to your infrastructure, you can use a
previous version of your template.

AWS CloudFormation Concepts

When you use AWS CloudFormation, you work with templates and stacks. You create templates to
describe your AWS resources and their properties. Whenever you create a stack, AWS CloudForma-
tion provisions the resources that are described in your template. **

Templates

An AWS CloudFormation template is a JSON (JavaScript Object Notation) or YAML (YAML Ain’t
Markup Language) formatted text file. You can save these files with any extension, such as .json,
.yaml, .template, or .txt. AWS CloudFormation uses these templates as blueprints for building your
AWS resources. For example, in a template, you can describe an Amazon EC2 instance, such as the
instance type, the AMI ID, block device mappings, and its Amazon EC2 key pair name. Whenever
you create a stack, you also specify a template that AWS CloudFormation uses to create whatever
you described in the template.

Throughout this book we will use YAML format to create our template. It’s human friendly,
easier to write and read than JSON.

**http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis- concepts.html
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For example, if you created a stack with the following template, AWS CloudFormation provisions
an instance with an ami -2£726546 AMI ID, t1.micro instance type, testkey key pair name, and an
Amazon EBS volume.

AWSTemplateFormatVersion: "2010-09-09"
Description: A sample template
Resources:
MyEC2Instance:
Type: "AWS::EC2::Instance"
Properties:
Imageld: "ami-2f726546"
InstanceType: t1.micro
KeyName: testkey
BlockDeviceMappings:

DeviceName: /dev/sdm

Ebs:
VolumeType: iol
Iops: 200

DeleteOnTermination: false
VolumeSize: 20

You can also specify multiple resources in a single template and configure these resources to work
together. For example, you can modify the previous template to include an Elastic IP (EIP) and
associate it with the Amazon EC2 instance, as shown in the following example:

AWSTemplateFormatVersion: "2010-09-09"
Description: A sample template
Resources:
MyEC2Instance:
Type: "AWS::EC2::Instance"
Properties:
Imageld: "ami-2f726546"
InstanceType: t1.micro
KeyName: testkey
BlockDeviceMappings:
DeviceName: /dev/sdm
Ebs:
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VolumeType: iol

Iops: 200
DeleteOnTermination: false
VolumeSize: 20

MyEIP:
Type: AWS::EC2::EIP
Properties:

Instanceld: !Ref MyEC2Instance

The previous templates are centered around a single Amazon EC2 instance; however, AWS
CloudFormation templates have additional capabilities that you can use to build complex sets of
resources and reuse those templates in multiple contexts. For example, you can add input parameters
whose values are specified when you create an AWS CloudFormation stack. In other words, you
can specify a value like the instance type when you create a stack instead of when you create the
template, making the template easier to reuse in different situations.

Stacks

When you use AWS CloudFormation, you manage related resources as a single unit called a stack.
You create, update, and delete a collection of resources by creating, updating, and deleting stacks.
All the resources in a stack are defined by the stack’s AWS CloudFormation template. Suppose you
created a template that includes an Auto Scaling group, Elastic Load Balancing load balancer, and an
Amazon Relational Database Service (Amazon RDS) database instance. To create those resources,
you create a stack by submitting the template that you created, and AWS CloudFormation provisions
all those resources for you.You can work with stacks by using the AWS CloudFormation console,
API, or AWS CLIL.

Change Sets

If you need to make changes to the running resources in a stack, you update the stack. Before making
changes to your resources, you can generate a change set, which is summary of your proposed
changes.

Change sets allow you to see how your changes might impact your running resources, especially for
critical resources, before implementing them.

For example, if you change the name of an Amazon RDS database instance, AWS CloudFormation
will create a new database and delete the old one. You will lose the data in the old database unless
you’ve already backed it up. If you generate a change set, you will see that your change will cause
your database to be replaced, and you will be able to plan accordingly before you update your stack.
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How Does AWS CloudFormation Work?

When you create a stack, AWS CloudFormation makes underlying service calls to AWS to provision
and configure your resources. Note that AWS CloudFormation can perform only actions that you
have permission to do. For example, to create EC2 instances by using AWS CloudFormation, you
need permissions to create instances. You’ll need similar permissions to terminate instances when
you delete stacks with instances. You use AWS Identity and Access Management (IAM) to manage
permissions.

The calls that AWS CloudFormation makes are all declared by your template. For example, suppose
you have a template that describes an EC2 instance with a t1.micro instance type. When you
use that template to create a stack, AWS CloudFormation calls the Amazon EC2 create instance
API and specifies the instance type as t1.micro. The following diagram summarizes the AWS
CloudFormation workflow for creating stacks.

Create or use an Save locally or Usa AWS CloudFormation to
existing template in 53 bucket create a stack based on your
template, It constructs and
configures your stack resources.

CloudFormation Workflow

1. You can design an AWS CloudFormation template (a JSON-formatted or YAML-formatted
document) in AWS CloudFormation Designer or write one in a text editor. You can also choose
to use a provided template. The template describes the resources you want and their settings.

2. Save the template locally or in an S3 bucket. If you created a template, save it with any file
extension like .json, .yaml, .template, or .txt.

3. Create an AWS CloudFormation stack by specifying the location of your template file, such as
a path on your local computer or an Amazon S3 URL. If the template contains parameters, you
can specify input values when you create the stack. Parameters enable you to pass in values
to your template so that you can customize your resources each time you create a stack. You
can create stacks by using the AWS CloudFormation console, API, or AWS CLI.
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0 If you specify a template file stored locally, AWS CloudFormation uploads it to an S3 bucket
in your AWS account. AWS CloudFormation creates a bucket for each region in which
you upload a template file. The buckets are accessible to anyone with Amazon Simple
Storage Service (Amazon S3) permissions in your AWS account. If a bucket created by
AWS CloudFormation is already present, the template is added to that bucket.
You can use your own bucket and manage its permissions by manually uploading templates
to Amazon S3. Then whenever you create or update a stack, specify the Amazon S3 URL
of a template file.

AWS CloudFormation provisions and configures resources by making calls to the AWS services that
are described in your template. After all the resources have been created, AWS CloudFormation
reports that your stack has been created. You can then start using the resources in your stack. If
stack creation fails, AWS CloudFormation rolls back your changes by deleting the resources that it
created.

Updating a Stack with Change Sets

When you need to update your stack’s resources, you can modify the stack’s template. You don’t
need to create a new stack and delete the old one. To update a stack, create a change set by submitting
a modified version of the original stack template, different input parameter values, or both. AWS
CloudFormation compares the modified template with the original template and generates a change
set. The change set lists the proposed changes. After reviewing the changes, you can execute
the change set to update your stack or you can create a new change set. The following diagram
summarizes the workflow for updating a stack.

b (=
E--W-> B = B Efé

Edit Save locally or Use AWS CloudFormation to View the change set, which Execute the change set to update your stack.
template. in S3 bucket. generate a change set based describes the actions AWS AWS CloudFormation performs all the
on your modified template CloudFormation performs if changes described in the change set.
and input parameter values. you execute it.

Updating a Stack Workflow
9 Updates can cause interruptions. Depending on the resource and properties that you are

updating, an update might interrupt or even replace an existing resource.

1. You can modify an AWS CloudFormation stack template by using AWS CloudFormation
Designer or a text editor. For example, if you want to change the instance type for an EC2
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instance, you would change the value of the InstanceType property in the original stack’s
template.

2. Save the AWS CloudFormation template locally or in an S3 bucket.

3. Create a change set by specifying the stack that you want to update and the location of
the modified template, such as a path on your local computer or an Amazon S3 URL. If the
template contains parameters, you can specify values when you create the change set.

4. View the change set to check that AWS CloudFormation will perform the changes that you
expect. For example, check whether AWS CloudFormation will replace any critical stack
resources. You can create as many change sets as you need until you have included the changes
that you want.

5. Execute the change set that you want to apply to your stack. AWS CloudFormation updates
your stack by updating only the resources that you modified and signals that your stack has
been successfully updated. If the stack updates fails, AWS CloudFormation rolls back changes
to restore the stack to the last known working state.

O If you specify a template that is stored on your local computer, AWS CloudFormation
automatically uploads your template to an S3 bucket in your AWS account.

A Change sets don’t indicate whether your stack update will be successful. For example, a
change set doesn’t check if you will surpass an account limit, if you’re updating a resource
that doesn’t support updates, or if you have insufficient permissions to modify a resource,

all of which can cause a stack update to fail.

Deleting a Stack

When you delete a stack, you specify the stack to delete, and AWS CloudFormation deletes the stack
and all the resources in that stack. You can delete stacks by using the AWS CloudFormation console,
API, or AWS CLL

If you want to delete a stack but want to retain some resources in that stack, you can use a deletion
policy to retain those resources.

After all the resources have been deleted, AWS CloudFormation signals that your stack has been
successfully deleted. If AWS CloudFormation cannot delete a resource, the stack will not be deleted.
Any resources that haven’t been deleted will remain until you can successfully delete the stack.
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Template Anatomy

Templates include several major sections. The Resources section is the only required section. Some
sections in a template can be in any order. However, as you build your template, it might be helpful
to use the logical ordering of the following list, as values in one section might refer to values from
a previous section. The list gives a brief overview of each section. **

Format Version (optional)
Specifies the AWS CloudFormation template version that the template conforms to. The
template format version is not the same as the API or WSDL (Web Service Description
Language) version. The template format version can change independently of the API and
WSDL versions.

Description (optional)
A text string that describes the template. This section must always follow the template format
version section.

Metadata (optional)
Objects that provide additional information about the template.

Parameters (optional)
Specifies values that you can pass in to your template at runtime (when you create or update
a stack). You can refer to parameters in the Resources and Outputs sections of the template.

Mappings (optional)
A mapping of keys and associated values that you can use to specify conditional parameter
values, similar to a lookup table.You can match a key to a corresponding value by using the
Fn::FindInMap intrinsic function in the Resources and Outputs section.

Conditions (optional)
Defines conditions that control whether certain resources are created or whether certain
resource properties are assigned a value during stack creation or update. For example, you
could conditionally create a resource that depends on whether the stack is for a production or
test environment.

Resources (required)
Specifies the stack resources and their properties, such as an Amazon Elastic Compute Cloud
instance or an Amazon Simple Storage Service bucket. You can refer to resources in the
Resources and Outputs sections of the template.

Outputs (optional)
Describes the values that are returned whenever you view your stack’s properties. For
example, you can declare an output for an Amazon S3 bucket name and then call the aws
cloudformation describe-stacks AWS CLI command to view the name.

*http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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A YAML-formatted template fragment:

AWSTemplateFormatVersion: "<version date>"

Description:
<String>

Metadata:
<template metadata>

Parameters:
<set of parameters>

Mappings:
<set of mappings>

Conditions:
<set of conditions>

Resources:
<set of resources>

Outputs:
<set of outputs>

Format Version

The AwSTemplateFormatVersion section (optional) identifies the capabilities of the template. The
latest template format version is 2010-09-09 and is currently the only valid value.

0 The template format version is not the same as the API or WSDL version. The template
format version can change independently of the API and WSDL versions.

The value for the template format version declaration must be a literal string. You cannot use a
parameter or function to specify the template format version. If you don’t specify a value, AWS
CloudFormation assumes the latest template format version.

The following snippet is an example of a valid template format version declaration:

AWSTemplateFormatVersion: "2010-09-09"
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Description

The Description section (optional) enables you to include arbitrary comments about your template.
The Description must follow the AWSTemplateFormatVersion section.

The value for the description declaration must be a literal string that is between 0 and 1024 bytes in
length. You cannot use a parameter or function to specify the description. The following snippet is
an example of a description declaration:

Description: >
Here are some
details about
the template.

Metadata

You can use the optional Metadata section to include arbitrary JSON/YAML objects that provide
details about the template. For example, you can include template implementation details about
specific resources, as shown in the following snippet:

Metadata:
Instances:
Description: "Information about the instances"
Databases:
Description: "Information about the databases"”

Metadata Keys

Some AWS CloudFormation features retrieve settings or configuration information that you define
from the Metadata section. You define this information in the following AWS CloudFormation-
specific metadata keys:

AWS: :CloudFormation::Init
Defines configuration tasks for the cfn-init helper script. This script is useful for configuring
and installing applications on EC2 instances.

AWS: :CloudFormation::Interface
Defines the grouping and ordering of input parameters when they are displayed in the AWS
CloudFormation console. By default, the AWS CloudFormation console alphabetically sorts
parameters by their logical ID.

AWS: :CloudFormation: :Designer
Describes how your resources are laid out in AWS CloudFormation Designer (Designer).
Designer automatically adds this information when you use it create and update templates.
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Parameters

You can use the optional Parameters section to pass values into your template when you create a
stack. With parameters, you can create templates that are customized each time you create a stack.
Each parameter must contain a value when you create a stack. You can specify a default value to
make the parameter optional so that you don’t need to pass in a value when creating a stack; AWS
CloudFormation will use the default value.

You can have a maximum of 60 parameters in an AWS CloudFormation template.

For each parameter, you must declare a logical name, which must be alphanumeric and unique
among all logical names within the template. After you declare the parameter’s logical name, you
can specify the parameter’s properties. You must declare parameters as one of following types:
String, Number, CommaDelimitedList, or an AWS-specific type. For String, Number, and AWS-
specific parameter types, you can define constraints that AWS CloudFormation uses to validate
the value of the parameter.

AWS-specific parameter types are AWS values such as Amazon EC2 key pair names and VPC
IDs. AWS CloudFormation validates these parameter values against existing values in users” AWS
accounts. AWS-specific parameter types are helpful in catching invalid values at the start of creating
or updating a stack.

0 For sensitive parameter values (such as passwords), set the NoEcho property to true. That
way, whenever anyone describes your stack, the parameter value is shown as asterisks

(****‘k)‘

Parameters:
<ParameterLogicallID>:
Type: <DataType>
<ParameterProperty>: <value>

Parameter’s Properties

AllowedPattern
A regular expression that represents the patterns you want to allow for String types.

Required: No
AllowedValues
An array containing the list of values allowed for the parameter.

Required: No
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ConstraintDescription
A string that explains the constraint when the constraint is violated. For example, without a
constraint description, a parameter that has an allowed pattern of [A-Za-z0-9]+ displays the
following error message when the user specifies an invalid value:

"Malformed input-Parameter MyParameter must match pattern [A-Za-z@-9]+"

By adding a constraint description, such as must only contain upper- and lowercase
letters, and numbers, you can display a customized error message:

"Malformed input-Parameter MyParameter must only contain upper and lower case let-
ters and numbers"

Required: No

Default
A value of the appropriate type for the template to use if no value is specified when a stack is
created. If you define constraints for the parameter, you must specify a value that adheres to
those constraints.

Required: No

Description
A string of up to 4000 characters that describes the parameter.
Required: No

MaxLength

An integer value that determines the largest number of characters you want to allow for
String types.

Required: No

MaxValue
A numeric value that determines the largest numeric value you want to allow for Number

types.
Required: No

MinLength
An integer value that determines the smallest number of characters you want to allow for
String types.

Required: No

MinValue
A numeric value that determines the smallest numeric value you want to allow for Number

types.
Required: No
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NoEcho
Whether to mask the parameter value whenever anyone makes a call that describes the stack.
If you set the value to true, the parameter value is masked with asterisks (*****).

Required: No

Type The data type for the parameter (DataType).
Required:Yes

Type Property
You can specify the following values for the Type property:

String
A literal string.

For example, users could specify "MyUserName".

Number
An integer or float. AWS CloudFormation validates the parameter value as a number;
however, when you use the parameter elsewhere in your template (for example, by using
the Ref intrinsic function), the parameter value becomes a string.

For example, users could specify "8888".

List<Number>
An array of integers or floats that are separated by commas. AWS CloudFormation validates
the parameter value as numbers; however, when you use the parameter elsewhere in your
template (for example, by using the Ref intrinsic function), the parameter value becomes a
list of strings.

For example, users could specify "80,20", and a Ref will result in ["80","20"].
CommaDelimitedList

An array of literal strings that are separated by commas. The total number of strings should
be one more than the total number of commas. Also, each member string is space trimmed.

For example, users could specify "test,dev,prod",and aRef will resultin ["test", "dev", "prod"].
AWS-specific parameter types

For AWS-specific parameter types, template users must specify existing AWS values that are
in their account.



Chapter 2: Getting Started with CloudFormation 43

AWS-specific Parameter Types

AWS CloudFormation supports the following AWS-specific parameter types:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

AWS:

:EC2::AvailabilityZone: :Name

An Availability Zone, such as us-west-2a.

:EC2: :Image::1d

An Amazon EC2 image ID, such asami - ff527ecf. Note that the AWS CloudFormation console
won’t show a drop-down list of values for this parameter type.

:EC2::Instance::Id

An Amazon EC2 instance ID, such as i-1e731a32.

:EC2: :KeyPair: :KeyName

An Amazon EC2 key pair name.

:EC2: :SecurityGroup: :GroupName

An EC2-Classic or default VPC security group name, such as my-sg-abc.

:EC2: :SecurityGroup::Id

A security group ID, such as sg-a123£ds5.

:EC2::Subnet::Id

A subnet ID, such as subnet-123a351e.

:EC2::Volume: :Id

An Amazon EBS volume ID, such as vol -3cdd3£56.

:EC2::VPC::Id

A VPC ID, such as vpc-a123baa3.

:Routeb3: :HostedZone: : Id

An Amazon Route 53 hosted zone ID, such as Z23YXV40VPLO4A.

List<AWS::EC2::AvailabilityZone: :Name>

An array of Availability Zones for a region, such as us-west-2a, us-west-2b.

List<AWS::EC2::Image::I1d>

An array of Amazon EC2 image IDs, such as ami-ff527ecf, ami-e7527ed7. Note that the
AWS CloudFormation console won’t show a drop-down list of values for this parameter type.

List<AWS::EC2::Instance::Id>

An array of Amazon EC2 instance IDs, such as i-1e731a32, i-1e731a34.
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List<AWS: :EC2: :SecurityGroup: :GroupName>
An array of EC2-Classic or default VPC security group names, such as my-sg-abc, my-sg-
def.

List<AWS: :EC2: :SecurityGroup::I1d>
An array of security group IDs, such as sg-a123£fd85, sg-b456£d85.

List<AWS::EC2::Subnet::Id>
An array of subnet IDs, such as subnet-123a351e, subnet-456b351e.

List<AWS::EC2::Volume: :Id>
An array of Amazon EBS volume IDs, such as vol-3cdd3£56, vol-4cdd3£56.

List<AWS::EC2::VPC::I1d>
An array of VPC IDs, such as vpc-a123baa3, vpc-b456baa3.

List<AWS: :Routeb3: :HostedZone: : Id>
An array of Amazon Route 53 hosted zone IDs, such as Z23YXV40VPL@4A, Z23YXV40VPLO4B.

AWS CloudFormation validates input values for these types against existing values in a user’s
account. For example, with the AWS: :EC2::VPC::Id type, a user must enter an existing VPC ID
that is in her account and in the region in which she is creating the stack.

Mappings

The optional Mappings section matches a key to a corresponding set of named values. For example,
if you want to set values based on a region, you can create a mapping that uses the region name as a
key and contains the values you want to specify for each specific region. You use the Fn: : FindInMap
intrinsic function to retrieve values in a map.

You cannot include parameters, pseudo parameters, or intrinsic functions in the Mappings section.

The Mappings section consists of the key name Mappings. The keys and values in mappings must be
literal strings. The following example shows a Mappings section containing a single mapping named
Mapping@1 (the logical name).

Within a mapping, each map is a key followed by another mapping. The key identifies a map of
name-value pairs and must be unique within the mapping. The name can contain only alphanumeric
characters (A-Za-z0-9).
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Mappings:
Mapping@1 :

Key@1 :

Name: Value©1
Key@2:

Name: Value02
Key@3:

Name: Value®3

Conditions

The optional Conditions section includes statements that define when a resource is created or when
a property is defined. For example, you can compare whether a value is equal to another value.
Based on the result of that condition, you can conditionally create resources. If you have multiple
conditions, separate them with commas.

You might use conditions when you want to reuse a template that can create resources in different
contexts, such as a test environment versus a production environment. In your template, you can add
an EnvironmentType input parameter, which accepts either prod or test as inputs. For the production
environment, you might include Amazon EC2 instances with certain capabilities; however, for the
test environment, you want to use reduced capabilities to save money. With conditions, you can
define which resources are created and how they’re configured for each environment type.

Conditions are evaluated based on input parameter values that you specify when you create or
update a stack. Within each condition, you can reference another condition, a parameter value, or a
mapping. After you define all your conditions, you can associate them with resources and resource
properties in the Resources and Outputs sections of a template.

At stack creation or stack update, AWS CloudFormation evaluates all the conditions in your template
before creating any resources. Any resources that are associated with a true condition are created.
Any resources that are associated with a false condition are ignored.

During a stack update, you cannot update conditions by themselves.You can update
conditions only when you include changes that add, modify, or delete resources.

To conditionally create resources, you must include statements in at least three different sections of
a template:

Parameters section
Define the input values that you want to evaluate in your conditions. Conditions will result
in true or false based on values from these input parameter.
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Conditions section
Define conditions by using the intrinsic condition functions. These conditions determine when
AWS CloudFormation creates the associated resources.

Resources and Outputs sections
Associate conditions with the resources or outputs that you want to conditionally create. AWS
CloudFormation creates entities that are associated with a true condition and ignores entities
that are associated with a false condition. Use the Condition key and a condition’s logical ID
to associate it with a resource or output. To conditionally specify a property, use the Fn::I1f
function.

Conditions:
<Logical ID>:
<Intrinsic function>

Condition Intrinsic Functions You can use the following intrinsic functions to define conditions:
-Fn::And

-Fn::Equals
-Fn::If
-Fn::Not
-Fn::0r
Resources

The required Resources section declare the AWS resources that you want as part of your stack, such
as an Amazon EC2 instance or an Amazon S3 bucket.You must declare each resource separately;
however, you can specify multiple resources of the same type. If you declare multiple resources,
separate them with commas.

Resources:
<Logical ID>:
Type: <Resource type>
Properties:
<Set of properties>

Resource Fields

Logical ID
The logical ID must be alphanumeric (A-Za-z0-9) and unique within the template. You use
the logical name to reference the resource in other parts of the template. For example, if you
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want to map an Amazon Elastic Block Store to an Amazon EC2 instance, you reference the
logical IDs to associate the block stores with the instance.

In addition to the logical ID, certain resources also have a physical ID, which is the actual
assigned name for that resource, such as an Amazon EC2 instance ID or an Amazon S3 bucket
name. You use the physical IDs to identify resources outside of AWS CloudFormation tem-
plates, but only after the resources have been created. For example, you might give an Amazon
EC2 instance resource a logical ID of MyEC2Instance; but when AWS CloudFormation creates
the instance, AWS CloudFormation automatically generates and assigns a physical ID (such
as i-28£9bab5) to the instance. You can use this physical ID to identify the instance and view
its properties (such as the DNS name) by using the Amazon EC2 console. For resources that
support custom names, you can assign your own names (physical IDs) to help you quickly
identify resources. For example, you can name an Amazon S3 bucket that stores logs as
MyPer formancelogs.

Resource type
The resource type identifies the type of resource that you are declaring. For example, the
AWS: :EC2: : Instance declares an Amazon EC2 instance.

Resource properties
Resource properties are additional options that you can specify for a resource. For example,
for each Amazon EC2 instance, you must specify an AMI ID for that instance.

Outputs

The optional Outputs section declares output values that you can import into other stacks (to
create cross-stack references), return in response (to describe stack calls), or view on the AWS
CloudFormation console. For example, you can output the S3 bucket name for a stack to make the
bucket easier to find.

During a stack update, you cannot update outputs by themselves. You can update outputs
only when you include changes that add, modify, or delete resources.

The Outputs section consists of the key name Outputs, followed by a single colon. Braces enclose all
output declarations. If you declare multiple outputs, they are delimited by commas. You can declare
a maximum of 60 outputs in an AWS CloudFormation template.
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Outputs:
<Logical ID>:
Description: <Information about the value>
Value: <Value to return>
Export:
Name: <Value to export>

Output Fields

Logical ID
An identifier for this output. The logical ID must be alphanumeric (A-Za-z0-9) and unique
within the template.

Description (optional)
A String type up to 4K in length describing the output value.

Value (required)
The value of the property that is returned by theaws cloudformation describe-stacks com-
mand. The value of an output can include literals, parameter references, pseudo-parameters,
a mapping value, or intrinsic functions.

Export (optional)
The name of the resource output to be exported for a cross-stack reference.

The following restrictions apply to cross-stack references:

» For each AWS account, Export names must be unique within a region.

« You can’t create cross-stack references across different regions. You can use the intrinsic
function Fn: : Importvalue only to import values that have been exported within the
same region.

« For outputs, the value of the Name property of an Export can’t use functions (Ref or
GetAtt) that depend on a resource. Similarly, the ImportValue function can’t include
functions (Ref or GetAtt) that depend on a resource.

« You can’t delete a stack if another stack references one of its outputs.

+ You can’t modify or remove the output value as long as it’s referenced by another stack.

You can use intrinsic functions to customize the Name value of an export. The following examples
use the Fn: : Join function.

Export:
Name: !Join [ ":", [ !Ref "AWS::StackName", AccountVPC ] ]

You can conditionally create an output by associating a condition with it.
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Your First Template

Let’s create our first template. The following template will create an EC2 instance. We will create
the CloudFormation stack and then we will try to modify the template and update the stack.

If you haven’t created a key pair, you can go to EC2 console and create a new key pair to be assigned
to the EC2 instance we’re going to create.

You also need an AMI id. I will use a vanilla Amazon Linux AMI for this example.

$ mkdir /home/yan/aws-cloudformation
$ cd /home/yan/aws-cloudformation
$ vi ec2-1.yml

AWSTemplateFormatVersion: 2010-09-09
Description: Template for EC2 instance

Resources:
MyEC2Instance:
Type: AWS::EC2::Instance
Properties:
Imageld: ami-dc361ebf #A comment -- This is an Amazon Linux AMI

InstanceType: t2.micro
KeyName: yan-key-pair-apsydney *#your key pair name

Q To find out what Resource Properties are available for certain Resource, go to
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-
resource-type-ref.html and select the Resource. For example http://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/aws-properties-ec2-instance.html to see available
Properties for EC2 Instance resource.

To create a CloudFormation stack:

1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation/. If
you are not logged in to the AWS Management Console yet, you need to log in before using
the AWS CloudFormation console.

2. Create a new stack by using one of the following options:
+ Click Create Stack. This is the only option if you have a currently running stack.

Create Stack Actions ~ Design template

Filter: Active v By Name:



http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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+ Click Create New Stack in the CloudFormation Stacks main window. This option is
visible only if you have no running stacks.

Create a Stack

AWS CloudFormation allows you to quickly and easily deploy
your infrastructure resources and applications on AWS. You can
use one of the templates we provide to get started quickly with
applications like WordPress or Drupal, one of the many sample
templates or create your own template.

You do not currently have any stacks. Click the Create New
Stack button below to create a new AWS Cloudformation Stack.

Create New Stack

3. On the Select Template page, choose Upload a template to Amazon S3 and select an AWS
CloudFormation template on your local computer. Click the Choose File button to select the
template file that you want to upload. Locate and select the ec2-1.yml template.

Select a sample template

4p

© Upload a template to Amazon S3

Choose File | €c2-1.yml

Specify an Amazon S3 template URL

4. Click Next
5. On the Specify Details page, specify the stack name. The stack name is an identifier that helps

you find a particular stack from a list of stacks. A stack name can contain only alphanumeric
characters (case sensitive) and hyphens. It must start with an alphabetic character and cannot

be longer than 128 characters.



Chapter 2: Getting Started with CloudFormation 51

Specify Details

Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS
CloudFormation template. Learn more,

Stack name  my-ec2-1

Cangel Previous m

6. Click Next
7. On the Options page, click Next
8. On the Review page, click Create
9. Your stack appears in the list of AWS CloudFormation stacks, with a status of CREATE_IN_-
PROGRESS
Actions = Dosign template c o
Filtor: Active = By Name: Showing 1 stack
Stack Name Croated Time Status Description
8 my-ec-1 2016-09-12 12:37:58 UTC+1000 Temglate for EG2 instance

10. While your stack is being created (or afterward), you can use the stack detail pane to view
your stack’s events, data, or resources. AWS CloudFormation automatically refreshes stack
events every minute. By viewing stack creation events, you can understand the sequence of
events that lead to your stack’s creation (or failure, if you are debugging your stack).

Events ~ _J_}a
2016-09-12 Status Type Legical 1D Status reason
b I23850UTC+  CREATE_COMPLETE WS ClowsFormation:: Stack my-ec2-1
1000
» 123848UTC+ CREATE COMPLETE AWSECZ:instance MyEC2instance
1000
b 123802 UTC+ A L AWSEC2instance MyEC2instance Ressurce creation Initiated
1000
12:38:01 UTC+ A L AWSECZinstance MyEC2instance
1000
» 1ZATS8UTCH A L AWS: ClowsFormation:: Stack mmy-ec2-1 User Initiated
1000

O The template creates an EC2 instance in the default VPC, default subnet, and uses the

default security group. To find out more about default VPC, default subnet, and default

security group, see http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/default-
vpc.html.

Go to EC2 console https://console.aws.amazon.com/ec2/ to see the new instance launched. AWS
CloudFormation adds tags to the resources it creates. Select the new instance and select the Tags
tab to see the tags added by CloudFormation.


http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/default-vpc.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/default-vpc.html
https://console.aws.amazon.com/ec2/
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Instance: | i-

Description Status Checks

Add/Edit Tags

Key

aws:cloudformation:logical-id
aws:cloudformation:stack-id

aws:cloudformation:stack-name

Public DNS: ec2-

Meonitoring Tags

Value

MyEC2Instance
arn:aws:cloudformation:us-

my-ec2-1

.compute.amazonaws.com

_ N N=
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Updating Stack

When you need to make changes to a stack’s settings or change its resources, you update the stack
instead of deleting it and creating a new stack. For example, if you have a stack with an EC2
instance, you can update the stack to change the instance’s AMI ID. When you update a stack, you
submit changes, such as new input parameter values or an updated template. AWS CloudFormation
compares the changes you submit with the current state of your stack and updates only the changed
resources. >°

When you submit an update, AWS CloudFormation updates resources based on differences between
what you submit and the stack’s current template. Resources that have not changed run without
disruption during the update process. For updated resources, AWS CloudFormation uses one of the
following update behaviors:

Update with No Interruption
AWS CloudFormation updates the resource without disrupting operation of that resource
and without changing the resource’s physical ID. For example, if you update any property
on an AWS::CloudTrail::Trail resource, AWS CloudFormation updates the trail without
disruption.

Updates with Some Interruption
AWS CloudFormation updates the resource with some interruption and retains the physical
ID. For example, if you update certain properties on an AWS::EC2::Instance resource,
the instance might have some interruption while AWS CloudFormation and Amazon EC2
reconfigure the instance.

Replacement
AWS CloudFormation recreates the resource during an update, which also generates a new
physical ID. AWS CloudFormation creates the replacement resource first, changes references
from other dependent resources to point to the replacement resource, and then deletes the
old resource. For example, if you update the Engine property of an AWS: :RDS: :DBInstance
resource type, AWS CloudFormation creates a new resource and replaces the current DB
instance resource with the new one.

The method AWS CloudFormation uses depends on which property you update for a given resource
type.

Depending on the update behaviour, you can decide when to modify resources to reduce the impact
of these changes on your application. In particular, you can plan when resources must be replaced
during an update. For example, if you update the Port property of an AWS::RDS::DBInstance
resource type, AWS CloudFormation replaces the DB instance by creating a new DB instance with
the updated port setting and deletes the old DB instance. Before the update, you might plan to do

*®http://docs.aws.amazon.com/ AWSCloudFormation/latest/UserGuide/using- cfn-updating-stacks.html


http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks.html
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the following to prepare for the database replacement:

- Take a snapshot of the current databases.

- Prepare a strategy for how applications that use that DB instance will handle an interruption while
the DB instance is being replaced.

- Ensure that the applications that use that DB instance take into account the updated port setting
and any other updates you have made.

- Use the DB snapshot to restore the databases on the new DB instance.

This example is not exhaustive; it’s meant to give you an idea of the things to plan for when a
resource is replaced during an update.

Let’s try to modify our simple template, add some stack parameters and then update the stack.

$ vi ec2-2.yml

AWSTemplateFormatVersion: 2010-09-09
Description: Template for EC2 instance with parameters
Parameters:
Subnet:
Description: The EC2 instance will be launched in this subnet
Type: AWS::EC2::Subnet::Id
SecurityGroups:
Description: Assign Security Groups for the instance
Type: List<AWS::EC2::SecurityGroup::Id>
AMIid:
Description: Image Id
Type: AWS::EC2::Image::Id
Keypair:
Description: Key pair name
Type: AWS::EC2::KeyPair: :KeyName
InstanceType:
Type: String
Default: t2.small
AllowedValues:
- t2.micro
- t2.small
- t2.medium
Description: Enter t2.micro, t2.small, or t2.medium. Default is t2.micro.
Resources:
MyEC2Instance:
Type: AWS::EC2::Instance
Properties:
Imageld: !Ref AMIid
InstanceType: !Ref InstanceType
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30 KeyName: !Ref Keypair
31 SecurityGrouplds: !Ref SecurityGroups
32 SubnetId: !Ref Subnet

To update a CloudFormation stack:

1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation/.
2. Select Actions - Update Stack

Actions ~ | Design template

I Rd Create Change Set
Stack Name [ .
Delete Stack
my-ec2-1 58 UTC+1000

View/Edit template in Designer

3. On the Select Template page, choose Upload a template to Amazon S3 and select the ec2-
2.yml AWS CloudFormation template on your local computer. Click the Choose File button
to select the template file that you want to upload. Locate and select the ec2-2.ym1 template.

Use current template

© Upload a template to Amazon S3

Choose File | €C2-2.yml

Specify an Amazon S3 template URL

4. Click Next

5. On the Specify Details page, specify parameters that are defined in the stack template.
When you create stacks that contain AWS-specific parameter types, the AWS CloudFormation
console provides drop-down lists of valid values for those parameters. Enter the AMI id, select
the instance type, key pair, security group, and subnet. Then click Next.


https://console.aws.amazon.com/cloudformation/
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Specify Details

Specify parameter values, You can use or change the default parameter values, which are defined in the AWS CloudFormation
template. Learn more.

Stack name my-ec2-1

Parameters

AMIid ami- Image Id

a

InstanceType  '2.micro 4+ Enter t2.micro, 2.small, or t2.medium, Defaultis t2.micro,

Keypair testkey -

Key pair name
SecurityGroups default (sg- ) x
Assign Security Groups for the instance
Subnet | subnet- (172.31.32.0/20) <

The EC2 instance will be launched in this subnet

Cancel Previous

6. On the Options page, click Next

Preview your changes
Based on your input, CloudFormation will change the following resources. For more information, choose View change set details.
Action Logical 1D Physical ID Resource type Replacement

[ Modity MyECz2Instance i- AWS::EC2:Instance True

You can see that the stack update will replace the EC2 instance. CloudFormation will create
a new EC2 instance with the new parameters, then it will delete existing instance.

56

7. In the Review section, check that you submitted the correct information, such as the correct
parameter values. In the Preview your changes section, check that AWS CloudFormation will
make all the changes that you expect. For example, you can check that AWS CloudFormation
adds, removes, and modifies the resources that you intended to add, remove, or modify. AWS
CloudFormation generates this preview by creating a change set for the stack.

. Click Update. Your stack enters the UPDATE_IN_PROGRESS state. After it has finished updating,

the state is set to UPDATE_COMPLETE. If the stack update fails, AWS CloudFormation automat-

ically rolls back changes, and sets the state to UPDATE_ROLLBACK_COMPLETE.
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2016-09-12
b 134823 UTC+10
00

00

» 13476 UTC+10
00

P 13ATI4UTC+10
00

134711 UTC+10
00

» 134825 UTC+10
00

b 134624 UTC+10
00

b 134616 UTC+10
00

» 134822 UTC+10 DELE

Overview Outputs Resources Events

Status
UPDATE_COMPLETE

TE_COMPLETE

UPDATE_COMPLETE

Actions - Design template
Filter; Active - By Namao:
Stack Nameo Created Timo Status
< my-ec2-1 2016-09-12 12:37:58 UTC+1000 UPDATE_COMPLETE

Template Parameters Tags

Type
AWS::ClousdFormation: Stack

AWS:ECZuinstance

AWS:ECZ:instance

AWS: ClowdFormation:: Stack

AWS:EC2uinstance

AWS:ECZ:instance

AWSECZuInstance

AWS: CloudFormation:: Stack

Stack Policy

Logical ID
my-ec2-1

MyEC2instanco
MyEC2instance
my-ec2-1

MyEC2instance
MyECZinstance

MyEC2instanco

rry-ec2-1

c o

Showing 1 stack

Description

Template for EC2 instance with parametors

Change Sets _J-Q=

Status reason

Resource creation Inftiated

Requested updato requires the creation
of a new physical resource; hence Creat
g 0N,

User Initiated

Q You can monitor the progress of a stack update by viewing the stack’s events. The console’s
Events tab displays each major step in the creation and update of the stack sorted by the
time of each event with latest events on top. The start of the stack update process is marked

with an UPDATE _IN_PROGRESS event for the stack.

Canceling a Stack Update

57

After a stack update has begun, you can cancel the stack update if the stack is still in the UPDATE _-

IN_PROGRESS state. After an update has finished, you cannot cancel it. You can, however, update a

stack again with any previous settings.

If you cancel a stack update, the stack is rolled back to the stack configuration that existed prior to
initiating the stack update.

To cancel a stack update by using the console:

1. From the list of stacks in the AWS CloudFormation console, select the stack that is currently

being updated (its state must be UPDATE_IN_PROGRESS).
2. Choose Actions and then Cancel Update.

3. To continue canceling the update, click Yes, Cancel Update when prompted. Otherwise, click

Cancel to resume the update.

The stack proceeds to the UPDATE_ROLLBACK_IN_PROGRESS state. After the update cancellation is
complete, the stack is set to UPDATE _ROLLBACK_COMPLETE.
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Deleting Stack
To delete the CloudFormation stack:

1. Open the CloudFormation console at https://console.aws.amazon.com/cloudformation/.
2. Select Actions - Delete Stack

Actions - Design template c -

Sy el Create Ghange Set Showing 1 stack
Stack Name ]_“Ipdah S Status Description
s my-ec2-1 58 UTC+1000  UPDATE_COMPLETE Template for EC2 instance with parameters

View/Edit template in Designer

3. Click Yes, Delete when prompted for confirmation.

Delete Stack x

Are you sure you want to delete this stack?
my-ec2-1

Deleting a stack deletes all stack resources.

Cancel Yes, Delete



https://console.aws.amazon.com/cloudformation/
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