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Preface

When | was starting out in software, one of my senior colleagues sent me a network related
snippet he suggested | integrate into my code base. | was having some difficulty understanding it,
and asked if he could explain it to me. He said (a little impatiently), that it was part of the basics

all software developers must know. A little taken aback, | replied that if he would be so kind as to
recommend me a book where these basics are explained, | would be happy to read it. Initially, he
didnOt reply. But the next day he approached me and said he had been thinking N that there
indeed wasnOt any such good book he could recommend. 1tOs now over 20 years later, and the
networking landscape isnOt any simpler. This book is my attempt to help you understand the
basics of networking so you donOt have to figure it out alone like | did.

Who this book is for

This book should provide a good starting point for any technically savvy reader who wishes to
acquire a solid grounding in the fundamentals of networking. Those who have previous exposure
but feel some of the dots donOt yet connect (e.g., software developers, system administrators, and
computer science students) should feel particularly at home. Experienced cloud engineers or
network specialists will not likely find much new here, but those wishing to become such
specialists may well find this book a very good first step in the right direction.

Whatever the background of the reader, | hope they will discover, that once they master the

fundamental concepts, that a shroud of mystery lifts from networking, and whatOs left presents a

very logical and satisfying mosaic. In a world where technologies come and go at a rapid pace,
networking is an area with a bright future, where, with a solid grasp of the fundamental concepts,
the limits are defined largely by oneOs creativity.

The Chicken and the Egg

It can sometimes be difficult to explain a concept clearly and succinctly without, in the process, at
least mentioning a related concept that hasnOt been explained (independently) yet, and vice versa.
For example, a good explanation of what a chicken is, may require mentioning that they lay eggs.
And a good explanation of an egg might require mentioning that they are often laid by chickens.
But which to explain first N the chicken or the egg? No matter what the choice, the result is less



than ideal. But this seems to be an unavoidable consequence, and one may need to read a little
further before the current concept becomes fully clear. Rest assured, however, that this book shall

strive not to hide any eggs, but to place them as close and clearly as possible to their respective
chickens.

Why networking is difficult, and why its not.

OWhen | use a word, it means just what | choose it to meanNheither more nor less.0

N Humpty Dumpty in Lewis Carroll's, Through the Looking-Glass

Unfortunately, Humpty seems to have no small following in networking circles. A single term is
often used in different contexts to mean different things, or different terms in separate places for

a single concept. Often sources use terms inconsistently or donOt clearly define what they mean
by them, forcing you to consult other sources, which in turn use the term youOre trying to clarify
in yet a different way.

Another challenge is the sheer size of the subject. There is a lot of ground to cover in networking
K hardware, software, layers, security, cloudN the list goes on, and itOs not getting any shorter.
[tOs very easy to get lostdown a rabbit hole of details at various points, and lose sight of (and
possibly motivation to grasp) the bigger picture.

In this book, | strive to use terms consistently, and pursue as best as possible (chicken-egg
paradox notwithstanding), a top-down approach. Throughout the text, youOll find sections

designated as tips or cautionsNthese provide additional insights but can be safely skipped on
your first pass without hindering your understanding of subsequent material. | also make ample

use of footnotes to isolate edge cases, elaborations or precision not crucial for a basic
understanding, and to better highlight the central concepts.

The book focuses onmodern networking, and as such omits discussion of unusual configuration
or legacy hardware. The hope is that once the reader grasps the core concepts, in a big picture
setting, using the terms presented, it will put them in a much better position to navigate other
sources or further pursue any more specialized directions.

Fundamental Concepts (Volume 1)

This book lays the essential groundwork for understanding modern computer networks. Whether
youOre a technical professional or someone who simply wants to demystify networks, it will give



you a clear and accessible introduction to the fundamental concepts. The fundamental concepts
one must understand in order to understand the topic as a whole. And it strives to present them
assimply as possiblelNbut no simpler.

YouOll explore everything from network basics to more advanced ideas like security, protocols,
URLs, and the layered structure of networks. Key principles such as nodes, ports, abstraction,
standardization, and network domains are covered, along with concepts spanning all network
layers N from physical connections to higher-level services. It deliberately keeps code and
configuration listings to a minimum, preferring instead more intuitive, easily understandable
explanations, without sacrificing clarity in the process.

If youOre planning on diving into the planned follow-up volume (Modern Networking - Software
and Techniques) which focuses on more advanced, hands-on techniques, code samples, and
troubleshooting recipes, this first volume will provide the conceptual background you need to
confidently apply those practical skills, and what is (or must be) happening behind the scenes
rather than just following instructions blindly. Even if youOre not interested in writing code or
configuring networks, this book will still give you valuable insights into the networks that
underpin our digital world. By the end, youOll have a solid understanding of how networks
function, empowering you to make sense of the technology around you.
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Conventions used in this book

The following typographical conventions are used in this book:

Sidebar Title

HereOs a sidebar. Sidebars are great for setting aside a section of text that is related to the
surrounding content but that doesnOt necessarily fit into the main flow.

! This is a tip or suggestion.

| This is a caution or warning



E
Cross-References and Index Entries

Cross-references are highlighted like hyperlinks on the page. If you have an electronic version of
this book, you can click on the highlighted text to jump to the target location. For example,
clicking on electromagnetic wave will jump you to the section Electromagnetic Waves and the Role of
Media. This helps mitigate the chicken-and-egg problem.

If youOre reading a printed version, you can still follow these cross-references by looking up the
highlighted term in the index. The index contains two types of entries: cross-reference terms (like
electromagnetic wave) that point to their target sections, and traditional index entries (like section
tittes and key concepts). For example, both electromagnetic wave and Electromagnetic Waves and
the Role of Media may appear in the index pointing to the same page number, allowing you to
navigate by either the link text you encountered or by the section title itself.

Metaphor as a tool

Metaphor and analogy can be helpful tools for understanding new concepts. | felt this might be
particularly so in the case of networking. Even the best tend to have limits where they break
down, and are no longer valid or even counterproductive. Though | came up with some metaphors
and analogies that help clarify isolated concepts in networking, try as | might, | couldnOt manage
to find existing ones that would serve the big picture understanding, without breaking down
somewhere important. So | decided to create some new ones N short science fiction stories,
Aetheria, and a sequel calledMetropolea in chapter 3, which, | hope, might be easily relatable for
the target audience. | hope the reader will indulge this unusual interlude in an otherwise factual
book. My hope is that, at various places in the rest of the book, the reader may be able to draw
parallels with concepts (or people) from the narrative, that help them see where the individual
pieces fit into a bigger picture. Those who would prefer to skip it can, however, feel free to do so.

Book Website

The companion website for the book is modern-networking.com. Please keep an eye on it for new
editions, bonus content and extra information, such as Frequently Asked QuestionsN and answers.


https://modern-networking.com

Aetheria

In a kubit of Lumia, the home planet of the Aetherians, Dalvin lay on what we would have called a bed
(if there had been a bed). The Zertax crystal his uncle had sent him glowed subtly. It was one of the few
material objects in his kubit, the majority of which was a motor sensory simulation created by the
kubitls electromagnetic field N what we might have called a wireless virtual reality (if it had been
virtual). It vibrated imperceptibly at frequencies that resonated with Dalvinls theta waves, helping him
to relax and stimulating his creativity.

That the Aetherians had become a dominant civilization in that sector of the Andromeda galaxy was
due, in no small part, to the invention of the Flux Transporter. Dalvinis great-great-grandmother,
Radia, had designed the first functioning prototypeNa device capable of creating a precise subatomic
blueprint of an object. This blueprint could then be transmitted through a tachyon stream faster than
the speed of light through the subspace medium to a remote receiver, where advanced
nanotechnologies could assemble an object that was an exact replica of the original.

Dalvin gazed at the crystal and thought of his great-great-grandmother, caught up in the controversy
surrounding the proposed use of the technology to transport blueprints of sentient beings, with
optional (and costly) enhancements. Though she herself received little credit in her lifetime, she had
shaped the lives of so many. His uncle, on one of his many voyages, had found the crystal on a moon of
Targon and sent it by Flux to Dalvin.

Once her prototype of the Flux Transporter was made production-ready, the prime planets and major
moons all hurried to erect high-performance flux interfaces, each of which broadcast its subatomic
signals into the medium and received those broadcast by the others. However, as more and more
interfaces were created, interference between the individual signals competing for space in the medium
caused more and more transports to fail.

Thatls when the Stellar Switch was createdNa magnificent feat of engineering even for the Aetherians.
It was the size of a small protoplanet, with 100 times more portals than the number of inhabited
worlds in all the Aetherian star systems (at the time). Each interface on a planet or moon was assigned
its own dedicated portal on the switch, to which it sent its subatomic signal in a focused beam directly,
instead of polluting the medium. And from which it directly received signals from others, the switch
forwarding the signals reliably and instantaneously. In fact, it worked so well it was easy to forget it
was there at all.

That was a century agoNan aeon at the current rate of Aetherian technological advancement, during
which the Aetherians had created their first Dyson Sphere in less time than it took Khufu to build the
Great Pyramid. Most of the sphere was flux transported on-site using a winding fleet of interface (WiFi)
satellites that orbited the home star.

Neighbouring stellar systems (some of which possessed rare crystals) that were colonized (or
assimilated) by the Aetherians had their own Flux networks, centered on their own stellar switches. But



not even the Aetherians were able to build a switch big and powerful enough to span multiple star
systems. The individual stellar networks, each with their own switches, were never designed to
facilitate the sending of an object managed by one switch to a destination interface in a distant part of
the galaxyNpossibly separated by a convoluted web of thousands or more switched networks,
constantly changing and updating with the individual stellar systems themselves.

Dalvin shifted his focus to the holographic display, his retina dancing commands to his personal
Comanche 64 quantum computer, interacting with it almost telepathically as the crystal continued to
vibrate. Sometimes he wasn(t sure where his thoughts ended and those of the computer began. Were
the holograms generated by the computer reacting to him, or the other way around? Did his thought
cause information to flow in his brain, or did the flow cause the thoughts? Are we more than our
thoughts? Do we perceive reality, or does it create a perception of us? Action and reaction dancing in a
quantum blur as the crystal hummed in harmony. Oscillations in the invisible spectrum, simple
photons carried like foam on the tide of an expanding and contracting universe, bits of existence,
emergent sentience, collective reality.

Dalvin didn{t know it yet, but 11 versions of himself would one day experience the Aetherian advance to
a Type 3 civilization, to which one of them would make a decisive contribution. And upon their Flux
Transportation would be engineered the galaxy-spanning Interstellar Protocol (IP).



For my mother who taught me to read and write, and my father who taught me to
learniNIl owe you both so much. For my children Merlin, Jolinus, Rosalin, Oliver, and
Florian who fill me with pride and joy. For Irina, who brings love into the world.



1. FoundationsNunderstanding and describing
networks

This chapter provides the essential foundation for understanding what a computer network is,
and what it is not. WeOll begin by defining the basic building blocks of modern networks and
explore the core concepts needed to navigate more complex network structures.

YouOll learn about nodes (the devices that make up the network), ports (the entry and exit points
for information), and the media through which data flows between them. From there, we will
introduce fundamental ideas like layers of abstraction and standardization, which help to simplify
and organize the complexities of networks.

The chapter will also dive into important concepts such as broadcast domains, collision domains,

and network interface cards (NICs), and how networking differs from other kinds of

communication technology. These ideas set the stage for understanding the interactions and

relationships between devices on a network, helping you see how and why networks are
structured the way they are.

By the end of this chapter, youOll have a solid grasp of the basic principles that form the backbone
of all networks, giving you the conceptual framework to explore more advanced topics, and
specific types of networks, in the chapters to come.

What is a Network?

In the most general sense, a network is two or more separate entities somehow connected,
together with any infrastructure required to connect them. In the context of this book, | will be
discussing modern computer networksNthe entities are computerized and the connections
between them are for communication.

Nodes and Ports

A network device is a (computerized) device equipped with the hardware and software it needs to
take part in network communications. A computer network is composed of one or more (network)
devices called (network) nodes connected by media, as illustrated in Figure 1.

What is a Network? B EL1



Each of the devices can be almost anything (as long as they have the appropriate software and
hardware): a high-end server, a desktop pc, a smartphone, a Raspberry Pi, or a tiny sensor
measuring temperature. They are all computerized devices and, being integrated into a network
through which they can communicate with one another, makes them nodes of that network. All
network nodes are devices, but not all devices are network nodes. Just like all footballers are
people, but not all people are footballers. Being capable of and motivated to play football, makes
certain people footballers, and being integrated into a team makes those footballers players of
that team.

Media are discussed more in the next chapter (remember the chicken and the egg?). For now, you
can just consider them to be cables (joining the nodes). Each node has one or moreports, each of
which acts like a door between the device and the rest of the network. A network node needs at
least one port, since without one there is no way in or out and thus no possibility to attach to the
network. Any port can be the door to at most one node, but a node may contain multiple ports.
The rest of the network only sees (or cares about) the ports. [tOs a bit like a courier delivering a
package who may not see if multiple doors on a large building are multiple entrances/exits to a
single business office or each a separate entrance to a separate (independent) business office.
They just care about the single door they need to use to deliver the package, and if they can
identify (e.g., from a number written on the door) that itOs the correct address. What is otherwise
happening in the building or whether other doors also lead in or out of the same building, and if
so whatOs behind them, need not concern the courier.

There are two basic types of network nodes: those that make use of (the services of) the network,
and those that help provide (services to) the network. Consider again the analogy with a package
delivery system, in the context of which one can distinguish two different types of buildings:
those of the users of the system who are the original source and final (intended) destination of
packages, and those of the logistics company who may need extra buildings to temporarily store
and process packages while in transit. The users never address a package to one of the storage
facilities of the logistics company, and arenOt generally aware of or interested in which, if any,
logistics company building a package enters or leaves on its journey to its final destination. The
details may vary over time (if, for example, the logistics company needs to add or remove
buildings as part of an expansion or temporarily to avoid roads under maintenance or make better
use of new improved ones) or from one package to another (packages sent further may need to be
stored or processed more times), of which the users of the system may remain blissfully unaware.
The primary concern of the users is that their packages get delivered reliably and speedily.

There are no accepted standard terms to distinguish nodes that are users of the network from
nodes that service the network. This is unfortunate, as having names for important concepts one
regularly talks about is very useful (as even Humpty Dumpty would surely agree). So in this book,
I will use the terms network user nodes and service nodes respectively. Similarly, there is no
standard term for ports on service nodes to distinguish them from those (called interfaces) on user
nodes, so | will refer to the former in this book as service ports.

One can distinguish two fundamental types of nodes on a network: user nodes N which use the
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services of the network, and service nodes N which help provide it. ™ Note that, as devices, there is
no fundamental difference between user nodes and service nodes apart from their roles in the
network. Consider people in a restaurant, where the staff represent service nodes, and the
customers represent user nodes. Fundamentally, there is no inherent difference between them
(each is, in principle, capable of either working or dining in a restaurant). However, in any

particular restaurant, each person can only play one of these mutually exclusive roles.

Infrastructure

The network service nodes, together with any media (e.g. cables) that connect nodes, make up
what is called the infrastructure of the network, as illustrated in Figure 2. You can think of it as the
logistics company, together with any pathways, roads, and buildings they use before initial pickup
and after final delivery.

Figure 1. Structural ViewNthe components of the network. A network is composed of nodes and media (such as
cables), which connect the nodes at their ports. There are two types of nodesiNuser nodes (shown in blue) which
make use of (the services of) the network, and service nodes (shown in brown). Together, the service nodes and media
form whatls called the infrastructure of the networkNee Figure 2.
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User Node User Node

---Infrastructure

User Node

Figure 2. Functional View of a networkNThe infrastructure (shown in brown) provides a service for user nodes
(shown in blue), which enables the user nodes to exchange information with one another. The details of the
infrastructure itself, and how it is (internally) composed, is neither readily apparent nor of interest to the users of the
network. The user nodes only care if they can exchange information reliably with one another. Compare Figure 1

Network

A computer network can be defined as one or more ports located on (user) nodes” that are
connected by infrastructure, through which they communicate by exchanging information with
each other. The ports act like doors, on their respective nodes. Each node requires at least one
port to access the network, which are the original sources and final destinations of all packets
of network information sent by one to another. The infrastructure is composed of (service)
nodes and media such as cables. See alseigure 2.

Communication Technology

Networking (technology) can be seen as a subset ofcommunication (technology) where the
emphasis is on enabling effective communication between many interfaces, more widely
distributed, in more complicated topologies. Other communication technologies, such as USB,
FireWire, RS-232 (Serial), Bluetooth etc, are neither designed with these use cases in mind nor
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suitable for such communication, and as such will not be the subject of this book ™.

Network Interface Cards

Devices like PCs often have their ports located on aNetwork Interface Card (NIC). In addition to

the ports themselves, as can be seen inFigure 3, such cards also contain specialized hardware
(chips) that are typical of (shared) resources used to pre-process information before sending, and
post-process information after it arrives at the ports.

Figure 3. A Network Interface Card (NIC) with two Ethernet ports (the slots) and one Wi-Fi port (the antenna).
Also shown is an Ethernet cable that can be inserted into one of the Ethernet ports. On the end of the cable, you can
see a semi-transparent connector, that helps it fit into the slot. Though important, for example, for technicians
installing network equipment, as far as this book is concerned, you can consider such connectors to be part of the
medium, as they play no significant role in the networking concepts discussed here.

E

Though a single node can contain multiple ports, all of them need not
necessarily all be on a single network. Some may be on one network, some on
another (separate/independent) network, and some on no network at all.
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