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Abstract

This document explains how pointers and memory work and how to use them—from the
basic concepts through all the major programming techniques. For each topic thereisa
combination of discussion, sample C code, and drawings.

Audience

This document can be used as an introduction to pointers for someone with basic
programming experience. Alternately, it can be used to review and to fill in gaps for
someone with a partial understanding of pointers and memory. Many advanced
programming and debugging problems only make sense with a complete understanding
of pointers and memory — this document tries to provide that understanding. This
document concentrates on explaining how pointers work. For more advanced pointer
applications and practice problems, see the other resources below.

Pace

Like most CS Education Library documents, the coverage here tries to be compl ete but
fast. The document starts with the basics and advances through all the major topics. The
paceisfairly quick — each basic concept is covered once and usually there is some
example code and a memory drawing. Then the text moves on to the next topic. For more
practice, you can take the time to work through the examples and sample problems. Also,
see the references below for more practice problems.

Topics

Topicsinclude: pointers, local memory, allocation, deallocation, dereference operations,
pointer assignment, deep vs. shallow copies, the ampersand operator (&), bad pointers,
the NULL pointer, value parameters, reference parameters, heap allocation and
deallocation, memory ownership models, and memory leaks. The text focuses on pointers
and memory in compiled languages like C and C++. At the end of each section, thereis
some related but optional material, and in particular there are occasional notes on other
languages, such as Java.

Pointersand M emory — document #102 in the Stanford CS Education Library. Thisand
other free educational materials are available at http://cdibrary.stanford.edu/102/. This
document is free to be used, reproduced, sold, or retransmitted so long as this notice is
clearly reproduced at its beginning.

Other CS Education Library Documents
* Point Fun With Binky Video (http://cdlibrary.stanford.edu/104/)
A silly video about pointer basics.

* Linked list Basics (http://cslibrary.stanford.edu/103/)
Introduces the basic techniques for building linked listsin C.



* Linked List Problems (http://cdlibrary.stanford.edu/105/)
18 classic linked list problems with solutions — a great way to practice
with realistic, pointer intensive C code, and there's just no substitute for
practice!

 Essentia C (http://cdlibrary.stanford.edu/101/)
Complete coverage of the C language, including all of the syntax used in
this document.
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Dedication

This document is distributed for the benefit and education of all. That someone seeking
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Preface To The First Edition

This article has appeared to hover at around 80% done for 6 months! Every time | add
one section, | think of two more which also need to be written. | was motivated to keep
working on it since there are so many other articles which use memory, &, ... in passing
where | wanted something to refer to. | hope you find it valuable in its current form. I'm
going to ship it quickly before | accidentally start adding another section!



Section 1 —
Basic Pointers

Pointers — Before and After

There'salot of nice, tidy code you can write without knowing about pointers. But once
you learn to use the power of pointers, you can never go back. There are too many things
that can only be done with pointers. But with increased power comes increased
responsibility. Pointers allow new and more ugly types of bugs, and pointer bugs can
crash in random ways which makes them more difficult to debug. Nonetheless, even with
their problems, pointers are an irresistibly powerful programming construct. (The
following explanation uses the C language syntax where a syntax is required; thereisa
discussion of Java at the section.)

Why Have Pointers?

Pointers solve two common software problems. First, pointers allow different sections of
code to share information easily. Y ou can get the same effect by copying information
back and forth, but pointers solve the problem better. Second, pointers enable complex
"linked" data structures like linked lists and binary trees.

What Is A Pointer?

Simplei nt andf | oat variables operate pretty intuitively. Ani nt variableislikea
box which can storeasinglei nt value such as42. In adrawing, asimple variableisa
box with its current value drawn inside.

nun 42

A pointer works alittle differently— it does not store a ssmple value directly. Instead, a
pointer stores arefer ence to another value. The variable the pointer referstois
sometimes known asits "pointee”. In adrawing, a pointer is abox which contains the
beginning of an arrow which leadsto its pointee. (There is no single, official, word for
the concept of a pointee — pointeeis just the word used in these explanations.)

The following drawing shows two variables: numand nunPt r . The simple variable num
contains the value 42 in the usual way. The variable nun®t r isapointer which contains
areferenceto the variable num The nunPt r variableisthe pointer and numisits
pointee. What is stored inside of nunPt r ? Itsvalueisnot ani nt . ltsvalueisa
referencetoani nt .

A smplei nt variable. The current
vaueistheinteger 42. Thisvariable

nun 42 ) also playsthe role of pointee for the

pointer below.

nunPt r —

A pointer variable. The current
vaueisareferenceto the
pointee numabove.



Pointer Dereference

The "dereference” operation follows a pointer's reference to get the value of its pointee.
The value of the dereference of nunPt r above is 42. When the dereference operation is
used correctly, it'ssimple. It just accesses the value of the pointee. The only restriction is
that the pointer must have a pointee for the dereference to access. Almost all bugsin
pointer code involve violating that one restriction. A pointer must be assigned a pointee
before dereference operations will work.

The NULL Pointer

The constant NULL isaspecial pointer value which encodes the idea of "points to
nothing.” It turns out to be convenient to have awell defined pointer value which
represents the idea that a pointer does not have a pointee. It is aruntime error to
dereference aNULL pointer. In drawings, the value NULL is usually drawn as a diagonal
line between the corners of the pointer variable's box...

nunPt r

The C language uses the symbol NULL for this purpose. NULL is equal to the integer
constant 0, so NULL can play therole of aboolean false. Official C++ no longer uses the
NULL symbolic constant — use the integer constant O directly. Java uses the symbol

nul | .

Pointer Assignment

The assignment operation (=) between two pointers makes them point to the same
pointee. It'sasimple rule for a potentially complex situation, so it is worth repeating:
assigning one pointer to another makes them point to the same thing. The example below
adds a second pointer, second, assigned with the statement second = nunPtr ;.
Theresult isthat second points to the same pointee as nunPt r . In the drawing, this
means that the second and nunPt r boxes both contain arrows pointing to num
Assignment between pointers does not change or even touch the pointees. It just changes
which pointee a pointer refersto.

nun 42
A second pointer pt r initialized
nunPt r 7] with the assignment
second = nunPtr; . Thiscauses
second _J second to refer to the same

pointeeeasnunPtr .

After assignment, the == test comparing the two pointers will return true. For example
(second==nunPt r) aboveistrue. The assignment operation also works with the
NULL value. An assignment operation with aNULL pointer copiesthe NULL value
from one pointer to another.

Make A Drawing

Memory drawings are the key to thinking about pointer code. When you are looking at
code, thinking about how it will use memory at run time....make a quick drawing to work
out your ideas. This article certainly uses drawings to show how pointers work. That's the
way to do it.



Sharing

Two pointers which both refer to a single pointee are said to be "sharing”. That two or
more entities can cooperatively share a single memory structure is a key advantage of
pointersin all computer languages. Pointer manipulation is just technique — sharing is
often the real goal. In Section 3 we will see how sharing can be used to provide efficient
communication between parts of a program.

Shallow and Deep Copying

In particular, sharing can enable communication between two functions. One function
passes a pointer to the value of interest to another function. Both functions can access the
value of interest, but the value of interest itself is not copied. This communication is
called "shallow" since instead of making and sending a (large) copy of the value of
interest, a (small) pointer is sent and the value of interest is shared. The recipient needs to
understand that they have a shallow copy, so they know not to change or delete it sinceit
is shared. The alternative where a complete copy is made and sent is known as a " deep”
copy. Deep copies are simpler in away, since each function can change their copy
without interfering with the other copy, but deep copies run slower because of all the

copying.

The drawing below shows shallow and deep copying between two functions, A() and B().
In the shallow case, the smiley face is shared by passing a pointer between the two. In the
deep case, the smiley faceis copied, and each function gets their own...

Shallow / Sharing Deep / Copying

A() N A() T

],

vl

B) [~ B) [ 1—»

Section 2 will explain the above sharing technique in detail.

Bad Pointers

When a pointer isfirst allocated, it does not have a pointee. The pointer is"uninitialized"
or simply "bad". A dereference operation on a bad pointer is a serious runtime error. If
you are lucky, the dereference operation will crash or halt immediately (Java behaves this
way). If you are unlucky, the bad pointer dereference will corrupt arandom area of
memory, slightly altering the operation of the program so that it goes wrong some
indefinite time later. Each pointer must be assigned a pointee before it can support
dereference operations. Before that, the pointer is bad and must not be used. In our
memory drawings, the bad pointer value is shown with an XXX value...

nunPtr | X X X

Bad pointers are very common. In fact, every pointer startsout with a bad value.
Correct code overwrites the bad value with a correct reference to a pointee, and thereafter
the pointer works fine. There is nothing automatic that gives a pointer avalid pointee.



Quite the opposite — most languages make it easy to omit this important step. Y ou just
have to program carefully. If your code is crashing, a bad pointer should be your first
suspicion.

Pointers in dynamic languages such as Perl, LI1SP, and Javawork alittle differently. The
run-time system sets each pointer to NULL when it is allocated and checksit each time it
is dereferenced. So code can still exhibit pointer bugs, but they will halt politely on the
offending line instead of crashing haphazardly like C. Asaresult, it ismuch easier to
locate and fix pointer bugs in dynamic languages. The run-time checks are also areason
why such languages always run at least alittle slower than a compiled language like C or
C++.

Two Levels

One way to think about pointer code is that operates at two levels — pointer level and
pointee level. Thetrick isthat both levels need to beinitialized and connected for things
to work. (1) the pointer must be allocated, (1) the pointee must be allocated, and (3) the
pointer must be assigned to point to the pointee. It's rare to forget step (1). But forget (2)
or (3), and the whole thing will blow up at the first dereference. Remember to account for
both levels — make a memory drawing during your design to make sure it'sright.

Syntax

The above basic features of pointers, pointees, dereferencing, and assigning are the only
concepts you need to build pointer code. However, in order to talk about pointer code, we
need to use aknown syntax which is about as interesting as....a syntax. We will usethe C
language syntax which has the advantage that it has influenced the syntaxes of several
languages.

Pointer Type Syntax
A pointer typein C isjust the pointee type followed by a asterisk (*)...

int* type: pointer toi nt

fl oat* type: pointer tof | oat

struct fraction* type: pointertostruct fraction
struct fraction** type: pointertostruct fraction*

Pointer Variables

Pointer variables are declared just like any other variable. The declaration gives the type
and name of the new variable and reserves memory to hold its value. The declaration
does not assign a pointee for the pointer — the pointer starts out with a bad value.

int* nunPtr; /! Declare the int* (pointer to int) variable "nunPtr".
/1 This allocates space for the pointer, but not the pointee.
/1 The pointer starts out "bad".



The & Operator — Reference To

There are several ways to compute a reference to a pointee suitable for storing in a
pointer. The simplest way isthe & operator. The & operator can go to the left of any
variable, and it computes a reference to that variable. The code below uses a pointer and
an & to produce the earlier num/numPtr example.

nun 42 )
nunPt r —

voi d NunPtrExampl e() {
int num
int* nunPtr;

num = 42;
nunPtr = &um // Conpute a reference to "nunf, and store it in nunPtr
/1l At this point, nenory |ooks |ike draw ng above

}

It ispossible to use & in away which compiles fine but which creates problems at run
time — the full discussion of how to correctly use & isin Section 2. For now we will just
use & inasimple way.

The * Operator — Dereference
The star operator (* ) dereferences a pointer. The* isaunary operator which goesto the
left of the pointer it dereferences. The pointer must have a pointee, or it's aruntime error.

Example Pointer Code
With the syntax defined, we can now write some pointer code that demonstrates all the
pointer rules...

void PointerTest() {
/1 allocate three integers and two pointers

int a=1;
int b = 2;
int ¢ = 3;
int* p;
int* q;

/]l Here is the state of nenmory at this point.
/1 T1 -- Notice that the pointers start out bad...

a 1 XXX |p
b 2 XX X |a
c 3

p = &a; /1l set ptorefer to a



g = &b; /1l set qtorefer tob

/1 T2 -- The pointers now have poi nt ees

a 1 - p

b 2 - a

C 3
/1 Now we mix things up a bit...
c =*p; /] retrieve p's pointee value (1) and put it in c
p = q; /1 change p to share with q (p's pointee is now b)
*p = 13; // dereference p to set its pointee (b) to 13 (*q is now 13)
/1 T3 -- Dereferences and assignnents nmix things up

a 1 X p

b 13 - a

C 1

Bad Pointer Example

Code with the most common sort of pointer bug will look like the above correct code, but
without the middle step where the pointers are assigned pointees. The bad code will
compile fine, but at run-time, each dereference with a bad pointer will corrupt memory in
some way. The program will crash sooner or later. It is up to the programmer to ensure
that each pointer is assigned a pointee before it is used. The following example shows a
simple example of the bad code and a drawing of how memory islikely to react...

voi d BadPointer() {
int* p; /1 allocate the pointer, but not the pointee

*p = 42; /1 this dereference is a serious runtime error

/1 \What happens at runtinme when the bad pointer is dereferenced..

p| X X x-
L"»_A n

Y



Pointer Rules Summary
No matter how complex a pointer structure gets, the list of rules remains short.

* A pointer stores areferenceto its pointee. The pointee, in turn, stores
something useful.

» The dereference operation on a pointer accesses its pointee. A pointer may
only be dereferenced after it has been assigned to refer to a pointee. Most
pointer bugs involve violating thisone rule.

* Allocating a pointer does not automatically assign it to refer to a pointee.
Assigning the pointer to refer to a specific pointee is a separate operation
which is easy to forget.

» Assignment between two pointers makes them refer to the same pointee
which introduces sharing.

Section 1 — Extra Optional Material

Extra: How Do Pointers Work In Java

Java has pointers, but they are not manipulated with explicit operatorssuch as* and &. In
Java, simple datatypes such asi nt and char operatejust asin C. More complex types
such as arrays and objects are automatically implemented using pointers. The language
automatically uses pointers behind the scenes for such complex types, and no pointer
specific syntax isrequired. The programmer just needs to realize that operations like
a=b; will automatically be implemented with pointersif aand b are arrays or objects. Or
put another way, the programmer needs to remember that assignments and parameters
with arrays and objects are intrinsically shallow or shared— see the Deep vs. Shallow
material above. The following code shows some Java object references. Notice that there
areno *'sor &'sin the code to create pointers. The code intrinsically uses pointers. Also,
the garbage collector (Section 4), takes care of the deallocation automatically at the end
of the function.

public void JavaShal |l ow() {
Foo a = new Foo(); /]l Create a Foo object (no * in the declaration)
Foo b new Foo(); /1 Create anot her Foo object

b=a; // This is automatically a shall ow assignnent --
/1 a and b now refer to the same object.

a.Bar(); // This could just as well be witten b.Bar();

/1 There is no nmenory | eak here -- the garbage coll ector
/1 will automatically recycle the nenmory for the two objects.

The Java approach has two main features...

* Fewer bugs. Because the language implements the pointer manipulation
accurately and automatically, the most common pointer bug are no longer
possible, Yay! Also, the Java runtime system checks each pointer value
every timeitisused, so NULL pointer dereferences are caught
immediately on the line where they occur. This can make a programmer
much more productive.
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» Sower. Because the language takes responsibility for implementing so
much pointer machinery at runtime, Java code runs slower than the
equivalent C code. (There are other reasons for Javato run slowly as well.
Thereis active research in making Java faser in interesting ways — the
Sun "Hot Spot" project.) In any case, the appeal of increased programmer
efficiency and fewer bugs makes the slowness worthwhile for some
applications.

Extra: How Are Pointers Implemented In The Machine?

How are pointers implemented? The short explanation is that every area of memory in the
machine has a numeric address like 1000 or 20452. A pointer to an area of memory is
really just an integer which is storing the address of that area of memory. The dereference
operation looks at the address, and goes to that area of memory to retrieve the pointee
stored there. Pointer assignment just copies the numeric address from one pointer to
another. The NULL valueis generally just the numeric address 0 — the computer just
never allocates a pointee at 0 so that address can be used to represent NULL. A bad
pointer isreally just a pointer which contains arandom address — just like an
uninitialized i nt variable which starts out with arandomi nt vaue. The pointer has not
yet been assigned the specific address of avalid pointee. Thisiswhy dereference
operations with bad pointers are so unpredictable. They operate on whatever random area
of memory they happen to have the address of.

Extra: The Term "Reference”

The word "reference” means almost the same thing as the word "pointer”. The difference
isthat "reference” tends to be used in a discussion of pointer issues which is not specific
to any particular language or implementation. The word "pointer" connotes the common
C/C++ implementation of pointers as addresses. The word "reference” is aso used in the
phrase "reference parameter” which is a technique which uses pointer parameters for two-
way communication between functions — this technique is the subject of Section 3.

Extra: Why Are Bad Pointer Bugs So Common?

Why isit so often the case that programmers will allocate a pointer, but forget to set it to
refer to a pointee? The rules for pointers don't seem that complex, yet every programmer
makes this error repeatedly. Why? The problem is that we are trained by the tools we use.
Simple variables don't require any extra setup. You can allocate asimple variable, such as
i nt,anduseitimmediately. All thati nt,char,struct fracti on codeyouhave
written has trained you, quite reasonably, that a variable may be used onceit is declared.
Unfortunately, pointerslook like simple variables but they require the extrainitialization
before use. It's unfortunate, in away, that pointers happen look like other variables, since
it makes it easy to forget that the rules for their use are very different. Oh well. Try to
remember to assign your pointers to refer to pointees. Don't be surprised when you forget.



11

Section 2 —
Local Memory

Thanks For The Memory

Local variables are the programming structure everyone uses but no one thinks about.

Y ou think about them a little when first mastering the syntax. But after a few weeks, the
variables are so automatic that you soon forget to think about how they work. This
situation is a credit to modern programming languages— most of the time variables
appear automatically when you need them, and they disappear automatically when you
are finished. For basic programming, thisis afine situation. However, for advanced
programming, it's going to be useful to have an idea of how variableswork...

Allocation And Deallocation

Variables represent storage space in the computer's memory. Each variable presents a
convenient names likel engt h or sumin the source code. Behind the scenes at runtime,
each variable uses an area of the computer's memory to store its value. It is not the case
that every variable in a program has a permanently assigned area of memory. Instead,
modern languages are smart about giving memory to a variable only when necessary. The
terminology isthat avariableis allocated when it is given an area of memory to storeits
value. While the variable is allocated, it can operate as a variable in the usual way to hold
avalue. A variableis deallocated when the system reclaims the memory from the
variable, so it no longer has an areato store its value. For avariable, the period of time
from its allocation until its deallocation is called its lifetime.

The most common memory related error is using a deallocated variable. For local
variables, modern languages automatically protect against this error. With pointers, aswe
will see however, the programmer must make sure that allocation is handled correctly..

Local Memory

The most common variables you use are "local" variables within functions such as the
variablesnumand r esul t inthe following function. All of the local variables and
parameters taken together are called its "local storage” or just its"locals’, such asnum
andr esul t inthefollowing code...

/1 Local storage exanple
int Square(int num {
int result;

result = num?* num

return result;

The variables are called "local” to capture the idea that their lifetime is tied to the
function where they are declared. Whenever the function runs, itslocal variables are
allocated. When the function exits, itslocals are deall ocated. For the above example, that
means that when the Square() function is called, local storageis allocated for numand
resul t. Statementsliker esul t = num * num in the function use the local
storage. When the function finally exits, itslocal storage is deallocated.
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Hereisamore detailed version of the rules of local storage...

1. When afunction is called, memory isallocated for all of itslocals. In other
words, when the flow of control hits the starting '{' for the function, all of
itslocals are allocated memory. Parameters such as numand local
variablessuch asr esul t in the above example both count aslocals. The
only difference between parameters and local variablesis that parameters
start out with avalue copied from the caller while local variables start with
random initial values. This article mostly usesssimplei nt variablesfor its
examples, however local allocation works for any type: structs, arrays...
these can all be allocated locally.

2. The memory for the locals continues to be allocated so long as the thread
of control iswithin the owning function. Locals continue to exist even if
the function temporarily passes off the thread of control by calling another
function. The locals exist undisturbed through all of this.

3. Finadly, when the function finishes and exits, its locals are deall ocated.
This makes sense in away — suppose the locals were somehow to
continue to exist — how could the code even refer to them? The names
likenumandr esul t only make sense within the body of Square()
anyway. Once the flow of control leaves that body, thereis no way to refer
to thelocals even if they were allocated. That locals are available
("scoped") only within their owning function is known as "lexical
scoping" and pretty much all languages do it that way now.

Small Locals Example
Hereis asimple example of the lifetime of local storage...

void Foo(int a) { // (1) Locals (a, b, i, scores) allocated when Foo runs
int i;
float scores[100]; /1 This array of 100 floats is allocated |ocally.

a=a+1; /] (2) Local storage is used by the conputation
for (i=0; i<a; i++) {
Bar (i + a); /1 (3) Locals continue to exist undisturbed,
/1 even during calls to other functions.

} /1 (4) The locals are all deall ocated when the function exits.

Large Locals Example

Hereisalarger example which shows how the simple rule "the locals are allocated when
their function begins running and are deallocated when it exits" can build more complex
behavior. Y ou will need afirm grasp of how local alocation works to understand the
material in sections 3 and 4 later.

The drawing shows the sequence of allocations and deall ocations which result when the
function X() callsthe function Y () twice. The pointsin time T1, T2, etc. are marked in
the code and the state of memory at that time is shown in the drawing.
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void X() {
int a
int b
/] T1

L

Y(a);
/1 T3
Y(b);

[l T5

}

void Y(int p) {

int q;

q=p+2

/1 T2 (first time through), T4 (second tinme through)
}

T1-X()slocals| T2-Y()is T3-Y()exits |T4-Y()is T5-Y() exits
have been called with p=1,| and itslocals called again and itslocals
alocated and and itslocals are deallocated. | withp=2, and | are deallocated.
givenvaues.. | areallocated. We areleft only | itslocals are X()'s localswill
X()'slocals with X()'s alocated a be deallocated
continueto be | locals. second time. when it exits.
allocated.
1 2
() P () P
a| 3 q| 4
al| 1 al| 1 al 1 al| 1 al| 1
X X X X X
()b > ()b > ()b > ()b > ()b >

(optional extra...) The drawing shows the sequence of the locals being allocated and
deallocated — in effect the drawing shows the operation over time of the "stack” whichis
the data structure which the system uses to implement local storage.

Observations About Local Parameters

Local variables are tightly associated with their function — they are used there and
nowhere else. Only the X() code can refer toitsa and b. Only the Y () code can refer to
itsp and q. Thisindependence of local storage is the root cause of both its advantages
and disadvantages.

Advantages Of Locals
Locals are great for 90% of a program’'s memory needs....

Convenient. Locals satisfy a convenient need — functions often need
some temporary memory which exists only during the function's
computation. Local variables conveniently provide this sort of temporary,
independent memory.

Efficient. Relativeto other memory use techniques, locals are very
efficient. Allocating and deallocating them is time efficient (fast) and they
are space efficient in the way they use and recycle memory.



Local Copies. Loca parameters are basically local copies of the
information from the caller. Thisis also known as "pass by value."
Parameters are local variables which are initialized with an assignment (=)
operation from the caller. The caller is not "sharing” the parameter value
with the callee in the pointer sense— the callee is getting its own copy.
This has the advantage that the callee can changeits local copy without
affecting the caller. (Such as with the "p" parameter in the above
example.) Thisindependence is good since it keeps the operation of the
caller and callee functions separate which follows the rules of good
software engineering — keep separate components as independent as
possible.

Disadvantages Of Locals
There are two disadvantages of Locals

Short Lifetime. Their allocation and deallocation schedule (their
"lifetime") is very strict. Sometimes a program needs memory which
continues to be allocated even after the function which originaly allocated
it has exited. Local variables will not work since they are deallocated
automatically when their owning function exits. This problem will be
solved later in Section 4 with "heap” memory.

Restricted Communication. Since locals are copies of the caller
parameters, they do not provide a means of communication from the callee
back to the caller. Thisisthe downside of the "independence” advantage.
Also, sometimes making copies of avalueis undesirable for other reasons.
We will see the solution to this problem below in Section 3 "Reference
Parameters'.

Synonyms For "Local"

Local variables are also known as "automatic" variables since their allocation and
deallocation is done automatically as part of the function call mechanism. Local variables
are al'so sometimes known as "stack” variables because, at alow level, languages almost
always implement local variables using a stack structure in memory.

The Ampersand (&) Bug — TAB

Now that you understand the allocation schedule of locals, you can appreciate one of the
more ugly bugs possible in C and C++. What is wrong with the following code where the
function Victim() calls the function TAB()? To see the problem, it may be useful to make
adrawing to trace the local storage of the two functions...

/1 TAB -- The Ampersand Bug function
/1 Returns a pointer to an int
int* TAB() {
int tenp;
return(&enp); // return a pointer to the local int

}

void Victinm() {
int* ptr;
ptr = TAB();
*ptr = 42; /! Runtine error! The pointee was |ocal to TAB

}



TAB() isactualy fine whileit is running. The problem happens to its caller after TAB()
exits. TAB() returnsapointer to ani nt , but whereisthat i nt allocated? The problemis
that thelocal i nt , t enp, isallocated only while TAB() is running. When TAB() exits,
all of itslocals are deallocated. So the caller isleft with a pointer to a deallocated
variable. TAB()'slocals are deallocated when it exits, just as happened to the locals for

Y () in the previous example.

It isincorrect (and useless) for TAB() to return a pointer to memory which is about to be
dedllocated. We are essentially running into the "lifetime" constraint of local variables.
We want the int to exist, but it gets deallocated automatically. Not all uses of & between
functions are incorrect — only when used to pass a pointer back to the caller. The correct
uses of & are discussed in section 3, and the way to pass a pointer back to the caller is
shown in section 4.

Local Memory Summary

Locals are very convenient for what they do — providing convenient and efficient
memory for afunction which exists only so long as the function is executing. Locals have
two deficiencies which we will address in the following sections — how afunction can
communicate back to its caller (Section 3), and how a function can allocate separate
memory with aless constrained lifetime (section 4).

Section 2 — Extra Optional Material

Extra: How Does The Function Call Stack Work?

Y ou do not need to know how local variables are implemented during afunction call, but
here is arough outline of the stepsif you are curious. The exact details of the
implementation are language and compiler specific. However, the basic structure below is
approximates the method used by many different systems and languages...

Tocall afunctionsuch asf oo( 6, x+1) ...

1. Evaluate the actual parameter expressions, such asthe x+1, in the caler's
context.

2. Allocate memory for foo()'s locals by pushing a suitable "local block™ of
memory onto aruntime "call stack" dedicated to this purpose. For
parameters but not local variables, store the values from step (1) into the
appropriate slot in foo()'s local block.

3. Storethe caller's current address of execution (its "return address") and
switch execution to foo().

4. foo() executes with itslocal block conveniently available at the end of the
call stack.

5. When foo() isfinished, it exits by popping its locals off the stack and
"returns’ to the caller using the previously stored return address. Now the
caller'slocals are on the end of the stack and it can resume executing.

15
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For the extremely curious, here are other miscellaneous notes on the function call
process...

» Thisiswhy infinite recursion resultsin a" Stack Overflow Error" — the
code keeps calling and calling resulting in steps (1) (2) (3), (1) (2) (3), but
never astep (4)....eventually the call stack runs out of memory.

» Thisiswhy local variables have random initial values — step (2) just
pushes the whole local block in one operation. Each local getsits own area
of memory, but the memory will contain whatever the most recent tenant
left there. To clear all of the local block for each function call would be
too time expensive.

» The"local block" is aso known as the function's "activation record" or
"stack frame". The entire block can be pushed onto the stack (step 2), ina
single CPU operation — it isavery fast operation.

 For amultithreaded environment, each thread getsits own call stack
instead of just having single, global call stack.

» For performance reasons, some languages pass some parameters through
registers and others through the stack, so the overall process is complex.
However, the apparent the lifetime of the variables will always follow the
"stack" model presented here.



Section 3 —
Reference Parameters

In the simplest "pass by value" or "value parameter” scheme, each function has separate,
local memory and parameters are copied from the caller to the callee at the moment of the
function call. But what about the other direction? How can the callee communicate back
toitscaler? Using a"return” at the end of the callee to copy aresult back to the caller
works for simple cases, but does not work well for all situations. Also, sometimes
copying values back and forth is undesirable. "Pass by reference" parameters solve all of
these problems.

For the following discussion, the term "value of interest” will be avalue that the caller
and callee wish to communicate between each other. A reference parameter passes a
pointer to the value of interest instead of a copy of the value of interest. This technique
uses the sharing property of pointers so that the caller and callee can share the value of
interest.

Bill Gates Example

Suppose functions A() and B() both do computations involving Bill Gates net worth
measured in billions of dollars — the value of interest for this problem. A() isthe main
function and its stores the initial value (about 55 as of 1998). A() calls B() which triesto
add 1 to the value of interest.

Bill Gates By Value

Hereisthe code and memory drawing for asimple, but incorrect implementation where
A() and B() use pass by value. Three pointsin time, T1, T2, and T3 are marked in the
code and the state of memory is shown for each state...

void B(int worth) {
worth = worth + 1;
/1l T2

}

void A() {
int netWrth;
netWorth = 55; // T1

B( net Wort h);
/1 T3 -- B() did not change netWorth

}

T1--Thevaueof interest [ T2--net Wrt hiscopied | T3-- B() exitsand its local
net Wrt hisloca toA(). | toB()'slocal wort h. B() wor t h isdeallocated. The
changesitsloca worth value of interest has not
from 55 to 56. been changed.

B() wor t h|5% 56

A() net\Wrt h|55 A() netWrt h|55 A() net\Wrt h|55




B() adds 1 to itslocal wor t h copy, but when B() exits, wor t h is deallocated, so
changing it was useless. The value of interest, net Wor t h, rests unchanged the whole
timein A()'slocal storage. A function can changeitslocal copy of the value of interest,
but that change is not reflected back in the original value. Thisisredly just the old
"independence” property of local storage, but in this caseit is not what is wanted.

By Reference

The reference solution to the Bill Gates problem isto useasinglenet Wor t h variable
for the value of interest and never copy it. Instead, each function can receives a pointer to
net Wor t h. Each function can see the current value of net Wor t h by dereferencing its
pointer. More importantly, each function can change the net wor t h — just dereference
the pointer to the centralized net Wor t h and change it directly. Everyone agrees what
the current value of net Wor t h because it existsin only one place — everyone has a
pointer to the one master copy. The following memory drawing shows A() and B()
functions changed to use "reference” parameters. Asbefore, T1, T2, and T3 correspond to
points in the code (below), but you can study the memory structure without looking at the
code yet.

T1-- Thevalueof interest, | T2 -- Instead of acopy, B() | T3 -- B() exits, and
net Wort h, islocal to A() | receives a pointer to net Wor t h has been
as before. net Wrt h. B() changed.
dereferences its pointer to
access and change the real

net Wrt h.
B() worth| |
A() net Wrt h[55 A() | netWorthP& 56| | A() net Wrth[56

The reference parameter strategy: B() receives a pointer to the value of interest instead of
acopy.

Passing By Reference
Here are the steps to use in the code to use the pass-by-reference strategy...

» Have asingle copy of the value of interest. The single "master" copy.

* Pass pointers to that value to any function which wants to see or change
the value.

* Functions can dereference their pointer to see or change the value of
interest.

* Functions must remember that they do not have their own local copies. If
they dereference their pointer and change the value, they really are
changing the master value. If afunction wants alocal copy to change
safely, the function must explicitly allocate and initialize such alocal

copy.

18



Syntax
The syntax for by reference parameters in the C language just uses pointer operations on
the parameters...

1. Suppose afunction wants to communicate about some value of interest —
int orfloat orstruct fraction.

2. Thefunction takes as its parameter a pointer to the value of interest — an
int*orfloat* orstruct fraction*.Some progranmerswill
add the word "ref" to the name of areference parameter as areminder that
it isareferenceto the value of interest instead of a copy.

3. At thetime of the call, the caller computes a pointer to the value of interest
and passes that pointer. The type of the pointer (pointer to the value of
interest) will agree with the typein (2) above. If the value of interest is
local to the caller, then thiswill often involve a use of the & operator
(Section 1).

4. When the calleeisrunning, if it wishes to access the value of interest, it
must dereference its pointer to access the actual value of interest.
Typically, this equates to use of the dereference operator (*) in the
function to see the value of interest.

Bill Gates By Reference
Hereisthe Bill Gates example written to use reference parameters. This code now
matches the by-reference memory drawing above.

/1 B() now uses a reference paranmeter -- a pointer to

/1 the value of interest. B() uses a dereference (*) on the

/1l reference paraneter to get at the value of interest.

void B(int* worthRef) ({ /1 reference paraneter
*wort hRef = *worthRef + 1; // use * to get at value of interest
/1 T2

}

void A() {
int netWrth;
netWrth = 55; /1 T1 -- the value of interest is local to A()

B(&netWorth); // Pass a pointer to the value of interest.
/1 In this case using &

/1 T3 -- B() has used its pointer to change the value of interest

Don't Make Copies

Reference parameters enable communication between the callee and its caller. Another
reason to use reference parameters is to avoid making copies. For efficiency, making
copies may be undesirable if the value of interest is large, such as an array. Making the
copy requires extra space for the copy itself and extratime to do the copying. From a
design point of view, making copies may be undesirable because as soon as there are two
copies, it is unclear which oneisthe "correct” one if either is changed. Proverb: "A
person with one watch always knows what time it is. A person with two watches is never
sure." Avoid making copies.
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Simple Reference Parameter Example — Swap()

The standard example of reference parametersis a Swap() function which exchanges the
valuesof two i nt s. It'sasimple function, but it does need to change the caller's memory
which isthe key feature of pass by reference.

Swap() Function

The values of interest for Swap() aretwo i nt s. Therefore, Swap() does not takei nt s
asits parameters. It takesapointerstoi nt — (i nt *) 's. In the body of Swap() the
parameters, a and b, are dereferenced with * to get at the actual (i nt ) values of interest.

void Swap(int* a, int* b) {

int tenp;
temp = *a;
*a = *b,

*bh = tenp;

Swap() Caller
To call Swap(), the caller must pass pointers to the values of interest...

voi d SwapCal ler() {
int x 1;
int y 2;

Swap(&x, &y); [/ Use & to pass pointers to the int values of interest
/1 (x and y).

Swap() a

v
{2 yE 1

The parameters to Swap() are pointersto values of interest which are back in the caller's
locals. The Swap() code can dereference the pointers to get back to the caller's memory to
exchange the values. In this case, Swap() follows the pointers to exchange the valuesin
the variables x and y back in SwapCaller(). Swap() will exchange any two ints given
pointers to those two ints.

SwapCal | er () X

Swap() With Arrays

Just to demonstrate that the value of interest does not need to be a simple variable, here's
acall to Swap() to exchangethefirst and last i nt s in an array. Swap() takesi nt *'s, but
thei nt s can be anywhere. Ani nt insidean array istill ani nt .

voi d SwapCaller2() {
int scores[10];
scores[0] = 1;

scores[ 9] = 2;
Swap(&(scores[0]), &(scores[9]));// the ints of interest do not need to be
/1 sinple variables -- they can be any int. The caller is responsible

/1 for computing a pointer to the int.
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The above call to Swap() can be written equivalently as Swap( scor es, scores+9)
dueto the array syntax in C. You can ignore this case if it is not familiar to you — it's
not an important area of the language and both forms compile to the exact same thing

Is The & Always Necessary?

When passing by reference, the caller does not always need to use & to compute a new
pointer to the value of interest. Sometimes the caller aready has a pointer to the value of
interest, and so no new pointer computation is required. The pointer to the value of
interest can be passed through unchanged.

For example, suppose B() is changed so it calls a C() function which adds 2 to the value
of interest...

/1l Takes the value of interest by reference and adds 2.
void C(int* worthRef) ({

*wort hRef = *worthRef + 2;
}

/] Adds 1 to the value of interest, and calls C().
void B(int* worthRef) ({
*worthRef = *worthRef + 1; // add 1 to value of interest as before

C(wor t hRef); /1 NOTE no & required. W already have
/1 a pointer to the value of interest, so
/1 it can be passed through directly.

What About The & Bug TAB?

All thisuse of & might make you nervous — are we committing the & bug from Section
2?7 No, it turns out the above uses of & are fine. The & bug happens when an & passes a
pointer to local storage from the callee back to its caller. When the callee exits, its local
memory is deallocated and so the pointer no longer has a pointee. In the above, correct
cases, we use & to pass a pointer from the caller to the callee. The pointer remains valid
for the callee to use because the caller locals continue to exist while the calleeis running.
The pointees will remain valid due to the simple constraint that the caller can only exit
sometime after its callee exits. Using & to pass a pointer to local storage from the caller
to the calleeisfine. The reverse case, from the callee to the caller, isthe & bug.

The ** Case

What if the value of interest to be shared and changed between the caller and calleeis
already apointer, suchasani nt * orastruct fracti on*?Doesthat changethe
rulesfor setting up reference parameters? No. In that case, thereis no change in the rules.
They operate just as before. The reference parameter is till a pointer to the value of
interest, even if the value of interest isitself a pointer. Suppose the value of interest is

i nt *. Thismeansthereisani nt * value which the caller and callee want to share and
change. Then the reference parameter should beani nt ** . For ast r uct

fracti on* value of interest, the reference parameter isst ruct fracti on**. A
single dereference (*) operation on the reference parameter yields the value of interest as
it did in the ssimple cases. Double pointer (**) parameters are common in linked list or
other pointer manipulating code were the value of interest to share and changeisitself a
pointer, such as alinked list head pointer.



Reference Parameter Summary

Passing by value (copying) does not allow the callee to communicate back to its caller
and has also has the usual disadvantages of making copies. Pass by reference uses
pointers to avoid copying the value of interest, and allow the callee to communicate back
to the caler.

For pass by reference, there is only one copy of the value of interest, and pointers to that
one copy are passed. So if the value of interest isan int, its reference parameter isan int*.
If the value of interest is a struct fraction*, its reference parameters is a struct fraction**.
Functions use the dereference operator (*) on the reference parameter to see or change the
value of interest.

Section 3 — Extra Optional Material

Extra: Reference Parameters in Java

Because Java has no */& operators, it is not possible to implement reference parameters
in Javadirectly. Maybe thisis ok — in the OOP paradigm, you should change objects by
sending them messages which makes the reference parameter concept unnecessary. The
caller passes the callee a (shallow) reference to the value of interest (object of interest?),
and the callee can send it a message to changeit. Since all objects areintrinsically
shallow, any change is communicated back to the caller automatically since the object of
interest was never copied.

Extra: Reference Parameters in C++

Reference parameters are such a common programming task that they have been added as
an official feature to the C++ language. So programming reference parametersin C++ is
simpler than in C. All the programmer needs to do is syntactically indicate that they wish
for a particular parameter to be passed by reference, and the compiler takes care of it. The
syntax isto append asingle '&' to right hand side of the parameter type. Soani nt
parameter passes an integer by value, but an int & parameter passes an integer value by
reference. The key isthat the compiler takes care of it. In the source code, there's no
additional fiddling around with &'sor *'s. So Swap() and SwapCaller() written with C++
look ssimpler than in C, even though they accomplish the same thing...

22
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void Swap(int& a, int& b) { /1 The & decl ares pass by reference

int tenp;
temp = a; /1 No *'s required -- the conpiler takes care of it
a = b;
b = tenp;
}
voi d SwapCal ler() {
int x = 1;
int y =2
Swap(x, y); // No & s required -- the conpiler takes care of it
}

The types of the various variables and parameters operate simply as they are declared
(i nt inthiscase). The complicating layer of pointers required to implement the
reference parametersis hidden. The compiler takes care of it without allowing the
complication to disturb the types in the source code.



24

Section 4 —
Heap Memory

"Heap" memory, also known as "dynamic" memory, is an aternative to local stack
memory. Local memory (Section 2) is quite automatic — it is allocated automatically on
function call and it is deallocated automatically when a function exits. Heap memory is
different in every way. The programmer explicitly requests the allocation of a memory
"block™ of a particular size, and the block continues to be allocated until the programmer
explicitly requests that it be deallocated. Nothing happens automatically. So the
programmer has much greater control of memory, but with greater responsibility since
the memory must now be actively managed. The advantages of heap memory are...

Lifetime. Because the programmer now controls exactly when memory is
allocated and deallocated, it is possible to build a data structure in
memory, and return that data structure to the caller. This was never
possible with local memory which was automatically deallocated when the
function exited.

Sze. The size of allocated memory can be controlled with more detail.
For example, a string buffer can be allocated at run-time which is exactly
the right size to hold a particular string. With local memory, the codeis
more likely to declare a buffer size 1000 and hope for the best. (See the
StringCopy() example below.)

The disadvantages of heap memory are...

More Work. Heap alocation needs to arranged explicitly in the code
which isjust more work.

More Bugs. Becauseit's now done explicitly in the code, realistically on
occasion the allocation will be done incorrectly leading to memory bugs.
Local memory is constrained, but at least it's never wrong.

Nonetheless, there are many problems that can only be solved with heap memory, so
that's that way it has to be. In languages with garbage collectors such as Perl, LISP, or
Java, the above disadvantages are mostly eliminated. The garbage collector takes over
most of the responsibility for heap management at the cost of alittle extra time taken at
run-time.

What Does The Heap Look Like?
Before seeing the exact details, let's ook at a rough example of allocation and
deallocation in the heap...

Allocation

The heap is alarge area of memory available for use by the program. The program can
request areas, or "blocks’, of memory for its use within the heap. In order to alocate a
block of some size, the program makes an explicit request by calling the heap allocation
function. The allocation function reserves a block of memory of the requested size in the
heap and returns a pointer to it. Suppose a program makes three allocation requests to
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allocate memory to hold three separate GIF images in the heap each of which takes 1024
bytes of memory. After the three allocation requests, memory might look like...

Local Heap
(Free)
~
~~ 3 separate
: heap
\ (Gf2) blocks —
each 1024
. bytesin
(afl) sze.

Each allocation request reserves a contiguous area of the requested size in the heap and
returns a pointer to that new block to the program. Since each block is always referred to
by a pointer, the block always plays the role of a"pointee" (Section 1) and the program
always manipulates its heap blocks through pointers. The heap block pointers are
sometimes known as "base address" pointers since by convention they point to the base
(lowest address byte) of the block.

In this example, the three blocks have been allocated contiguously starting at the bottom
of the heap, and each block is 1024 bytesin size as requested. In redlity, the heap
manager can allocate the blocks wherever it wants in the heap so long as the blocks do
not overlap and they are at |least the requested size. At any particular moment, some areas
in the heap have been allocated to the program, and so are "in use". Other areas have yet
to be committed and so are "free" and are available to satisfy allocation requests. The
heap manager hasits own, private data structures to record what areas of the heap are
committed to what purpose at any moment The heap manager satisfies each allocation
request from the pool of free memory and updates its private data structures to record
which areas of the heap are in use.

Deallocation

When the program is finished using a block of memory, it makes an explicit deallocation
request to indicate to the heap manager that the program is now finished with that block.
The heap manager updates its private data structures to show that the area of memory
occupied by the block is free again and so may be re-used to satisfy future allocation
requests. Here's what the heap would look like if the program deall ocates the second of
the three blocks...
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L ocal Heap
(Free)
~—
T~ | @3
(Free)
(Gf1)

After the deallocation, the pointer continues to point to the now deallocated block. The
program must not access the deallocated pointee. Thisiswhy the pointer is drawn in gray
— the pointer isthere, but it must not be used. Sometimes the code will set the pointer to
NULL immediately after the deallocation to make explicit the fact that it is no longer
valid.

Programming The Heap
Programming the heap |ooks pretty much the same in most languages. The basic features
are....

» The heap is an area of memory available to allocate areas ("blocks") of
memory for the program.

» There is some "heap manager” library code which manages the heap for
the program. The programmer makes requests to the heap manager, which
in turn manages the internals of the heap. In C, the heap is managed by the
ANSI library functions malloc(), free(), and realloc().

» The heap manager uses its own private data structures to keep track of
which blocks in the heap are "free" (available for use) and which blocks
are currently in use by the program and how large those blocks are.
Initialy, al of the heap isfree.

» The heap may be of afixed size (the usual conceptualization), or it may
appear to be of afixed but extremely large size backed by virtual memory.
In either case, it is possible for the heap to get "full” if al of its memory
has been allocated and so it cannot satisfy an allocation request. The
allocation function will communicate this run-time condition in some way
to the program — usually by returning a NULL pointer or raising a
language specific run-time exception.

» The allocation function requests a block in the heap of a particular size.
The heap manager selects an area of memory to use to satisfy the request,
marks that areaas "in use" in its private data structures, and returns a
pointer to the heap block. The caller is now free to use that memory by
dereferencing the pointer. The block is guaranteed to be reserved for the
sole use of the caller — the heap will not hand out that same area of
memory to some other caller. The block does not move around inside the
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heap — itslocation and size are fixed once it is allocated. Generally, when
ablock is alocated, its contents are random. The new owner is responsible
for setting the memory to something meaningful. Sometimes thereis
variation on the memory allocation function which sets the block to all
zeros (caloc() in C).

» The deallocation function is the opposite of the allocation function. The
program makes a single deallocation call to return a block of memory to
the heap free areafor later re-use. Each block should only be deallocated
once. The deallocation function takes as its argument a pointer to a heap
block previously furnished by the allocation function. The pointer must be
exactly the same pointer returned earlier by the allocation function, not
just any pointer into the block. After the deallocation, the program must
treat the pointer as bad and not access the deallocated pointee.

C Specifics

In the C language, the library functions which make heap requests are malloc() ("memory
alocate") and free(). The prototypes for these functions are in the header file <stdlib.h>.
Although the syntax varies between languages, the roles of malloc() and free() are nearly
identical in all languages...

voi d* mal |l oc(unsigned |ong size); Themaloc() function
takes an unsigned integer which is the requested size of the block
measured in bytes. Malloc() returns a pointer to anew heap block if the
allocation is successful, and NULL if the request cannot be satisfied
because the heap is full. The C operator sizeof() is a convenient way to
compute the size in bytes of atype—si zeof (i nt) forani nt pointee,
si zeof (struct fraction) forastruct fracti on pointee.

voi d free(voi d* heapBl ockPoi nter); Thefreg) function
takes a pointer to a heap block and returnsit to the free pool for later re-
use. The pointer passed to free() must be exactly the pointer returned
earlier by malloc(), not just a pointer to somewhere in the block. Calling
free() with the wrong sort of pointer isfamous for the particularly ugly
sort of crashing which it causes. The call to free() does not need to give
the size of the heap block — the heap manager will have noted the size in
its private data structures. The call to freg() just needs to identify which
block to deallocate by its pointer. If a program correctly deallocates all of
the memory it allocates, then every call to malloc() will later be matched
by exactly one call to free() As a practical matter however, it is not aways
necessary for a program to deallocate every block it allocates — see
"Memory Leaks" below.

Simple Heap Example

Hereis asimple example which allocatesan i nt block in the heap, stores the number 42
in the block, and then deallocatesit. Thisis the smplest possible example of heap block
allocation, use, and deallocation. The example shows the state of memory at three
different times during the execution of the above code. The stack and heap are shown
separately in the drawing — a drawing for code which uses stack and heap memory needs
to distinguish between the two areas to be accurate since the rules which govern the two
areas are so different. In this case, the lifetime of the local variable intPtr istotally
separate from the lifetime of the heap block, and the drawing needs to reflect that
difference.
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voi d Heapl() {
int* intPtr;
/1 Allocates |ocal pointer |ocal variable (but not its pointee)
/1 T1

Local Heap

intPtr | X X X

/1 Allocates heap bl ock and stores its pointer in local variable.
/| Dereferences the pointer to set the pointee to 42.

intPtr = malloc(sizeof(int));

*intPtr = 42;

/[l T2

Local Heap

intPtr —_— 42

/1 Deall ocates heap bl ock nmaking the pointer bad.

/1 The progranmmrer nust remenber not to use the pointer
/1 after the pointee has been deallocated (this is

/1 why the pointer is shown in gray).

free(intPtr);

/1 T3

L ocal Heap

intPtr

Simple Heap Observations
« After the allocation call allocates the block in the heap. The program
stores the pointer to the block in the local variable intPtr. The block isthe
"pointee” and intPtr isits pointer as shown at T2. In this state, the pointer
may be dereferenced safely to manipulate the pointee. The pointer/pointee
rules from Section 1 till apply, the only difference is how the pointeeis
initially allocated.
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» At T1 before the call to malloc(), intPtr is uninitialized does not have a
pointee — at this point intPtr "bad" in the same sense as discussed in
Section 1. As before, dereferencing such an uninitialized pointer isa
common, but catastrophic error. Sometimes this error will crash
immediately (lucky). Other timesit will just slightly corrupt arandom data
structure (unlucky).

» The call to free() deallocates the pointee as shown at T3. Dereferencing
the pointer after the pointee has been deallocated is an error.
Unfortunately, this error will almost never be flagged as an immediate
run-time error. 99% of the time the dereference will produce reasonable
results 1% of the time the dereference will produce slightly wrong results.
Ironically, such ararely appearing bug is the most difficult type to track
down.

» When the function exits, itslocal variable intPtr will be automatically
deallocated following the usual rules for local variables (Section 2). So
this function has tidy memory behavior — all of the memory it alocates
while running (itslocal variable, its one heap block) is deallocated by the
timeit exits.

Heap Array

In the C language, it's convenient to allocate an array in the heap, since C can treat any
pointer as an array. The size of the array memory block is the size of each element (as
computed by the sizeof() operator) multiplied by the number of elements (See CS
Education Library/101 The C Language, for a complete discussion of C, and arrays and
pointersin particular). So the following code heap allocates an array of 100 st r uct
fracti on'sinthe heap, setsthem al to 22/7, and deall ocates the heap array...

voi d HeapArray() {
struct fraction* fracts;
int i;

/1 allocate the array
fracts = nall oc(sizeof (struct fraction) * 100);

/1 use it like an array -- in this case set themall to 22/7
for (i=0; i<99; i++) {

fracts[i].numerator = 22

fracts[i].denom nator = 7;

}

/1 Deallocate the whole array
free(fracts);
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Heap String Example

Here isamore useful heap array example. The StringCopy() function takes a C string,
makes a copy of that string in the heap, and returns a pointer to the new string. The caller
takes over ownership of the new string and is responsible for freeing it.

/*
Gven a Cstring, return a heap allocated copy of the string.
Allocate a block in the heap of the appropriate size,
copies the string into the block, and returns a pointer to the block
The cal l er takes over ownership of the block and is responsible
for freeing it.
*/
char* StringCopy(const char* string) {
char* newString;
int len;

len = strlen(string) + 1; /1 +1 to account for the '"\0
newString = mall oc(sizeof(char)*len); [// elemsize * nunber-of-elenents
assert(newString !'= NULL); // sinplistic error check (a good habit)
strcpy(newString, string); // copy the passed in string to the block

return(newString); /1 return a ptr to the block

Heap String Observations
StringCopy() takes advantage of both of the key features of heap memory...

Sze. StringCopy() specifies, at run-time, the exact size of the block
needed to store the string inits call to malloc(). Local memory cannot do
that sinceits size is specified at compile-time. The call to

si zeof (char) isnot realy necessary, since the size of char is1 by
definition. In any case, the example demonstrates the correct formulafor
the size of an array block which is element-size * number-of-elements.

Lifetime. StringCopy() allocates the block, but then passes ownership of it
to the caller. Thereisno call to free(), so the block continues to exist even
after the function exits. Local memory cannot do that. The caller will need
to take care of the deallocation when it is finished with the string.

Memory Leaks

What happens if some memory is heap allocated, but never deallocated? A program
which forgets to deallocate a block is said to have a"memory leak" which may or may
not be a serious problem. The result will be that the heap gradually fill up asthere
continue to be allocation requests, but no deallocation requests to return blocks for re-use.
For a program which runs, computes something, and exits immediately, memory leaks
are not usually a concern. Such a"one shot" program could omit al of its deallocation
requests and still mostly work. Memory leaks are more of a problem for a program which
runs for an indeterminate amount of time. In that case, the memory leaks can gradually
fill the heap until allocation requests cannot be satisfied, and the program stops working
or crashes. Many commercia programs have memory leaks, so that when run for long
enough, or with large data-sets, they fill their heaps and crash. Often the error detection
and avoidance code for the heap-full error condition is not well tested, precisely because
the caseis rarely encountered with short runs of the program — that's why filling the
heap often resultsin area crash instead of a polite error message. Most compilers have a



31

"heap debugging" utility which adds debugging code to a program to track every
allocation and deallocation. When an allocation has no matching deallocation, that's a
leak, and the heap debugger can help you find them.

Ownership

StringCopy() allocates the heap block, but it does not deallocate it. Thisis so the caller
can use the new string. However, this introduces the problem that somebody does need to
remember to deallocate the block, and it is not going to be StringCopy(). That iswhy the
comment for StringCopy() mentions specifically that the caller is taking on owner ship of
the block. Every block of memory has exactly one "owner" who takes responsibility for
deallocating it. Other entities can have pointers, but they are just sharing. There's only
one owner, and the comment for StringCopy() makesit clear that ownership is being
passed from StringCopy() to the caller. Good documentation always remembers to
discuss the ownership rules which a function expects to apply to its parameters or return
value. Or put the other way, a frequent error in documentation is that it forgets to
mention, one way or the other, what the ownership rules are for a parameter or return
value. That's one way that memory errors and leaks are created.

Ownership Models
The two common patterns for ownership are...

Caller ownership. The caller ownsits own memory. It may pass a pointer
to the callee for sharing purposes, but the caller retains ownership. The
callee can access things while it runs, and allocate and deallocate its own
memory, but it should not disrupt the caller's memory.

Callee allocated and returned. The callee alocates some memory and
returnsit to the caller. This happens because the result of the callee
computation needs new memory to be stored or represented. The new
memory is passed to the caller so they can see the result, and the caller
must take over ownership of the memory. Thisis the pattern demonstrated
in StringCopy().

Heap Memory Summary

Heap memory provides greater control for the programmer — the blocks of memory can
be requested in any size, and they remain allocated until they are deallocated explicitly.
Heap memory can be passed back to the caller sinceit is not deallocated on exit, and it
can be used to build linked structures such as linked lists and binary trees. The
disadvantage of heap memory isthat the program must make explicit allocation and
deallocate calls to manage the heap memory. The heap memory does not operate
automatically and conveniently the way local memory does.



