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CHAPTER

| ntroduction

This document isthe security target for the Common Criteria evaluation of Oracle Da
tabase 10g, Release 2 (10.2.0.3) with Oracle Label Security for Enterprise Edition.

| dentification and CC Confor mance

Title: OLS Security Target for Oracle Database 10g, Issue 2.0 Version 11

Target of Evaluation (TOE): Oracle Database 10g Enterprise Edition, with Oracle
Label Security.

Release: 10.2.0.3 with all critical patch updates up to and including July 2007

Note: Thisincludes the guidance documentation which consists of [OLS ECD] and
the Oracle Database 10g Release 2 documentation library (Part No. B19306-01).

Note: Oracle’ s release numbers are of the form a.b.c.d where
¢ aisthe mgor release number

¢ bisthe maintenance rel ease number

e cisthe application server release number

¢ disthe component release number

In some cases there may be an additional number at the end which then defines a plat-
form-specific release number (usually a patch set). In the case of the TOE, all compo-
nents have the rel ease number 10.2.0.3 with no platform.

Operating System Platforms: Red Hat Enterprise Linux AS (version 4 Update 2)
for which [CCEV S-VR-06-0020] is the Common Criteria certification report;
SUSE Linux Enterprise Server 9

for which [DSZ0256] is the Common Criteria Certification Report;

CC Conformance: U.S. Government Protection Profile for Database Management
Systems in Basic Robustness Environments, Version 1.1. ((BR-DBM SPP])
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TOE Overview

The CC conformance claim is: part 2 extended and part 3 conformant

This Security Target conformsto [CC, Part 2] and [CC, Part 3]. [BR-DBMSPP] con-
tains extended SFRs which are included in this Security Target. All other SFRsin this
Security Target are conformant to [CC, Part 2]. ALC_FLR.3 is the only augmented
assurance criterion specified in addition to the ones in the EAL4 assurance package.

Assurance: EAL4 augmented with ALC_FL R.3L

K eywor ds: Oracle Database 10g, O-RDBMS, database, Oracle Label Security, OLS,
security target, EAL4

Version of the Common Criteria [CC] used to produce thisdocument: 2.3 .

Oracle Database 10g is an object-relational database management system (O-
RDBMS), providing advanced security functionality for multi-user distributed
database environments. The security functionality in Oracle Database 10g includes:

e user identification and authentication, with password management options and
support for enterprise users (password option only). In the case of Enterprise
Users (defined later) thisfunction is partly provided by the I T-environment. Note
that [BR-DBM SPP] defines identification and authentication as afunction of the
IT environment. Thisis the case for a DBMS that relies on the underlying operat-
ing system for the identification and authentication of the user. In the case of the
Oracle DBMS the identification and authentication is either performed by the
TOE intota (in the case of usersthat are not Enterprise Users) or performed with
the assistance of an authentication server in the IT environment (in the case of
Enterprise Users). In both cases it is the TOE that mediates the identification and
authentication of the user;

 discretionary access controls on database objects, which controls access to objects
based on the identity of the subjects or groups to which the subjects and objects
belong, and which allows authorized users to specify how the objects that they
control are protected;

e granular privileges for the enforcement of least privilege;

« user-configurable roles for privilege management, including an authorized
administration role to allow authorized administrators to configure the policies
for discretionary access control, identification and authentication, and auditing.
The TOE must enforce the authorized administration role;

« quotas on the amount of processing resources a user can consume during a data-
base session;

« audit capture isthe function that creates information on all auditable events;
« extensive and flexible auditing options;
» secure access to remote Oracle databases, and

« stored procedures, triggers and security policies for user-defined access controls

1. ALC_FLR.3 provides assurance at the highest defined component level that there are flaw reme-
diation procedures for the TOE by which discovered security flaws can be reported to, tracked
and corrected by the developer, and by which corrective actions can be issued to TOE usersin a
timely fashion.
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and auditing.

Those functions are a superset of the security functions defined in [BR-DBM SPP],
chapter 2.3.

Oracle Database 10g relies on the I T-environment for the non-bypassibility and
domain separation properties. Those properties need to be provided by the underlying
operating systemsin co-operation with the hardware platform. The operating system
platforms listed above have all been evaluated for conformance to the Controlled
Access Protection Profile [CAPP] which requires to enforce those properties. In
addition Oracle Database 10g enforces its own separation between different users
based on the functions provided by the underlying operating system.

Oracle Database 10g supports both client/server and standalone architectures. In
addition, Oracle Database 10g supports multi-tier architectures, however in this
environment any tier (middle-tier) that communicates directly with the server is
actually an Oracle client and any lower tiers are outside of the scope of thisST. In al
architectures, the Oracle Database 10g Server acts as a data server, providing access
to the information stored in a database. Access requests are made via Oracle Database
10g interface productsthat provide connectivity to the database and submit Structured
Query Language (SQL) statementsto the Oracle Database 10g dataserver. The Oracle
Database 10g interface products may be used on the same computer asthe data server,
or they may run on separate client machines and communicate with the data server via
network interfaces.

OracleLabel Security (OLS) enables application devel opersto add |abel -based access
control (LBAC) to their Oracle Database 10g applications. In addition to discretionary
access control (DAC) that is provided by Oracle Database 10g, it mediates access to

rows in database tables based on alabel (or labels) contained in each row, and the la-
bels and privileges associated with each user session. Such labels quantify the sensi-

tivity of data and the clearance of users to access sensitive data.

TOE Product Components

The Oracle Database 10g with Oracle Label Security includes the products identified
in Table 1. Access to the Oracle Database 10g server is provided viathe interface
productsidentified in Table 2.

[OLS _ECD] defines which TOE products must be installed in the evaluated
configuration and defines the requirements for setting up the TOE environment.

Table 1;: TOE Server Products

TOE Server Products

Oracle Database 10g Enterprise Edition 10.2.0.3

Oracle Label Security 10g 10.2.0.3
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Table 2: TOE Interface Products

TOE Interface Products

SQL*Plus 10.2.0.3

Oracle Call Interface 10.2.0.3

Oracle Net Services 10.2.0.3

Document Overview

This document consists of an update to Issue 1.2 of the OL S Security Target for the
Oracle Database 10g Release 1 (10.1.0), [OLS_ST10gR1], which was used in the most
recent Common Criteria eval uation of Oracle10g with OLS. Changes maderelativeto
[OLS _ST10gR1] are mainly introduced by the change in the Protection Profile for
which conformanceisclaimed. Other chnagesinlcude the change to the TOE’ sname,
changes to the operating system platforms, additional functions considersin the
evaluation (mainly support for Enterprise Users, Partitioning and Real Application
Clusters) and changed references to information in technical publications.

Chapter 2 of thissecurity target providesahigh-level overview of the security features
of the Oracle Database 10g data server and Oracle Label Security. Chapter 3identifies
the assumptions, threats, and security policies of the TOE environment. Chapter 4
describes the security objectives for the TOE and for the environment needed to
addressthe assumptions, threats, and security policiesidentified in Chapter 3. Chapter
5 identifies the Security Functional Requirements (SFRs), the Security Assurance
Requirements (SARs) and the security requirementsfor the IT environment. Chapter
6 summarises each Security Function (SF) provided by Oracle Database 10g and
Oracle Label Security to meet the security requirements. Chapter 7 describes how the
TOE conforms to the requirements of the DBM S Protection Profile and Chapter 8
provides the rationale for the security claims made within this security target.

Appendix A contains alist of references and Appendix B provides a glossary of the
terms.

OLS Security Target for Oracle Database 10g
Release 2 (10.2.0)

October 2007

Issue 2.0



CHAPTER

TOE Description

This section describes the product features that provide security mechanisms and
contribute to the security of a system configured using Oracle Database 10g with
Oracle Label Security. For a detailed description of the security features of Oracle
Database 10g the reader isreferred to [SG, Part 1] and [DAG, part V]. A detailed
description of the additional security features provided by Oracle Label Security can
be found in [OLSAG, Part I]. In general, these descriptions correspond to the
specifications of IT security functions provided in chapter 6 of this Security Target.

Thischapter describesthe major el ements of the Oracle Database 10g architecture, the
types of database objects supported by Oracle Database 10g, the access control
mechanisms used to protect those objects, controls on user resource consumption, the
accountability and auditing mechanisms, and the security management features
provided by Oracle Database 10g. The access control mechanisms consist of the
discretionary access control supplied in Oracle Database 10g together with the label-
based access control supplied by Oracle Label Security. Additional Oracle Database
10g security featuresthat are not addressed by the security functional requirements of
Chapter 5 are also briefly discussed.

Oracle Database 10g Architecture

Database

The Oracle Database 10g architectural components are described in detail in [CON].
The additional components provided for Oracle Label Security are described in
[OLSAQG].

A database consists of a set of fileswhich contain, in addition to some control data,
the information which is said to be stored in the database. Each database is an
autonomous unit with its own data dictionary that defines the database objects it
contains (e.g. tables, views, etc.). In adistributed system there can be many databases:
each database can contain many database objects, but each database object is stored
within asingle database.

OLS Security Target for Oracle Database 10g 5
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Instance

Database Connections and
Sessions

Distributed Databases

Structured Query Lan-
guage (SQL)

An instance consists of a set of Oracle background processes, which do the work of
the DBM S by executing Oracle Database 10g software, and a shared memory area. An
instance is therefore an active entity, and adatabase is passive. In order for usersto
access the database, the instance must be started and must mount and open the
database for use. A databaseis persistent: it has an indefinite lifetime from the time it
is created, and the database files and contents exist independently of whether the
database is mounted to an instance and whether the underlying platform is running.
Thelifetime of an instance can be indefinite, from when it is started to when it is shut
down, and is dependent on whether the underlying platform is running.

Each database user employs Oracle Database 10g interface products to establish a
database connection to an Oracle Database 10g server process for a particular
database instance. If the user is defined as a valid user for the database and has the
required privileges, then the server will create a database session for the user. While
connected, the user can make requests to the Oracle Database 10g server to read and
write information in the database. The server handles each request, performing the
read and write accesses to database objects and returning data and results to the user,
in accordance with the user’ s privileges to database objects and other constraints
configured by a database administrative user.

In adistributed environment, a user may access database objects from multiple
databases. After establishing an initial database session on one instance, the user can
transparently establish database sessions on other (remote) database instances using
database links. A database link identifies a remote database and provides
authentication information. By qualifying references to database objects with the
name of a database link, a user can access remote database objects. However, each
Oracle Database 10g database instance is autonomous with respect to security — a
remote server enforces security based on the privileges of the user as defined in that
remote database.

The Oracle Database 10g server supportsthe ANSI/ISO SQL standard [SQL92] at the
entry level of compliance and provides Oracle-specific SQL language extensions. All
operations performed by the Oracle Database 10g server are executed in response to
an SQL statement that specifies avalid SQL command.

« DataDefinition Language (DDL) statements are statements which create, ater,
drop, and rename database objects, grant and revoke privileges and roles, config-
ure audit options; add comments to the data dictionary; and obtain statistical
information about the database and its use;

« DataManipulation Language (DML) statements are statements which manipulate
the data controlled by database objectsin one of four ways: by querying the data
held in a database object; by row insertions; by row deletion; by column update.
They include the command to lock a database object.

e Transaction Control statements are statements which manage changes made by
DML statements and help to ensure the integrity of the database. They include
commits and rollbacks for individual transactions, and checkpoints for the data-
base;

e Session Control statements dynamically manage the properties of auser’'s data-
base session.

e System Control statements dynamically manage the processes and parameters of
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Client sideinterfaces

An Oracle Database

Data Dictionary

an Oracle Database 10g instance.

¢ Embedded SQL statementsincorporate DDL, DML, and transaction control state-
ments within a procedural language program.

Programming Language/SQL (PL/SQL) isaprocedural language supported by Oracle
Database 10g that provides program flow control statements aswell as SQL
statements [PLS]. Program units written in PL/SQL can be stored in a database and
executed during the processing of auser's SQL command.

Theflashback query feature allows datato be queried from a point in the past. Once a
user has set the date and time that they would like to view, any SQL query that they
execute will operate on data asit existed at that point in time. This can allow suitably
authorised usersto correct their own mistakes. SQL operations can be used to view the
change history in order to identify the error. The error can then be backed out of by
restoring data as it existed before the error.

Note that the Flashback functionality does not reverse certain DDL statements such as
TRUNCATE, athough it can provide away to restore accidentally dropped tables. It
also does not apply to packages, procedures, or functions.

The Oracle Call Interface (OCI - described in [OCI]) provides an application
programming interface (API) for devel oping database applications written in high
level languages such as C.

An Oracle database contains the data dictionary and two different types of database
objects:

« schema objects that belong to a specific user schema and contain user-defined
information [CON part I1]; and

* non-schema objects to organise, monitor, and control the database [CON part 11],
[DAG].

In an Oracle database there are two types of connections for users of the database:

¢ Administrator connection.
This covers users who connect to the database via AS SY SOPER or AS SYSDBA by
virtue of possessing either the SYSOPER or SYSDBA system privilege (see [DAG,
1]). Users making a connection AS Sy SOPER are alowed to perform operator
administrative tasks (e.g. database startup and shutdown, and ALTER DATABASE
commands). Users making a connection AS SYSDBA are allowed to perform all
administrative tasks (including granting and/or revoking object privileges on
other users’ objects);

* Normal connection (note that thisincludes users sys and sYSTEM. [DAG, 1]).
This covers users who are authorised to access the database by virtue of being
explicitly defined and identified to an instance of the Oracle database server.

At the centre of an Oracle database is the data dictionary - a set of internal Oracle
tables that contain all of the information the Oracle database server needs to manage
the database. The data dictionary tables are owned by the user SY S and can only be
modified by highly privileged users. [SG, 10: System Privileges] cautions that
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extreme care must be taken when granting roleswhich provide privileged accessto the
datadictionary. A set of read-only viewsis provided to display the contents of the
internal tablesin a meaningful way and also allow Oracle usersto query the data
dictionary without the need to access it directly.

All of the information about database objectsis stored in the data dictionary and is
updated by the SQL DDL commands that create, alter, and drop database objects.
Other SQL commandsalso insert, update, and del eteinformationin the data dictionary
in the course of their processing.

Schema Objects A schema is a collection of user-defined database objects that are owned by asingle
database user. Oracle Database 10g supports the schema object types identified in
[SQL, 2] and contains the following objects
* Clusters
» Constraints
» Database links
e Databasetriggers
» Dimensions
e External procedure libraries
« Index-organized tables
* Indexes
e Indextypes
» Javaclasses, Java resources, Java sources
* Materialized views
e Materialized view logs
+ Object tables
e Object types
e Object views
e Operators
* Packages
e Seguences
« Stored functions, stored procedures
e Synonyms
o Tables
e Views.
A special schemaPUBLIC isprovided by Oracle Database 10g to contain objects that
areto be accessibleto all users of the database. Typically, the kinds of objectsthat are
created in the PUBLIC schema are;
» Public database links that define access to remote databases;
¢ Public synonyms which point to objects which all users may need to access.
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Non-Schema Objects [SQL, 2] lists object types that can be created and manipulated with SQL, but are not
contained within a schema. These include;

e Contexts

» Directories

e Parameter files (PFILES) and server parameter files (SPFILES)
* Profiles

* Roles

¢ Rollback segments

e Tablespaces

e Users.

The primary storage management database object is a tablespace — it isused to
organise the logical storage of data. A suitably privileged user manages tablespaces
to:

e create new tablespaces and all ocate database files to the tablespace,

« add database files to existing tablespaces to increase storage capacity,
e assign default tablespaces to users for data storage, and

« alter tablespaces for backup and recovery operations.

Within the database files, Oracle Database 10g allocates space for datain three
hierarchical physical units: data blocks, extents, and segments. When a user creates a
schema object to store data (e.g., atable), a segment is created and the space for the
segment is allocated in a specific tablespace.

Database Users Oracle Database 10g has two kinds of user connection: administrative connection
(connecting ASSYSDBA or AS SYSOPER) and normal connection. Throughout this
document the following terms are used to classify the types of database users:

¢ Normal User/Database Subject:
A user who is connected viaanormal connection. Note that the pre-defined users
SYSand SYSTEM can be normal users.

o Database Administrative User/Administrative User:
Any user who is authorised to perform administrative tasks. This term covers:

. A Normal User who is authorised to perform an administrative task via
the possession of an administrative privilege which permits the opera-
tion of the task.

. A user who connects to the database via an administrative connection.

Users making an administrative connection are authorised to access the
database by virtue of having the SYSDBA or SY SOPER system privi-
lege (i.e. they possess OS platform specific access rights, or are listed
in the Oracle Database 10g password file as a SY SDBA or SY SOPER
user).

Note that the word authorised is used (e.g. “an authorised administrative user”) to
indicate that the user has the specific authorisation (e.g. viaaprivilege) for the
operation under consideration.
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EnterpriseUsers

Partitioning

Database security is managed by privileged users through the maintenance of users,
roles, and profiles.

* USERSIdentify distinct database user names and their authentication method.
¢ ROLES provide a grouping mechanism for a set of privileges.

* PROFILES provide a set of properties (e.g., resource limits, password manage-
ment options) that can be assigned to individual users.

Additional security can be provided via customised OL S security policies, each of
which defines a set of labels and a set of rulesthat govern data access, based on these
labels.

These security topics are discussed in detail in subsequent sections of this chapter.

In addition to the two types of users mentioned above the TOE also allows users to
managed either locally or centrally within adirectory. Users managed within adirec-
tory are called Enterpsise users. Each enterprise user has a unique identity acrossthe
enterprise. Users defined locally in the database are called local users.

Single password authentication | ets users authenti cate to multiple databases with asin-
gle global password although each connection requires a unique authentication. A
password verifier, which isthe hash of the password is securely stored in the centrally
located, LDAP-compliant directory. In addition the directory also stores a user’s glo-
bal roles.

The password policy for Enterprise usersisenforced by the directory, not by the TOE.
Passwords need to be set and changed via functions of the directory. The directory
server will then generate the password verifier (the hash value of the password).

Enterprise User Security requires Oracle Internet Directory 10g (9.0.4) or higher. Oth-
er LDAP-compliant directory services are supported by using Oracle Internet Direc-
tory Integration Platform to synchronize them with Oracle Internet Directory. The
evauated configuration however isrestricted to use Orcale Internet Directory. Note
that the Oracle Internet Directory is not part of the TOE but a part of the TOE envi-
ronment.

Although Enterprise User Security also offers user authentication using public key
certificates or using K erberos, only password based authentication is supported in the
evaluated configuration.

Partitioning addresses key issuesin supporting very large tables and indexes by letting
you decompose them into smaller and more manageabl e pieces called partitions. SQL
gueriesand DML statements do not need to be modified in order to access partitioned
tables. However, after partitions are defined, DDL statements can access and manip-
ulateindividual partitionsrather than entire tables or indexes. Thisishow partitioning
can simplify the manageability of large database objects. Also, partitioning is entirely
transparent to applications.

Partitioning isuseful for many different types of applications, particularly applications
that manage large volumes of data. OLTP systems often benefit from improvements
in manageability and availability, while data warehousing systems benefit from per-
formance and manageability.

Partitioning is a feature now included in the evaluated configuration. All the security
functions used to protect elements of an Oracle database defined in this Security Tar-
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Real Application Clusters

Data Integrity

Access Controls

Discretionary Access Con-
trol

get work transparently with Partitioning.

Real Application Clusters (RAC) comprises several Oracle instances running on mul-
tiple clustered computers, which communicate with each other by means of aso-called
interconnect. RAC uses cluster software to access a shared database that resides on
shared disk. RAC combines the processing power of these multiple interconnected
computersto provide system redundancy, near linear scalability, and high availability.
RAC aso offers significant advantages for both OLTP and data warehouse systems
and all systems and applications can efficiently exploit clustered environments.

Real Application Clustersisafeature now included in the evaluated configuration. All
the security functions used to protect elements of an Oracle database defined in this
Security Target work transparently with Real Application Clusters.

Oracle Database 10g provides mechanismsto ensure that the consistency and integrity
of data held in a database can be maintained. These mechanisms are transactions,
concurrency controls, and integrity constraints. Transactions ensurethat updatesto the
database occur in well-defined steps that move the database from one consistent state
to another. Transactions and concurrency controlstogether ensure that multiple users
can have shared access to the database with consistent and predictable results. each
user sees a consistent state of the database and can make updates without interfering
with other users. Integrity constraints ensure that the values of individual dataitems
are of the defined type and within defined limits, and that defined relationships
between database tables are properly maintained.

With RAC installed each instance of RAC mantainsits own copy of the system global
areaand the database cache, which are synchronized over theinterconnect. In addition
global locks on the RAC environment ensure that concurrent updates are
synchronized. Those mechanism together with the mechanisms mentioned above for
transcation management and concurrency control for the database ensure the
consistency and integrity of both user and TSF datain a RAC environment.

Access control is the process of defining a user’s ability to read or write information.
Oracle Database 10g always provides discretionary access control (DAC). When the
Oracle Label Security (OLS) product has been installed, label-based access control
(LBAC) can be applied in addition to DAC.

DAC can be used to selectively share database information with other users. This ac-
cess control mechanism can be used to enforce need-to-know style confidentiality as
well as control data disclosure, entry, modification, and destruction. In addition to the
DAC controlsenforced by the Oracle Database 10g server, application-specific access
controls can beimplemented using views and triggersto mediate a user’ saccessto ap-
plication data

The DA C mechanism controls access to database objects based on the privileges
enabled in the database session. There are two types of DAC privileges: object
privileges and system privileges. Both object and system privileges may be granted
directly toindividual users, or granted indirectly by granting the privilegeto an Oracle
role and then granting the role to the user. Privileges and roles may also be granted to
PUBLIC, authorising all database users for the privilege. During a database session,
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System Privileges

Object Privileges

Roles

Reduced privilege administration

Dynamic privilege management

Least privilege

Privilege Bracketing

the privileges enabled in the session may be changed using several Oracle Database
10g mechanisms that affect the set of privileges held by the session.

Oracle Database 10g provides over 80 distinct system privileges to support the
concept of least privilege — each database user can be granted only those system
privileges that are needed to perform his or her job function. Often end-users would
only need aminimal set of system privilegesto connect to the database. Some users
may be granted more powerful system privileges to authorise them to manage
administrative objects, bypass particul ar server access controls, or perform specialised
operations. A user may grant asystem privilegeto additional database usersonly if he
or she holds that privilege with an administrative option (WITH ADMIN OPTION).

An object privilege is permission to access a schema object in a prescribed manner
(e.g., to INSERT rowsinto atable or EXECUTE a stored procedure). The owner of
the schema containing the object may grant object privileges to other database users
or roles. In addition, the owner may grant other users the right to grant those object
privileges to additional database users (WITH GRANT OPTION).

Because object privileges are granted to users at the discretion of other users, thistype
of security istermed discretionary. Oracle Database 10g ensures that users who
attempt to gain access to obj ects have been granted the necessary object privilegesfor
the specific operation, or have an overriding system privilege or role. The owner of an
object always has total access to that object.

Oracle Database 10g facilitates correct privilege administration by enabling privileges
to be grouped together into database roles. The benefits of Oracle database roles
include:

* Reduced privilege administration,
¢ Dynamic privilege management,
e Least privilege,

* Privilege bracketing, and

¢ Consistency.

Rather than explicitly granting the same set of privilegesto several users, the
privileges for a group of related users can be granted to arole, and then only the role
needs to be granted to each member of the group. Roles permit numerous Oracle
privileges to be granted or revoked with asingle SQL statement.

If the privileges of agroup of usersmust change, only the privileges of therole(s) need
to bemodified instead of the privileges granted to every user. The security domains of
al users granted the group's role automatically reflect the changes made to the role.

The roles granted to a user can be selectively enabled (available for use) or disabled
(not availablefor use). This helpsauser to control use of those privileges which could
result in unintended disclosure, entry, modification, or destruction of data.

Because the Oracle data dictionary records which roles have been granted to the
current user, database applications can be designed to query the dictionary and
automatically enable and disable selective roles when a user attempts to execute
applications.

12

OLS Security Target for Oracle Database 10g
Release 2(10.2.0)

October 2007

Issue 2.0



System Security Policy

Secure Application Roles

Global Roles

DDL Restriction

Pre-defined Roles

Session Privileges

To enable centralised implementation of privilege management in a system of which
Oracle may be only one component, Oracle a so providesfor linking database rolesto
platform-specific group access controls. In thisway, database roles can only be
enabled by usersif they are a current member of the appropriate group in the
underlying platform. This helpsto ensure a correct and consistent implementation of
a system-wide security policy. Note that this feature is not used to implement any
security functional requirement of this Security Target.

A secure application roleisarolewhich isenabled by a PL/SQL package. A database
administrative user can grant a secure application role all the privileges necessary to
run aparticular application. The role will then only be enabled if the application’s
check of the relevant conditionsis successful. This means that the use of such arole
can be based on information about the user’ s session, such as the | P address of a user
who has connected through a proxy.

Global roles are roles assigned to an Enterprise User within the user schemain the di-
rectory server. Assigning privilges to global rolesis still done within each database.
Thisallowsto havethe privileges associated with aglobal roleto be defined and man-
aged individually for each database. When an Enterprise user successfully logsinto a
database, the database will get the user’s global roles from the directory and than as-
signs the user’ s privileges in accordance with the privileges assigned to the local and
global rolesthe user has.

Privileges held viaroles cannot be used to perform a DML operation that is required
toissueaDDL statements. For example auser who receivesthe SELECT ANY

TABLE system privilege or the SELECT object privilegefor atablethrough arolecan
use neither privilegeto create aview on atable that belongsto another user. The user
must have directly granted privileges authorising the access to the underlying tables.

By default Oracle databases contain several pre-defined roles including:

¢ CONNECT — containing the system privileges to connect and create basic
schema objects,

¢ RESOURCE — containing the system privileges necessary to create PL/SQL
program units and triggers, and

 DBA — containing all system privileges wiTH ADMIN OPTION.
These roles are provided for backward compatibility and can be modified or removed
by suitably privileged users [SG, 5].

During the database session, the privileges held by the session can vary. When a
database session isinitially established, it has al of the system and object privileges
directly granted to the user in addition to those granted to PUBLIC. The session also
has all of the privileges granted to any default roles associated with the user. The set
of privileges can be changed by:

¢ Enabling and disabling roles,
e Accessing aview,
¢ Executing a stored program unit, or

e Firing atrigger.
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Enabling Roles

Views

Stored Program Units

Triggers

Fine-grained Access Con-
trol

Application Context

During a database session, a user can enable and disable any granted role.
Consequently, the privileges of the database subject can be modified to reflect
different requirements for access to database objects.

When auser creates aview, that user must have directly granted privileges that
authorise accessto al of the tables (or views) referenced in the view’s query. In
addition, if the user holds the necessary privilegeswiTH GRANT option or WITH ADMIN
option, then the user may grant accessto the view to other database users, authorising
them for indirect access to the tablesin the view. Inthisway, views can be used to
restrict access to information based on complex SQL queries that select only the
authorised data from the tables.

In order to use a stored program unit (procedure, function, or package), a user must
have the privilege to EXECUTE the program unit. However, when the program unit
runs, the privileges for its execution may be set to the owner’ s directly granted
privileges (definersrights), or theinvoker’s privileges (invokersrights) depending on
options set when the program unit is created. This allows access privilegesto be
encapsul ated with the database operations being performed by the program unit. Any
user with EXECUTE privilegefor the program unit isauthorised to indirectly access any
database objects accessible to the program unit’s owner.

Information about stored program unitswhich have policy privilegesfor Label-Based
Access Control is given in the section on “ Trusted Stored Program Units’ below.

The security context for the execution of triggersis similar to that of stored program
units. When atrigger fires as aresult of atable access, the execution privilegesfor the
trigger are set to the trigger owner’ s directly granted privileges rather than the
privileges of the user who initiated the table update.

Information about labels and policy privileges for Label-Based Access Control for
triggersis given in the section on “LBAC and Triggers’ below.

Fine-grained (or row-level) access control isavailablewith thevirtual private database
(VPD) technology which is a standard feature of the Oracle Database 10g Enterprise
Edition. Fine-grained access control allows adatabase administrative user to associate
security policieswith tables, views and synonyms. These policies are implemented by
PL/SQL functions and are enforced on anormal user no matter how the datais
accessed (unless the user is authorised by the possession of the system privilege
EXEMPT ACCESS POLICY). Such security policies can be defined to be enforced
when a query references particular columns.

Different policies can be applied for SELECT, INSERT, UPDATE and DELETE op-
erations. Note that the use of the Oracle Database 10g MERGE SQL command causes
SELECT and INSERT or UPDATE operations to be performed. Note also that it is
possible for more than one policy to be applied to atable, including building on top of
base policiesin packaged applications.

An application context allows an application to make security decisions based on
additional attributes attached to a user’s session information. An application context
provides a protected session persistent storage area for additional user attributes
defined by the application.

To support application managed session pooling by middle tier applications, the
DBMS_SESSION interface for managing application context is enhanced for Oracle
Database 10g. Thisinterface now hasaclient identifier for each application context so
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Partitioned Fine-grained
Access Control

L abel-Based Access Con-
trol

Data Labels

that the application context can be managed globally while each client will see only
their assigned application context.

Oracle Database 10g provides the ability to partition security policy enforcement by
application. This enables different security policies to be applied, depending upon
which application is accessing the data. Oracle Database 10g enables partitioning of
fine-grained access control through policy groups and a driving application context.
The driving application context securely determines which application is accessing
the data, and policy groups facilitate the management of policies which apply by ap-
plication.

A database administrative user specifieswhich policy group the policy fallsinto when
adding a policy to atable/view using the ADD_GROUPED_POLICY interface. The
driving context is defined using the ADD_POLICY_CONTEXT interface.

Thisfeature is not used to implement the access control policy defined in chapters 5
of this document.

OLS provides label-based access control, which builds on VPD to mediate access to
dataat arow level without any code having to be written. Each datarow is given one
or more labels, each of which is used to store information about data sensitivity.

Tobeallowed accessto arow, auser must satisfy both OL S label -based access control
(LBAC) and Oracle Database 10g DAC requirements which are based on the user’s
system-level privileges and database object privileges. Thus, to gain accessto arow,
auser must first be authenticated to the Oracle database. Second, the user must have
the DAC object and system privileges required for the operation. Finally, the user
must meet the criteriaenforced by LBAC, which are based on the labels of the user
and the data row.

In most applications, arelatively small number of application tableswill require label-
based access controls, while the protection provided by standard DAC will sufficefor
the majority of tables.

InOLS, each row of atable can belabelled astoitslevel of confidentiality. Each label
contains three components:

e asingle hierarchical level or sensitivity ranking,
e one or more horizontal compartments or categories, and
e oneor more hierarchical groups.

The level specifiesthe sensitivity of the data. A typical organisation might define lev-
elsUNCLASSIFIED, CONFIDENTIAL, SENSITIVE, and HIGHLY _SENSITIVE.
Alternatively, acommercial organisation might define levels only for PUBLIC and
COMPANY_CONFIDENTIAL data.

The compartment component is non-hierarchical ; compartments are typically defined
to segregate data - such as data related to a particular ongoing strategic initiative. For
example, acommercial organisation might define compartments for FINANCIAL,
OPERATIONAL, SECURITY and PERSONNEL data.

Finally, groups are used to record ownership and can be used hierarchically. For ex-
ample, FINANCE, SALES and ENGINEERING groups can be defined as children of
a CORPORATION group, creating an ownership relation. In this example, the FI-

NANCE, SALES and ENGINEERING groups are conceptually part of the CORPO-
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OLS Administrators
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OLSPolicies

RATION group and any user authorised to access datawhich has alabel that contains
the CORPORATION group will also be authorised to access data which has alabel
containing one or more of the FINANCE, SALES or ENGINEERING groups.

Labels can contain asingle level component, alevel combined with a set of either
compartments or groups, or alevel and both compartments and groups.

Therearetwo main rolesfor usersinvolved in administering Oracle L abel Security for
adatabase: the LBAC Administrator role and OL S Policy Administrator roles.
Throughout this document the following terms are used to describe these users:

e LBAC Administrator: A user who isableto create, alter and drop OLS policiesin
the database by virtue of possessing the LBAC_DBA role and EXECUTE privilege
onthe SA_SY SDBA package;

e OLSPolicy Administrator / Policy administrator: A user who is able to execute
the administrative packages for the OL S policy for which they possess the corre-
sponding policy DBA role. This user should be granted the EXECUTE privilege
only on the OL S administrative packages that they require for their role.

Each OLS policy must have at least one OLS policy administrator. The same person
could be the administrator for more than one policy.

A Policy Administrator can grant to users label authorisations which determine what
kind of access (read or write) they have to the rows that are labelled. These authorisa-
tions are explained further in the sections below.

Each OL S user has user label authorisations which are stored in the data dictionary
or, for enterprise users, in the external directory server. They include:

e amaximum and minimum level,
» aset of authorised compartments,
» aset of authorised groups, and

» for each compartment and group, a specification of read-only access, or read-
write access.

When the Policy Administrator sets up the user label authorisationsfor the user, he or
she also specifies the user’ sinitial session label.

The session label isthe particular combination of level, compartments, and groups at
which auser works at any given time. The user can change the session label provided
that it remains within the user’ s label authorisations.

When the Policy Administrator setsup a user’slabel authorisations, he or she al'so
specifiesan initial default row label which is used when a session is started up.

Therow label isthe particular default 1abel assigned to datawhich auser entersduring
asession (if the user is not permitted to define the label explicitly). It can be changed
by the user to any level, from the one specified in the user’ s current session label,
down to the user’ s minimum level. It can include only compartments and groups con-
tained in the current session label, and for which the user has write access.

OL S policies are established to specify how label-based access control isto be en-
forced on a database. Each OL S policy is created by an LBAC Administrator and the
Policy Administrator then defines a set of labels and a set of enforcement options to
govern LBAC access to data. These enforcement options provide for maximum flex-
ibility in controlling the different Data Manipulation Language operations that users
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Policy Privileges

OLS Administration Tools

Relationships between Labels

can perform. For each operation - SELECT, INSERT, UPDATE, and DELETE - ad-
ministrators can specify a particular type of enforcement of the security policy. Note
that the use of the Oracle Database 10g MERGE SQL command causes SELECT and
INSERT or UPDATE operations to be performed.

One or more policies can be applied to each table. A policy can also be applied to a
schema. This has the effect of applying the policy to each table contained within the
schema. Each row in each tablein the database has alabel column for each policy that
appliesto the table. For each OL S policy, Policy Administrators give user label au-
thorisations to users and assign policy privilegesto users and stored program unitsto
permit access to datain tables controlled by the policy.

Policy privileges enable a user or stored program unit to bypass aspects of the label-
based access control policy. In addition, the Policy Administrator can authorise the
user or program unit to perform specific actions, such as the ability of one user to as-
sume the authorisations of a different user.

Policy privileges can be granted to program units to authorise the procedure rather
than the user to perform privileged operations. When only stored program units, and
not individual users, have policy privileges, the system is most secure. Further, such
program units encapsulate the OL S policy, which minimisesthe amount of application
code that needs to be reviewed for security.

OL S provides administrative interfaces via packages supplied with OL Sto define and
manage OL S policies for adatabase. Initially, an LBAC Administrator must create a
policy and then a Policy Administrator defines the levels, compartments, and groups
that compose the labels, and then she or he can define the set of valid data labels for
the policy.

The Policy Administrator can then use the administrative interfaces to:
» set the policy enforcement options,

« apply the policy to tables and schemas,

e authorise users,

e assign privilegesto users and stored program units, and

e configure auditing.

The Oracle Policy Manager isagraphical user interface which can be used to call the
OL Spackagesto perform the administrativefunctionsfor OL Spolicies. ThisGUI tool
is not part of the TOE.

When checking whether a user can read labelled data, OL S uses the dominance rela-
tionship between two labels. Provided that the policy enforcement option
INVERSE_GROUPS isnot in operation, if Label1l and Label2 are such that:

e Labell'slevel isgreater than or equal to Label2'slevel, and

¢ Label2 contains one or more groups and Label1 contains at least one of the
groups which belong to Label 2 (or the parent group of one such subgroup), and

e Labell contains al the compartments which belong to Label 2,
then Labell is said to "dominate” Label 2.

If the policy enforcement option INVERSE_GROUPS isin operation, then [OLSAG,
14] defines a different dominance relationship for labels.
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Label Functions

Trusted Stored Program Units

LBAC and Triggers

If auser’'slabel dominatesthe label of a dataitem, then OL S allows the user to read
that item (provided that the DAC rules also permit the user to access the dataitem).

OL S provides functions and procedures to manipulate labels. These include:

« functionsto determine whether, given two labels, one label dominatesthe other or
the labels are not comparable,

« functionsto find the least upper bound and the greatest lower bound of two or
more | abels,

« afunction to merge two label s together,
» aprocedureto set the label of the current database session,
» aprocedureto set the default row value for the current database session,

» aprocedureto restore the label and the default row value for the current database
session,

« afunction to return the security attributes of the current database session.

Stored program units can become "trusted” when a Policy Administrator assignsthem
policy privileges. A stored program unit can be run with its own autonomous policy
privileges, rather than those of the user who invokesit. For example, if a user possess
no policy privileges, but executes astored program unit which hasthe WRITEDOWN
privilege, the user can update labels. In this case, the policy privileges used are those
of the stored program unit, and not the user’s. Trusted program units can encapsulate
privileged operationsin a controlled manner. By using procedures, packages, and/or
functions that have been assigned policy privileges, a user may be able to access data
that his or her own labels and policy privileges would not authorise. For example, to
perform aggregate functions over al of the datain atable, not just the datavisible to
the user, a user could make use of atrusted program unit set up by an administrator.
Program units can thus perform operations on behalf of users, without the need to
grant policy privileges directly to users.

When atrigger fires, it is executed with the session label and with the policy privileges
of the user that invoked the trigger.

Quotas
Using Oracle Database 10g profiles, a database administrative user can set quotas on
the amount of processing resources a user can consume during a database session.
Limits can be specified for the following:
« enabled roles per session (via an init.ora parameter)
e database sessions per user,
e CPU time per session,
e CPU time per SQL call,
e connect time per session,
e idletime per session,
» database reads per session,
e database reads per SQL command, and
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« acomposite limit (based on CPU time, connect time, and database reads).

Once aprofile has been created, it can be assigned to one or more users, depending on
their need for processing resources. When auser exceedsthe resource limit, the Oracle
Database 10g server will abort the operation, and, in some cases, terminate the user’s
session, or, in other cases, simply terminate the current SQL statement or rollback the
current transaction.

A database administrative user may also set quotas on the amount of storage spacethat
can be alocated for each user’s schema objects in any specific tablespace.

Resumabl e statements are a feature in Oracle Database 10g which allows an adminis-
trator to temporarily suspend alarge operation, such as a batch update dataload. This
might be necessary when space has run out. Suspending the operation gives the data-
base administrator an opportunity to take corrective steps to resolve the error condi-
tion. After the error has been corrected, the suspended operation automatically
resumes execution. A suspended resumable operation is aborted automatically if the
error is not fixed within a set time period.

Users must have the RESUMABLE system privilege before they can execute resum-
able operations. An ALTER SESSION ENABLE RESUMABLE statement is provid-
ed to enable SQL statements to be resumable when they are invoked within the
session. Resumable operations are suspended under one of the conditions: Out of
space, Space limit error, or Space quota error.

|dentification and Authentication

Oracle Database 10g always identifies authorised users of an Oracle database prior to
establishing adatabase session for the user.  Authentication can be performed directly
by the Oracle Database 10g server using passwords managed by the server, or the
server can rely on the authentication done by the underlying OS platform.

For OS authentication, the database user connects to the Oracle Database 10g server
without specifying a user name or password. The server obtains the user’ sidentity
from the OS, and if the user is an authorised database user, a database session is
created. Thisform of authentication is appropriate for Oracle Database 10g only if it
isrunning on a Microsoft Windows operating system. Since no Microsoft Windows
operating system platforms are to be used for this evaluation, the TOE does not use
this form of authentication.

Asan option the TOE can authenticate users viaa TOE-external LDAP compliant
directory server (e. g. Oracle Internet Directory). This function (named “ Enterprise
Users’) isincluded as an option for authenticating usersin the TOE but restricted to
password based authentication only. Other authentication options (e. g. using digital
certificates) are not supported in the evaluated configuration.

For Oracle authentication, a user must specify a user name and password in order to
connect. For local authentication the password is compared to the password for the
user stored in the datadictionary and if they match, a database session iscreated. The
user’ spassword isstored inthe datadictionary in aone-way encrypted form, so before
the comparison is made, the password specified by the user isalso one-way encrypted.
For enterprise user authentication using passwords the database server requests the
user password verifier from the directory and performs the comparison. When
successful, the database gets the user’ s global roles from the diectory.
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Password M anagement

Special Authentication

Auditing

A user may change hisor her password at any time. Oracle Database 10g providesthe
facility for suitably privileged usersto create password complexity check functions
that can screen new passwords of local usersfor certain criteria, e.g.:

e aminimum number of charactersin length;

* not equal to the user name;

 includes aminimum number of alphabetic, numeric, or punctuation characters;
e does not match any word on an internal list of words;

 differsfrom the previous password by a certain number of characters.

A suitably authorised user can also set password lifetime, afailed logon count leading
to account lockout, expiration options, and password reuse requirementsin an Oracle
Database 10g profile. By assigning different profiles to different groups of users, the
password management parameters can vary among USers.

By default the database does not enforce any password profile limits, however it is
critical that certain password controls are used in all profiles such that the TOE
achieves a high strength of function for the password mechanism (see the Minimum
Strength of Function section in chapter 5). Guidance covering the different password
controls, and instructions for modifying profiles to achieve SOF-high, is provided in
the TOE's Evaluated Configuration Document [OLS _ECD].

For Enterprise Users the password management is performed by the external LDAP
server and is therefore afunction of the I T-environment.

Database administrative users may connect to the database to perform functions such
as starting up or shutting down an Oracle Database 10g instance. These users can be
authorised by either the use of a password file, or by having platform-specific access
rights.

Platform-specific access rights are normally established by being a member of a
special operating system group. For example, on aUNIX platform, the group defaults
tothe ‘dba’ group, but can be changed.

When a database administrative user wants to undertake specia operations, he or she
connectsto the database through a special keyword: ASSYSDBA or ASSYSOPER. When
connected using the AS SYSDBA keywords the database session then runs as the user
SY S. When connected using the As Sy SOPER keyword the database session then runs
asthe user PUBLIC.

Oracle Database 10g ensuresthat rel evant information about operations performed by
users can be recorded so that the consequences of those operations can later be linked
to the user in question, and the user held accountable for his or her actions. Oracle
Database 10g does this by providing auditing options which are designed to be as
granular and flexible as possible to ensure that exactly what needs to be audited, as
dictated by the application or system security policy, is recorded, but nothing more.
This helpsto ensure that the size of audit trails remain manageable and the important
recordseasily accessible. Oracle Database 10g provides capabilitiesto permit auditing
plansto be quickly enabled to implement crisis responses. In addition to the standard
Oracle Database 10g auditing features described here, application-specific audit trails
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can beimplemented using triggers to capture auditing detail s about the changes made
to the information in the database.

A database administrative user can request auditing of a number of actionsin each of
three categories:

¢ By Satement
Auditing specific types of SQL statements including database connections and
disconnections. Statement auditing can be set to audit one, several, or all users.

¢ By Object
Auditing specific statements on specific database objects for al users.

e ByPrivilege
Auditing use of specific system privileges. Privilege auditing can be set to audit
one, severdl, or al users.

Database administrative users can further focus each auditing request by specifying
auditing for only successful, only unsuccessful, or both successful and unsuccessful
attempts. Such users can also specify, for most audit events, that audit records be
created by session or by access: by session resultsin only asinglerecord for an audited
action for the duration of a database session; by access resultsin arecord for every
occurrence of an audited action.

Oracle also permits database administrative users to assign default object auditing
options which will automatically be used for any new schema objects which are
created.

Database administrative users can request fine-grained auditing to monitor query ac-
cess based on content and can also request that DML operations be monitored. When-
ever the policy conditions are met for returning arow from aquery block, the query is
audited. These policies are implemented by PL/SQL functions.

Oracle auditing permits audit information to be written to a database audit trail or to
the audit trail of the underlying operating system. Audit records always include the
following elements when they are meaningful for the audited event:

e User;

e Session Identifier;

¢ Terminal ldentifier;

« Name of Object Accessed;

e Operation Performed;

e Completion Code of Operation;

» Date and Timestamp;

e System Privilege Used.

If Oracle writes to the database audit trail, then the powerful SQL data manipulation

facilities of the DBM S can be used by database administrative usersto perform
selective audit analysis of relevant database operations, user actions, uses of privilege,
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Auditing of SYS

Additional Auditing for
OLS

and object accesses in a secure manner. Oracle provides a number of pre-defined
views on the database audit trail to assist in such audit analysis.

If Oracleis configured to write to an operating system audit trail, then platform
services can be used to consolidate and anal yse the database audit trail with audit trails
from other system components to provide a comprehensive auditing portrait for the
system. Alternatively, the audit datain the operating system or network services audit
trail could be loaded securely into an Oracle database for comprehensive audit
analysis using the SQL data manipulation facilities of the DBMS.

Connections AS SYSDBA and AS SY SOPER along with attempts to startup or shutdown
an instance are always recorded in the OS platform audit trail because they are OS
events and because the database may not be available to be written into.

Oracle Database 10g provides for information to be written to the OS platform audit
trail about all SQL commands performed by users connected as the special user sys
and users connected through the keywords AS Sy SDBA and ASSY SOPER. Such OS audit
trail files should have OS DAC protection set by the OS system administrator to
prevent all database users being able to tamper with them (including those users who
are able to connect to the database as the special user sys or through the keywords As
SYSDBA Or ASSYSOPER). Notethat thisauditing isstill performed by the TOE but using
an object provided by the underlying OS instead of the database audit trail.

OL S auditing supplements standard Oracle auditing by tracking use of its own
administrative operations, and use of the policy privileges. Administrators can use
either the SA_AUDIT_ADMIN package or Oracle Policy Manager to set and change
the auditing options for an OLS policy.

When administrators create anew OL S policy, alabel column for that policy isadded
to the database audit trail. The label columnis created regardless of whether auditing
is enabled or disabled, and independent of whether database auditing or operating
system auditing is used. Whenever arecord iswritten to the audit table, each policy
providesalabel for that record to indicate the session label . Thelabel columnishidden
(and hence cannot be explicitly selected by the user), but the administrator can create
audit views to display these labels. Note that in the audit table, the label does not
control accessto the row; instead, it simply records the sensitivity of the row.

The auditing options which administrators specify apply only to subsequent sessions,
not to the current session.

Notes:

e All audit records for OL S events are written directly to the database audit trail,
even if operating system auditing is enabled.

» If auditing is disabled, then no OL S audit records are generated.
e Labelsare not present in audit data written to the operating system audit trail.

e Theaudit trail isheld in atable called AUD$, which is moved from the SYS
schemato the SY STEM schemawhen OLS s installed.
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OS Administration

Oracle Database 10g provides anumber of mechanismsto support the management of
database security. This section discusses the administrative system privileges, the
importance of theinitialisation file, the use of ASSYSOPER and ASSYSDBA, and Oracle
Database 10g server dependencies on the administration of the underlying OS
platform.

Oracle Database 10g contains over 80 distinct system privileges. Each system
privilege allows a user to perform a particular database operation or class of database
operations. If auser has no privileges then they cannot perform any operations,
including connecting to the database.

Database Administrative Users acquire the ability to perform administrative functions
by being granted specific administrative system privileges. Other users are given only
aminimal set of privileges allowing them to connect to the database and access the
necessary data.

Oracle Database 10g security management can be delegated to any number of users.
Site-specific roles can be defined to delegate administrative responsibilities based on
organisational structures.

When an Oracle Database 10g instance is started, the parameters specified in an
initialisation file specify operational characteristics of Oracle Database 10g server
functionality, including security functionality. Itiscritical that the security parameters
specified in the initialisation file for the instance be set to the values which conform
to the evaluated configuration. The parameter values required by this security target
areidentified in the TOE' s Evaluated Configuration Document [OLS_ECD].

When a user is connected AS SY SOPER Or ASSYSDBA, the user is authorised to perform
special database operations. Authorisation to connect as AS SYSDBA Or ASSYSOPER iS
made via OS mechanisms (i.e., membership in an OS-defined group and requires that
auser be authenticated by the OS), or by an Oracle Database 10g password.

A user connected AS SYSOPER is authorised to perform database startup, shutdown,
create server parameter file and backup operations. A user connected via AS SY SDBA
has the same authorisations as Sy SOPER with the additional capabilitiesto create
databases and perform the operations allowed by all system privileges wiTH ADMIN
option. Userswho connect via AS SYSDBA have access to all of the data dictionary
tables and can grant and/or revoke object privileges on other users’ objects.

The security of the datamanaged by the Oracle Database 10g data server is dependent
not only on the secure administration of Oracle Database 10g, but also on the correct
administration of the underlying OS platform and any other nodes connected in a
distributed environment. The requirements on OS and network configuration for this
security target are identified in the TOE's Evaluated Configuration Document

[OLS _ECD]. Guidance on the correct configuration of Oracle Database 10g for a
specific OS platform is contained in the Oracle Database 10g Installation and
Configuration Guide [ICG] for that platform. Finally, Oracle Label Security
Installation Notes [OLS _IN] defines additional OS settings that are necessary when
installing OLS.
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Enterprise User Adminis-
tration

In addition the security management also includes the management of the user
information for Enterprise users which is stored in the Oracle Internet Directory. The
roles and privileges for Enterprise users are determined form roles and privileges
stored locally in the database as well as global roles stored and managed in the
directory. Only the management of local rolesand privileges aswell asthe assignment
of priviligesto global rolesis part of the TOE management functions while the
assignment of global rolesto Enterprise usersis performed within the TOE
environment (the directory server). The requirements for the protection and
management of Enterprise users specific for the evaluated configuration are also
identified in the TOE's Evaluated Configuration Document [OLS ECD]. The
standard procedures for management of Enterprise Users are described in Oracle
Database 10g Enterprise User Administrator’s Guide [EUA].

Consistency of Replicated TSF Data

TSF dataisreplicated in the TOE in the following situations:

* TSF datais stored in the system global area (SGA) or in the database cachein
addition to its storage on disk. TSF datais held in data structures that are part of
the database and the mechanisms used for maintaining the consistency between
the cache/SGA and the data stored on disk apply for all database objects. Transac-
tion management ensures the consistency of data between the cache and the disk.

* Inthe case of Real Application Clusters, the SGA and the cache are replicated in
each node. Consistency for this replicated data is achived by having each item in
the cache or SGA being managed by one dedicated master node for the item
which initiates and controls the update of SGA and cache on the other nodes.
Those updates are done using the interconnect. In addition the interconnect is also
used for a heartbeat of each node. If anode fails to present the heartbeat, other
nodes will take over the responsibility for the items managed by this node. Global
locking mechanism are used to synchronize concurrent database updatesin a
RAC environment.

Secure Distributed Processing

The basic distributed featuresincluded in the Oracle Database 10g server make use of
database links to define a connection path to a remote Oracle database. When a
connection is made to aremote database, the information in the database link
definition is used to provide identification and authentication information to the
remote Oracle server. The remote server creates a database session for the user
specified by the database link (if the user is authorised for access to the remote
database) and then makes its access control decisions based on that identity and its
privilegesin the remote database.

By using database links to qualify schema object names, auser in alocal database can
* select (e.g., join) datafrom tables in any number of remote Oracle databases,

« use DML statements to update tables in remote Oracle databases (Oracle Data-
base 10g automatically implements a two-phase commit protocol), and

* execute stored program units in remote Oracle databases.
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Access to the remote database is transparent; however careful administration and
control of the distributed environment is essential (see[SG, 15] and [DAG, Part V11]).
Access to non-Oracle distributed databases is provided by Oracle Database 10g, but
such databases are not part of the evaluated configuration.

OL S supports distributed operation when labelsin the local and remote databases are
compatible. Distributed databases behavein the standard way with OL S: thelocal user
ends up connected as a particular remote user. OL S protectsthe labelled data, whether
the user connectslocally or remotely. If the remote user has the appropriate labels, he
or she can access the data. If not, then access will be prevented.

Other Oracle Database 10g Security Features

Import/Export

Backup and Recovery

Oracle Advanced Security

In addition to the security features described above, Oracle Database 10g provides
featureswhich are related to security but do not directly address any of the functional
requirements identified in this Oracle Database 10g Security Target. These features
provide significant security capabilities to support robust and reliable database
applications. Apart from Data I ntegrity, for which no specific security functionality is
claimed in Chapter 6, the features described below are not part of the evaluated
configuration defined in [OLS_ECD].

It isimportant to ensure that data can be moved out of one database and re-inserted
into the same or a different database while maintaining the data integrity and
confidentiality. Oracle enables secure exporting of information from a database into
an operating system file. Only appropriately privileged users may export information
to which they do not normally have read access. Similarly, Oracle enables secure
importing of information into a database from Oracle-generated operating system
export files. Only appropriately privileged users may import information into
database tables to which they do not normally have write access.

When a database object is exported, the list of users having object privilegesto access
the object can also be exported and then imported into the new database with the
database object.

When tables protected by |abel-based access controls (LBAC) are exported viaOLS,
their label columns and the applied policies are also exported automatically.

Backup of an Oracle database can be performed using platform-specific backup
programs, the Oracle database import/export utilities, or the Oracle database recovery
manager. The choice of mechanism depends upon the application needs, but all
approaches can provide secure, reliable backup and recovery of the database.

The Oracle Database 10g transaction integrity mechanisms also provide the basis for
secure recovery following the failure of an Oracle Database 10g instance or platform
operating system. Whenever an Oracle Database 10g instance is started, any
transactions that were not committed prior to the failure are rolled back. This returns
al of theinformation in the database, including the data dictionary tables, to a
consistent and secure state.

Oracle Advanced Security is an optional product which provides encryption of the
Oracle network traffic between clients and servers and between two communicating
servers and adaptors for various externa authentication services and certificate
authorities.
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Supplied Packages

Oracle Policy Manager

External Authentication
Services

Application-Specific Secu-
rity

Support for SQLJ

A number of standard packages are available to install in an Oracle database. These
provide supportive functionality that can be invoked by other users and applications.
They provide the following types of functions:

e Accessto SQL features from PL/SQL programs, including dynamic SQL,

« Alert mechanisms for asynchronous notification of database events,

» File access functions to read and write OSfiles,

« Job queues for scheduling repeating administrative procedures,

« Lock management functions for user-defined locks,

« Oracle pipes for communication among database sessions,

« Output operations for procedure debugging,

e Functions to manipulate LOBs,

* Queues for asynchronous message generation and delivery (Advanced Queuing),
e Administration of distributed transactions and snapshots, and

« HTTP cdlouts to access Web services.

A set of standard packages is provided when OLSisinstalled. They implement the
majority of OL S sfacilities. Administrators may choose to use these packagesviathe
Oracle Policy Manager GUI rather than by making direct calls.

In addition to the authentication methods described above, Oracle Database 10g can
be configured to use an external third party authentication service. Only the use of
Enterprise Users managed in a directory server is supported in the evaluated
configuration as an authentication service based on information stored external to the
TOE. In the case of Enterprise users the TOE will request the password verifier from
the directory, compute the hash of the passowrd entered by the user and perform the
comparison. Therefore Enterprise users are authenticated by the TOE based on a
password verifier that is generated and managed in the TOE environment.

Roles can be protected by use of a password. Applications can be created specifically
to enable arole when the application is supplied with the correct password. Users can
not enable the database role if they do not know the password.

SQLJallows application programmersto embed static SQL operationsin Javacodein
away that is compatible with the Java design philosophy. Oracle provides support for
SQLJ at both the client and server, so that database applications written in Java may
be executed at the client or at the server.

Oracle supports two SQLJ client side models; athick client model where Java
programs can make callsto the database via OCl using Oracle Net Services, and athin
client model where Java programs can call the database server directly bypassing the
Oracle Net Servicesinterface.
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CHAPTER

Security Environment

Threats

[BR-DBMSPP], section 3.1 provides the characterization of the threat agents consid-
ered aswell asthethreatsto be countered. Thefollowing additional threats are handled

by the TOE:
T.RESOURCE

Excessive Consumption of Resources. Anauthenticated database
user consumes global database resources, in away which
compromises the ability of other database users to access the
DBMS.

T.AUDIT_COMPROMISE A user or process may view audit records, cause audit

T.LBAC

Organisational Security Policies

records to be lost or modified, or prevent future audit records
from being recorded, thus masking a user’s action.

Unauthorised Accessto Labelled Information. An authorised
database user accesses labelled information contained within a
database without having the authorisation to access that
information.

[BR-DBMSPP], section 3.2 provides the definition of the organizational security pol-

get:
P.LABEL

iciesthat apply for the TOE. The following policies are additional in this security tar-

Labels can be associated with subjects and with storage objects
which are rows within tables:

a) A label iscomposed of an hierarchiclevel (classification),
aset of non-hierarchic categories, and a set of hierarchic
groups, as determined by the organi sation who owns the
information stored in the database.
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P.INFOFLOW

b) A storage object label reflects the sengitivity of the
information stored in the object.

C) A subject label reflects the authorisation of the subject to
access the organisation’ s labelled information according
to defined accessrules.

Information flow from entity A to entity B shall bepermitted only
if it does not result in a subject being able to observe labelled
information that the subject is not authorised to see.

As per [BR-DBMSPP], section 3.3. The following additions have been added to re-
flect the specific architecture of the TOE:

Underlying System Assumptions

To ensure accountability in multi-tier environments, any middle-
tier(s) will passthe original client ID through to the TOE.

The directory server used by the TOE provides protection
mechanisms against unauthorized accessto TSF data stored in
the directory. Thisincludes the assumptions that queries are
properly authenticated, that the TSF data stored in the directory
is protected by the access control mechanisms of the directory
server, that the TSF datain the directory server is properly
managed by the administrative personnel, and that the directory
server aswell asits network connections are physically and
logically protected from access and interference by unuathorized
persons.

The information about enterprise users stored in the directory
(password verifier, password policy, global rolesand privileges)
is managed correctly by authorized personnel of the Enterprise.

Interal TSF communication as well as communication between
the TOE and thedirectory server are protected from unauthorized
accessto thetransmitted dataand ensure that the communication
piers are the intended ones.

Client applications are assumed to be developed in accordance
with Oracl€’ s application devel opment documentation and not
use any undocumented interfaces of the client part of the TOE.

Assumptions
A.MIDTIER
A.DIR_PROT
A.DIR_MGMT
A.COM_PROT
A.CLIENT_AP
28
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CHAPTER

Security Objectives

TOE Security Objectives
As per [BR-DBMSPP], section 4.1 with the addition of the following objectives:

O.RESOURCE The TOE must providethe means of controlling the consumption
of database resources by authorised users of the TOE.

O.AUDIT_REVIEWThe TOE must provide the means of reviewing the audit log
entries allowing user with the required access rights to the audit
log to evaluate the audit log entries.

O.AUDIT_PROTECTION The TOE will provide the capability to protect audit
information.

O.ACCESS.LBAC The TOE must providethe ability for label sto be associated with
subjects and database objects in accordance with the P.LABEL
security policy. For entities which have been associated with
labels, the TOE must use these label sasabasisfor implementing
an information flow control policy in accordance with the
P.INFOFLOW policy.

Environmental Security Objectives
As per [BR-DBMSPP], section 4.2 with the following addition:.

OE.USERS Those responsible for the TOE must ensure that users are
assigned label authorisations and policy privileges
commensurate with the degree of trust placed in them by the
organisation that owns, or is responsible for, the information
processed by or stored in the TOE.

OE.DIR_CONTROLThe directory server must provide access control mechanisms
to prohibit unauthorized accesstodirectory entries. Thedirectory
server must authenticate users before it allows them to access
TSF data stored in the directory.
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OE.COM_PROT Theenvironment must provide protection mechanisms that

OE.CLIENT_AP

prohibit unauthorized access to data the TOE tranfers over
communication links. This applies to data the TOE transmitsto
another part of itself aswell as dataexchanged between the TOE
and the external directory server. This protection may be
provided by physical protection, logical protection or a
combination of both.

The environment must ensure that only applications developed
in accordance with the Oracle development guidance using the
published interfaces are installed on the client system.
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CHAPTER

I'T Security Reguirements

TOE Security Functional Requirements

Table 3 below lists each Security Functional Requirement (SFR) included in this Se-
curity Target. Since this Security Target claims compliance to [BR-DBMSPP], all
SFRs listed in this Protection Profile are part of this table. Additional SFRs not con-
tained in [BR-DBM SPP] are marked in bold.

For each SFR, Table 3 identifies which Common Criteria operations (assignment (A),
selection (S), refinement (R), and/or iteration (1)) have additionaly been applied,
namely:

a) (for SFRs that are in [BR-DBMSPP)): the operations additional to those in [BR-
DBMSPP]; or

b) (for SFRs that are not in [BR-DBMSPP]): the operations additional to Part 2 of
[CC].

Theremainder of this section details the functional requirements as completed for this
Security Target. The text for completed operations which have been applied to the re-
quirement relative to the Basic Robustness DBM S Protection Profile [BR-DBM SPP]
or relative to Part 2 of [CC] (for SFRs that are not in [BR-DBMSPP]) is highlighted
with ITALICISED CAPITAL LETTERS within each requirement. Annex B provides
definitions for various terms used in the functional requirements.

Note that the SFRs for label-based access control are listed at the end of Table 3
(marked with a‘*’ in the first column) and are specified in a section entitled “LBAC
SFRs Additional to thosein [BR-DBMSPP]”, which occurs after the specificationsfor
the other SFRs.
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Table 3: List of Security Functional Reguirements

Component Name S| R| I
FAU_GEN.1- Audit Data Generation X| X
NIAP-0410
FAU_GEN_EXP.2 | User and/or Group ldentity Association
FAU_SAR.1 Audit Review
FAU_SAR.3 Selectable Audit Review X
FAU_SEL .1- Selective Audit X
NIAP-0407
FAU_STG.1 Protected Audit Trail Storage X
FAU_STG.4 Prevention of Audit Data L oss X
FDP_ACC.1 Subset Access Control
FDP_ACF.1- Security Attribute Based Access Control X
NIAP-0407
FDP_RIP.1 Subset Residual Information Protection
FIA_AFL.1 Authentication Failure Handling X
FIA_ATD.1 User Attribute Definition
FIA_SOS.1 Verification of Secrets X
FIA_UAU.1 Timing of Authentication
FIA_UID.1 Timing of Identification
FIA_USB.1 User-Subject Binding
FMT_MOF.1(2) Management of Security Functions Behaviour
FMT_MSA.1(1) Management of Security Attributes
gMT_M SA_EXP. | Static Attribute Initialisation
FMT_MTD.1(1) Management of TSF Data (auditable events) X
FMT_MTD.1(2) Management of TSF Data (other than auditable X| X| X

events)
FMT_REV.1(1) Revocation (User Attributes) X
FMT_REV.1(2) Revocation (Subject, Object Attributes) X
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security Roles
FPT_RVM.1 Non-Bypassability of the TSP
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Component Name Al S| R| I
FPT_SEP_EXP.1 | TSF Domain Separation
FPT_TRC_EXP.1 | Internal TSF Consistency
FRU_RSA.1 Maximum Quotas X[ X
FTA_MCS.1 Basic Limitation on Multiple Concurrent Sessions X
FTA_TAH_EXP.1 | TOE Access History
FTA_TSE.1 TOE Session Establishment X
FDP_IFC.1* Subset Information Flow Control X
FDP_IFF.2* Hierarchical Security Attributes X X
FMT_MOF.1(2) * | Management of Security Functions Behaviour X[ X X
FMT_MSA.1(2) * | Management of security attributes X| X X
FMT_MSA.3* Static attributeinitialisation X| X

Note also that thereisthe possibility of confusion between the Common Criteria[CC]
term “policy” and the OLSterm “policy”. The Common Criteriaterm isused in the
context of the phrase “ Security Function Policy” (SFP) which is the security policy
enforced by a particular Security Function (SF). OL S policies are established by a
database administrator to specify how Label-Based Access Control is to be enforced
on adatabase. Such apolicy will always bereferred to in thisdocument viathe phrase

“OLSpolicy”.

Security Audit FAU_GEN.1.1-NIAP-0410The TSF shall be able to generate an audit record of the
following auditable events:

Start-up and shutdown of the audit functions;

a)

b)

c)
d)

e

All auditable eventsfor the minimum/|evel of audit listed intable

9 OF [BR-DBMSPP] AND TABLE 4 BELOW, and

Start-up and shutdown of the DBMS;

Use of special permissions (e.g., those often used by authorized
administrators to circumvent access control policies); and

NO ADDITIONAL EVENTS

Table 4: List of Auditable Events for the additional SFRs

Component Event Additional Data
FAU_SAR.1 Reading of information from the DATABASE None
audit records
FAU_SAR.3 None None
FAU_STG.1 None None
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Table 4: List of Auditable Events for the additional SFRs

Component Event Additional Data
FAU_STG.4 Actions taken due to audit storage failure None
FIA_AFL.1 Locking of an account due to too many failed None
authentication attempts
FIA_SOS.1 Successful and unsuccessful attempts to change a None
user’s password
FIA_UAU.1 All use of the DATABASE user authentication None
mechanism, including success or failure of the
authentication attempt
FIA_UID.1 All use of the DATABASE user identification None
mechanism, including the DATABASE user iden-
tity provided
FIA_USB.1 Success and failure of binding of DATABASE None
user security attributesto a DATABA SE subject
(e.g. success and failure to create a DATABASE
subject)
FMT_MTD.1(2) | None None
FPT_RVM.1 None None
FRU_RSA.1 All attempted uses of the DATABASE resource None
allocation functions for resources that are under
control of the TSF
FDP_IFC.1 None None
FDP_IFF.2 All decisions on requests for information flow None
FMT_MOF.1(2) | All modificationsin the behaviour of thefunctions | None
inthe TSF
FMT_MSA.1(2) | All modifications of the values of DATABASE NEW DATABASE
OBJECT LABELS OBJECT LABEL
FMT_MSA.3 Modifications of the default setting of permissive None

or restrictive DATABASE OBJECT LABEL rules

FAU_GEN.1.2-NIAP-0410The TSF shall record within each audit record at | east the

following information:

a) Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;

and

b) For eachaudit event type, based ontheauditableevent definitions
of thefunctional componentsincluded inthe PP/ST, information
specified in column 3 of table 9 OF [BR-DBMSPP].

FAU_GEN_EXP.2.1For audit events resulting from actions of identified users and/
or identified groups, the TSF shall be ableto associate each auditable
event with theidentity of the user and/or group that caused the event.
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FAU_SAR.1.1

FAU_SAR.1.2

TheTSF shall provide USERSWITH READ ACCESSTO SYSAUD$
withthecapability toread ALL DATABASE AUDIT INFORMATION
from the audit records.

The TSF shall provide the audit recordsin a manner suitable for the
user to interpret the information.

Application note:

FAU_SAR.3.1

In addition users can read their own audit records but do not have
access to other audit records unless they satisfy the criteria defined
by FAU SAR.1.1.

The TSF shall provide the ability to perform SEARCHES AND
SORTING of audit data based on THE VALUES OF AUDIT DATA
FIELDS

FAU_SEL.1.1-NIAP-0407The TSF shall allow only the administrator to include or

exclude auditable events from the set of audited events based on the
following attributes:

a) user identity and/or group identity;
b) event type;

c) object identity;

d) SUBJECT IDENTITY;

€) success of auditable security events;
f) failure of auditable security events;
g) DATABASE SYSTEM PRIVILEGE;
h) STATEMENT AUDITING;

i) PRIVILEGE AUDITING;

j) SCHEMA AUDITING.

Application note:

FAU_STG.1.1
FAU_STG.1.2

FAU_STG.4.1

User Data Protection FDP_ACC.1.1

[BR-DBMSPP] requires the ST writer to define the event type, but
doesnot have an assignment or sel ection optioninthe SFRto dotthis.
The ST author has therefore decided to to refine the requirement to
includeal so thefollowing criteriaan administrator can usetoinclude
or exclude an auditable event:

1 Statement auditing

2 Privilege auditing

3 Schema object auditing

For additional information on those event types see [SG, chapter 8].

The TSF shall protect the stored audit records from unauthorised
deletion.

The TSF shall be able to PREVENT unauthorised modifications to
the stored audit records in the audit trail.

The TSF shall PREVENT AUDITABLE EVENTS, EXCEPT THOSE

TAKEN BY THE AUTHORISED USERWITH SPECIAL RIGHTS, if
the audit trail isfull.

The TSF shall enforce the Discretionary Access Control policy on
all subjects, all DBMS-controlled objects and all operations among
them.
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Note that the Label-Based Access Control SFP is also to be applied to database sub-
jects, objects and operations as specified in SFR FDP_IFC.1.1 and SFRs
FDP_IFF.2.1to FDP_IFF.2.7. These SFRsaregiveninthe* SFRs Additional to those
in[BR-DBMSPP]” section near the end of this chapter. The Label-Based Access Con-
trol SFP applies controls that are additional to the database object access control
SFP.

FDP_ACF.1.1-NIAP-0407The TSF shall enforce the Discretionary Access Control
policy to objects based on the following:

a) theauthorized user identity and/or group membership associated
with a subject;

b) access operations implemented for DBM S-controlled objects;
and

c) object identity.

FDP_ACF.1.2-NIAP-0407The TSF shall enforce the following rulesto determineif
an operation among controlled subjects and DBM S-controlled
objectsis allowed:

TheDiscretionary AccessControl policy mechanismshall, either
by explicit authorized user/group action or by default, provide
that database management system controlled objects are
protected from unauthorized access according to the following
ordered rules:

a) |IF THE REQUESTED MODE OF ACCESSISDENIED TO
THAT AUTHORIZED USER, DENY ACCESS,

b) IF THE REQUESTED MODE OF ACCESSISPERMITTED TO
THAT AUTHORIZED USER, PERMIT ACCESS,

¢) IF THE REQUESTED MODE OF ACCESSISDENIED TO
EVERY GROUP OF WHICH THE AUTHORIZED USERISA
MEMBER, DENY ACCESS,

d) IF THE REQUESTED MODE OF ACCESSISPERMITTED TO
ANY GROUP OF WHICH THE AUTHORIZED USERISA
MEMBER, GRANT ACCESS,

e) ELSE, DENY ACCESS

Application note:

[BR-DBMSPP] includes an application note for FDP_ACF.1.2-
NIAP-0407 stating that the deny mode of access may be implicit.
Oracle Database 10g does not have explicit deny lists, but satisfies
the requirement by implicitly denying access unlessit is explicitly
alowed. Asthe application note in [BR-DBM SPP] explainsthisis
compliant with the requirement FDP_ACF.1.2-NIAP-0407 as
included in [BR-DBMSPP].

FDP_ACF.1.3-NIAP-0407The TSF shall explicitly authorise access of subjectsto
DBMS-controlled objects based on the following additional rules:

a) |IF THE DATABASE SUBJECT HAS A DATABASE
ADMINISTRATIVE PRIVILEGE TO OVERRIDE THE
DATABASE OBJECT ACCESSCONTROLSFOR THE
REQUESTED ACCESSTO THE DATABASE OBJECT, THEN
THE REQUESTED ACCESSISALLOWED;
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b) IF THE SUBJECT ISCONNECTED AS SYSDBA THEN THE
REQUESTED ACCESSISALLOWED; OR

¢) IF THE SUBJECT ISCONNECTED AS SYSOPER AND THE
REQUESTED ACTION ISONE OF THE OPERATIONS
PERMITTED FOR THE SYSOPER USER SPECIFIED IN
[DAG, 1], THEN THE REQUESTED ACCESSISALLOWED.

FDP_ACF.1.4-NIAP-0407TheTSF shall explicitly deny accessof subjectsto objects

FDP_RIP.1.1

Identification and Authen-  FIA_AFL.1.1
tication

based onthefollowing rules: NO ADDITIONAL EXPLICIT DENIAL
RULES.

The TSF shall ensure that any previous information content of a
resource is made unavailable upon the allocation of the resource to
SCHEMA OBJECTS (INCLUDING NON-SCHEMA OBJECTS,
WHICH ARE STORED IN THE SYS SCHEMA).

The TSF shall detect when AN ADMINISTRATOR
CONFIGURABLE POSITIVE INTEGER WITHIN THE RANGE 1
TO 2,147,483,646 unsuccessful authentication attempts occur
related to A LOCAL USER' SLAST SUCCESSFUL DATABASE
SESSON ESTABLISHMENT.

Application note:

FIA_AFL.1.2

The values allowed for those parameter in the evaluated
configuration are defined in [OLS_ECD].
When the defined number of unsuccessful authentication attempts

has been met or surpassed, the TSF shall LOCK THE DATABASE
USER SACCOUNT.

Application note:

FIA_ATD.1.1

In the case of Enterprise Users no such counter isheld and managed
globally. Also for Enterprise Users the counters are held locally on
each database instance.

The TSF shall maintain the following list of security attributes
belonging to individual users:

a) Database user identifier and/or group memberships;

b) Security-relevant database roles;

c) DATABASE OBJECT ACCESSPRIVILEGES,

d) DATABASE ADMINISTRATIVE PRIVILEGES,

€) AND FOREACH OLSPOLICY FORWHICH THE USERHAS
AUTHORISATION:
A MAXIMUM LEVEL;
A MINIMUM LEVEL;
A (POSSIBLY EMPTY) SET OF AUTHORISED
COMPARTMENTS,
FOR EACH AUTHORISED COMPARTMENT, A
SPECIFICATION OF READ ACCESS OR READ-WRITE
ACCESS,
A (POSSIBLY EMPTY) SET OF AUTHORISED GROUPS,
FOR EACH AUTHORISED GROUP, A SPECIFICATION OF
READ ACCESS OR READ-WRITE ACCESS,
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AN INITIAL SESSION LABEL,
A (POSSBLY EMPTY) SET OF LABEL-BASED ACCESS
CONTROL PRIVILEGES

Application note:

FIA_SOS.1.1

Alsoin the case of Enterprise usersthe TSF will maintain thelist of
security attributes of the user once the user has been authenticated.
The TSF will extract global roles of an Enterprsie user from the
directory oncetheuser issuccessfully authenti cated and set theuser’ s
roles and privileges as the combination of both hislocal and global
roles and the privileges assigned to those roles. After this step the
directory is not contacted again during a user’s session. All access
decisions are performed by the TSF based on the user’ s security
attributes determined after successful authentication.

The TSF shall provide a mechanism to verify that secrets
(PASSWORDS FOR LOCAL USERS) meet REUSE, LIFETIME,
AND CONTENT METRICSAS DEFINED BY AN AUTHORISED
ADMINISTRATIVE USER.

Application note:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1.1

FIA_USB.1.2

In the case of Enterprise Users the Directory Server checksthe
password policy. This SFR for the TOE applies therefore only for
local users. In the case of Enterprise Usersthe IT environment (the
directory) will enforce the password policy defined by the directory.

The TSF shall allow THE FOLLOWING LIST OF ACTIONSon
behalf of the user to be performed before the user is authenticated:

a) OBTAIN THE CURRENT ORACLE VERSION STRING AND
NUMBER,

b) ESTABLISH A DATABASE CONNECTION; AND

¢) RECEIVE AN ERROR MESSAGE UPON ERROR.

The TSF shall require each user to be successfully authenticated
before allowing any other TSF-mediated actions on behalf of that
user.

The TSF shall allow THE FOLLOWING LIST OF ACTIONSon
behalf of the user to be performed before the user isidentified:

a) OBTAIN THE CURRENT ORACLE VERSON STRING AND
NUMBER,

b) ESTABLISH A DATABASE CONNECTION; AND

¢) RECEIVE ERROR MESSAGES UPON ERROR.

The TSF shall require each user to be successfully identified before
allowing any other TSF-mediated actions on behalf of that user.

The TSF shall associate the following user security attributes with
subjects acting on behalf of that user:

a) USER IDENTIFIER, PRIVILEGES AND ROLES

b) USER LABEL AUTHORISATIONS, INITIAL SESSION LABEL,
INITIAL DEFAULT ROW LABEL AND POLICY PRIVILEGES.

The TSF shall enforce the following rules on the initial association
of user security attributes with subjects acting on behalf of users:
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FIA_USB.1.3

a)

b)

0)

d)

ONCE A USERHASBEEN SUCCESSFULLY IDENTIFIED
AND AUTHENTICATED AT THE START OF ASESSSONWITH
THE TSF, THE USER SIDENTIFIER ISACCESSBLE
THROUGHOUT THAT SESSION.

AN OBJECT OR SYSTEM PRIVILEGE ISEFFECTIVE AT THE
START OF AUSER SESSION IF IT WASPREVIOUSLY
GRANTED TO THE USER (AND NOT SUBSEQUENTLY
REVOKED) DIRECTLY, VIATHE PUBLIC USER GROUP OR
VIA AROLE, OR (IN THE CASE OF EN ENTERPRISE USER)
GRANTED ASA GLOBAL ROLE ORPRIVILEGE IN THE
DIRECTORY.

A USER ESTABLISHING A PROXY SESSSON WITH THE TSF
ON BEHALF OF ANOTHER USER CAN CONTROL WHICH
ROLESARE AVAILABLE TO THAT USER AT THE START OF
THE SESSION.

AN OLSPOLICYPRIVILEGEWILL BEEFFECTIVEFORTHE
POLICYINAUSERSESSON ONLY IF THE USERHAD THE
PRIVILEGE FORTHE POLICY BEFORE THE START OF THE
SESSON.

AT THE START OF A USER SESSION, THE SESSION LABEL
AND DEFAULT ROW LABEL FOR EACH APPLICABLE OLS
POLICY ARE SET TO THE USER' SINITIAL SESSION LABEL
AND INITIAL DEFAULT ROW LABEL ATTRIBUTES. THE
EXCEPTION TO THISISTHAT, IF OCI ISUSED TOBEGIN A
NEW SESSION WITHIN AN EXISTING SESSON, THE
VALUES OF ANY APPROPRIATE svs CONTEXT VARIABLES
INITIAL_LABEL AND INITIAL_ROW _LABEL FORAPPLICABLEOLS
POLICIESARE USED FOR SETTING THE SESSION LABEL
AND DEFAULT ROW LABEL.

The TSF shall enforce the following rules governing changesto the
user security attributes associated with subjects acting on the behal f
of users:

a)

b)

0)

IF AN OBJECT OR SYSTEM PRIVILEGE APPLYING TO A
USERISGRANTED ORREVOKED WHILE THE USERHASA
CURRENT SESSONWITH THETSF, THISCHANGE APPLIES
TO THE SET OF LOCALLY MANAGED PRIVILEGES
EFFECTIVE DURING THE USER SESSION. THISRULE
APPLIESTO PRIVILEGES GRANTED TO THE USER
DIRECTLY ORVIA THE PUBLIC USER GROUP ORVIA A
ROLE. IN THE CASE OF AN ENTERPRISE USER CHANGES
TO HISGLOBAL ROLESAND PRIVILEGES BECOME
EFFECTIVE THE NEXT TIME THE USER LOGS ON.
DURING A SESSONWITH THE TSF, THE USER CAN
CONTROL WHICH ROLES GRANTED TO THAT USER ARE
EFFECTIVE.

IF AUSER EXECUTES A VIEW OR A PROGRAM UNIT
OWNED BY ANOTHER USER THAT WAS CREATED WITH
“DEFINER SRIGHTS’, THE PRIVILEGESOF THE OWNING
USER ARE EFFECTIVE DURING THE EXECUTION OF THE
VIEW OR PROGRAM UNIT.
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d) ALOCAL USER CAN CHANGE THE PASSWORD
ASSOCIATED WITH THAT USER IF THE NEW PASSWORD
COMPLIESWITH THE CONFIGURABLE CONTROLS
INCLUDED IN THE PASSWORD MANAGEMENT
INFORMATION THAT APPLIESTO THE USER.

€) AUSERCAN CHANGE THE SESSION LABEL AND DEFAULT
ROWLABEL FORTHE USER SSESSION PROVIDED THESE
LABELS REMAIN WITHIN THE USER' SLABEL
AUTHORISATIONS

f) ANOLSPOLICYPRIVILEGE CHANGED DURINGASESSION
ONLY BECOMESEFFECTIVE AT THE START OF THE NEXT
USER SESSON.

g) DURING THE EXECUTION OF A STORED PROCEDURE,
FUNCTION OR PACKAGE, THE USER' SSESSION LABEL
AND THE OLSPOLICY PRIVILEGESOF THE USERAND OF
THE STORED PROCEDURE, FUNCTION ORPACKAGE ARE
EFFECTIVE.

h) DURING THE EXECUTION OF A TRIGGER, THE SESSON
LABEL AND THE POLICY PRIVILEGESOF THE USERTHAT
INVOKED THE TRIGGER ARE EFFECTIVE.

Security Management FMT_MOF.1.1(1)The TSF shall restrict the ability to disable and enable the functions
relating to the specification of events to be audited to authorized
administrators.

FMT_MSA.1.1(1)The TSF shall enforce the Discretionay Access Control policy to
restrict the ability to manage all the security attributesto authorized
administrators.

Application note:

This requirements is implemented as follows:

a) database object access privilegesto the object’ s owner and other
database users authorized by the owner.

b) database system privileges to users who have been granted that
privilege with admin option or users who connect as sysdba.

c) database roles to database users authorized to modify roles.

This requirement appliesto all security attributes stored and

managed by the TSF. For security attributes managed outside of the
TSF, the IT environment needs to ensure proper management.

FMT_MSA_EXP.3.1The TSF shall enforce the Discretionary Access Control policy
to provide restrictive default values for security attributes that are
used to enforce the SFP.

Application note:

This requirements applies to all security attributes managed locally
by the TSF. For secuirty attributes managed outside of the TSF, the
IT environment needs to ensure proper management.

FMT_MTD.1.1(1) TheTSFshall restrict theability toincludeor excludetheauditable
events to authorized administrators.
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FMT_MTD.1.1(2)The TSF shall, ACCORDING TO TABLESS5 BELOW, restrict the
ability to PERFORM OPERATIONS ON the TSF DATAto
AUTHORIZED ADMINISTRATORS

FMT_REV.1.1(1)The TSF shall restrict the ability to revoke security attributes
associated with the users within the TSC to the authorised
administrator.

Application note:

This requirements appliesto all security attributes managed locally
by the TSF. For secuirty attributes managed outside of the TSF, the
IT environment needs to ensure proper management.

FMT_REV.1.2(1)The TSF shall enforce the FOLLOWING rules:

a) REVOCATION OF DATABASE ADMINISTRATIVE
PRIVILEGES SHALL TAKE EFFECT PRIOR TO WHEN THE
DATABASE USER BEGINS THE NEXT DATABASE SESSION;

FMT_REV.1.1(2)The TSF shall restrict the ability to revoke security attributes
associated with the objects within the TSC to the authorised
administrator and database users as allowed by the Discretionary
Access Control policy.

FMT_REV.1.2(2)The TSF shall enforce the FOLLOWING rules:

a) REVOCATION OF DATABASE OBJECT ACCESS
PRIVILEGES SHALL TAKE EFFECT PRIOR TO ALL
SUBSEQUENT ATTEMPTSTO ESTABLISH ACCESSTO THE
DATABASE OBJECT;

b) REVOCATION OF DATABASE ADMINISTRATIVE
PRIVILEGES SHALL TAKE EFFECT PRIOR TO WHEN THE
DATABASE USER BEGINS THE NEXT DATABASE SESSION,;

FMT_SMF.1.1 The TSF shall be capable of performing the following security
management functions:

a THE OPERATIONSON TSF DATA SPECIFIED IN TABLE 5
BELOW:

b) MODIFICATION OF THE DATABASE OBJECT SECURITY
ATTRIBUTESAS SPECIFIED IN SFRFMT_MSA.L.1.

) MODIFICATION OF THE LABEL-BASED ACCESSCONTROL
SECURITY ATTRIBUTESAS SPECIFIED IN SFR
FMT MSA.1.1.2;

d) SETTING THE PRIVILEGES THAT PERMIT AUTHORISED
ADMINISTRATIVE USERS TO MODIFY THE BEHAVIOUR
OF THE LABEL-BASED ACCESS CONTROL FUNCTIONS,

Table 5: Required Management Events

Component Operation TSF Data

FAU_GEN.1-NIAP- | - -
0410

FAU GEN_EXP2 | - -
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Component Operation TSF Data

FAU_SAR.1 deletion, modifica- | the group of database users with

tion, addition read access right to the database
audit records

FAU_SAR.3 - -

FAU_SEL.1-NIAP- maintenanceof the | the database audit events

0407 right to view /

modify
FAU_STG.1 - -
FAU_STG.4 a) maintenance actions to be taken in case of
] ) DATABASE audit storage failure
b) deletion, modi-
fication, addition

FDP_ACC.1 - -

FDP_ACF.1-NIAP- managing the attributes used to make explicit

0407 access or denial based decisions

FDP_RIP.1 - -

FIA_AFL.1 management a) the threshold for unsuccessful
DATABASE authentication
attempts
b) actions to be taken in the event of
an DATABASE authentication fail-
ure

FIA_ATD.1

FIA_SOS.1 management the metric used to verify the DATA-
BASE secrets

FIA_UAU.1 management a) the DATABASE authentication
data
b) the DATABA SE authentication
data by the associated DATABASE
user
¢) the action lists, if an authorised
DATABASE administrator can
change the actions allowed before
authentication

FIA_UID.1 management the user identities

FIA_USB.1 - -

FMT_MOF.1(1) manage auditable events
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Component Operation TSF Data

FMT_MSA.1(2) manage the group of DATABASE roles that
can interact with the DATABASE
security attributes

FMT_MSA EXP.3 manage a) the group of DATABASE roles
that can specify initial values
b) the permissive or restrictive set-
ting of default valuesfor agiven
DATABASE access control SFP

FMT_MTD.1 manage the group of DATABASE roles that
can interact with the TSF data

FMT_REV.1(1)

FMT_REV.1(2)

FMT_SMR.1 manage the group of DATABASE users that
are part of aDATABASE role

FMT_RVM.1 - -

FPT_SEP EXP.1 - -

FRU RSA.1 specify maximum limits for a resource for
DATABASE groups and/or individ-
ual DATABASE users and/or
DATABASE subjectsby a DATA-
BASE administrator

FTA_MCS.1 manage the maximum allowed number of
concurrent DATABASE user
DATABASE sessionsby aDATA-
BASE administrator

FTA_TAH_EXP.1 - -

FTA_TSE.1 - -

FDP_IFC.1 - -

FDP_IFF.2 Managing The attributes used to make explicit
access ordenial based decisions

FMT_MOF.1(2) Managing The group of rolesthat can interact
with the functionsin the TSF

FMT_MSA.1(2) Manage The group of database roles that can
interact with the DATABASE
OBJECT LABELS

FMT_MSA.3 Manage The permissive or restrictive setting

of default values for the LABEL-
BASED ACCESS CONTROL SFP
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Protection of the TOE
Security Functions

Resour ce Utilisation

FMT_SMR.1.1 The TSF shall maintain theroles:

a) authorized administrator; and

b) DATABASE USER;

c) DATABASE ROLESDEFINED BY SUITABLY PRIVILEGED
DATABASE ADMINISTRATIVE USERS

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

FPT_RVM.1.1 The TSF shall ensure that TSP enforcement functions are invoked
and succeed before each function within the TSC is alowed to
proceed.

FPT_SEP_EXP.1.1The TSF shall maintain a security domain that protectsit from
interference and tampering by untrusted subjects initiating actions
through its own TSFI.

FPT_SEP_EXP.1.2The TSF shall enforce separation between the security domains
of subjectsin the TOE Scope of Control.

FPT_TRC_EXP.1.1The TSF shall ensure that TSF datais consistent between parts
of the TOE by providing amechanismto bringinconsistent TSF data
into a consistent state in atimely manner.

Application note:

It should be noted that the TOE holds T SF datalikeall the user related
data, all the privilegesand user rolesaswell asits configuration data
and audit data in data structures that are part of the database. The
TOE replicates TSF data between the disk and its cache and system
global areato ensurefast accessto thedata. Consistency betweenthe
dataon disk and the datain the cache is achieved using the database
mechanisms to ensure data integrity on database update.

In the case of Real Application Cluster, the cache and system global
areaitself are replicated on each node and consistency is achieved
using RAC specific functions to manage the update of itemsin the
cache or system global area on each node.

It should be noted that other mechanismslike RAID may optionally
be used to ensure consistency of replicated data on disks. Those
mechanism are not part of the TOE but are part of the TOE
environment. They are neither mandated by the TOE, nor are they -
if used - evaluted in any way in this evauation.

FRU_RSA.1.1 TheTSF shal enforce maximum quotas of the following resources:
a) CPU_TIME;

b) ELAPSED TIME;
¢) LOGICAL DATA BLOCKSREAD; AND
d) DATABASE STORAGE ALLOCATED.

that AN INDIVIDUAL USER can use OVERA SPECIFIED PERIOD

OF TIME.

TOE Access FTA_MCS.1.1 The TSF shall restrict the maximum number of concurrent sessions
that belong to the same user.
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FTA_MCS.1.2 TheTSF shal enforce, by default, alimit of AN ADMIN

CONFIGURABLE NUMBER OF sessions per user.

FTA_TAH_EXP.1.1 Upon successful session establishment, the TSF shall storeand

retrievethedate and timeof thelast successful session establishment
to the user.

FTA_TAH_EXP.1.2 Upon successful session establishment, the TSF shall store and

FTA_TSE.1.1

retrieve the date and time of thelast unsuccessful attempt to session
establishment and the number of unsuccessful attemptssincethelast
successful session establishment.

The TSF shall be able to deny session establishment based on
attributes that can be set explicitly by authorized administrator(s),
including user identity and/or group identity, time of day, day of the
week, and NO ADDITIONAL ATTRIBUTES.

Application note:

LBAC SFRsAdditional
tothosein [BR-DBM -
SPP]:

User Data Protection FDP_IFC.1.1

FDP_IFF.2.1

Note that the DBA and OPER users can always connect to the
database.

TheTSF shall enforcethe LABEL-BASED ACCESSCONTROL SFP
on:

a) DATABASE SUBJECTS,

b) LABELLED DATABASE OBJECTS,

C) ALL PERMITTED OPERATIONSON LABELLED OBJECTSBY
A DATABASE SUBJECT COVERED BY THE SFP.

TheTSF shall enforcethe LABEL-BASED ACCESSCONTROL SFP
based on the following types of subject and information security
attributes:

a) DATABASE SUBJECT LABELS, AND

b) LABELS OF THE DATABASE OBJECT CONTAINING THE
INFORMATION.

Note: Labelsshall include an hierarchic classification level and a (possibly empty) set
of non-hierarchic categories and a (possibly empty) set of hierarchic groups. An ob-
ject isto have one label for each OLS policy that appliesto it.

FDP_IFF.2.2

The TSF shall permit an information flow between a controlled
subject and a controlled object via a controlled operation if the
following rules, based on the ordering rel ati onshi ps between security
attributes, hold:

a) A DATABASE SUBJECT MAY OBSERVE THE CONTENTS OF
A DATABASE OBJECT ONLY IF, FOR EVERY OLSPOLICY
THAT APPLIESTO THE OBJECT:

READ_CONTROL FOR THE POLICY ISOFF OR THE
SESS ON LABEL OF THE DATABASE SUBJECT DOMINATES
THE LABEL OF THE DATABASE OBJECT; AND
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b) ADATABASE SUBJECT MAY MODIFY ADATABASE OBJECT
ONLY IF, FOREVERY OLSPOLICY THAT APPLIESTO THE
OBJECT:
THE RELEVANT WRITE_CONTROL ISOFF FOR THE
POLICY
OR
IF THE POLICY WASNOT CREATED WITH THE INVERSE
GROUP OPTION,
THEN
(THE LEVEL IN THE OBJECT SLABEL ISGREATER THAN
OR EQUAL TO THE SUBJECT SMINIMUM LEVEL AND
LESSTHAN OR EQUAL TO THE SUBJECT' S SESSION
LEVEL,
AND
(THE OBJECT SLABEL CONTAINS GROUPSAND THE
SUBJECT SLABEL ALLOWSWRITE ACCESSTO ONE OF
THE GROUPS (OR ITSPARENT) IN THE OBJECT' SLABEL
AND THE SUBJECT SLABEL INCLUDESALL THE
COMPARTMENTSIN THE OBJECT SLABEL,
OR
THE OBJECT' SLABEL CONTAINS NO GROUPSAND THE
SUBJECT SLABEL ALLOWSWRITE ACCESSTO ALL THE
COMPARTMENTSIN THE OBJECT SLABEL
)
ELSE
(THE LEVEL IN THE OBJECT SLABEL ISGREATER THAN
OR EQUAL TO THE SUBJECT SMINIMUM LEVEL AND
LESSTHAN OR EQUAL TO THE SUBJECT' S SESSION
LEVEL,
AND
THE GROUPSIN THE OBJECT' SLABEL FORM ASUPERSET
OF THE GROUPSIN THE SUBJECT' SLABEL,
AND
THE MAXIMUM SET OF AUTHORISED INVERSE GROUPS
THAT CAN BE SET IN ANY SUBJECT SSESSION LABEL ISA
SUPERSET OF THE GROUPSIN THE OBJECT' SLABEL
AND
THE SUBJECT SLABEL ALLOWSWRITE ACCESSTO ALL
THE COMPARTMENTSIN THE OBJECT SLABEL
).
Note: OLS policies assigned to objects shall specify which controls are to be applied
when a subject attempts to access an object.
Note also that the phrase“ ORITSPARENT” in the above SFRisto be taken to mean
“ORITSPARENT ORITSPARENT SPARENT ORITSPARENT' SPARENT' SPAR-
ENT ETC.”.

FDP_IFF.2.3  TheTSF shall enforcethe RULE TO ALLOWAUSER TO CHANGE
THE SESSION LABEL TO A COMBINATION OF ANY OF THE
USER SAUTHORISED COMPARTMENTS AND GROUPSWITH
ALEVEL INTHE RANGE BOUNDED BY THEUSER SMAXIMUM
AND MINIMUM LEVEL.
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Security Management

FDP_IFF.2.4  The TSF shall provide the following ADDITIONAL SFP
CAPABILITY:
THE TSF WILL EXECUTE A STORED PROCEDURE, FUNCTION
OR PACKAGE AT THE EXECUTING USER'SCURRENT
SESSION LABEL AND WITH THE SET OF LABEL-BASED
ACCESSCONTROL PRIVILEGESFORMED BY THE UNION OF
THE PRIVILEGES OF THE EXECUTING USER AND THE
PRIVILEGES GIVEN TO THE STORED PROCEDURE,
FUNCTION OR PACKAGE.

FDP_IFF.2.5 TheTSF shall explicitly authorise an information flow based on the
following rule:
IF THE SUBJECT HASTHE APPROPRIATE LABEL-BASED
ACCESS CONTROL PRIVILEGE FOR THE OPERATION, THEN
THE INFORMATION FLOWWILL BE PERMITTED.

FDP_IFF.2.6  The TSF shall explicitly deny an information flow based on the
following rules: NONE.

FDP_IFF.2.7  TheTSF shall enforcethe following relationships for any two valid
information flow control security attributes (LABELS):

a) There exists an ordering function that, given two valid LABELS,
determinesif the LABELSareequal, if one LABEL isgreater than
the other, or if the LABELS are incomparable; and.

b) Thereexistsa“least upper bound” inthe set of LABELS, suchthat,
given any two valid LABELS thereisavalid LABEL that is
greater than or equal to the two valid LABELS and

¢) There existsa"“ greatest lower bound” in the set of LABELS, such
that, given any two valid LABELS; thereisavalid LABEL thatis
not greater than the two valid LABELS.

Note: The TSF is to enforce an ordering function “ greater than” whereby Labell is
greater than Label2 if Labell dominates Label2 and Labell is not equal to Label2.
Labell and Label2 are incomparableif Label1 does not dominate Label2 and Label 2
does not dominate Label 1.

FMT_MOF.1.1(2)The TSF shall restrict the ability to MODIFY THE BEHAVIOUR
OF the LABEL-BASED ACCESS CONTROL functions to
AUTHORISED ADMINISTRATIVE USERS.

FMT_MSA.1.1(2)The TSF shall enforce the LABEL-BASED ACCESS CONTROL
S-Ptorestrict theability to MODIFY the security attributesLABELS
AND PRIVILEGESto SUITABLY PRIVILEGED USERS

FMT_MSA.3.1 TheTSFshall enforcethe LABEL-BASED ACCESSCONTROL SFP
to provide NO default values for DATABASE OBJECT security
attributes that are used to enforce the LABEL-BASED ACCESS
CONTROL SFP.

Note: The TSF isto ensure that, when a user creates an object which is controlled by
the Label-Based Access Control SFP, a value must be specified for the label.

FMT_MSA.3.2 The TSF shall allow NO DATABASE USERSto specify alternative
initial valuesto override the default values FOR LABEL-BASED
ACCESSCONTROL SECURITYATTRIBUTESwWhen ADATABASE
OBJECT is created.

Note: The TSF isto ensure that, when an object is created which is controlled by the
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Label-Based Access Control SFP, no database user can cause a value to be given to
the label other than that specified for the label in conformance with the rules of the

SFP.

TOE Security Assurance Requirements

The target assurance level is EAL4 as defined in Part 3 of the CC, augmented with
ALC _FLR.3. Thisisasuperset of the security assurance requirements of

[BR-DBMSPF]

Security Requirementsfor thel T Environment

This section defines the security functional requirements for the IT environment. The
SFRs additional to the ones defined in [BR-DBM SPP] are related to the external di-
rectory server used to support authentication for Enterprise Users.

Since al the requirements in this section are related to the IT environment, a refine-
ment has been made in all the SFRsthat substitutes“TSF” be“IT Environment”. This
refinement is maked in CAPITAL, ITALICSAND UNDERLINE.

Asper [BR_DBMSPP, section 5.2] plus:
FDP_ACC.1.1 ThelT ENVIRONMENT shall enforce the DIRECTORY ACCESS

FDP_ACF1.1

FDP_ACF.1.2

FDP_ACF.1.3
FDP_ACF.1.4

FIA_SOS.1.1

FIA_UAU.2.1

CONTROL POLICY on USERS OF THE DIRECTORY as subjects
and TSF DATA FOR USERS OF THE TOE as objects and ALL
OPERATIONS THAT CREATE, READ, MODIFY OR DELETE
THOSE OBJECTS

The IT ENVIRONMENT shall enforce the DIRECTORY ACCESS
CONTROL POLICY to objects based on SUCCESSFUL
AUTHENTICATION OF ANY USER OF THE DIRECTORY.

The IT ENVIRONMENT shall enforce the following rulesto
determineif an operation among acontrolled subject and acontrolled
object is allowed:

IF THE USER HASTHE ROLE OF AN ENTERPRISE SECURITY
MANAGER AND HASTHE REQUIRED DISCRETIONARY
ACCESSRIGHTSTO THE DIRECTORY ENTRIESHE WANTSTO
ACCESS, ACCESSISALLOWED. OTHERWM SE ACCESSIS
DENIED.

Thel T ENVIRONMENT shall explicitly authorize access of subjects
to objects based on the following additional rules: NONE.

The IT ENVIRONMENT shall explicitly deny access of subjectsto
objects based on the FOLLOWING ADDITIONAL RULES. NONE.

The IT ENVIRONMENT shall provide a mechanism to verify that
secrets (PASSWORDS FOR TOE USERS MANAGED IN THE
DIRECTORY) meet REUSE, LIFETIME, AND CONTENT
METRICSASDEFINED BY ANAUTHORISED ADMINISTRATIVE
USER.

The IT ENVIRONMENT shall require each DIRECTORY user to be
successfully authenticated before allowing any other DIRECTORY-
TSF-mediated actions on behalf of that DIRECTORY user.
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FIA_UID.2.1  ThelT ENVIRONMENT shall require each DIRECTORY user to
identify itself before allowing any other DIRECTORY-T SF-
mediated actions on behalf of that DIRECTORY user.

FMT_MSA.1.1 ThelT ENVIRONMENT shall enforce the DIRECTORY ACCESS
CONTROL POLICY to restrict the ability to QUERY, MODIFY, OR
DELETE the SECURITY ATTRIBUTES OF ENTERPRISE USERS
AND THE LDAP SERVER to THE ENTERPRISE SECURITY
MANAGER AND [assignment: OTHER authorized identified roles)].

Application Note: In order not to prescribe the exact securty functions of thedirectory
server some instantiations have not been performed. It isleft up to
theindividual directory server product to define the roles that are
allowed to perform those operations or define additional operations
that are controlled. The requirement isjust that at a minimum the
operations defined are controlled and that they can be restricted to
some role. Therefore the definition of the rolesisleft open here as
well asin other SFRsfor the directory server.

FMT_MSA.3.1 ThelT ENVIRONMENT shall enforce the DIRECTORY ACCESS
CONTROL POLICY to provide [selection: restrictive, permissive,
[assignment: other property]] default values for security attributes
that are used to enforce the SFP.

FMT_MSA.3.2 ThelT ENVIRONMENT shall allow the[assignment: the authorized
identified roles] to specify alternative initial values to override the
default values when an object or information is created.

FMT_SMF.1.1 ThelT ENVIRONMENT shall be capable of performing the
following security management functions: [assignment: list of
security management functionsto be provided by the DIRECTORY-
TS

FMT_SMR.1.1 The|T ENVIRONMENT shall maintain the roles ENTERPRISE
SECURITY MANAGER AND [assignment: OTHER authorized
identified roleg].

FMT_SMR.1.2 ThelT ENVIRONMENT shall be able to associate users with roles.

Note that [BR-DBM SPP] requires the underlying operating system to satisfy the re-
quirements of either aBasic Robustness Protection Profilefor operating systemsor the
Controlled Access Protection Profile [CAPP]. In the case of this Security Target all
operating systemslisted in chapter 1 have been evaluated for compliancewith [CAPP]
and all security functional requirements of [CAPP] are therefore considered to be
SFRs for the operating system component of the I T environment.

Minimum Srength of Function

The minimum strength of function for the TOE is SOF-High. Thisexceedsthe require-
ments in [BR-DBM SPP], where an SOF claim of SOF-basic is made.
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CHAPTER

TOE Summary
Specification

TOE Security Functionality

This section contains a high-level specification of each Security Function (SF) of the
TOE that contributes to satisfaction of the Security Functional Requirements of
chapter 5. The specifications cover five major areas: identification and authentication,
database resource quotas, access controls, privileges and roles, and auditing.

Table 6 below shows that all the SFRs are satisfied by at least one SF and that every
SF is used to satisfy at least one SFR (but note that SFRs FDP_ACF.1.4 and
FDP_IFF.2.6 are not satisfied by any particular SF because these SFRs specify null
functionality).

OLS Security Target for Oracle Database 10g 51
Release 2 (10.2.0)

October 2007

Issue 2.0



Table 6: Mapping of SFsto non-LBAC SFRs
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Table 7: Mapping of SFsto LBAC SFRs
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Identification and Authen-
tication

FDP FMT
“l==l=1=1=1=]=12]2]=]=
e R EEEERERAE
SRR |R|G||N]| 22|28
NN
F.CON.DIC
F.CON.RAC
F.IA.PRE The TOE shall only allow usersto:

a) obtainthecurrent TOE version string and version number;
b) establish a connection;

c) receive error messages upon error.

before identifying and authenticating the user.

Note that users can obtain the current Oracle version string and version number by
calling OCl ServerVersion, as described in [ OCI, 16: OClServerVersion].

F.IA.UID Each database user is uniquely identified.
F.IA.DBA DBMS Identification and Authentication:

If auser isconfigured in the TOE as alocal user being
authenticated by a password then the TOE will:

a) identify the user by confirming that the user provides a
valid user identifier, and

b) authenticate the user by confirming that the user provides
apassword corresponding to the stored password for that
user.

F.IA.EUA Enterprise User Identification and Authentication:

If auser isconfigured in the TOE as an Enterprise User being
authenticated by a password then the TOE will:

a) identify the user by confirming with aregeust to the
directory that the user providesavalid user identifier or a
global user, and

b) authenticate the user by confirming that the value of the
password presented by the user isidentical to the
password verifier retrieved for that user from the
directory.

Note that in the case of an enterprise user the TOE is still mediating the authentica-
tion, obtains the user’ s password, computes the hash value of the password, obtains
the password verifier for that user from the directory and compares the two values.
Only inthis casethe TOE will allow the user login to proceed and will establish a ses-
sion for the user. In the case the two values don’t match the TOE will reject the user.

The TOE therefore is directly involved in the authentication process, although the
hash value of the password is stored and managed outside of the TOE. The TOE there-
fore hasto rely on the correct operation of the directory server, the correct manage-
ment of the user’ s password and security attributesin the directory server, the
protection of the user’s password and security attributesin the directory server, and
the protection of the communication between the TOE and the directory server. Still
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the TOE isdirectly involved in the user identification and authentication processsince
the external user will use the same TSF interface for authentication and perform the
comparison of the hash vcalues, regardlessif the TOE useslocal authentication or En-
terprise User authentication.

F.IA.OSA (deleted)

SF F.IA.OSA concerns OSIdentification and Authentication, which is not appropriate
for use with UNIX and Linux operating systems. F.IA.OSA is mentioned here because
it was included in the Security Target for the evaluation of Oracle9i, which had Mi-
crosoft Windows NT 4.0 as one of its operating system platforms. All referencesto OS
Identification and Authentication functionality in the other SFs in this chapter have
been removed for this evaluation.

F.IA.CSN The TOE will create a database session asanormal user only if
the CREATE SESSION privilegeisheld by the database user and the
TOE hasidentified and authenticated the user asavalid database
user. The supplied LOGON trigger function can be used to
restrict the ability of auser to login to specific days of the week
and specific times of theday. Such aLOGON trigger can also be
used to store and retrieve the time and day of the last successful
login aswell asthe number of unsuccessful login attempts since
the last successful login.

(Note: triggers are functions the database calls upon specific
events. Loginisone of thethose eventsatrigger can be assigned
to.)

F.IA.IDE For each interaction between a user and the TOE following the
successful creation of a database session, the TOE is able to
establish the identity of the user. A subject can only submit
requests to a Server and receive responses (information) from a
Server whilethe subject i sestablishing aconnection or connected
to an instance during the course of a database session.

F.IA.CSA The TOE will create a database session asthe SY S user (for As
SYSDBA connections) or the PUBLIC user (for AS SYSOPER
connections) only if the provided user identifier and password
correspond to users stored in the Oracle password file as being
allowed SY SDBA or SY SOPER connections, respectively.

F.IA.CNF The TOE will allow only a suitably authorised user to create a
local database user.

F.IA.PWD The TOE provides the following configurable controls on
passwords for local users: [SQL, 15: CREATE PROFILE]

a) the number of failed login attempts before the user
account islocked,

b) the number of daysthe same password can be used before
expiring,

c) the number of days before which a password cannot be
reused,

d) the number of password changes required before the
current password can be reused,

OLS Security Target for Oracle Database 10g
Release 2 (10.2.0)

October 2007

Issue 2.0

55



FIAATT

F.IA.ATT-EU

F.IA.USE

F.IA.POLICY

€) the number of daysauser account will belocked after the
specified number of consecutive failed logins,

f) the number of days of grace period after a password
expires before the user account is locked,

Q) a password complexity check to screen passwords
selected by the user.

The data dictionary contains a unique set of security attributes
for each user including their username, password management
information, account status (i.e. locked or unlocked), privileges,
roles and resource limits that can be displayed and modified by
suitably authorised users using standard SQL commands.

In the case of an enterprise user the password management
information is held in the directory. Privileges and roles are
determined by the TOE using a combination of the local
privileges and roles stored for the user in the local database and
the global roles stored and managed for the user in the directory.

Note that the determination of auser’s privileges and attributes
istill afunction of the TOE even in the case of enterprise users,
athough thisfunction then may retrieveand usea soinformation
about the user from the directory. Note that the directory stores
only information about the global roles a user has. Assigning
privilegesto those global rolesisstill donein each database. The
privileges assigned to global roles may therefore differ from
databaseto database. Managing the privileges assigned to global
rolesis therefore done in each database and uses the same
management functions as are used for managing local roles.

A local database user is authorised to change the password
associated with that user within the following constraints:

a) If theuser’ sprofileincludes acomplexity check function,
then the new password is accepted only if it meetsthe
criteria of the complexity check.

b) If the user’s profile specifies password reuse constraints
and the user attemptsto reuse apassword, the TOE rejects
the change if the reuse constraints are not met. [SQL, 15:
CREATE PROFILE].

For each OL S policy defined for the database, the datadictionary
contains a set of security attributes for each user authorised to
access data protected by that policy. These security attributes
include the user label authorisations, initial session label, initia
default row label and policy privileges. The user |abel
authorisations consist of a maximum and minimum level, a set
of authorised compartments, a set of authorised groups, and, for
each such compartment and group, a specification of read-only
accessor read-writeaccess. Whenfirst created, auser hasno such
security attributes, but they can be set and modified by suitably
authorised users.
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F.IA.SESSION

F.IA.SESSUPD

Resource Control

Database Resour ces F.LIM.CNF

F.LIM.POL

F.LIM.NSESS

F.LIM.TIME

F.LIM.RSESS

F.LIM.RCALL

When starting a new database session, the session label and
default row label for each applicable OLS policy are set as
follows:

a) When auser connectsto thedatabase, for each OL Spolicy
for which the user is authorised, the TOE will set the
session label and default row label for the user’s session
using theuser’ sinitial session label andinitial default row
label attributes defined for the policy in the data
dictionary;

b) If auser isalready connected to the database, but uses OCI
to begin anew database session, for each OL S policy for
which thereisasys CONTEXT, if theSys CONTEXT
variables INITIAL_LABEL and INITIAL_ROW_LABEL are
within the user’ s label authorisations, then they are used
instead of the user’ s attributes in the data dictionary in
setting the session label and default row label.

A user can change the session |abel and default row label for the
user’ ssession provided theselabel sremain withintheuser’ slabel
authorisations.

The TOE will allow only a suitably authorised user to:
a) alter the default Resource Profile for a database;

b) create and alter specific Resource Profilesand assign and
reassign them to each individual database users.

When a user attemptsto use a database resource that is subject
to control s specified by Resource Profiles, the TOE will enforce
the limits specified by the resource profile (if any) explicitly
assigned to the user, otherwiseit enforcesthe limits specified by
the default Resource Profile for the database.

The TOE prevents a user from creating more than the maximum
number of concurrent sessions specified for that user for an
instance of the TOE.

If auser exceeds the specified CONNECT_TIME or IDLE_TIME
resource limits by the (OS specific) amount for asingle session
then the TOE will terminate the session when the user attempts
an operation.

If auser attempts to perform an operation that exceeds the
specified resource limits for asingle session then the TOE will:

a) terminate the operation;
b) force the termination of the session.

If auser attemptsto perform an operation that exceeds the
specified resourcelimitsfor asingle SQL statement thenthe TOE
will terminate the operation.
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Object Access Control

Discretionary Access Control

F.ACCESS For all attempts by subjects to access objects which are subject
to the administration of rights, the TOE shall:

a) verify the validity of the request on the basis of the
discretionary access control policy and, if the object has
alabel, the label-based access control policy; and

b) reject the attempt if either the discretionary or the label-
based access checksfail.

Note that if the discretionary access check fails, the label-based access check will not
be made.

F.DAC.OBID The TOE ensures that every object created in adatabaseis
uniquely identified in that database. Specifically, each schema
object owned by anormal user is uniquely identified within the

user’s schema.

F.DAC.OBREF  TheTOE correctly resolves every reference to a database object
that conforms to the Object naming rules specified in [SQL, 2],
including references via database links?.

F.DAC.SUA For normal users, the TOE enforces DAC on database objects
based on the following subject attributes:

a) the identity of the user associated with the database
session;

b) the system privileges and object privileges which are
effective for the database session.

F.DAC.OBA For normal users, the TOE enforces DAC on database objects
based on the following object attributes:

a) the identity of the owner of the object;

b) the object privileges which have been granted on the
object;
c) and any security policies providing fine-grained access
control for the abject.
F.DAC.POL The TOE enforces the following rules to determineif an

operation among controlled subjects and controlled objectsis
alowed:

a) If the user isthe owner of the object then the requested
accessis alowed.

b) If the database session hasthe necessary object privileges
effective for the object then the requested accessis

1.  Theowner of an object isthe owner of the schema containing the object, not necessarily the user who
created the object. More precisely, unique identification is by object type as well as object name within a
schema.

2. A referenceto adatabase link (e.g. CONNECT /@otherdb or SELECT * FROM TBL @otherdb) will
be correctly resolved to the referenced database. A database object can be uniquely identified in a distrib-
uted system, becauseit isuniquely identified in the database, and the database is unique in the system. The
threat is that failure to uniquely identify objects and user accounts could result in reading, creating, modi-
fying or destroying the wrong object (or copy of an object) if the user has the same access rights in each
database.
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F.DAC.SEP

F.DAC.OR

L abel-Based Access Control F.LBAC.POL

allowed. The object privilegesrelevant to different types
of objects are specified in [SQL, 18: GRANT
(grant_object_privileges)], and provide the ability to
restrict a user’s access to an object to those operations
which do not modify the object.

C) If the database session hasthe necessary system privileges
effectivethentherequested accessisallowed. Thesystem
privilegesrelevant to different typesof database-wideand
schema-specific operations are specified in [SQL, 18:
GRANT (grant_system privileges)] and provide the
ability to restrict a user’s use of operationsto those
operations which do not modify objects.

d) To perform DML operations that are required to issue a
DDL statement the user must have all the privileges
required as directly granted privileges. Privileges
received through arole will not be evaluated in this case.

€) If the user is connected AS SYSDBA (the database session
hasthe privilege to override the access controls) then the
requested access is allowed.

f) If the user is connected AS SYSOPER and the operation is
one of those specified in [DAG, 1. Database
Administrator Authentication (0SDBA and OSOPER)], for
the 0SOPER role then the requested accessis allowed.

The TOE does not allow interference between concurrent
database sessions.

Upon allocation of aresourceto schemaand non-schemaaobjects,
any previous information is unavailable. In Oracle, thereisno
way to accessan object onceit hasbeen deleted, i.e. theresources
have been returned to the TOE. Thisisbecause any referencesto
it no longer exist and, even if they were recreated, they would
never be associated with the previous, non-existent object.

All objectshaveauniqueID. Evenif adeleted object isrecreated
using the same name, the object ID would be different.

Schema and non-schema objects are defined in [SQL, 2].

The label-based access policy of the TOE shall permit a subject
to access an object which hasalabel only if, for all OLS policies
protecting the object:

a) the LBAC access mediation rules permit the subject to
perform the operation as follows:

observation of the contents of a database object by a
database subject is governed by the rules as specified in
FDP_IFF.2.2a, and elaboratedin[OLSAG, 3: TheOracle
Label Security Algorithm for Read Access, [OLSAG, 8:
READ CONTROL_ Reading Data, and [OLSAG, 14:
Algorithm for Read Access with Inverse Groups],
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modification of a database object by adatabase subject is
governed by the rules as specified in FDP_IFF.2.2b, and
elaborated in [OLSAG, 3: The Oracle Label Security
Algorithm for Write Access, [OLSAG, 8:
WRITE_CONTROL: Write Data, and [OLSAG, 14:
Algorithm for Write Access with Inverse Groups]; or

b) the subject’ s database session has the necessary OLS
policy privileges which enable override of the LBAC
access mediation rules (see [OLSAG, 3: Using Oracle
Label Security Privileges] and [OLSAG, 14: Algorithms
for COMPACCESS Privilege with Inverse Groups]); or

C) theuserisSY Sor LBACSY Sorisconnected ASSYSDBA;
or

d) the subject’ s database session has the system privilege
EXEMPT ACCESS POLICY effective.

Note that the LBAC policy applies to subjects which are database users and processes
and tasks running on behalf of such usersand appliesto objectswhich arerowsin ta-
bles that have been assigned one or more OLS policies. Further details on the LBAC
policy are provided in:

[OLSAG 8: Choosing Policy Options] and [ OLSAG, 14: How Inverse Groups
WorKk], which describe the various policy options

[OLSAG 8: Exemptions from Oracle Label Security Policy Enforcement], which
describes the exemptions that are allowed from OLS policy enforcement

[OLSAG 8: Inserting Labeled Data Using Palicy Options and Labeling Func-
tions], [OLSAG, 8: Updating Labeled Data Using Policy Options and Labeling
Functions], [ OLSAG, 8: Deleting Labeled Data Using Policy Options and Labe-
ling Functions] and [ OLSAG, 14], which describe how the enforcement options
and labelling functions affect the insertion, update and deletion of labelled data

[OLSAG, 8: Using a QL Predicate with an Oracle Label Security Policy], which
describes the use of SQL predicates with an LBAC policy

[OLSAG 4: Determining Upper and Lower Bounds of Data] and [ OLSAG, 14:
LEAST _UBOUND with Inverse Groups] and [OLSAG 14:

GREATEST _LBOUND with Inverse Groups|, which describe the Least Upper
Bound and Greatest Lower Bound functions which relate to the dominance rela-
tionship used for some of the LBAC mediation rules

[OLSAG A: Analyzing the Relationship Between Labels] and [ OLSAG, 14: Dom-
inance Rules for Labels with Inverse Groups], which describe functions to calcu-
late whether a label dominates another |abel

[OLSAG, 14] which describes the rel easabilities scheme which isimplemented
via the INVERSE_GROUP policy enforcement option .

Note that an implication of this SF isthat a subject can only access an object that has
been put under the protection of more than one OLS palicy if the LBAC mediation
rulesfor all of these OLS policies permit the subject to access the object.

F.LBAC.LABSET Wheninserting arow in atable protected by an OL S policy, the

row’s label for each such policy is set according to the
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F.LBAC.LABUPD

F.LBAC.REF

enforcement options defined for the policy (see [OLSAG, 4:
Inserting Labeled Data] and [OL SAG, 8: The L abel Management
Enforcement Options] up to and including the section headed
“Understanding Labeling Functions in Oracle Label Security
Palicies’).

Attempts to update the label of arow in atable protected by an
OL S policy are subject to the enforcement options defined for
the policy (see [OLSAG, 8: The Overriding Enforcement
Options] and [OLSAG, 8: Evaluating Enforcement Control
Options and UPDATE]).

If achild row isbeing inserted or updated when the parent row
isin atable protected by an OLS policy, then if the child row is
in atable which has areferential integrity constraint, the user
must have LBAC read access to the parent row.

F.LBAC.TRIGGERThe TOE will execute atrigger with the session label and with

F.LBAC.XVP

the policy privileges of the user that invoked the trigger.

The TOE will execute a stored procedure, function or package
with the user’s session label and with the set of OLS policy
privileges which is the union of:

a) the OL S policy privileges of the executing user; and

b) the OL S policy privileges assigned to the stored
procedure, function or package.

Note that if another stored procedure, function or package (which is known as a
“ stored program unit” ) is called within the execution of the original stored program
unit, it runs with the same OLS policy privileges as the original stored program unit.

F.LBAC.MOD

The TOE only allows suitably privileged users to modify or
delete the packages that implement LBAC.

Note that only trusted administrators have sufficient privilege to affect the way LBAC
operates by modifying or deleting the relevant packages.

Privileges and Roles

Granting and Revoking Privileges F.APR.GOP
and Roles

Oracle Database 10g hasimplemented arole concept that allows
to define new roles, assign privileges (including privilegesto
access database objects) to arole and assign roles to users. This
mechanism allows to model the concept of a“group” where
system privileges and object privileges are assigned to a group
and usersinherit such privileges when they become amember of
thegroup. Therefore " group accessrightsto database objects’ as
required by [BR-DBMSPP] can be easily modelled in Oracle
Database 10g using the role model and assigning object
privilegesto roles. The privileges assigned to roles are always
defined in the local database, but an Enterprise user may have
global roles assigned to him, which are stored and maintained in
the directory. The privileges that a user gets assigned via those
roles are those that are associated with this role in each local
database.

A normal user (the grantor) can grant an object privilegeto
another user, role or PUBLIC (the grantee) only if:
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a) the grantor is the owner of the object; or

b) the grantor has been granted that object privilegewith the
GRANT OPTION.

F.APR.ROP A normal user (the revoker) can revoke an object privilegefrom
another user, role or PUBLIC (the revokee), and any further
propagation of that object privilege started by the revokee, only
if the revoker isthe origina grantor of the object privilege.

F.APR.GRSP A user (the grantor) can grant asystem privilege to another user,
role or PUBLIC (the grantee), and revoke a system privilege from
the grantee, only if:

a) the grantor (or revoker) is connected AS SYSDBA; or

b) the database session of the grantor (or revoker) hasthe
GRANT ANY PRIVILEGE privilege effective; or

c) the grantor (or revoker) has been granted that system
privilege directly with the ADMIN OPTION.

F.APR.GRPP For agiven OLS policy, policy, auser (the grantor) can grant a
policy privilege to another user or to a stored program unit and
can revokeapolicy privilegefromthegrantee, only if thegrantor
(or revoker) has been granted the policy DBA role and has the
EXECUTE privilege for the saA_USER_ADMIN package.

F.APR.GRR A user (thegrantor) cangrant aroleto another user, roleor PUBLIC
(the grantee), and revoke arole from the grantee, only if:

a) the grantor is connected AS SYSDBA; or

b) the database session of the grantor (or revoker) hasthe
GRANT ANY ROLE privilege effective; or

c) the grantor (or revoker) has been granted that role with
the ADMIN OPTION.

To create arole a user must have the CREATE ROLE system
privilege.
Note that ¢) includes the case where the grantor isthe user who created therole - see

[SG, 11: Granting the ADMIN OPTION], which states:“ When a user createsa role,
the role is automatically granted to the creator with the ADMIN OPTION.” .

Enabling and Disabling Roles F.APR.DER A role can be granted to a user in one of the following ways:

a) As adefault role, in which case the role will be enabled

automatically for each database session created by that

userl,

b) As anon-default role, in which case
i if theroleis configured in the TOE as being
identified using a package, then that package must

explicitly enabletheroleduring adatabase session
in order for any other roles within that role to be

1. A default roleisenabled at session creation bypassing any authorisation required for that role.
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enabled and any privileges within that role to
become effective for that user; or

ii. if theroleis configured in the TOE as being not
identified, then the user must explicitly enablethe
roleduring adatabase sessioninorder for any other
roles within that role to be enabled and any
privileges within that role to become effective for
that user.

iii. if theroleis configured in the TOE as being
identified globally then the user can only be
authorizedto usetheroleby anenterprisedirectory
service. Theroleis defined in the database by
granting privileges and rolesto it, but the global
role can not be granted itself to any user or other
rolein the database. When a global user attempts
to connect to the database, the enterprise directory
is queried to obtain any global roles associated
with the user.

F.APR.EDR During a database session the user can control which roles are
effective at any time during the course of the database session by
enabling and disabling the roles which have been granted to that
user (where the role may have been granted directly to the user

1
or granted indirectly to the user through other roles ), subject to
the following restrictions which apply to remote sessions:

a) The non-default roles granted to a user in aremote
database cannot be enabled while the user is connected to
the remote database.

b) The default roles granted to a user in aremote database
cannot be disabled while the user is connected to the
remote database.

Note: the'setrole’ command can not beimplemented onaremote
databaseviaaDatabaselink. Y ou cannot specify aroleidentified
globally. Global rolesare enabled by default at login, and cannot
be reenabled later.

Effective Privileges F.PRI.SPRIV An object or system privilege will be effectivein auser session
only if:
a) the privilege was granted to the user directly and has not
been revoked from the user; or

b) the privilege was granted indirectly viathe puBLIC user
group and has not been revoked from PUBLIC; or

C) the privilege was granted to the user indirectly viaarole,
and has not been revoked from that role and theroleis
effective in the current session.

1. When arolethat has been granted other rolesis enabled all theindirectly granted roles are implicitly
enabled.
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F.PRI.PPRIV

F.PRI.XVP

F.PRI.PRX

F.PRI.DEF

Audit and Accountability F.AUD.SOM

F.AUD.SEV

An OLSpolicy privilegewill be effective for the policy in auser
session only if the privilege was set in the user’ s data dictionary
entry for the policy before the start of the session.

A suitably authorised user can provide other users with accessto
proxy mechanisms (namely Views and Program Units) which
will act on behalf of the owning user (by executing with the
directly granted privileges of the owning user) to alow other
usersto have controlled accessto specified aggregations of data.

A suitably authorised user can provide other userswith theability
to establish a proxy connection for another user. The authorised
user can control which user roles are availabl e to the proxy
session.

When anew user iscreated, by default the new user’ sobjectsare
stored in the database default tabl espace. If no default tablespace
isassigned for the database, the user’s objects are stored in the
SYSTEM tablespace.

When standard auditing is enabled (as DBMS or OS Auditing)
for an instance, the TOE will:

a) write an audit record for every occurrence of an auditable
event other than CONNECT and DISCONNECT; and

b) write an audit record for every pair of CONNECT/
DISCONNECT events.

The TOE will alow a suitably authorised user to specify which
events for a database are auditable, as follows:

a) by use of DDL statements;
b) by use of DML statements;
i for specified Object Privilege Objects;

ii. for all Object Privilege Objects subsequently
created, by default;

C) by use of system privileges;

d) by use of data access based on content;

e) for each event of type b) by session or by access, i.e. only
one audit record written for each auditable event that
occursin the same session or one audit record written for
each auditable event. For events of type ¢) by session or

by access, unlessa DDL statement when always by
access;

f) for each event of type a), b) and c) by outcome, i.e.
success, failure, or both.

0) for each event of type a) and c);

64

OLS Security Target for Oracle Database 10g
Release 2 (10.2.0)

October 2007

Issue 2.0



i. for all users;

ii. for specified users;

iii.  for specified proxies on behalf of any user;

iv.  for specified proxies on behalf of specified users;

F.AUD.ALW I rrespective of the TOE'saudit configuration, the TOE will audit
every successful occurrence of the following events to the
operating system:

a) start-up;

b) shut-down;

C) connection through the keywords AS SYSDBA or AS
SY SOPER.

Notethat for the Solarisand Linux platforms, OSauditable Oraclerecordsarewritten
to standard text file audit logs in the OS.

F.AUD.CNF The TOE will alow only asuitably authorised user to set or alter
theaudit configurationfor adatabase. Thisincludesal so enabling
or disabling of the audit function in general.

Note that, by default (after installation), the TOE allows only SYSand SYSTEM (who
are granted the DBA role during installation) and users connected AS SYSDBA to set
and alter the audit configuration. It is possible for these users to grant the relevant
privileges to other users.

F.AUD.ACC The TOE will allow suitably authorised usersto select by criteria
audit information from the database audit trail, as follows:

a) any suitably authorised user can view all audit records;
b) the owner of an object can view the audit recordsrelating

to that object.
1
F.AUD.DEL The TOE will allow only asuitably authorised user to delete or
update audit records from the Database Audit Trail.
F.AUD.INF The TOE will record the following information into each

Database Audit Trail record, provided that the information is
meaningful to the particular audited event:

Dateand timeof event; username; instance number for the Oracle
instance where the user is accessing the database; session
identifier; terminal identifier of the user’ s terminal; name of
object accessed; operation performed or attempted; outcome of
the operation; system privileges used.

In particular:

a) when auser attempts a connection to a database, whether
successful or not, at least the following information is
recorded when the TOE is configured to audit connection

1 By default, the TOE alows only SYS and SY STEM (who are granted the DBA role during installa-
tion) and users connected AS SY SDBA to del ete or update rows from the database audit trail (whichisheld
in SYSTEM.AUDS$ for OLS). It is possible for these usersto grant the relevant privilegesto other users, but
it isassumed that they will not do thisin practice.
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b)

0)

d)

attempts: date and time of event, username, instance
number for the Oracleinstancewheretheuser isaccessing
the database, session identifier, termina identifier of the
user’sterminal, outcome of the connection attempt;

when a user attempts to access any database object,
whether successful or not, at least the following
information is recorded when the TOE is configured to
audit such access attempts. date and time of event,
username, name of object accessed, operation performed
or attempted, outcome of the operation;

when auser attemptsto createor drop any database object,
whether successful or not, at least the following
information is recorded when the TOE is configured to
audit such create or drop actions: date and time of event,
username, name of object to be created or dropped,
operation performed or attempted, outcome of the
operation;

when auser attemptsto affect the security of the TOE, by,
for example, starting up and shutting down an instance of
the TOE, creating new, modifying existing or dropping
old user accounts, tablespaces, databases, rollback
segments, etc. as the TOE permits at least the following
information is recorded when the TOE is configured to
audit such actions: dateandtimeof event, username, name
of object accessed, operation performed or attempted,
outcome of the operation.

F.AUD.LCOL Whenever an audit record is written to the database audit trail,
for each OL Spolicy that hasbeen created for the database, alabel
column is present which can hold the session label.

F.AUD.LAUD TheTOEwill allow asuitably authorised user to enableor disable
auditing of labels for a specified OLS policy.

F.AUD.LEN The TOE will allow asuitably authorised user to enable auditing
of OLS eventsto the database audit trail for a particular OLS
policy, specifying options for:

a)
b)
0)

d)

specific usersto be audited;
whether auditing isBY ACCESS Or BY SESSION;

whether eventswith SUCCESSFUL and/or NOT SUCCESSFUL
outcomes are to be audited;

specific OL S events to be audited:
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i. application of specified OLS policy to tables or
schemas;

ii. removal of specified OLS policy from tables or
schemeas;

iii.  the setting of user authorisations and user and
program privileges;

iv.  theuseof all policy-specific privileges.

Note that audit records for OLS events will not be written to the audit trail unlessthe
AUDIT_TRAIL initialisation parameter has been set to DB or OSin the database's
parameter file prior to starting up the database.

F.AUD.LDIS The TOE will alow asuitably authorised user to disable auditing
of OLS events to the database audit trail for a particular OLS
policy, specifying options for:

a) specific users not to be audited;
b) specific OL S events not to be audited:

i. application of specified OLS policy to tables or
schemas;

ii. removal of specified OLS policy from tables or
schemas;

iii.  thesetting of user authorisations and user and
program privileges;

iv.  theuseof all policy-specific privileges.

F.AUD.VIEW Oracle providesboth the SQL language and built-in views, based
on the underlying audit trail table, with the ability to both view
and search the audit data.

F.AUD.LVIEW The TOE alowsasuitably authorised user to create aview of the
audit trail which contains the specified policy’slabel column as
well as al the entries in the audit trail written on behalf of the

policy.
F.AUD.FULL With DBM S auditing, if the tablespace containing the audit trail

table becomes full, no further auditable actions can occur until
space is made available.

Data Consistency F.CON.DIC TSF dataused by the databaseisstored in the databasedictionary,
whichisitself treated asadatabase object. Thedatadictionary is
acollection of database tables and views containing reference
information about the database, its structures, and its users.
Oracle accesses the data dictionary frequently during SQL
statement parsing. This accessis essential to the continuing
operation of Oracle.

Thedatadictionary isaccessed so often by Oraclethat two special
locationsin memory are designated to hold dictionary data. One
areais called the data dictionary cache, also known as the row
cachebecauseit holdsdataasrowsinstead of buffers(which hold
entire blocks of data). The other areain memory to hold

OLS Security Target for Oracle Database 10g 67
Release 2 (10.2.0)

October 2007

Issue 2.0



dictionary dataisthe library cache. All Oracle user processes
share these two caches for accessto data dictionary information.

When accessing data in the dictionary the Oracle database first
checksif the requested dataisin the cache. If not, the cache
functions are used to load the data into the cache potentially
overwriting another block in the cache. The Oracle database
includes functions that will ensure that cache entries are marked
dirty when they are updated and will ensure that dirty cache
entries are written back to disk in due time (at least before they
are overwritten by another block retrieved from disk).

F.CON.RAC Real Application Clusters (RAC) use a cache-to-cache block
transfer mechanism known as Cache Fusion to transfer read-
consistent images of blocks from one instance to another. RAC
does this using high speed, low latency interconnects to satisfy
remote requests for data blocks. This ensuresthat al nodes will
accessthelatest version of ablock of the database (including one
from the dictionary) they need to read or update. RAC includes
protocolsthat tell other nodes when it needs shared or exclusive
accessto ablock, get this access granted using a global locking
mechanism, control that no other node has any conflicting lock,
writedirty blocksto disk, update theinformation about the block
in other nodes and release any lock granted.

Note: This Security Function applies only when the TOE is
configured with Real Application Clusters(RAC). In
configurations without RAC, data consistency in a clustered
configuration is not considered and consistency is achieved
solely by the security function F.CON.DIC.

Security M echanisms and Techniques

When authentication is performed by Oracle Database 10g, a password is used for
authentication. The TOE performs a cryptographic hash function (using a modified
Data Encryption Standard (DES) algorithm) on passwords prior to storing them in the
database. The TOE password management functions (together called the PWD
mechanism) provide a Strength of Function level of SOF-high for the passwords of
local users. This exceeds the DBMS PP Strength of Function level of SOF-basic as
required by [BR-DBM SPP).

Specific SFs supporting the claimed SOF are;
* FIA.DBA (SOF-High); and

« FRIA.PWD, FIAATT & FIA.USE support F1A.DBA by providing password
management mechanisms for passwords of local users.

In the case of en enterprise user, the password is managed in the directory server and
stored there in the same way as the password for local usersis stored in the database
dictionary. The directory server allows to define a password policy ensuring that the
passwords meet a Strength of Function level of SOF-high but passwords managed by
the directory server are not rated since the directory server is part of the TOE environ-
ment.
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Assurance M easures

The target assurance level is EAL4 augmented with ALC_FLR.3, which exceeds the
assurance requirements for basic robustness as stated in [BR-DBM SPP]. No other
specific assurance measures are claimed. The following table identifies the Oracle
Database 10g documentation that supports each security assurance requirement for
EAL4 and also the assurance requirement for ALC_FLR.3.

Table 8: TOE Assurance Measures

Component Name Documents
ACM_AUT.1 Partial CM Automation | [CM]
ACM_CAPA4 Generation Supportand | [CM]
Acceptance Procs
ACM_SCP.2 Problem TrackingCM | [CM]
Coverage
ADO_DEL.2 Detection of Modifica- | [OQM]
tion
ADO_IGS.1 Installation, Genera- [ICG] [OLS IN] [OLS ECD]
tion, and Startup
ADV_FSP.2 Fully Defined External | [ERR] [OCI]
Interfaces
ADV_HLD.2 Security Enforcing [AD] [OLS _AD]
High-level Design
ADV_IMP.1 Subset of the TSF [SRC] [OLS_SRC]
Implementation
ADV_LLD.1 Descriptive Low-level | [DD] [OLS DD]
Design
ADV_RCR.1 Informal Correspond- [AD] [OLS AD] [DD] [OLS DD] [DT] [SRC]
ence Demonstration
ADV_SPM.1 Informal TOE Security | [OLS_SPM]
Policy Model
AGD_ADM.1 Administrator Guid- [OLS _ECD] [GA] [OLS_GA] and Oracle publica-
ance tions relevant to administrators
AGD_USR.1 User Guidance [GA] [OLS_GA] and Oracle publications relevant to
users
ALC DVS1 Identification of Secu- | [SODE]
rity Measures
ALC LCD.1 Developer DefinedLife | [LCS]
Cycle Model
ALC TAT.1 Well Defined Develop- | [CM]
ment Tools
ATE_COV.2 Analysis of Coverage [TP]
ATE_DPT.1 Testing - High-level [T
Design
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Table 8: TOE Assurance Measures

diation

Component Name Documents
ATE_FUN.1 Functional Testing [TP]
ATE_IND.2 Independent Testing [TP]
AVA_MSU.2 Validation of Analysis | [GA] [OLS GA]
AVA_SOF.1 Strength of TOE Secu- | [SOF]
rity Functions
AVA_VLA.2 Independent Vulnera- [VA] [OLS VA]
bility Analysis
ALC FLR3 Systematic Flaw Reme- | [FLR]
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CHAPTER

PP Reference

PP Tailoring

PP Additions

Protection Profile Claims

The TOE conforms to the U.S. Government Protection Profile for Database Manage-
ment Systems in Basic Robustness Environments, Version 1.1 [BR-DBMSPP].

Table 3 in chapter 5 identifieseach SFR for this Security Target that was derived from
[BR-DBMSPP] and the tailoring operations performed relative to [BR-DBM SPP].
Thetailoringisidentified in ITALICISED CAPITAL LETTERSwithin thetext of each
SFR in chapter 5. All of the tailoring operations are in conformance with the assign-
ments and selectionsin [BR-DBMSPP)]. Security functional requirements additional
to those defined in [BR-DBM SPP] are marked bold in table 3 of chapter 5. Tailoring
of those SFRs with respect to part 2 of the CC isalso identified in ITALICISED CAP-
ITAL LETTERS

There are three additional threats not listed in [BR-DBM SPP]:

T.RESOURCE has been added asthe threat of asingle user attempting to consume da-
tabase reources in away that would prohibit other users from accessing the DBMS.

T.AUDIT_COMPROMISE has been added as the threat of an unauthorized user to
compromisetheaudit trail such that accountability of auser for hisactionsisno longer
given.

T.LBAC has been added to address the threat of a user getting access to labelled in-
formation without having the appropriate clearance.

There are two additional organisational security policiesnot listed in [BR-DBM SPPF]:

P.LABEL addresses the policy to assign the appropriate label to database objects and
subjects.
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P.INFOFLOW addresses the policy to ensure that the rules of the label based access
control prohibits users to get access to information they are not cleared for.

There are the following additional security objectives not listed in [BR-DBM SPP]:
O.ACCESS.LBAC has been added to address the threat T.LBAC.
O.RESOURCE has been added to address the threat T.RESOURCE.

O.AUDIT_REVIEW hasbeen added to address the ability of the TOE to provide func-
tionsfor authorized administartorsto evaluate the audit log entries. This objective sup-
ports the organizational security policy PACCOUNTABILITY included in [BR-
DBMSPP]. Reviewing the audit records is afunction [BR-DBM SPP] allowsto be
doneinthe I T-environment, but Oracle Database 10g providesits own functionsto do
this.

O.AUDIT_PROTECTION has been added to addressthe ability of the TOE to protect
itsaudit trail. While[BR-DBM SPP] allowsto store the audit trail in storage managed
and protected by the IT environment, Oracle Database 10g uses objectsit controlsit-
self to store the audit trail. Therefore the TOE is also responsible for the protection of
the audit trail.

Note that the additional objectives O.AUDIT_REVIEW and
O.AUDIT_PROTECTION have been taken from [BR-MAN] with
O.AUDIT_REVIEW being phrased more specific.

Thereisan additional security objectivefor thel T environment, OE.DIR_CONTROL
addressing the objectivefor acontrolled directory server inthe I T environment to sup-
port authetication of Enterprise Usrers.

There is another additional security objective for the environment, OE.COM_PROT
addressing the objective of securing the communication between distributed parts of
the TOE and between the TOE and the external directory server.

Thereisan additional underlying system assumption, A.MIDTIER, which isincluded
to ensure accountability in multi-tier environments. Although the O-RDBMS can au-
dit the actions of a proxy user, accountability relies upon the correct identity of the cli-
ent (given during the connection by the middle-tier). As explained in chapter 1 (TOE
Overview), this type of environment is an addition to the scope of evaluation (which
was first introduced for Oracle8i).

An additional assumption A.DIR_PROT isincluded to address the issue of users man-
aged centrally in adirectory server.

An additional assumption A.COM_PROT isincluded to address the issue of secure
communication between different parts of the TOE aswell as between the TOE and
the directory server.

Table 3 and Table 4 in chapter 5 list each Security Functional Requirement (SFR) in-
cludedinthis Security Target not related to thelabel based access control. These SFRs
were all included in [BR-DBM SPP], with the exception of those additional SFRs
marked in bold in tables 3 and 4 of chapter 5. Table 4 in chapter 5 lists the additional
Security Functional Requirements related to the label based access control function.

The assurance requirements specified in this security target are those for EAL4 aug-
mented with ALC_FLR.3. Thisisasuperset of all assurance requirementslisted in
[BR-DBM SPP].

The additional threats and objectives have been included to address the additional se-
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curity functional requirementsin the ST. Some of the additional security functional re-
quirements address al so security objectiveslisted in [BR-DBMSPP]. They actualy
address the sometimesincompl ete coverage of the objectiveslisted in[BR-DBM SPP]
by the security functional requirementslisted in[BR-DBM SPP]. Therationale chapter
in this document will discuss thisin more detail.

A number of security functional requirementsfor the IT environment has been added
to address the use of an external directory server for the support of the authentication
of Enterprise Users and the management of security attributes od such users.
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CHAPTER

Rationale

Security Objectives Rationale

As per [BR-DBMSPP, chapter 6] with the additional TOE security objectives O.RE-
SOURCE, O.AUDIT_REVIEW, O.AUDIT_PROTECTION, O.ACCESS.LBAC and
the additional environmental security objectives OE.DIR_CONTROL and OE.COM-
PROT.

This section therefore discusses only the additional security objectivesnot includedin
[BR-DBMSPP].

O.RESOURCE helpsto mitigate the threat T.RESOURCE by ensuring that individual

users can not use more of specific resourcesthan defined in their quota. An authorized
administrator that can assign quotas to users can use this function to ensure that a suf-
ficient amount of resources of a specific kind is always available allowing authorized

users to use the DBMS at any time they are allowed by the TOE policy to useit.

O.AUDIT_REVIEW helps to address the organizational security policy P.AC-
COUNTABILITY by providing authorized administrators with the ability to selec-
tively review the audit log information.

O.AUDIT_PROTECTION helpsto mitigatethethreat T AUDIT_COMPROMI SE by
protecting the audit trail from unauthorized access and loss of audit records.

O.ACCESS.LBAC helpsto mitigate the threat T.LBAC and a so addresses the poli-
cies P.LABEL and P.INFOFLOW.

OE.DIR_CONTROL addresses the need to control an external directory server used
as an external entity supporting the TOE in the authentication of Enterprise Users.
Proper authentication and access control is required to prohibit that user information
stored in the directory is accessed in an unauthorized way. OE.DIR_CONTROL is
mapped to SFRsfor the IT environment (specific for the directory server).

OE.COM_PROT addresses the need to protect communication links between distrib-
uted parts of the TOE as well as between the TOE and the external directory server.

OE.CLIENT_AP addresses the need to have only applications installed on the client
system that are developed in accordance with the Oracle devel opment guidance and
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T.LBAC Rationale

P.LABEL Rationale

P.INFOFLOW Rationale

Assumptions Rationale

use only the interefaces published there.
Therationalesfor T.LBAC, P.LABEL and P.INFOFLOW are given below.

T.LBAC (Unauthorised Access to Labelled Information) is directly countered by
O.ACCESS.LBAC, which ensures that labels are provided for objects and subjects
and uses these labels to enforce an information flow control policy. OE.USERS en-
sures that administrators assign appropriate label authorisations and policy privileges
to users.

P.LABEL isdirectly satisfied by O.ACCESS.LBAC, which reguires provision of la-
bels for subjects and database objects as defined by P.LABEL. OE.USERS supports
this OSP by ensuring that administrators assign appropriate label authorisations and
policy privilegesto usersin accordance with P.LABEL.

P.INFOFLOW isdirectly satisfied by O.ACCESS.LBAC, which requires provision of
an information flow control policy as defined by P.INFOFLOW. OE.USERS supports
this OSP by ensuring that administrators assign appropriate label authorisations and
policy privilegesto users.

Theassumptionsrationalein [BR-DBM SPP, chapter 6.2] appliesto the TOE, with the
following additions:

A.MIDTIER states that any middle-tier must passthe original client ID through to the
TOE. A.MIDTIER isdirectly provided by OE.NO_EVIL because [ECD] includesthis
requirement for the use of amiddle-tier and advisesthe administrator how to configure
it correctly.

A.DIR_PROT states that the directory server used to store information for Enterprise
Usersis protected from unauthoized access and managed correctly. A.DIR_PROT is
provided by OE.DIR_CONTROL and the guidance for the configuration and manage-
ment of the directory server. OE.DIR_CONTROL is an objective for the IT environ-
ment, since the directory server is not part of the TOE.

A.DIR_MGMT states that the the information about Enterprise uers stored in the di-
rectory is managed by authorized personnel only. Thisis provided by
OE.DIR_CONTROL which allowsto restrict access to the information on Enterprise
usersto defined users.

A.COM_PROT statesthat communication links between distributed parts of the TOE
aswell as communication links between the TOE and the external directory server
need to be protected. This assumption is covered by OE.COM_PROT.

A.CLIENT_AP states that client applications shall be developed in accordance with
the Oracle devel opment documentation and only use the published interfaces. Thisas-
sumption is covered by OE.CLIENT.AP.

Security Requirements Rationale

Suitability of Security
Requirements

[BR-DBM SPP, section 6.3] show that the SFRs defined in [BR-DBM SPP, sections
5.1 and 5.2 and 5.3] satisfy the IT security objectives defined in [BR-DBM SPP].
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The table below correlates the I T security objectivesto the SFR that is additional to
those provided in [BR-DBM SPP] which satisfy them (asindicated by a ), showing
that each I T security objectiveis satisfied by the additional SFR, and that the addition-
al SFR satisfies at least one I T security objective. Note that some additional SFRs ac-
tually contribute to satisfy security objectives defined in [BR-DBMSPP]. Therefore
the security objectives those SFRs contribute to are listed in the table, while those se-
curity objectiveslisted in [BR-DBM SPP] where none of the additional SFRs contrib-
ute to are not listed.

Table 9: Correlation of IT Security Objectivesto SFRs
Additional to [ BR-DBMSPP]

O
o|2|2(12192¢
( > | v | o
2| S c| 2|l o| O
O
. 2131913 m™]Q
Requirement e il | m
cC IJU | n 2 8;
TS| m|3|m|8|F
< Py, — w
% ml e 0n| >
g S5 | B3
FAU_SAR.1 Y
FAU_SAR3 Y
FAU_STG.1 Y
FAU_STG.4 Y
FIA_AFL.1 Y
FIA_SOS.1 Y
FIA_UAU.1 Y
FIA_UID.1 Y
FIA_USB.1 Y
FPT_RVM.1 Y
FRU_RSA.1 Y
FDP_IFC.1 Y
FDP_IFF.2 Y
FMT_MOF.1(2) Y
FMT_MSA.1(2) Y
FMT_MSA.3 Y

O.ACCESS.LBAC Suitability
O.ACCESS.LBAC is directly provided by FDP_IFC.1 which defines the objects of
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the information control policy and FDP_IFF.2 which defines the information control
policy rules. FMT_MOF.1 and FMT_SMF.1 ensure that the behaviour of theinforma-
tion control policy mechanism is protected from unauthorised modification.
FMT_MSA.1.1.2, FMT_SMF.1, FMT_MSA.3.1.2 and FMT_MSA.3.2.2 provide
support for the management of the information control security attributes used in con-
trolling access to database objects.

Thusthe extral T security objective for OLS is satisfied by the SFRs which are addi-
tional to those provided in [BR-DBM SPP] and each such additional SFR is necessary
to satisfy the extra I T security objective for OLS.

Suitability of the additional SFRs

FAU_SAR.1in conjunction with FMT_MTD.1(2) and FMT_SMF.1 allows an au-
thorized administrator to read the audit records.

FAU_SAR.3in combination with FAU_SAR.1 allows to evaluate the audit records
thus assisting in making users accountable for their actions.

FAU_STG.1in combination with FPT_SEP _EXP.1 allowsthe TOE to protect the au-
dit records from unauthorized deletion.

FAU_STG.4 in combination with FPT_SEP_EXP.1, FMT_MTD.1(2) and
FMT_SMF.1 alowsto limit the loss of audit records in the event the audit log gets
full.

FIA_AFL.1incombinationwithFMT_MTD.1(2) and FMT_SMF.1 alows an author-
ized administrator to limit the number of unsuccessful authentication attempts.

FIA_SOS.1in combination with FMT_MTD.1(2) and FMT_SMF.1 alows an author-
ized administrator to define apassword policy enforcing adefined metric for password
quality.

FIA_UAU.1in combination with FIA_UID.1 ensures that users must identify and au-
thenticate correctly before they are allowed to use TOE functions that require access
control, accountability or the use of resources that can be limited.

FIA_UID.1 supports FIA_UAU.1 and ensures that the TOE is able to identify the
identity of usersasrequired for the access control, accountability and resource control
functions.

FIA_USB.1relieson FIA_UAU.1and FIA_UID.1to providethe correct user identity
and allows database subjects to identify the user they are action on behalf of. This
function allows the TSF to link calls of TSF interfaces by database subjects with the
user this call is associated with and thus perform access control, accountability and re-
source control also for functions a database subject performs on behalf of a user.

FPT_RVM.1 ensures that any access to controlled resources of the TOE that is per-
formed using interfaces of the TOE is mediated by the access control functions of the
TOE.

FRU_RSA.1in combination with FMT_MTD.1(2) and FMT_SMF.1 ensures that an
authorized administrator is able to define resource limits for defined resources that a
user is alowed to use and ensure that the user does not exceed the defined limits.

FDP_IFC.1 in combination with FDP_IFF.2, FMT_MOF.1(2), FMT_MSA.1(2) and
FMT_MSA .3 defines the rules and management activities for the label based access
control.
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Security Requirementsfor
thelT environment

FDP_IFC.1 defines the subjects and objects for which label based access control ap-
plies.

FDP_IFF.2 definesthe rules used by the label based access control policy to make ac-
cess decisions.

FMT_MOF.1(2) restricts to ability to modify the behaviour of label based access con-
trol specifically authorized administrators.

FMT_MSA.1(2) restricts the modification of labels to specifically authorized users.

FMT_MSA .3 defines that no default values for labels are applied. Instead the creator
needsto assign alabel.

In addition with the rationale provided in [BR-DBM SPP], this rational e thus demon-
strates the suitability of the TOE security requirements.

All security functional requirements for the IT environment together address the ob-
jective OE.DIR_CONTROL, which requires that access to directory items s control-
led. The SFRsfor the IT environment together define a set of minimum requirements
for controlling and managing accessto the directory items related to Enterprise Users.

FDP_ACC.1 together with FDP_ACF.1, FMT_MSA.1 and FMT_MSA.3 define the
basics of the scope of the access control policy the Directory Server needs to enforce
on the TSF datathe TOE storesin that directory. Access control isrequired to protect
those items from unauthorized access.

FIA_S0S.1 extendsthe TOE SFR of FIA_S0S.1 to enterise users, allowing to config-
ure the TOE environment that manages enterprise users to enforce the same password
policy asthe TOE.

FIA_UAU.2 and FIA_UID.2 require identification and authentication of users that
want to access directory items. Those SFRsare prerequisites for an access control pol-

icy.

FMT_MSA.1and FMT_MSA.3 are the management parts of the access control poli-
cy. FMT_MSA.1 requires that at least the role Enterprise Security Manager isableto
manage the directory items. Other roles may also be assigned.

FMT_SMF.1 requires the definition of security management functions. Thelist of se-
curity management functions has not been assigned to not restrict thislist uneccessar-
ily.

FMT_SMR.1 requires to support at least the role of an Enterprise Security Manager
that isallowed to query, modify or delete security attributes of Enterprise Users. Other
roles may exist, for example roles that allow to manage directory items not related to
Enterprise Users but stored and managed on the same directory server.

OE.COM_PROT has not been refined to SFRs for the I T environment, since the pro-
tection of the commuinication links may be provided by technical or procedural
means. This security target will not prescribe how the communication links are pro-
tected but just remind the reader that such protection is required.

Dependency Analysis Table 16 in [BR-DBM SPP] provides the dependency analysis for the SFRsincluded
there. The following modifications to the arguments provided there apply for this
TOE:
FAU_GEN_EXP.2: Due to the additional functionsincluded in the TOE the depend-
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ency on FIA_UID.1 is satisfied by the TOE, not the TOE environment.

FMT_SMR.1: Dueto the additional functionsincluded in the TOE the dependency on
FIA_UID.1is satisfied by the TOE, not the TOE environment.

FTA_MCS.1: Dueto the additional functionsincluded in the TOE the dependency on
FIA_UID.1is satisfied by the TOE, not the TOE environment.

Thefollowing tableincludesthe dependency analysisfor the additional SFRsincluded

Table 10: Functional Component Dependency Analysis

Requirement Dependencies Satisfied
FAU_SAR.1 FAU_GEN.1 Yes, by
FAU_GEN.1-
NIAP-0410
FAU_SAR.3 FAU_SAR.1 Yes
FAU_STG.1 FAU_GEN.1 Yes, by
FAU_GEN.1-
NIAP-0410
FAU_STG.4 FAU_STG.1 Yes
FIA_AFL.1 FIA_UAU.1 Yes
FIA_SOS.1 - -
FIA_UAU.1 FIA_UID.1 Yes
FIA_UID.1 - -
FIA_USB.1 FIA_ATD.1 Yes
FMT_MTD.1(2) FMT_SMF.1 Yes
FMT_SMR.1
FPT_RVM.1 - -
FRU_RSA.1 - -
FDP_IFC.1 FDP_IFF.1 Yes
(by FDP_IFF.2)
FDP_IFF.2 FDP_IFC.1 Yes
FMT_MSA.3
FMT_MOF.1(2) FMT_SMR.1 Yes
FMT_SMF.1
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Dependency Analysisfor
the SFRsfor thel T En-
vironment

Demonstration of M utual

Support

Requirement

Dependencies

Satisfied

FMT_MSA.1(2)

[FDP_ACC.1 or
FDP_IFC.1]
FMT_SMF.1
FMT_SMR.1

Yes

FMT_MSA.3

FMT_MSA.1
FMT_SMR.1

Yes

Note: The dependency of FDP_IFC.1 on the functionality of FDP_IFF.1 (see section
6.5 of [CC, Part 2]) has been satisfied for this Security Target via the use of
FDP_IFF.2, which provides a superset of FDP_IFF.1’ s functionality.

For the dependency analysis of the security assurance requirements. EAL4 is a self-
contained assurance package and ALC_FL R.3 has no dependencies on any other com-

Thefollowing table includes the dependency analysisfor the SFRsfor the I T environ-

Table 11: Functional Component Dependency Analysis

Requirement Dependencies Satisfied
FDP_ACC.1 FDP_ACF.1 Yes
FDP_ACF.1 FDP_ACC.1 Yes

FDP_MSA.3
FIA_UAU.2 FIA_UID.1 Yes
FIA_SOS.1 - -
FIA_UID.2 - -
FMT_MSA.1 [FDP_ACC.1 or Yes
FDP_IFC.1]
FMT_SMR.1
FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 Yes
FMT_SMR.1
FMT_SMF.1 - -
FMT_SMR.1 FIA_UID.1 Yes

The supportive dependencies discussed in [BR-DBM SPP] apply to the TOE. Thefol-
lowing additional supportive dependencies exist for the TOE with the SFRs that are
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Srength of Function
Validity

Assurance Requirements
Appropriate

not present in [BR-DBM SPP:

FAU_SAR.1 and FAU_SAR.3 are supported by FMT_SMF.1 and FMT_SMR.1 to
manage the privileges allowing an authorized administrator to read and evaluate the
audit records, by FAU_STG.1 to protect the audit trail from unauthorized access and
by FAU_STG.4 to ensure the completeness of the audit trail.

FAU_STG.1 supports FAU_SAR.1 by preventing unauthorized access to the audit
trail.

FAU_STG.4 supportsFAU_SAR.1and FAU_SAR.3 by ensuring the compl eteness of
the audit trail.

FIA_AFL.1supportsFIA_UAU.1and FIA_SOS.1 by ensuring that the authentication
function is not weakened by allowing unlimited authentication attempts.

FIA_SOS.1 supports FIA_UAU.1 by ensuring that passwords are not easily guessable
thereby reducing the probability of an unauthorized person getting accessto the TOE.

FIA_UAU.1 together with FIA_USB.1 supports ailmost all other functions by ensur-
ing that the TOE can make decisions (access, audit, management) based on the veri-
fied identity of the user.

FIA_UID.1 supports FIA_USB.1 allowing to bind database subjects to users.

FPT_RVM.1 supports al other functions by ensuring that the security policy of the
TOE isenforced at all of its external interfaces.

FRU_RSA.lisasecurity function of itsown. It is supported by the user identification
and authentication allowing to enforce quotas for usersand FMT_MTD.1 allowing to
manage those quotas.

FDP_IFC.1 combines with FDP_IFF.2 to the define the subjects, objects and rules of
the label based access control. They are supported by the management function re-
quirements for the label based access control defined by FMT_MOF.1(2),
FMT_MSA.1(2) and FMT_MSA.3. As with the discretionary access control policy,
also the label based access control policy is supported by the functions of user identi-
fication and authentication.

The additional SFRs do not offer any further support to the other SFRs.

The strength of function specified, SOF-high, exceeds the strength of function re-
quired by [BR-DBM SPP] (SOF-basic). The password mechanism for local usersisthe
only TOE mechanism that is probabilistic or permutational, and has a strength of SOF-
high. This strength of function isintended to provide enough protection against
straightforward or intentional attack from threat agents having a high attack potential.

The target assurance level is EAL4, augmented with ALC_FLR.3, which exceeds the
minimum assurance requirement for basic robustenss as stated in [BR-DBMSPP].
EAL4 isappropriate for the TOE becauseit is designed for usein environmentswhere
EAL4 assuranceisrequired to reduce therisk to the assets that the TOE isintended to
protect.

ALC_FLR.3 has been included in addition to EAL4 to cause the evaluation of the
TOE's flaw remediation procedures which Oracle database users need to be in place
following the release of the TOE. These procedures are required to offer continuing
assurance to users that Oracle Database 10g provides secure storage of and access to
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the datawhich is crucial to their enterprise’ s success.
To meet this requirement, the flaw remediation procedures must offer:
e theability for TOE usersto report potential security flawsto Oracle,

« theresolution and correction of any flaws with assurance that the corrections
introduce no new security flaws, and

« thetimely distribution of corrective actions to users.

ALC FLR.3isthe ALC_FLR component whichisat an appropriate level of rigour to
cover these reguirements.

TOE Summary Specification Rationale

TOE Security Functions
Satisfy Requirements

This section demonstrates that the TOE Security Functions and Assurance Measures
are suitable to meet the TOE security requirements.

Tables 6 and 7 of chapter 6 identify the Oracle Database 10g TOE Security Functions
that address each of the SFRsin chapter 5.

The table below demonstrates that for each SFR the TOE security functions are suita-
ble to meet the SFR, and the combination of TOE security functions work together so
asto satisfy the SFR:

Table 12: TOE Security Function Suitability and Binding

TOE Securit .
SFR curity Rationale
Functions
FIA_AFL.1.1 F.IA.PWD The number of allowed failed logon attempts for local
users can be configured.
FIA_AFL.1.2 F.IA.PWD When the configured number of failed logon attemptsis
reached the account is locked.
FIA_ATD.1.1 FIAATT The data dictionary stores the required security
F.IA.ATT-EU attributes. In the case of Enterprise Users some security
attributes are stored in the directory server.
FIA_SOS.1.1 F.IA.PWD F.IA.PWD specifies the controls available on database
F.LIM.CNF secrets (passwords) for local users. These controls are
F.IA.USE implemented via profiles which are required by
F.LIM.CNF. F.IA.USE dlowslocal usersto changetheir
own passwords within the limits configured by an
administrator. In the case of Enterprise Users the pass-
word policy is stored and enforced by the directory
server.
FIA_UAU.1.1 F.IA.PRE F.1A.PRE maps onto FIA_UAU.1.1 and FIA_UID.1.2
directly.
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Table 12: TOE Security Function Suitability and Binding

SFR TOE Security Rationale
Functions
FIA_UAU.1.2 F.IA.PRE F.IA.CSN and F.IA.CSA state the conditions for being
F.IA.DBA able to establish a database session and hence perform
F.IA.CSA TSF-mediated actions. These security functions depend
F.IA.CSN directly on F.IA.DBA. F.IA.PRE isrelevant because one
F.IA.EUA of the actions allowed prior to session creation is
attempting to establish a session. In the case of Enter-
prise Users the authentication is supported by the exter-
nal directory server as described in F.IA.EUA.
FIA_UID.1.1 F.IA.PRE F.IA.PRE satisfiesFIA_UAU.1.1and FIA_UID.1.1
directly.
FIA_UID.1.2 F.IA.PRE F.IA.CSN and F.IA.CSA state the conditions for being
F.IA.UID able to establish a database session and hence perform
F.IA.DBA TSF-mediated actions. These security functions depend
F.IA.IDE directly on F.IA.DBA. F.IA.PRE isrelevant one of the
F.IA.CSA actions allowed prior to session creation is attempting to
F.IA.CSN establish asession. F.IA.IDE ensures that the identity of
F.IA.EUA the user is known for the duration of the session, once
created.
In the case of Enterprise Usersthe user identification is
supported by the external directory server asdescribed in
F.IA.EUA.
FIA_USB.1.1 FIAATT FIA.ATT and F.IA.ATT-EU cover the security
FIA.ATT-EU attributes for each user.
FIA_USB.1.2 F.IA.DBA F.IA.DBA covers user identification, and the authentica-
F.IA.IDE tion of the user by a password when starting a database
F.PRI.SPRIV session. F.IA.IDE ensures that the TSF is able to estab-
F.PRI.PRX lish the identity of the user during a database session.
F.IA.EUA F.PRI.PRX defines the rules governing privilegesin
proxy user sessions, whilst F.PRI.SPRIV defines rules
for which privileges are effective when starting a ses-
sion. In the case of Enterprise Users, the user security
attributes are stored in the external directory server and
trabsferred to the TOE such that the TOE can assign the
correct user security attributes to the subject that is
bound to the user. Thisis described in F.IA.EUA.
FIA_USB.1.3 F.IA.USE F.PRI.SPRIV governsthe effect of changing privileges
F.APR.EEDR during a session. F.APR.EDR defines which roles are
F.PRI.SPRIV effective at any time during the course of the database
F.PRI.XVP session. F.PRI.XVP governs which privileges are effec-
tive when executing a view or program owned by
another user. F.IA.USE governs when a user is author-
ised to make changes to a password associated with that
user.
FDP_ACC.1.1 F.DAC.OBID F.DAC.OBID and F.DAC.OBREF ensurethat all objects
F.DAC.OBREF (which are subject to DAC) can be uniquely identified.
F.DAC.SUA F.DAC.SUA and F.DAC.OBA state that the DAC policy
F.DAC.OBA extends to all subjects and objects. F.ACCESS specifies
F.ACCESS that in order to get access both the discretionary and the

mandatory access control rules must allow access.
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Table 12: TOE Security Function Suitability and Binding

SFR ez Se_cunty Rationale
Functions
FDP_ACF.1.1- F.DAC.OBID F.DAC.OBID and F.DAC.OBREF ensurethat all objects
NIAP-0407 F.DAC.OBREF (which are subject to DAC) can be uniquely identified.
F.DAC.SUA F.DAC.SUA includes the subject and their enabled privi-
F.DAC.OBA leges (as specified in F.PRI.SPRIV) in the DAC policy.
F.DAC.POL F.DAC.OBA states that the object and any associated
F.PRI.SPRIV object privileges are considered by the DAC policy.
F.ACCESS F.DAC.POL isastatement of the DAC policy.
F.ACCESS specifies that in order to get access both the
discretionary and the mandatory access control rules
must allow access.
FDP_ACF.1.2- F.IA.CNF F.DAC.POL a) and b) specifies access to objects based
NIAP-0407 F.DAC.OBID on ownership or object privileges. F.DAC.OBID and
F.DAC.OBREF F.DAC.OBREF are relevant as they define object owner-
F.DAC.POL ship which is the basis of the DAC policy. FPRI.SPRIV
F.PRI.SPRIV isrelevant as it defines which privileges are enabled for
F.AUD.CNF any user. F.IA.CNF and F.AUD.CNF are relevant I& A
F.ACCESS data and the audit trail are subject to the DAC palicy.
F.ACCESS specifies that in order to get access both the
discretionary and the mandatory access control rules
must allow access.
FDP_ACF.1.3- F.DAC.POL F.DAC.POL c) specifies access to objects based on ena-
NIAP-0407 F.PRI.SPRIV bled system privileges. F.DAC.POL d) and €) cover
F.AUD.CNF accessviaconnectionsAS SY SDBA and AS SY SOPER.
F.ACCESS F.PRI.SPRIV isrelevant asit defines which privileges
are enabled for any user. FAUD.CNF isrelevant asthe
audit trail is subject to the DAC policy. F.ACCESS spec-
ifiesthat in order to get access both the discretionary and
the mandatory access control rules must alow access.
FDP_ACF.1.4- N/A This SFR does not mandate any functionality. It is
NIAP-0407 included for compliance with the CC.
FDP_RIP.1.1 F.DAC.OR F.DAC.OR satisfiesFDP_RIP.1.1 directly.
FMT_MOF.1. F.AUD.CNF F.AUD.CNF restricts al functions related to the
1)
FMT_MSA.1. F.APR.GOP F.APR.GOP and F.APR.ROP cover FMT_MSA.1.1 a)
1(2) F.APR.ROP which is concerned with modifying object privileges.
F.APR.GRSP F.APR.GRSP covers FMT_MSA.1.1 b) whichis con-
F.APR.GRR cerned with modifying system privileges. F.APR.GRR
covers FMT_MSA.1.1 c) which is concerned with modi-
fying roles.
FMT_MSA_E F.DAC.POL F.DAC.POL and F.PRI.SPRIV implicitly include restric-
XP.3.1 F.PRI.SPRIV tive default values. If a user has not been explicitly
F.PRI.DEF granted the necessary privilege or arole containing the
required privilege then the requested action will not suc-
ceed. F.PRI.DEF defines the default rights for new users,
which are the most restrictiverightsthat just allow to use
the DBMS.
FMT_MTD.1. F.AUD.SEV F.AUD.SEV coversthe requirement to restrict the ability
1(2) to select the events to be audited to an authorized admin-
istrator.
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Table 12: TOE Security Function Suitability and Binding

SFR TOE Security Rationale
Functions
FMT_MTD.1. FIAATT These TOE security functions are concerned with the
1(2) FIA.ATT-EU modification of TSF data (security attributes and audit
F.LIM.CNF data). Thisdatais stored in the datadictionary and is pro-
F.APR.GOP tected from unauthorised access by the same mechanism
F.APR.ROP asall other datain the database. F.IA.ATT and
F.APR.GRSP F.LIM.CNF cover identification and authentication data
F.APR.GRR and resource limit attributes. F.APR.* cover privilege
F.AUD.ACC and role TSF data. F.AUD.* cover audit data. Note that
F.AUD.DEL security attributes of enterprise users may be stored and
managed external to the TOE in the directory server.
FMT_REV.1.1 F.LIM.CNF Only suitably privileged users can revoke (or modify) the
0] F.APR.GRSP following attributes: resource limits (F.LIM.CNF), sys-
F.APR.GRR tem privileges (F.APR.GRSP) and roles (F.APR.GRR).
FMT_REV.1.2 F.PRI.SPRIV Directly granted privileges and roles are revoked imme-
@ diately. Thisis more rigorous than SFR FMT_REV.1.2.
Revocation of rolestakes effect when aroleisre-enabled
in the current session or anew user session is created.
FMT_REV.1.1 F.APR.ROP Only suitably privileged users can revoke (or modify) the
2 object privileges (F.APR.ROP),
FMT_REV.1.2 F.PRI.SPRIV Directly granted privileges are revoked immediately.
2 Thisismorerigorous than SFR FMT_REV.1.2.
FMT_SMF.1.1 FIAATT These TOE security functions are concerned with the
FIA.ATT-EU management functions provided by the TOE. These
F.LIM.CNF functions relate to TSF data (security attributes and audit
F.APR.GOP data). Thisdatais stored in the datadictionary and is pro-
F.APR.ROP tected from unauthorised access by the same mechanism
F.APR.GRSP asal other datain the database. F.IA.ATT and
F.APR.GRR F.LIM.CNF cover identification and authentication data
F.AUD.ACC and resource limit attributes. F.APR.* cover privilege
F.AUD.DEL and role TSF data. F.AUD.* cover audit data. Note that
security attributes of enterprise users may be stored and
managed external to the TOE in the directory server.
FMT_SMR.1. F.IA.UID F.IA.UID, F.IA.CSA and F.IA.CSN in combination
1 F.IA.CSA ensure that the TSF maintains normal database users and
F.IA.CSN database administrative users. F.APR.GRR covers data-
F.APR.GRR base roles defined by a suitably authorised user.
FMT_SMR.1. F.IA.CSA F.APR.DER and F.APR.EDR cover granting database
2 F.APR.DER roles to database users. F.IA.CSA isrelevant because it
F.APR.EDR specifies how to allow auser to connect AS SY SDBA or
F.PRI.PRX AS SY SOPER. F.PRI.PRX covers database roles availa-
ble to a proxy user session.
FPT_RVM.1.1 F.IA.IDE F.IA.IDE ensures that the TOE aways knows who the
F.DAC.POL current user is.F.DAC.POL ensures that the database
access control policy is upheld for this user.
FPT_SEP_EX F.IA.IDE F.IA.IDE ensuresthat the identity of the user associated
P.1.1 F.DAC.SEP with each interaction with the TOE is clear. F.DAC.SEP

ensures that the interactions between different users and
the TOE cannot interfere with each other. Additionally
thereis no way to access the TOE except through the
evaluated interfaces described by the TOE security func-
tions.
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Table 12: TOE Security Function Suitability and Binding

SFR ez Se_cunty Rationale
Functions
FPT_SEP_EX F.IA.IDE F.IA.IDE ensures that the identity of the user associated
P.1.2 F.DAC.SEP with each interaction with the TOE is clear. F.DAC.SEP
ensures that the interactions between different users and
the TOE cannot interfere with each other.
FPT_TRC_EX F.CON.DIC F.CON.DIC ensures consistency when multiple users
P11 F.CON.RAC simultaneously query and update an item in the diction-
ary. A locking concept ensures that no conflicting
updates can be made. Modified dictionary entries are
written back to disk as fast as possible using the mecha-
nism provided by the caching function. F.CON.RAC
ensures that datais consistent when the Real Application
Clusters function is used.
FRU_RSA.1.1 F.LIM.CNF F.LIM.CNF covers configuration of the resource quotas.
F.LIM.POL F.LIM.POL, F.LIM.NSESS, F.LIM.TIME,
F.LIM.NSESS F.LIM.RSESSand F.LIM.RCALL enforces the resource
F.LIM.TIME quotas configured.
F.LIM.RSESS
F.LIM.RCALL
FTA_MCS1.1 F.LIM.NSESS F.LIM.NSESS directly satisfies FTA_MCS.1.2
FTA_MCS.1.2 F.LIM.NSESS Aswith FTA_MCS.1.1 except that F.LIM.POL ensures
F.LIM.POL that the default number of concurrent sessions alowed is
enforced if auser specific configuration has not been
specified.
FTA_TAH_E F.IA.CSN F.IA.CSN isthe function that creates a session asanor-
XP.1.1 F.IA.CSA mal user. A LOGON trigger can be used to store and
manage the date and time of login and retrieve the date
and time of the last successful login. For a SY S user,
F.IA.CSA (withaLOGON trigger) can perform the same
function.
FTA_TAH_E F.IA.CSN F.IA.CSN isthe function that creates a session as a nor-
XP.1.2 F.IA.CSA mal user. A LOGON trigger can be used to record the
number of unsuccessful login attempts since the last suc-
cessful login. For aSY Suser, F.IA.CSA (withaLOGON
trigger) can perform the same function.
FTA_TSE.1.1 F.IA.CSN F.IA.CSN and F.IA.CSA define the pre-requisites for
F.IA.CSA session establishment, including possession of the CRE-
ATE SESSION privilege and being identified as SYS-
DBA/SY SOPER, respectively. These are configured on
the basis of individual user identity. Therefore, it is pos-
sible to deny access based on user identity.
FAU_GEN.1.1 F.AUD.SOM The database audit functionality is always active.
-NIAP-0410 F.AUD.SEV Whether or not auditing is actually performed is depend-
F.AUD.ALW ent on the configuration of a parameter in theinit.orafile
F.AUD.LAUD which is controlled by the OS. F.AUD.SOM,
F.AUD.LEN F.AUD.SEV and FAUD.ALW, FAUD.LAUD,
F.AUD.LDIS F.AUD.LEN and F.AUD.LDIS ensure al actions config-
ured to be audited are audited.
FAU_GEN.1.2 F.AUD.INF F.AUD.INF and F.AUD.LCOL directly satisfies
-NIAP-0410 F.AUD.LCOL FAU_GEN.1.2-NIAP-0410
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Table 12: TOE Security Function Suitability and Binding

TOE Securit .
SFR . y Rationale
Functions
FAU_GEN_E F.AUD.INF F.AUD.INF directly satisfies FAU_GEN_EXP.2.1
XP.2.1
FAU_SAR.1.1 F.AUD.ACC F.AUD.ACC directly satisfies FAU_SAR.1.1
FAU_SAR.1.2 F.AUD.VIEW F.AUD.VIEW directly satisfies FAU_SAR.1.2. For
F.AUD.LVIEW labels this aspect is covered by FAUD.LVIEW
FAU_SAR3.1 F.AUD.VIEW F.AUD.VIEW togethr with FAUD.LVIEW (for labels)
F.AUD.LVIEW satisfy FAU_SAR.3.1. Additionally FAUD.ACC deter-
F.AUD.ACC mines which records are available to the user for selec-
tion.
FAU_SEL.1.1- F.AUD.SOM F.AUD.SEV and F.AUD.CNF alow asuitably privi-
NIAP-0407 F.AUD.SEV leged user to configure exactly which events should be
F.AUD.ALW audited. FAUD.SOM and F.AUD.ALW specify events
F.AUD.CNF that are always audited. Note that for audit records data-
base subjects are always the database users, so that for
example an audit record generated by a stored procedure
will be generated with the username of the invoker, not
that of the procedure or the procedure owner.
FAU_STG.1.1 F.AUD.DEL F.AUD.DEL directly satisfies FAU_STG.1.1.
FAU_STG.1.2 F.AUD.DEL F.AUD.DEL protects audit records from unauthorised
modification or deletion.
FAU_STG.4.1 F.AUD.FULL F.AUD.FULL directly satisfiesFAU_STG.4.1
FDP_IFC.1.1 F.ACCESS F.ACCESS states that access control (both discretionary
F.LBAC.POL and label based) needs to be performed. F.LBAC.POL
F.LBAC.REF (implicitly) defines the subjects and objects covered by
the label based access control policy and F.LBAC.REF
defines a special case.
FDP_IFF.2.1 F.IA.POLICY F.IA.POLICY defines the security attributes used for the
F.IA.SESSION label based access control policy. F.IA.SESSION defines
F.LBAC.POL the rules how alabel is assigned when anew session is
F.LBAC.LABSET started. F.LBAC.LABSET defines how the label is set
F.LBAC.LABUPD when anew row is created and F.LBAC.LABUPD
F.LBAC.REF defines the rules for updating alabel. F.LBAC.REF
F.LBAC.TRIG- defines a special case and F.LBAC.TRIGGER defines
GER that atrigger is executed with the label of the user that
invoked the trigger.
FDP_IFF.2.2 F.LBAC.POL F.LBAC.POL defines the access control rules of the
label based access control policy.
FDP_IFF.2.3 F.IA.SESSUPD F.IA.SESSUPD describes that a user may change the
session label and the default row label
FDP_IFF.2.4 F.LBAC.XVP F.LBAC.XVP definesthe rules how thelabel is set when
auser executes a strored procedure, function or package.
FDP_IFF.2.5 F.LBAC.POL F.LBAC.POL defines the access control rules of the
F.LBAC.TRIG- label based access control policy and F.LBAC.TRIG-
GER GER states that atrigger will be executed with the label
F.PRI.PPRIV of the calling user.
FDP_IFF.2.6 - Since instantiated with NONE, thisisanull function
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Table 12: TOE Security Function Suitability and Binding

TOE Securit .
SFR curity Rationale
Functions
FDP_IFF.2.7 F.LBAC.POL F.LBAC.POL defines the ordering relationship between
different labels.
FMT_MOF.1. F.LBAC.MOD F.LBAC.MOD statesthat auser needs specific privileges
1(2) to delete or modify the packagesthat implement the label
based access control policy.
FMT_MSA.L F.IA.POLICY F.IA.POLICY defines the user security attributes,
1(2) F.LBAC.LABUPD F.LBAC.UPD defines when auser is allowed to modify
F.APR.GRPP thelabel of arow and F.APR.GRPP defines the privilege

management for privileges associated with the label
based access control function.

FMT_MSA.3. F.LBAC.LABSET F.LBAC.LABSET defines how the label of anew row is
1 set.

FMT_MSA.3. F.LBAC.LABSET Also covered by F.LBAC.LABSET (one can also state
2 that FMT_MSA.3.2isanull function)

PP Claims Rationale

Chapter 5 lists all of the SFRsincluded in this security target; thislist includes al of

the SFRsidentified in the [BR-DBMSPP]. All of the operations applied to the SFRs
derived from the [BR-DBM SPP] are in accordance with the requirements of this Pro-
tection Profile.

Assurance M easures Rationale

Table 8 in Chapter 6 demonstrates that all assurance requirements are suitably met by
one or more assurance measures.
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ANNEX

Acronyms

DAC
DDL

DES

DML
LBAC
oLs
O-RDBMS
SF

SFP

SFR

SOF

SQL

TOE

TSC

Glossary

Discretionary Access Control
Data Definition Language

Data Encryption Standard

Data Manipulation Language
Label-Based Access Control
Oracle Label Security
Object-Relational Database Management System
Security Function

Security Function Policy
Security Functional Reguirement
Strength of Function

Structured Query Language
Target Of Evaluation

TOE Scope of Control
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TSF

TSFI

TSP

Terms

Authorised administrative
user

Data Definition Language
(DDL)

Data dictionary

Data Encryption Standard
(DES)

Data Manipulation Language
(DML)

Data server

Database

Database administrative user

Database connection
Database link

Database non-administrative
user

Database object

Database session

TOE Security Functions
TSF Interface

TOE Security Policy

Another name for a Database Administrative User.

The SQL statements used to define the schema and schema objects in a database
[SQL]

A set of internal Oracle tables that contain information about the logical and physical
structure of the database. [SCN]

A standard for encryption, FIPS PUB 46-3 and FIPS PUB 81. [FIPS46-3],[FIPS81]

The SQL statements used to query and manipulate data in schema objects [SQL]

A component of a DBMS that supports concurrent access to a database by multiple
users, possibly at different nodes in a distributed environment. [ST]

A collection of datathat istreated asaunit; the general purpose of adatabaseisto store
and retrieve related information [SCN]

A database user to whom one or more administrative privileges have been granted.
[DPPR]

Thisincludes users connected AS SYSOPER or ASSYSDBA aswell as Normal Userswho
are authorised to perform an administrative task viathe posession of an administrative
privilege which permits the operation of the task.

A communication pathway between a user and a DBMS. [DPP]

A definition of aone-way communication path from an Oracle database to another da-
tabase. [SCN]

A database user who only has privileges to perform operations in accordance with the
TSP. [DPP|

An object contained within a database. [DPP]
A connection of anidentified and authenticated user to a specific database; the session

lastsfrom the time the user connects (and isidentified and authenticated) until thetime
the user disconnects. [DPP]
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Database subject

Database user

Discretionary Access Control

Enterprise User

Instance

Interface product

Label-Based Access Control

LBAC administrator

Normal User

Object

Object-Relational Database
Management System
(ORDBMS)

OLS Policy

OLS Policy administrator

A subject that causes database operations to be performed. [DPP)

A user who interacts with a DBM S and performs operations on objects stored within
the database. [DPP)

Access control based on access rights granted by users other than the System Security
Officer. [MEMO 1]

A user managed centrally in a directory server. For those users the userid and pass-
word, global user rolesand privileges, and the password policy are centrally managed.

The combination of a set of Oracle background processes and memory that is shared
among the processes. A database instance must be started (the shared memory allocat-
ed and the background processes created) by an authorised administrative user before
the database managed by the instance can be accessed. [SCN]

A TOE component that residesin auser process and can be used to communicate with
an Oracle database server in a secure manner. [ST]

Thistype of access control is based on access rights granted by the system administra-
tor. The administrator chooses which datain the database are to be protected by L abel-
Based Access Control according to OL S policies which he or she defines. The admin-
istrator uses these OL S policies to control the allocation of labels to objects to reflect
their sensitivity. The administrator provides users with authorisationsto permit access
to an appropriate subset of the labelled data. [OL SAG]

A user who is able to create, alter and drop OL S policies in the database by virtue of
possessing the LBAC_DBA role and EXECUTE privilege on the SA_SY SDBA pack-

age.

A database user who has made anormal connection to the database. This can include
the users SY S and SY STEM but excludes users connected AS SYSOPER Or AS SYSDBA.

An entity within the TSC that contains or receives information and upon which sub-
jects perform operations. Objects are visible through the TSFI and are composed of
one or more TOE resources encapsulated with security attributes. [CC]

A DBMS that supports object-oriented technology as well as relational databases.
[SCN]
OL S policies are established by LBAC administrators and OL S policy administrators

to specify how Label-Based Access Control isto be enforced on adatabase. [OLSAG]

A user who is able to execute the administrative packages for the OLS policy for
which they also possess the corresponding policy DBA role.

Owner The owner of a named database object is the database user who is responsible for the
object and may grant other database users accessto the object on adiscretionary basis.
[DPF]

Platform The combination of software and hardware underlying the DBMS. [ST]
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Privilege
Privilege, database
administrative

Privilege, database object
access

Privilege, directly granted

Privilege, object

Privilege, policy

Privilege, system

Program unit

Role (CC)

Role (Oracle)

Schema

Security attribute

Security domain
Security Function (SF)
Security Function Policy
(SFP)

Security Functional
Requirement (SFR)

Server process

A right to access objects and/or perform operations that can be granted to some users
and not to others. [DPP]

A privilege authorising a subject to perform operations that may bypass, alter, or indi-
rectly affect the enforcement of the TSP. [DPP]

A privilege authorising a subject to access a named database object. [DPP]

An Oracle system or object privilege that has been explicitly granted to auser. Priv-
ileges granted to any roles the user has been granted are not included in the set of di-
rectly granted privileges. [SCN]

An Oracle privilege that allows users to perform a particular action on a specific sche-
ma object. Oracle object privileges are database object access privileges. [SCN]

Administrators give policy privilegesto a user or stored program unit to allow aspects
of the label-based access control policy to be bypassed. In addition, the administrator
can give policy privilegesto authorise the user to perform specific actions, such asthe
ability of one user to assume the authorisations of a different user. [OLSAG]

An Oracle privilege that allows users to perform a particular system-wide action or a
particular action on a particular type of object. Some Oracle system privileges are da-
tabase administrative privileges. [SCN]

A PL/SQL program; a procedure, function, or package. [PLS)]

A predefined set of rules establishing the allowed interactions between a user and the
TOE. [CC]

A named group of related system and/or object privileges that can be granted to users
or to other roles. [SCN]

A collection of logical structures of data (schema objects), owned by a specific data-
base user. [SQL]

Information associated with subjects, users, and/or objects which is used for the en-
forcement of the TSP. [CC]

The set of objects that a subject has the ability to access. [TCSEC]

A part or parts of the TOE which haveto berelied upon for enforcing aclosely related
subset of the rules from the TSP. [CC]

The security policy enforced by a SF. [CC]

A security functional requirement defined in a protection profile or security target.
[CC]

An Oracle process that services requests for access to an Oracle database from con-
nected user processes. [SCN]
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Session label

SOF-high

SQL statement

Strength of Function (SOF)

Structured Query Language

(SQL)
Subject

Suitably authorised user

System
Target Of Evaluation (TOE)
TOE resource

TOE Scope of Control (TSC)

TOE Security Functions (TSF)

TOE Security Policy (TSP)

TSF Interface (TSFI)

User

User Label Authorisations

When the administrator setsup the user label authorisationsfor the user, he or shealso
specifiestheuser’ sinitial session label. The session label isthe particular combination
of level, compartments, and groups at which auser works at any given time. The user
can change the session label provided that it remains within the user’ slabel authorisa-
tions. [OLSAG]

A level of the TOE strength of function where analysis shows that the function pro-
vides adequate protection against deliberately planned or organised breach of TOE se-
curity by attackers possessing a high attack potential. [CC]

A string of SQL text containing a command and supporting clauses. All accessto an
Oracle database is via SQL statements. [SCN]

A qualification of a TOE security function expressing the minimum efforts assumed
necessary to defeat its expected security behaviour by directly attacking its underlying
security mechanisms. [CC]

A standardised database access language; Oracle8 SQL is asuperset of the ANSI/ISO
SQL92 standard at entry level conformance. [SQL]

An entity within the TSC that causes operations to be performed. [CC]

A user who is authorised to perform an administrative task via the posession of an ad-
ministrative privilege which permitsthe operation of the task. Thisincludes users con-
nected AS SYSOPER Or ASSYSDBA aswell as privileged Normal Users.

A specific IT installation, with a particular purpose and operational environment [CC]
The product or system being evaluated. [CC]

Anything usable or consumablein the TOE. [CC]

The set of interactions which can occur with or within a TOE and are subject to the
rules of the TSP. [CC]

A set consisting of all the software of the TOE that must be relied on for the correct
enforcement of the TSP. [CC]

A set of rules that regulate how assets are managed, protected and distributed within
aTOE. [CC]

A set of interfaces, whether interactive (man-machine interface) or programmetic (ap-
plication programming interface), through which TOE resources are accessed, medi-
ated by the TSF, or information is obtained from the TSF. [CC]

Any entity (human or machine) outside the TOE that interacts with the TOE. [CC]

Each user authorised to access data protected by a given OLS policy has user label
authorisations which include a maximum and minimum level, a set of authorised
compartments, a set of authorised groups, and, for each compartment and group, a
specification of read-only access, or read-write access. [OLSAG]
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User process

A process that requests services, on behalf of auser or application, from an Oracle
server process. [SCN]
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ANNEX

[AD]

[ADG]

[BR-DBMSPP]

[CAPP]

[CC]

[CM]

[CON]
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