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ABSTRACT

Softwaremaintenance faces a persistent challenge with crash bugs,

especially across diverse release channels catering to distinct user

bases. Nightly builds, favoured by enthusiasts, often reveal crashes

that are cheaper to fix butmay differ significantly from those in sta-

ble releases. In this paper, we emphasize the need for a data-driven

solution to predict the impact of crashes happening on nightly

channels once they are released to stable channels. We also list

the challenges that need to be considered when approaching this

problem.
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1 BACKGROUND AND MOTIVATION

Modern software maintenance is characterized by a fast and con-

tinuous cycle of releases. Within each release, developers evolve

their system by releasing updates to meet new user demands, but

need also to work tirelessly in fixing bugs to ensure the reliabil-

ity and quality of their software. Crashing bugs, among the many

types of bugs, are one of the most impactful for software reliabil-

ity [1]. These bugs often result in abrupt and unintended termina-

tion of software applications, causing user frustration and system

outages, leading to potentially significant costs.

To copewith the fast release cycles, contemporary development

practices use a variety of release channels [6]. These release chan-

nels, such as Nightly builds, Beta versions, and Stable Releases,

cater to different segments of the user base [10]. The Nightly chan-

nel is typically used by enthusiasts and early adopters who are

interested in the latest features, albeit with a higher tolerance for

bugs and instability. In contrast, the Stable Release channel is de-

signed for the broader public, prioritizing reliability and consis-

tency. This tiered approach enables developers to balance innova-

tion and reliability, by receiving early feedback on new features

on rapid-release channels (e.g., Nightly), and progressively refin-

ing their software for more stable channels [3, 4].
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Crashes identified inmore frequent release channels (e.g., Nightly)

are cheaper to fix and impact fewer (more risk-taking) users. How-

ever, the user profile of crash bugs that occur in the Nightly chan-

nel may differ significantly from the crashes that occur in themore

stable channels. For example, Nightly users, being enthusiasts, usu-

ally have more powerful machines than the average Stable Release

user. Thus, developers may decide not to prioritize crashing bugs

that rarely occur in the Nightly channel, only to later realize their

significant impact on the more stable release channels, affecting

the larger user base of the software [7]. For example, a network bug

that caused hangs in the socket thread and made the browser unre-

sponsive was not initially detected in the Beta or Nightly versions.

However, the bug became apparent following the move to the Sta-

ble Release channel. It was found that the bug was also present in

the Nightly and Beta versions, but it was overlooked due to the

small volume of affected users using these versions. The bug only

became noticeable when it was moved to the Stable Release chan-

nel [5].

We shall discuss the complex decision-making aspects that re-

lease managers use today, and, more importantly, the opportuni-

ties for developing a data-driven solution for predicting the im-

pact of crashing bugs in stable releases. A potential solution

could involve analyzing crash volumes and their characteristics

across various release channels.

2 CHALLENGES

The task of correlating reported crashes across different release

channels presents significant challenges to researchers and practi-

tioners alike. Below, we outline the main challenges.

Fixed Bugs: Developers are continuously working to fix bugs

and crashes. As a result, a crash that occurs in a Nightly version

may be fixed after moving that version to the Beta channel. As

some users are still using an older version, new crash reports will

continue to come in for both Nightly and Beta channels even after

the fix has been implemented. However, the volume of these re-

ports on Nightly will be smaller. This makes it somewhat difficult

to correlate the volume of reports across channels. One potential

solution could be to use the build ID to mitigate this issue, at the

cost of limiting the amount of available data in some cases.

Feature toggles: It is common to have experimental features

that are enabled in Nightly and limited to a subset of users on Beta

or Stable Release channels using feature toggles [12]. However, en-

abling such features only on a subset of users can lead to an inac-

curate reflection of the true crash volume on wider channels if the

feature is fully enabled.

Gradual rollout: The process of distributing a version update

on Beta or Stable Release channels occurs gradually. Initially, only

a subset of the users receive the update, and if everything goes

well, the new version will eventually be available to all users. This
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ensures a smoother rollout and a better user experience. However,

during this period, the volume of crashes may be underestimated.

3 DATASETS

The dataset for the crash reports from Firefox users can be publicly

assessed through the Mozilla Crash Reports API [9]. The API al-

lows querying of crash reports submitted in the last sixmonths. Ad-

ditionally, information from the bug tracking systems associated

with the actionable crashes can be accessed through the Bugzilla

WebService API [8]. Alternatively, some datasets can be downloaded

through BugBug, Mozilla’s platform for machine learning projects

on software engineering [2, 11].

Firefox developers use the crash signature to group related crashes

in the same bucket. When investigating a crash to be fixed, a bug

report is filed on Bugzilla and linked to the crashes through one or

more crash signatures. We shall discuss how to use the available

data to help foment more research on the topic of predicting the

impact of crashing bugs across release channels.
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