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Abstract the NVD statistics [33], there have been 22,378 vulnerabilities

Security vulnerabilities are increasingly prevalent in mod-
ern software and they are widely consequential to our so-
ciety. Various approaches to defending against these vul-
nerabilities have been proposed, among which those lever-
aging deep learning (DL) avoid major barriers with other
techniques hence attracting more attention in recent years.
However, DL-based approaches face critical challenges in-
cluding the lack of sizable and quality-labeled task-specific
datasets and their inability to generalize well to unseen, real-
world scenarios. Lately, large language models (LLMs) have
demonstrated impressive potential in various domains by over-
coming those challenges, especially through chain-of-thought
(CoT) prompting. In this paper, we explore how to lever-
age LLMs and CoT to address three key software vulner-
ability analysis tasks: identifying a given type of vulnera-
bilities, discovering vulnerabilities of any type, and patch-
ing detected vulnerabilities. We instantiate the general CoT
methodology in the context of these tasks through VSP, our
unified, vulnerability-semantics-guided prompting approach,
and conduct extensive experiments assessing VSP versus
five baselines for the three tasks against three LLMs and two
datasets. Results show substantial superiority of our CoT-
inspired prompting (553.3%, 36.5%, and 30.8% higher F1 ac-
curacy for vulnerability identification, discovery, and patching,
respectively, on CVE datasets) over the baselines. Through
in-depth case studies analyzing V SP failures, we also reveal
current gaps in LLM/CoT for challenging vulnerability cases,
while proposing and validating respective improvements.

1 Introduction

Software vulnerabilities are consequential [14], posing sig-
nificant threats to security of the cyberspace: they often re-
sult in critical financial losses, service disruptions, and data
breaches [19]. The costs associated with remediating these
vulnerabilities (e.g., expenses for incident response and sys-
tem repair) are also substantial [32]. Meanwhile, security
vulnerabilities are pervasive in modern software: according to

publicly reported so far within 2023 alone, and this number
has been on a steady rise over the years. In fact, there are even
more than reported since some are silently patched [66] many
have not been discovered yet. On the other hand, it is difficult
to avoid introducing vulnerabilities during software develop-
ment and evolution [31]. Thus, it is crucial to defend against
vulnerabilities through vulnerability detection and patching.

Various approaches to defensive software vulnerability
analysis have been proposed, including those based on static/-
dynamic program analysis [5,42], the mixture of both [60],
and data-driven methods (especially machine/deep learn-
ing) [11,64]. These techniques demonstrated respective merits
while covering all the major kinds of defense tasks against
vulnerabilities, including identification of given types of
vulnerabilities [3] (e.g., memory leaks [13, 43], use-after-
free [10,57,71,79], double-free [10], XSS [73], and buffer
overflow [26,40,67]), discovery of vulnerabilities of various
types [9,20,22,27,30,38,44,47,53,56,68,81,86], and patching
the detected vulnerabilities [12,21,24,51, 65, 85].

However, these classes of techniques each face their major
challenges. In particular, purely static techniques (e.g., [13,
38,43]) suffer from the excessive imprecision of the under-
lying static analysis [60], causing high rates of false alarms
which are a key practicality barrier [34]. In addition, they are
subject to unsoundness due to the prevalent use of dynamic
language constructs [44] in modern programs and limited
scalability to large-scale codebases [42,60]. Purely dynamic
(e.g., [9,27,56] and hybrid (e.g., [68]) techniques have their
capabilities constrained by the coverage of existing program
inputs, which is usually insufficient, hence missing potentially
critical vulnerabilities (i.e., low recall [60]).

Data-driven approaches, especially those based on deep
learning (DL), helped with overcoming those limitations [11].
Indeed, existing DL-based techniques, leveraging various
neural network architectures (e.g., CNN [81], RNN/Trans-
former [20, 30], and GNN [53, 86]), have achieved no-
table successes [64]. Yet despite their merits in both detec-
tion [46,47,53] and repair [12, 21], they fall short of prac-



tical performance when applied to unseen, real-world pro-
grams [64] and stumble on the lack of sizable and quality
training datasets [62,63]. Most recent applications [61,63] of 7
state-of-the-art DL-based techniques [11,12,20,21,30,46,86]
show that they achieved no more than 16.43% F1 accuracy
and 8.55% top-1 accuracy for vulnerability detection and
repair, respectively, in replication settings; even after using
the most advanced data-augmentation technique focused on
these tasks [61] to augment the training sets with 15,000+
high-quality samples, those two numbers could only go up to
20.1% and 21.05%, respectively.

Lately, pre-trained large language models (LLMs) have
demonstrated promising performance in assisting with a wide
range of tasks, including those of software analysis [35,36].
Especially, unlike fine-tuning [83] and prompt learning [50],
prompting LLMs does not need sizable task-specific datasets,
hence addressing the key pain point with the DL-based ap-
proaches. In particular, chain-of-thought (CoT) [75], a state-
of-the-art prompting technique has shown excitingly potential
in pushing up the performance of various LLMs. Through, a
few step-by-step reasoning demonstrations provided to LLMs
as exemplars during prompting, CoT elicits the same reason-
ing capabilities of the model toward correct answers with a
much greater chance. While CoT has been explored in rele-
vant tasks [17,41,82] and its core idea is simple, it remains
unclear how it may be effectively instantiated and leveraged
for software vulnerability analysis tasks. For instance, we
experimented with exemplifying line-by-line code semantics
description as the chain of thoughts, but only to no avail.
On the other hand, using LLMs without reasoning-eliciting
prompting (e.g., in the zero-shot setting) has not quite suc-
ceeded in vulnerability analysis [65, 80].

In this paper, we systematically explore defensive soft-
ware vulnerability analysis by prompting LLMs, instantiating
the general CoT methodology in the context of vulnerabil-
ity identification, discovery, and patching tasks. Underlying
these three tasks, we propose vulnerability semantics guided
prompting (VSP), a unified CoT-inspired prompting strategy
that maps vulnerability semantics (i.e., behaviors of a vulner-
able program that make it vulnerable) to chains of thoughts.
With full code semantics being represented by all conven-
tional data and control flow dependencies [2] in a program,
vulnerability semantics are represented by the subset of those
dependencies that capture (i.e., account for) the vulnerable be-
haviors. Accordingly, VSP formulates the data/control flow
facts underlying vulnerability semantics as the “thoughts” and
the corresponding flow paths as the “chain” in CoT. On top
of VSP as the unified approach, we further propose a spe-
cific prompting scheme for each individual task; but all these
schemes are guided by vulnerability semantics.

We then conducted extensive experiments, examining the
efficacy of VSP versus five baselines, including two vari-
ants of VSP, the full-code-semantics-based prompting strat-
egy (i.e., naive instantiation of CoT), few-shot learning, and

standard prompting. With these six strategies against three
LLMs and two datasets, we compare the different ways of
directly leveraging or eliciting the (existing) knowledge of
various LLMs for the three vulnerability analysis tasks. Our
results show that, with just a few (20) exemplars, VSP out-
performed the baseline approaches by substantial margins
for any of the three tasks, especially on the much more chal-
lenging dataset. For instance, for vulnerability identification,
our method achieved 65.29% F1 on a synthetic dataset and
58.48% F1 on a real-world (CVE) dataset, versus the best
(non-V SP) baseline achieving only 56.28% and 8.96 %, re-
spectively, on GPT-3.5 [18]. For vulnerability discovery, VSP
achieved 54.07% F1 on the synthetic dataset and 45.25% F1
on the CVE dataset, versus the best baseline achieving 52.04%
and 33.16 %, respectively, on Llama?2 [69]. For vulnerability
patching, these numbers are 97.65% and 20.00% with VSP
versus 96.47% and 15.29% with the best baseline, also on
GPT-3.5. VSP also helped discover 22 true zero-day CVE
vulnerabilities (with 40.00% accuracy), versus the standard-
prompting baseline found 9 (with 16.36% accuracy) only.

Moreover, we performed in-depth case studies to analyze
the failures encountered by VSP, and identified four common
root causes across the three tasks. For instance, for both the
vulnerability identification and patching tasks, and underlying
both the false positives and false negatives, the dominating
failure cause is that the code context is insufficient in the code
snippet fed to the LLMs (e.g., lacking information about a self-
defined/external function called in the code). Another major
root cause, which is also the primary one for vulnerability
discovery failures, is that the LLMs miss important control
flow facts as part of the vulnerability semantics during their
reasoning. In contrast, missing key data flow facts is another
main failure cause, but more of a problem for vulnerability
discovery than for identifying or patching vulnerabilities. We
further proposed improvements to overcome these failures per
their causes, and show the efficacy of our recommendations
(e.g., making up insufficient context via code comments).

To the best of our knowledge, our work is the first to sys-
tematically examine how to leverage prompting LLM:s for all
three representative tasks in defensive software vulnerability
analysis. Through VSP, we also demonstrate a promising di-
rection toward those tasks by guiding LLMs via vulnerability
semantics hence eliciting LLM knowledge to reason about
the most essential behaviors of a program that make it vulner-
able. Our extensive experiments and discussions suggest this
direction can push the effectiveness of software vulnerability
analysis to a new height (over the best DL-based approaches
achieved so far). We also contribute, via our failure case stud-
ies and recommended solutions, to future ways of improv-
ing vulnerability analysis using LLMs. All of the code and
datasets for our study have been made available at Figshare.


https://figshare.com/s/facae52302b6ddf70758
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Q: Does the following code have a CWE-416 vulnerability?

Please focus on the part that is most likely to have the vulnerability.

Code to analyze

(a) A use-after-free and null-pointer-dereference vulnerability sample
with vulnerability semantics marked, where the (possible) vulnerable
statement is marked as cyan, the contexts are marked as yellow, and
the control-flow and data-flow relationships are marked with arrows.

A: CWE-416 is use-after-free. Thus, the part that is mostly likely to
have CWE-416 vulnerability is the use of the pointers:

[ggError("aborted", ptr);

Looking at the contexts of the code, if the pointer ‘ptr' has been
freed at ‘free(ptr);” and ‘if(abrt)" is also satisfied, the use after
freewill happen.

Therefore, the code has a CWE-416 vulnerability.

(b) The exemplar for vulnerability identification.

Q: Is the following code vulnerable? If so, which CWE(s) does it have?

Q: Given the following vulnerable code.
" Code to analyze ™"

Please focus on the parts that are most likely to be vulnerable.

Code to analyze

A: The parts which are most likely to be vulnerable include:
1. pointer dereference

logError("aborted", ptr);

Looking at the contexts of the code, ‘ptr’ may be NULL when the
allocation of “char*ptr=(char*)malloc(SIZE);" fails, thus the code has
a null pointer dereference vulnerability, which is CWE-476. Also, if
the pointer ‘ptr' has been freed at ‘free(ptr);” and ‘if(abrt)’ is
satisfied, the use after free will happen, which is CWE-416.

Therefore, the code has CWE-476 and CWE-416 vulnerabilities.

which has a CWE-416 (use-after-free) vulnerability. Specifically, the
vulnerability occurs at the following line:

" logError("aborted", ptr); ="

Please provide a valid patch, only showing the code changes
needed rather than the entire patched code.

A: The patching can be done in two steps.

Step 1: Root cause analysis: Looking at the contexts of the
vulnerable line, if "ptr’ has been freed at “free(ptr)” and “if(abrt)" is
satisfied, the use-after-free vulnerability will happen.

Step 2: Patching strategy: To fix the vulnerability, we can make the
branch of “free(ptr)" and "if(abrt)" exclusive. Therefore, the patch is:

- if (abrt) {
+ else if (abrt) {

(c) The exemplar for vulnerability discovery.

(d) The exemplar for vulnerability patching.

Figure 1: Illustrations of vulnerability semantics (a) and VSP exemplars for the three vulnerability analysis tasks (b,c,d).

2 Preliminary

Prompt Engineering. Recent LLMs such as GPT-3.5 [18]
have shown promising performance with various tasks [15,36,
49,72,76]. Users can directly ask LLMs to solve a problem via
a natural language prompt like "whether the following code
has a bug". Recent studies [58,65] show that the prompting
strategies significantly affect the performance of LLMs. To
better exploit LLMs, prompt engineering [77] which seeks to
optimize the prompts becomes a crucial topic. In prompt engi-
neering, few-shot learning [8] can also improve performance
with a few examples of desired inputs and outputs.
Chain-of-Thought Prompting. In prompting engineering
with few-shot learning, chain-of-thought (CoT) [75] shows
enormous potential on complex reasoning tasks by providing
intermediate reasoning steps in the exemplars. It is effective
on different tasks such as arithmetic reasoning and symbolic
reasoning [75]. Moreover, zero-shot chain-of-thought is also
effective in some tasks by directly showing the reasoning
steps in the question without providing exemplars [37].
Vulnerability Analysis using LLLMs. LLMs have been ex-
plored for vulnerability analysis tasks such as vulnerability
finding [58], repair [65], and secure code generation [28].
However, these works use simple prompts and leave all the
vulnerability analysis reasoning process to the LLMs. Since
those tasks require complex reasoning steps such as vulnera-
bility localization and comprehensive control/data flow analy-
sis, simple prompts may not be effective enough. By its nature,
CoT seems to fit well here, yet it remains unknown how to

best realize its potential for software vulnerability analysis,
exploring which is thus the goal of this paper.

3 Methodology

In this section, we introduce our unified prompting strategy
for vulnerability analysis. Then, we describe the three analy-
sis tasks considered and the task-specific prompting schemes
all based on the unified strategy. Note that our main goal is
to explore how to effectively prompt LLMs for vulnerability
analysis hence providing evidence about the potential/gaps
and actionable insights to inform future technique develop-
ment, rather than developing a deployable tool here. Finally,
we describe the datasets and LLMs we use in this study, as
well as the design and implementation of our experiments.

3.1 Vulnerability-Semantics-guided Prompting
Inspired by CoT [75], we propose Vulnerability-Semantics-
guided Prompting (VSP), which also instantiates the general
CoT methodology. This strategy hones in on vulnerability
semantics, the pivotal components of effective vulnerability
analysis. This design is underpinned by two key insights: (1)
While a program may encompass numerous lines of code,
only a small fraction may be susceptible to vulnerabilities.
Thus, centering on these critical segments, constituting the
vulnerability semantics, empowers LLMs to conduct vulner-
ability analysis to the fullest extent; (2) Mainstream LLMs
are based on Transformer [70], which is known to exhibit
diminished performance when handling/generating extensive



text [62]. Therefore, concentrating on vulnerability seman-
tics aids in curtailing the length of exemplars, prompts, and
answers, mitigating potential distractions for the LLMs.

Vulnerability Semantics. Given that only a small proportion
of code may cause vulnerabilities, locating the statements
that are (possibly) vulnerable is crucial as these statements
are the core of vulnerability semantics. However, such state-
ments themselves cannot cause vulnerabilities without proper
context. For a comprehensive vulnerability analysis, the con-
textual statements that have control and data-flow relation-
ships that may involve vulnerable behaviors are also impor-
tant [59, 60]. Therefore, we define vulnerability semantics
as the behaviors of vulnerable statements and those of their
relevant contextual statements. This avoids including all the
code semantics and helps LLMs focus on the crucial parts.

Figure 1 (a) shows an example involving use-after-free
and null-pointer-dereference vulnerabilities with vulnerabil-
ity semantics marked. To understand the semantics, we first
locate the statement that likely has the two vulnerabilities,
which uses a pointer at line 8 marked in cyan. Then, we locate
the statements that have data and control flow dependency
relationships with line 8: lines 2 and 6 have the data-flow
relationships that may cause a NULL pointer dereference and
use-after-free vulnerabilities, as marked with red dashed ar-
rows. Lines 6 and 7 have control-flow relationships that may
cause the use-after-free vulnerability, as marked with the red
arrows. Therefore, lines 2, 6, and 7 form the context, which
are marked in yellow. Therefore, line 8 along with the context
constitutes the vulnerability semantics.

Prompting Strategy. Guided by vulnerability semantics, we
leverage CoT-based few-shot learning to achieve VSP. Each
VSP prompt consists of two parts. The first part is the set
of a few exemplars that provide examples of the reasoning
steps for the model to perform few-shot learning. Specifically,
each exemplar consists of a question for the task, a code
sample, and the answer for the question which includes the
reasoning steps. The reasoning steps in the answers focus
on the vulnerability semantics discussed above. The second
part is the testing sample we want the model to analyze. In
the testing sample, we ask the question which has the same
format as the questions in the exemplars. Then, we expect
the LLMs to output the answer following the vulnerability-
semantics-based reasoning steps in the exemplars.

The VSP strategy lays the bedrock of different vulnerability
analysis tasks in our study. Figure 2 illustrates the overall
design: We use VSP as the unified/common strategy under the
detailed prompting scheme for each task. Note that we intend
to examine the potential of VSP for each task—these tasks are
orthogonal, and each task assumes what it needs to assume,
rather than based on the output of the previous task. We do
not aim to develop a holistic vulnerability analysis system
(e.g., starting with identification followed by patching).

3.2 Tasks

In this work, we address three software vulnerability analysis
tasks: (1) vulnerability identification (determining if a pro-
vided code sample has a specific type of vulnerability), (2)
vulnerability discovery (discovering potential vulnerabilities
in code samples without specifying their types), and (3) vul-
nerability patching (creating a patch based on a vulnerable
sample and vulnerability type and location). These tasks span
various levels of vulnerability analysis, representing the key
steps in defenses against software vulnerabilities.

Next, we separately describe the goals, formulation, and
detailed prompting schemes for the three tasks.

3.2.1 Task 1: Vulnerability Identification

Goal. The goal of vulnerability identification is to determine
whether a given code sample has a specific type of vulnerabil-
ity (e.g., CWE), as whether a vulnerability detector can find
specific types of vulnerabilities determines its effectiveness.
Formulation. We formulate vulnerability identification as
a binary classification task. In the LLM input prompt, we
provide a code sample in terms of text and ask the model
whether the given text has a CWE-xxx vulnerability, where
CWE-xxx is the CWE ID of the vulnerability type.
Prompting. As discussed in Section 3.1, we provide the ex-
emplars for vulnerability identification and the testing sample
in each prompt. As Figure | (b) shows, for each exemplar, we
ask the question for vulnerability identification: "Q: Does the
following code have a CWE-xxx vulnerability?". Besides the
question itself, we also request the model: "Please focus on
the part that is most likely to have the vulnerability." This is
to guide the model to focus on vulnerability semantics. Then,
we provide the code to analyze. Each exemplar’s answer part
includes an explanation of the CWE ID’s meaning for clarity.
Then, we find the possible vulnerable statements based on the
vulnerability type as well as the contexts of them based on the
vulnerability control and data flow relationships. We analyze
the conditions of the contexts and decide whether the code has
a specific type of vulnerability. We finally provide the testing
sample by asking the same question as in the exemplars to let
the model output its response.

3.2.2 Task 2: Vulnerability Discovery

Goal. In this task, LLMs are asked to discover possible vulner-
abilities without being provided with CWE IDs. This serves
to evaluate their practical applicability. In real-world software
vulnerability analysis, developers often lack prior knowledge
of specific vulnerabilities in given code and their correspond-
ing CWE IDs. Hence, vulnerability analysis techniques need
to pinpoint potential vulnerabilities and classify their types.
Formulation. We formulate vulnerability discovery as a
multi-class classification task. Given a code sample in the
form of text, we ask the model whether the code has any
vulnerability(ies), and if so, which CWE(s) the code has.



Vulnerability Analysis Tasks

Task 1: Vulnerability Identification

Task 2: Vulnerability Discovery

Task 3: Vulnerability Patching

Determine whether given code has a
specific type of vulnerability

Discover possible vulnerabilities
without telling the CWE IDs

Fix the vulnerability from the in
the given vulnerable code

VSP Strategy for Each Task

Strategy for Task 1
Describe the vulnerability semantics,
in relation to the CWE given in the
question, guiding the model to make
the binary decision (denouncing or

Strategy for Task 2
Describe the vulnerability semantics, in
relation to the CWE the code actually
has while describing the vulnerability
location; also guide it to discern what

Strategy for Task 3
Describe the vulnerability
semantics focusing on the root
cause, and telling how the root
cause, rather than the symptom,

confirming the given CWE)

CWEs the code does NOT have

is patched against.

Vulnerability-Semantics-Guided Prompting (VSP)

Inspired by: Chain-of-thought prompting

Thought: Data/control flow facts underlying vulnerability semantics

Chain: Data/control flow paths underlying vulnerability semantics

Figure 2: An overview of vulnerability-semantics-guided prompting for vulnerability analysis tasks.

Prompting. As Figure 1 (c) shows, in each exemplar, we
ask the question for vulnerability discovery: "Q: Is the fol-
lowing code vulnerable? If so, which CWE(s) does it have?
Please focus on the parts that are most likely to be vulnera-
ble." Then, we provide the code sample. In the answer, we
enumerate the types of statements that may be vulnerable and
locate them within the code. For each potentially vulnerable
statement, we identify the associated contexts based on the
relevant vulnerability control and data flow relationships. Ulti-
mately, we conduct an analysis of the vulnerability semantics
to determine the presence of vulnerability(-ies) and, if any,
their corresponding CWE(s). Subsequently, we present the
test sample with the same question as posed in the exemplars,
letting the model provide its response.

3.2.3 Task 3: Vulnerability Patching

Goal. The goal of this task is to eliminate the vulnerability
from the code while preserving the code functionality. This
is crucial because it addresses the security issues of the code
and avoids possible attacks and damage to the systems.
Formulation. We formulate vulnerability patching as a text-
to-text transformation task. Given a vulnerable sample in the
form of text, we ask the model to generate a patch. We directly
tell the model the vulnerable line and the respective CWE,
which is common for bug/vulnerability patching [12,21,24].
With the vulnerable code sample, the vulnerable line, and the
CWE ID, the model outputs the patch in terms of only the
lines changed (rather than the entire patched sample).
Prompting. As Figure | (d) shows, in each exemplar, we ask
the model to generate a patch for the given code: "Given the
following vulnerable code: “‘<vulnerable code> “* which has
a CWE-xxx (<description of CWE>) vulnerability. Specifi-
cally, the vulnerability occurs at the following line: <vulnera-

ble line>. Please provide a valid patch, only showing the code
changes needed rather than the entire patched code." In the
answer, we analyze the root cause of the vulnerability based
on its semantics. Then, we assess the patching strategy and
identify a corrective action to fix the vulnerability via code
edits. Finally, we provide a test sample with the same question
as in the exemplars, letting the model give its response.

3.3 Datasets

In this study, we manually construct exemplars for CoT-based
few-shot learning, targeting five most dangerous CWEs in
C/C++ code [1]: (1) CWE-787 (out-of-bound write), (2)
CWE-125 (out-of-bound read), (3) CWE-476 (NULL-pointer-
dereference), (4) CWE-416 (use-after-free), and (5) CWE-190
(integer overflow). We focus on C/C++ because C/C++ vul-
nerabilities cover the dominant classes of vulnerabilities and
they are the most vulnerable languages [60]. For each CWE,
we provide four pairs of samples, each comprising a vulner-
able and a corresponding patched sample. This results in a
total of 20 pairs. The samples are inspired by the examples on
the CWE report website [1]. We use the strategies described
above to write the respective exemplars.

We evaluate the three tasks using two testing datasets.
The first is a synthetic dataset known as SARD [7], con-
taining a substantial number of vulnerable and respective
non-vulnerable samples. The second is a real-world vulnera-
bility dataset curated by Fan et al. [16], sourced from CVE
reports [55], providing both vulnerable and respective patched
code samples. We exclusively focus on samples pertaining
to the five CWEs mentioned above. Considering the cost of
commercial LLMs (e.g., GPT-3.5) and the time consumption,
we only select 500 pairs of samples for each testing dataset.
We use both datasets as we want to assess the difficulties of



Model Version #Param | #Max Tokens
GPT-3.5 | gpt-3.5-turbo-16k 175B 16,385
Llama2 | llama-2-7b-chat-hf 7B 4,096

Falcon falcon-7b-instruct 7B 2,048

Table 1: LLMs we investigated.

analyzing simple/synthetic samples and complex/real-world
samples with LLMs, helping us obtain more in-depth insights.

3.4 Models

Table | summarizes the three latest LLMs used in our study,
including the model version, size, and token constraints. In
particular, GPT-3.5 [18] is a primary LLM from OpenAl
which can understand and generate natural language and code.
We chose GPT-3.5-Turbo over GPT-4 due to the latter’s high
price. Llama2 [69] is the latest LLM from Meta Al. We
chose the 11ama-2-7b-chat-hf version due to the resource
limitation of our machine. For the same reason, we chose
the falcon-7b-instruct version of Falcon [88], an LLM
from technology innovation institute. While these models are
not the most advanced/capable in their families, our choices
should not affect much what our study aims to achieve.

3.5 Baselines

In addition to VSP, we examine the following five baselines:

Standard Prompting. We ask the LLMs to address the
tasks without providing any exemplars or guidance, aiming
to assess their raw/original potential.

Standard Few-Shot Learning. For each exemplar, we only
provide the final answer without any reasoning steps. This
is to test whether the improvements (if any) are from the
reasoning steps rather than the final answers in the exemplars.

Naive CoT-based Few-Shot Learning. Instead of focusing
on the vulnerability semantics, we analyze the code line by
line to address the tasks. This is to test whether the VSP
strategy outperforms full semantics analysis.

Zero-Shot VSP Prompting. We do not provide the exem-
plars, but in the prompts, we provide steps for VSP-based
vulnerability analysis. This is to test whether providing exem-
plars improves the model’s reasoning capabilties.

Other-type VSP Prompting. We ensure that the exem-
plars used do not overlap with any testing sample in terms of
the CWE covered, for assessing whether LLMs’ reasoning
capabilities elicited from the exemplars can be transferred
across different vulnerability types.

3.6 Implementation

For GPT-3.5, we subscribe the APIs from OpenAl to process
the input and generate the results. For Llama2 and Falcon,
we download the models from HuggingFace [78] and use its
APIs to conduct the experiments. We set the temperatures of
the LLMs to O to reduce the randomness. We perform our

experiments on a workstation with an AMD Ryzen Threadrip-
per Pro 5595WX (4.5GHz) CPU with 64 Cores, four Nvidia
GeForce RTX A6000 GPU, and 512GB memory.

4 Task 1: Vulnerability Identification
4.1 Metrics

Since the task is formulated as a binary classification task, we
evaluate the effectiveness in terms of recall, precision, and
F1, which are standard metrics for binary classification tasks.
We use an automatic script to check the outputs by some
key phases (e.g., "the code has a CWE-xxx vulnerability") to
determine the model predictions.

4.2 Results

Overall Performance. Table 2 shows the effectiveness of
VSP prompting and the baselines against the vulnerability
identification task in terms of F1, because F1 is the metric that
represents the overall effectiveness of binary classification.
We show the detailed numbers of recall, precision, and F1 for
each CWE in Tables 9, 10, and 11 in Appendix. For all three
LLMs, VSP prompting achieves the best F1 scores. On the
SARD dataset, GPT-3.5, Llama2, and Falcon achieve 65.29%,
60.18%, and 51.25% F1, respectively. On the CVE dataset,
GPT-3.5, Llama2, and Falcon achieve 58.48%, 44.80%, and
36.36% F1, respectively. We also notice that the F1 scores on
the SARD dataset are higher than the ones on the CVE dataset.
This is because the samples in SARD are synthetic which is
generally simple while the samples in CVE are real-world and
complex which makes the vulnerability identification more
challenging. The high F1 scores indicate that VSP Prompting
is practical for vulnerability identification.

Comparison to Standard Prompting. To show that VSP
prompting is necessary and effective for vulnerability iden-
tification, we compare it with simple standard prompting on
LLMs. Table 2 shows the F1 scores of standard prompting on
the same datasets. We notice that the F1 scores of standard
prompting are much lower than the ones of VSP prompting on
all the settings: with standard prompting, GPT-3.5, Llama?2,
and Falcon achieve 56.28%, 54.94%, and 0.00% on the SARD
dataset, and 3.59%, 35.10%, 4.69% on the CVE dataset. This
indicates that the reasoning steps in VSP prompting help
LLMs outperform their own reasoning steps for vulnerability
identification. We also notice that the improvements of VSP
prompting are higher on the CVE dataset (e.g., 58.48% to
3.59% for GPT-3.5). This further indicates the necessity of
VSP prompting for real-world vulnerability identification.

Comparison to Standard Few-shot Learning. Table 2
shows the F1 scores of standard few-shot learning for vul-
nerability identification. We notice that it has poor effective-
ness compared with VSP prompting. With standard few-shot
learning, GPT-3.5, Llama2, and Falcon only achieve 34.01%,
56.71%, and 50.15% F1 scores on the SARD dataset, and
0.80%, 34.08%, and 30.45% F1 scores on the CVE dataset.



Model | Dataset Strategy ‘ F1 Model | Dataset Strategy F1 Model | Dataset Strategy F1
Standard Prompting = 56.28% Standard Prompting | 54.95% Standard Prompting 0.00%
Standard Few-Shot 34.01% Standard Few-Shot 56.71% Standard Few-Shot 50.15%
Naive CoT Learning  15.17% Naive CoT Learning | 47.64% Naive CoT Learning | 22.69%
SARD | Zero-Shot VSP 55.78% SARD | Zero-Shot VSP 53.25% SARD | Zero-Shot VSP 1.19%
VSP Prompting 65.29% VSP Prompting 60.18% VSP Prompting 51.25%
Other-Type VSP 65.06% Other-Type VSP 59.33% Other-Type VSP 50.46%
GPT-3.5 Standard Prompting 3.59% | Llama2 Standard Prompting | 35.10% | Falcon Standard Prompting 4.69%
Standard Few-Shot 0.80% Standard Few-Shot 34.08% Standard Few-Shot 30.45%
Naive CoT Learning 8.96% Naive CoT Learning | 22.72% Naive CoT Learning | 23.40%
CVE | Zero-Shot VSP 4.62% CVE | Zero-Shot VSP 40.15% CVE | Zero-Shot VSP 23.91%
VSP Prompting 58.48% VSP Prompting 44.80% VSP Prompting 36.36%
Other-Type VSP 56.34% Other-Type VSP 44.02% Other-Type VSP 35.41%
Table 2: Vulnerability Identification Results in terms of F1.
This indicates that while providing the same exemplars, the i CVE SARD
R R 8 X Failure Reason FN FP FN FP
LLMs still cannot achieve the effectiveness of VSP prompting InSUTfiCiont CONTEXES 5% 2% | 8% | 7%
without providing the vulnerability-semantics-guided reason- Oblivion of CWE 19% | 17% | 17% | 9%
. PR . e Incomplete control flow analysis | 18% | 21% | 28% | 40%
ing steps. This indicates the importance of the vulnerability Tncomplete data flow analysis | 28% | 20% | 47% | 44%

semantics for vulnerability identification.

Comparison to Naive CoT Learning. To show that our
vulnerability-semantic-guided design in VSP prompting is
important, we compare it with a naive chain-of-thought design
which analyzes the code line by line to identify the vulner-
ability. As Table 2 shows, with naive CoT learning, GPT-
3.5, Llama2, and Falcon only achieve 15.17%, 47.64%, and
22.69% F1 scores on the SARD dataset, and 8.96%, 22.72%,
and 23.40% F1 scores on the CVE dataset. These numbers
are much lower than the ones for VSP prompting. This indi-
cates the importance of vulnerability semantics. Because only
a small proportion of code is indeed relevant to vulnerabili-
ties, the line-by-line reasoning involve much information not
relevant to vulnerabilities which distracts the LLMs.

Comparison to Zero-Shot VSP. To show the necessity of
exemplars, we test zero-shot VSP, which tells the VSP-based
reasoning steps in the prompt but does not provide exemplars.
We tell the LLMs to "focus on the parts that are most likely
to be vulnerable and their contexts based on control-flow
and data-flow relationships". As Table 2 shows, with zero-
shot VSP, GPT-3.5, Llama2, and Falcon only achieve 55.78%,
53.25%, and 1.19% F1 scores on the SARD dataset, and
4.62%, 40.15%, and 23.91% F1 scores on the CVE dataset.
These numbers are much lower than the ones for VSP prompt-
ing, indicating the importance of exemplars.

Transferability of VSP Prompting. In the experiments
above, the CWEs of the testing samples are consistent with
the exemplars. In this experiment, we test whether the benefits
of VSP Prompting still exist when the CWEs of exemplars
are different from the testing samples. We write exemplars
with different CWEs (e.g., CWE-20, CWE-78, CWE-269,
CWE-369, and CWE-798) but keep the VSP strategies. As
Table 2 rows "Other-Type VSP" shows, GPT-3.5, Llama2, and
Falcon achieve 65.06%, 59.33%, and 50.46% F1 scores on the
SARD dataset, and 56.34%, 44.02%, and 35.41% F1 scores
on the CVE dataset. These numbers are comparable to the
ones in VSP prompting. This indicates that VSP prompting

Table 3: Failure Reasons for Vulnerability Identification.

is transferable for vulnerability identification: the LLMs are
able to learn the reasoning steps while the CWEs are different.

4.3 Failure Case Studies

Although VSP prompting outperforms all the other baselines
for vulnerability identification, we conduct case studies for
the failure cases. Since the case studies are time-consuming,
we only do case studies on the GPT-3.5 results. We manually
inspect the false negative and false positive cases on the CVE
and SARD datasets separately. For each case study, we follow
the error analysis in [29] and randomly select 100 test samples
with wrong predictions, and manually inspect the reasons
for the failures. Based on the inspection, we categorize the
reasons into 4 categories.

Table 3 shows the statistics of the four failure reasons. The
first category is insufficient contexts. Because most LLMs
have limitations on the number of tokens processed, it is not
possible to directly input the whole project into LLMs [65].
Therefore, in this study, we only input the vulnerable function
itself to the LLMs. However, many vulnerabilities are inter-
procedural where the vulnerability cannot be comprehensively
analyzed without scanning all the code in the project. We no-
tice that this is common on the CVE dataset, with 35% on the
FN cases and 42% on the FP cases. This is because the sam-
ples from CVE are from real-world projects and they usually
have many functions and files, which make the analysis chal-
lenging. In comparison, the proportions on the SARD dataset
are much lower, with 8% on the FN cases and 7% on the FP
cases. This is because the synthetic samples from SARD are
relatively simple. Most of the samples are standalone and thus
the vulnerability identification is much easier.

The second category is the oblivion of CWE. We notice
that in some failure cases, GPT-3.5 "forgets" the CWE type it
needs to identify. For example, we ask the model to identify
a CWE-787 out-of-bound vulnerability in the question, but



the model identifies the NULL pointer dereference vulner-
ability in its reasoning steps. A possible reason is that the
Transformer architecture, where LLMs are based, would have
performance degradation when the text to be processed is
too long [62]. As Table 3 shows, the proportions of oblivion
of CWE are 19% and 17% for the FN cases and FP cases
from the CVE dataset respectively, and 17% and 9% for the
FN cases and FP cases from the SARD dataset respectively,
indicating that this issue is widespread.

The third category is incomplete control flow analysis. In
some failure cases, GPT-3.5 is not able to do a comprehensive
control flow analysis. For example, when identifying a CWE-
476 NULL-pointer-dereference vulnerability, the model may
still affirm that the dereference of a pointer is possible to
be NULL, while the NULL pointer checking has been done
before the dereference. This indicates that while we have
provided the control-flow analysis reasoning steps in the ex-
emplars, they still cannot do complex and comprehensive anal-
ysis like traditional static analysis techniques do. As Table 3
shows, the proportions of incomplete control flow analysis
are 18% and 21% for the FN cases and FP cases from CVE
respectively, and 28% and 40% for the FN cases and FP cases
from SARD respectively. The higher proportions on SARD
indicate that, while the samples are simple, the LLMs still
have limitations on doing complete control flow analysis.

The fourth category is incomplete data flow analysis. In
some failure cases, GPT-3.5 is not able to do comprehensive
data flow analysis. For example, when identifying a CWE-787
out-of-bound vulnerability, the model may still affirm that a
buffer write may be beyond the boundary of the buffer while
the buffer has reserved enough space for the buffer write. This
indicates, again, that while LLMs are capable to some extent,
they still cannot do complex and comprehensive data flow
analysis. As Table 3 shows, the proportions of incomplete
data flow analysis are 28% and 20% for the FN cases and FP
cases from CVE respectively, and 47% and 44% for the FN
cases and FP cases from SARD respectively.

S Task 2: Vulnerability Discovery
5.1 Metrics

Since the task is formulated as a multi-class classification
task where the classes are the CWE IDs of the vulnerabili-
ties, we first evaluate the recall, precision, and F1 on each of
the classes and then compute the overall effectiveness using
macro-averaging and micro-averaging [4]. We use an auto-
matic script to check the outputs of the models like what we
do in Task 1. Once the predicted classes involve the ground-
truth one, the prediction is positive, otherwise negative.

5.2 Results

Overall Performance. Table 4 shows the effectiveness of
VSP prompting and the baselines against the vulnerability dis-
covery task in terms of macro-averaged and micro-averaged

F1. We show detailed recall, precision, and F1 for each CWE
in Tables 12, 13, and 14 in Appendix. We notice that VSP
prompting achieves the best overall effectiveness in most of
the cases. On the SARD dataset, GPT-3.5, Llama2, and Fal-
con achieve 55.83%, 54.07%, and 46.01% macro-averaged F1
with VSP prompting, respectively, and the numbers of micro-
averaged F1 are 60.21%, 60.92%, and 46.83% respectively.
On the CVE dataset, GPT-3.5, Llama2, and Falcon achieve
36.34%, 45.25%, and 46.01% macro-averaged F1 with VSP
prompting, respectively, and the numbers of micro-averaged
F1 are 36.89%, 48.35%, and 28.11% respectively. This indi-
cates that our VSP prompting strategy is able to improve the
LLMs for vulnerability discovery significantly.

Comparison to Standard Prompting. We compare our
VSP prompting to standard prompting. As Table 4 show.
On the SARD dataset, GPT-3.5, Llama2, and Falcon achieve
54.02%, 16.22%, and 0.17% macro-averaged F1 with standard
prompting, respectively, and the numbers for micro-averaged
F1 are 51.50%, 48.27%, and 0.39% respectively. On the CVE
dataset, GPT-3.5, Llama2, and Falcon achieve 3.28%, 17.09%,
and 0.69% macro-averaged F1 with standard prompting, re-
spectively, and the numbers for micro-averaged F1 are 6.70%,
35.39%, and 1.22% respectively. These numbers are much
less than the ones for VSP prompting, indicating that VSP
prompting helps LLMs with vulnerability discovery.

Comparison to Standard Few-Shot Learning. As Ta-
ble 4 shows, on SARD, GPT-3.5, Llama2, and Falcon achieve
55.19%, 21.48%, and 13.78% macro-averaged F1 with stan-
dard few-shot learning, respectively, and the numbers for
micro-averaged F1 are 46.83%, 40.91%, and 12.46% re-
spectively. On CVE, GPT-3.5, Llama2, and Falcon achieve
16.21%, 24.92%, and 13.78% macro-averaged F1 with stan-
dard prompting, respectively, and the numbers for micro-
averaged F1 are 11.60%, 28.79%, and 15.06% respectively.
We notice that, while standard few-shot learning has improve-
ments compared to standard prompting in some cases (e.g.,
on CVE with the GPT-3.5 model), it is not comparable to the
VSP prompting. This indicates that the reasoning steps in our
VSP prompting are crucial for vulnerability discovery.

Comparison to Naive CoT Learning. As Table 4 shows,
on SARD, GPT-3.5, Llama2, and Falcon achieve 41.13%,
52.04%, and 18.81% macro-averaged F1 with naive CoT
learning, respectively, and the numbers for micro-averaged
F1 are 34.08%, 59.47%, and 22.90% respectively. On CVE,
GPT-3.5, Llama2, and Falcon achieve 14.75%, 33.16%, and
12.54% macro-averaged F1 with standard prompting, respec-
tively, and the numbers for micro-averaged F1 are 14.86%,
39.17%, and 11.52% respectively. While naive CoT learning
improves LLMs for vulnerability discovery compared to stan-
dard prompting in some cases (e.g., on CVE with GPT-3.5),
the effectiveness is still lower than one from VSP prompting.
This indicates that VSP prompting which focuses on vulnera-
bility semantics is effective for vulnerability discovery.



Comparison to Zero-Shot VSP. For zero-shot VFP, we
again tell the model to "focus on the parts that are most
likely to be vulnerable and its contexts based on control-flow
and data-flow relationships". As Table 4 shows, on SARD,
GPT-3.5, Llama2, and Falcon achieve 48.49%, 15.58%, and
0.63% macro-averaged F1 with zero-shot VSP, respectively,
and the numbers for micro-averaged F1 are 47.91%, 47.56%,
and 0.79% respectively. On CVE, GPT-3.5, Llama2, and Fal-
con achieve 16.81%, 9.96%, and 0.00% macro-averaged F1
with standard prompting, respectively, and the numbers for
micro-averaged F1 are 22.07%, 23.97%, and 0.00% respec-
tively. This indicates that, without exemplars in the prompt,
the LLMs cannot perform well for vulnerability discovery.

Transferability of VSP Prompting. We again test the
transferability of VSF Prompting with the exemplars where
the CWEs are different from the testing samples. The rows
"Other-type VSP" in Table 4 show the F1 scores. We notice
that on the GPT-3.5 model, the benefits still exist. It achieves
57.33% macro-averaged F1 and 62.19% micro-averaged F1
on SARD, as well as 19.58% macro-averaged F1 and 30.28%
micro-averaged F1 on CVE. However, on the Llama2 and
Falcon models, the benefits do not exist. On SARD, Llama?2
and Falcon only achieve 29.54% and 4.28% macro-averaged
F1, and the numbers for micro-averaged F1 are 48.44% and
8.13%. On CVE, Llama2 and Falcon only achieve 9.20%
and 1.15% macro-averaged F1, and the numbers for micro-
averaged F1 are 23.83% and 3.19%. A possible reason is that
we only use the lite versions with 7B parameters for Llama2
and Falcon because of resource limitations. In comparison,
we use the full version of GPT-3.5-Turbo with 175B param-
eters because it provides online API service. This indicates
that the capability of LLMs impacts the effectiveness of the
transferability of VSP prompting for vulnerability discovery.

5.3 Failure Case Studies

We again do failure case studies for vulnerability discovery.
To be consistent with task 1, we still do case studies on the
GPT-3.5 results. We manually inspect the false negative and
false positive cases on the CVE and SARD datasets separately
and we inspect 100 testing samples for each case study.

By inspecting the failure cases, we still categorize the fail-
ure reasons into the same four categories. Table 5 shows the
statistics. Similar to the results in task 1, we notice that the
reason insufficient context is much more common on the CVE
dataset, with 21% in the false negative cases and 38% in the
false positive cases. In comparison, on the SARD dataset, the
numbers are 2% and 4%. Again, this is caused by the complex
structures of the real-world samples from the CVE dataset.

We notice that the oblivion of CWE is still common in
vulnerability discovery, with 14% and 14% proportions on the
false negative and false positive cases against the CVE dataset,
and with 11% and 4% proportions on the false negative and
false positive cases against the SARD dataset. While the LLM
needs to decide the CWE by itself in this task, it still "forgets"

Model Dataset | Strategy ‘ Macro avg  Micro avg
Standard Prompt 54.02% 51.50%

Standard Few-shot 55.19% 46.83%

Naive CoT Learning 41.13% 34.08%

SARD | Zero-Shot VSP 4849%  41.91%

VSP Prompting 55.83% 60.21%

Other-Type VSP 57.33% 62.19%

GPT-3.5 Standard Prompt 3.28% 6.70%
Standard Few-shot 16.21% 11.60%

Naive CoT Learning 14.75% 14.86%

CVE | Zero-Shot VSP 1681%  22.07%

VSP Prompting 36.34% 36.89%

Other-Type VSP 19.58% 30.28%

Standard Prompt 16.22% 48.27%

Standard Few-shot 21.48% 40.91%

Naive CoT Learning 52.04% 59.47%

SARD | Zero-Shot VSP 15.58%  47.56%

VSP Prompting 54.07% 60.92%

Other-Type VSP 29.54% 48.44%

Llama2 Standard Prompt 17.09%  35.39%
Standard Few-shot 24.92% 28.79%

Naive CoT Learning 33.16% 39.17%

CVE | Zero-Shot VSP 9.96%  23.97%

VSP Prompting 4525%  48.35%

Other-Type VSP 9.20% 23.83%

Standard Prompt 0.17% 0.39%

Standard Few-shot 13.78% 12.46%

Naive CoT Learning 18.81% 22.90%

SARD | 7ero-Shot VSP 0.63% 0.79%

VSP Prompting 46.01% 46.83%

Other-Type VSP 4.28% 8.13%

Falcon Standard Prompt 0.69% 1.22%
Standard Few-shot 13.77% 15.06%

Naive CoT Learning 12.54% 11.52%

CVE | Zero-Shot VSP 0.00%  23.97%

VSP Prompting 29.61% 28.11%

Other-Type VSP 1.15% 3.19%

Table 4: Vulnerability Discovery Results in terms of F1.

CVE SARD
Failure Reason FN FP FN FP
Insufficient contexts 21% | 38% | 2% 4%
Oblivion of CWE 14% | 14% | 11% | 4%

Incomplete control flow analysis | 39% | 34% | 57% | 59%
Incomplete data flow analysis 26% | 21% | 31% | 33%

Table 5: Failure Reasons for Vulnerability Discovery

the CWE it is analyzing in some cases. For example, in some
cases, the model decides to analyze the issues buffer write,
and then in that paragraph, the model starts to analyze NULL
pointer dereference. This indicates that the current LLMs still
have limitations on complex and long logical analysis.

We also notice that incomplete data flow and control flow
analysis are still common in the vulnerability discovery task,
with 21%-59% proportions, while it is more common on the
SARD dataset. This again indicates that while LLMs have the
capability to understand code semantics and do control flow
and data flow analysis to some extent, it is still a challenge
for LLMs to do complex and comprehensive code analysis.

6 Task 3: Vulnerability Patching

6.1 Metrics

In this task, the LLMs are asked to generate a patch that tells
what lines are modified/added/removed with the format of the



diff command outputs. However, the code style of the gen-
erated patch may be different from the ground-truth patches.
Therefore, to evaluate the correctness of the generated patches,
we manually check each generated patch. If the code patched
by the generated patch has completely the same behavior as
the one patched by the ground-truth patch (i.e., semantically
equivalent), we mark the patch as correct. Therefore, we use
accuracy, the proportion of correct patches in all the generated
patches, as the metric to evaluate vulnerability patching.

Since SARD and CVE only provide vulnerable and patched
code, manual labeling of vulnerable locations is necessary,
due to potential disparities between the locations of vulnera-
bility and patching, as illustrated in Figure 1 (d). Given the
time-intensive nature of this process, we restrict our evaluation
to samples involving single-line edits from both SARD and
CVE. This yields a final selection of 170 samples from SARD
and 85 from CVE. Additionally, as LLMs possess prior knowl-
edge of the CWE and the vulnerable location when tasked
with patching, we exclude the naive CoT learning baseline
from this task.

6.2 Results

Overall Performance. Table 6 shows the effectiveness of
VSP prompting and the baselines against the vulnerability
patching task in terms of accuracy. The detailed accuracy
of each CWE is shown in Table 15 in Appendix. On the
SARD dataset, GPT-3.5 and Llama2 achieve 97.65% and
20.59% accuracy, respectively. On the CVE dataset, GPT-3.5
and Llama?2 achieve 20.00% and 17.65%. GPT-3.5 achieves
high accuracy on the SARD dataset because the patching
patterns are very simple. In contrast, all the LLMs achieve
relatively low accuracy on CVE, because of the complexity
of the real-world samples. Falcon completely fails on this
task. The reason is that Falcon can process up to 2,048 tokens,
which is nearly equivalent to the size of the testing samples.
This limited token capacity left little room for the inclusion of
the vulnerable code to patch. This indicates the necessity to
use a capable LLM to do vulnerability patching, as indicated
in other studies [65, 80]. Nevertheless, the improvements on
GPT-3.5 and Llama2 from VSP prompting still indicate its
effectiveness for vulnerability patching.

Comparison to Standard Prompting. As shown in Ta-
ble 6, standard prompting has poor accuracy. On SARD, GPT-
3.5 and Llama2 achieve 65.88% and 12.35% accuracy. On
CVE, GPT-3.5 and Llama?2 achieve 8.24% and 2.35% accu-
racy. This indicates that vulnerability patching is challenging
for LLMs without prompting engineering.

Comparison to Standard Few-Shot Learning. As shown
in Table 6, standard few-shot learning achieves relatively
high accuracy but the accuracy is still lower than the one
achieved by VSP prompting. On the SARD dataset, GPT-3.5
and Llama?2 achieve 96.47% and 8.82% accuracy, respectively.
On the CVE dataset, GPT-3.5 and Llama2 achieve 15.29%
and 12.94% accuracy, respectively. Based on our observations
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on other baselines, we notice that, without few-shot learning
or VSP prompting, the LLMs may output the whole patched
code sample even if we explicitly say "only showing the code
changes needed rather than the entire patched code". The long
output may distract the LLMs and make the patch incorrect.
In comparison, the exemplars in the standard few-shot learn-
ing and VSP prompting help standardize the format of the
patches, thus improving the overall accuracy. This indicates
the importance of exemplars for vulnerability patching.

Comparison to Zero-Shot VSP. To evaluate the zero-shot
VSP prompting strategy, we tell the LLMs to generate patches
step by step with the following prompt: "Step 1. Root cause
analysis - analyze the root cause based on the given vulner-
able line and the contexts with control flow and data flow
analysis; Step 2. Patching Strategy - find a patching strat-
egy which can eliminate the vulnerability based on the root
cause analysis." This prompt describes the reasoning steps of
VSP prompting. However, as Table 6 shows, zero-shot VSP
has much worse accuracy compared to VSP prompting. On
the SARD dataset, GPT-3.5 and Llama?2 achieve 45.29% and
16.47% accuracy, respectively. On the CVE dataset, GPT-3.5
and Llama?2 achieve 4.71% and 8.24% accuracy, respectively.
Because of the complexity of the reasoning steps for vulner-
ability patching, it is difficult for LLMs to understand the
reasoning steps without exemplars. This indicates the impor-
tance of exemplars for vulnerability patching.

Transferability of VSP Prompting. We use exemplars
that have different CWE:s to the testing samples to do the eval-
uation. As Table 6 row "Other-Type VSP" shows, the accuracy
is much less than the one achieved by VSP prompting. On
the SARD dataset, GPT-3.5 and Llama2 achieve 90.59% and
10.59% accuracy, respectively. On the CVE dataset, GPT-3.5
and Llama?2 achieve 5.88% and 7.06% accuracy, respectively.
One possible reason is that vulnerability patching is more
complex than vulnerability identification and vulnerability
discovery. Each CWE has different patching strategies which
are difficult to transfer to another CWE.

6.3 Failure Case Studies

We again perform case studies related to instances where
patching the vulnerability did not yield successful results. As
Table 7 shows, similar to observations in the previous tasks,
the insufficient context caused failures are remarkably preva-
lent in the CVE dataset (accounting for 44.26% of the cases),
because of the complex structures of real-world projects.

The issue of oblivion of CWE is substantial within the CVE
dataset, comprising 19.67% of cases. This issue occurs when
the model, even after identifying the vulnerable lines, forgets
the specific CWE it needs to address during the patching
process. Again, this lapse in memory is partially due to the
incapability of LLMs for long text.

Incomplete control and data flow analysis accounts for
21.31% and 14.75% of the failure cases on the CVE dataset,
respectively. This is caused by the model’s inability to per-



Model | Dataset Strategy Accuracy | Model | Dataset Strategy Accuracy | Model | Dataset Strategy ‘ Accuracy
Standard Prompting 65.88% Standard Prompting 12.35% Standard Prompting 0.00%

Standard Few-Shot 96.47% Standard Few-Shot 8.82% Standard Few-Shot 0.00%

SARD | Zero-Shot VSP 45.29% SARD | Zero-Shot VSP 16.47% SARD | Zero-Shot VSP 0.00%

VSP Prompting 97.65% VSP Prompting 20.59% VSP Prompting 0.00%

Other-Type VSP 90.59% Other-Type VSP 10.59% Other-Type VSP 0.00%

GPT-3.5 Standard Prompting 8.24% | Llama2 Standard Prompting 2.35% | Falcon Standard Prompting 0.00%
Standard Few-Shot 15.29% Standard Few-Shot 12.94% Standard Few-Shot 0.00%

CVE | Zero-Shot VSP 4.71% CVE | Zero-Shot VSP 8.24% CVE | Zero-Shot VSP 0.00%

VSP Prompting 20.00% VSP Prompting 17.65% VSP Prompting 0.00%

Other-Type VSP 5.88% Other-Type VSP 7.06% Other-Type VSP 0.00%

Table 6: Vulnerability patching results in terms of accuracy.

Failure Reason CVE SARD
Insufficient contexts 44.26% 0.00%
Oblivion of CWE 19.67% | 0.00%
Incomplete control flow analysis | 21.31% 0.00%
Incomplete data flow analysis 14.75% | 100.00%

Table 7: Failure Reasons for Vulnerability Patching

key_ref_t keyring_search(key_ref_t keyring,
struct key_type *type, const char *description){
struct keyring_search_context ctx = {

s

key_ref_t key;
9 int ret;
10 if (!ctx.match_data.cmp)
11 return ERR_PTR(-ENOKEY);

Answer with Standard prompting:

No, the given code does not have a CWE-476 vulnerability. CWE-476 refers to
NULL Pointer Dereference, which occurs when a program attempts to use a
pointer that has a null value. In the given code, there are checks in place to
ensure that the pointers are not null before using it. If it is null, the code returns
an error pointer instead of dereferencing the null pointer.

Answer with VSFP prompt:

A: CWE-476 is NULL pointer dereference. Thus, the part that is mostly likely to
have CWE-476 vulnerability is the dereference of pointers:

“if (letx.match_data.cmp)™

Looking at the contexts of the code, there is no guarantee that the pointers
‘ctx.match_data" is not NULL.

Therefore, the code has a CWE-476 vulnerability.

Figure 3: An example of GPT-3.5 identifying a CWE-476
vulnerability with VSP but not with standard prompting.

form a comprehensive analysis for all possible execution
paths. In the case of SARD, all the failure cases are related
to data flow. Therefore, even with synthetic data, the model
still faces some challenges in performing comprehensive data
flow analysis in handling vulnerability patching.

7 Discussion

In this section, we further explore VSP’s potential by exam-
ining its help with discovering zero-days using LLMs. We
also discuss the rationales behind VSP’s merits, as well as its
limitations and improvement strategies. Finally, we compare
VSP with recent peer approaches to vulnerability analysis.

11

7.1 Zero-Day Vulnerability Discovery

We evaluate VSP’s ability to detect recent zero-days, we pick
alegacy LLM "GPT-3.5-Turbo-0301", frozen as of March 1st,
2023, without subsequent updates. We then collect 55 vulner-
ability samples from 19 critical software projects (e.g., Linux
kernel) reported post-March 1st, 2023, from the CVE/NVD
database [55]. Employing our VSP prompting strategy, the
model correctly discovers 22 true-positive vulnerabilities at
40.00% accuracy. Without VSP, only 9 vulnerabilities are
detected accurately, resulting in a mere 16.36% accuracy. Ta-
ble 16 in the Appendix shows the detailed list of these vulner-
abilities. This demonstrates the potential of our VSP strategy
in aiding LLMs to uncover zero-day vulnerabilities.

7.2 Why VSP Works

The main reason that VSP improves LLMs’ vulnerability
analysis effectiveness is that it makes LLMs focus on the
parts that are most important for understanding vulnerabili-
ties, which are vulnerability semantics in this work. Figure 3
shows an example that GPT-3.5 correctly identifies a CWE-
476 vulnerability with VSP but fails with standard prompting.
With standard prompting, GPT-3.5 just simply scans the code
and notices that there are checks to ensure the pointers are not
NULL, thus it predicts the code as non-vulnerable. However,
it does not attend to the pointer dereference and the contexts
for further analysis. Indeed, while the check at line 10 en-
sures that ctx.match_data.cmp is not NULL, it does not
ensure that ctx.match_data is not NULL. Without focusing
on that part of the code, it is easy to ignore this vulnerability.
In contrast, with VSP, GPT-3.5 focuses on that part of the
code and notices the dereference of pointer ctx.match_data
may be NULL. In this case, the model correctly identifies
the vulnerability. This indicates that focusing on vulnerability
semantics is the main reason why VSP works better.

Another reason for VSP’s greater effectiveness is that it
eliminates the irrelevant information that may distract the
LLMs in the reasoning steps. This can be seen from our
results on naive CoT learning underperforming VSP. With
naive CoT learning, the code is analyzed line by line, no
matter whether the lines are relevant to vulnerabilities, causing
distractions hence diluting the core reasoning needed.

To further affirm the second reason, we conduct an experi-
ment on vulnerability discovery. In the exemplars, we reason



A: The parts which are most likely to be vulnerable include:
1. buffer write:
There is no buffer write in the code, thus there is no risk of buffer write issues.

2. buffer read:
There is no buffer read in the code, thus there is no risk of buffer read issues.

3. integer computation and assignment:
There is no integer computation and assignment. Thus, there is no risk of integer
overflow vulnerability.

4. pointer dereference

logError("aborted", ptr);

Looking at the contexts of the code, ‘ptr’ may be NULL when the allocation of
‘char*ptr=(char*)malloc(SIZE);" fails, thus the code has a null pointer dereference

vulnerability, which is CWE-476. Also, if the pointer “ptr’ has been freed at ‘free(ptr);"
and ‘if(abrt)’ is satisfied, the use after free will happen, which is CWE-416.

Therefore, the code has CWE-476 and CWE-416 vulnerabilities.

Figure 4: The exemplar corresponding to Figure | (c) involv-
ing unnecessary text (marked as gray) in the reasoning.

about not only vulnerabilities specific to the sample but also
other, common types of vulnerabilities. Figure 4 illustrates an
instance with extraneous text related to Figure 1 (c). Includ-
ing this unnecessary information reduces GPT-3.5’s micro-
averaged F1 from 36.34% to 26.37%, and the macro-averaged
F1 from 36.89% to 17.02% on the CVE dataset. This under-
scores the importance of eliminating irrelevant details in the
reasoning process for VSP to attain good effectiveness.

7.3 Failure Causes and Recommendations

7.3.1 Insufficient Contexts
We notice that it is common for LLMs to fail on real-world
samples because of insufficient contexts. Because real-world
projects are usually large and involve many functions/files,
many vulnerabilities are inter-procedural. This makes the
vulnerability analysis difficult if we only provide a single
function. However, given that LLMs can only process a lim-
ited number of tokens at a time (e.g., 16K for GPT-3.5), it is
not likely to input the whole project into an LLM for analysis.
Therefore, a possible solution for this issue is to provide
the context information in the code (e.g., by adding code
comments). For example, when an external function is called
in the function analyzed, we can add a comment telling what
the external function does and what safety guarantees are
done or not done in the function. Figure 5 in Appendix shows
an example of adding comments for the external function
calls. After doing so, the original failure is avoided.

7.3.2 Oblivion of CWE.

We notice that LLMs occasionally *forget’ the CWE they are
analyzing, possibly due to the great length of input and output
text (discussed in Section 4.3). To verify this, we conducted
a code length analysis for different failure reasons on the
CVE dataset, as presented in Table 8. The average length for
samples exhibiting ’oblivion’ of CWE cases is notably higher
than for others. This suggests that *oblivion’ is more likely to
occur in longer code samples.
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Samples Average #bytes
Insufficient context cases 4,222
Oblivion of CWE cases 5,881
Incomplete control flow analysis 4,254
Incomplete data flow analysis 3,154
All CVE samples 3,854

Table 8: Average #bytes in the failure cases versus all the
samples from the CVE dataset.

A potential remedy for this issue is to relocate the ques-
tion after the code sample and explicitly define the mean-
ing of the CWEs. An example of vulnerability identification
is provided in Figure 6 in the Appendix. After doing this, the
generated text is closer to the CWE ID with explicit meaning
in the question, which prevents the "forgetting" issue.

7.3.3 Incomplete Control and Data Flow Analysis
We notice that, while LLMs have the ability to understand
code semantics and perform code-based analysis to some ex-
tent, they fall short of conducting comprehensive control and
data flow analysis, comparable to conventional static/dynamic
techniques. Given the complexity of real-world code, replete
with various control flow (e.g., branching) structures and vari-
able definitions/uses, relying solely on LLMs is insufficient
as it could lead to exceedingly long reasoning processes.
Thus, for advanced vulnerability analysis, we recom-
mend integrating traditional code analysis techniques with
VSP-based approaches. Specifically, static code analysis
tools may be employed to extract the contexts of (potentially)
vulnerable lines, as the actual vulnerability contexts may be
located far from these lines.

7.4 Comparison to Recent Works

Comparison to LL.M-based Works. Pearce et al. [65] re-
cently investigated zero-shot vulnerability repair using LLMs,
conducting experiments on automatically generated, hand-
crafted, and real-world datasets. They assessed various zero-
shot prompting strategies and parameter configurations. How-
ever, their datasets were tailored specifically for vulnerability
repair testing and are relatively straightforward. Additionally,
their real-world dataset included the edited line directly in
the prompt, which is less practical. In contrast, our study
evaluates LLMs on publicly available datasets with realistic
conditions, providing only the vulnerable line. Furthermore,
our novel prompting strategy, focusing on vulnerability se-
mantics with exemplars, offers a comprehensive evaluation
of the potential and limitations of LLMs.

Comparison to Traditional DL-based Works. DL-based
vulnerability analysis has shown promising effectiveness in
both detection and repair [11,20,48,53,86]. However, their
performance is often overestimated due to unrealistic testing
setups, such as using part of training sets for testing [64].
When evaluated on independent (unseen) real-world testing



sets, these techniques yield much lower results, with detection
techniques achieving up to 16.43% F1 and repair techniques
up to 8.55% top-1 accuracy [61]. One way to mitigate the poor
performance is data augmentation [62, 63]. However, even
after augmenting the training dataset with 15,039 high-quality
vulnerable samples and even more normal samples using the
latest data-augmentation technique, those numbers only went
up to 20.1% for detection and 21.05% for repair [61]. In
contrast, VSP achieves up to 48.35% F1 for vulnerability
discovery (more challenging than their binary detection), and
up to 20% top-1 accuracy for patching using just 20 exemplars.
While our real-world testing dataset is different from those
in [61], VSP on LLMs shows better potential than existing
DL-based approaches to vulnerability analysis.

8 Related Work

Vulnerability identification/discovery. Traditionally, vulner-
ability detection is addressed through static and/or dynamic
code analysis [42, 60]. For instance, PCA [43] detects mem-
ory leaks via static data-flow analysis focusing on efficiency
optimization, while KMeld [13] targets the same type of vul-
nerabilities induced by specialized memory allocation/deallo-
cation functions. CBMC [38] discovers a range of memory-
error related vulnerabilities through (static) model checking,
validating assertions against memory-safety violations.

With dynamic analysis, undangle [10] identifies use-after-
free and double-free vulnerabilities via searching dangling
pointers, and TT-XSS [73] identifies DOM cross-site script-
ing (XSS) vulnerabilities via dynamic taint tracking. Both
targeting buffer overruns, Lhee and Chapin [40] focuses on
array boundary checking, while Cred [67] checks the bounds
of various kinds of memory accesses. More broadly, Intent-
Droid [27] detects eight types of inter-app communication
(IAC) vulnerabilities as a result of unsafe handling of incom-
ing TAC messages, while DrMemory [9] and Valgrind [56]
discover memory-safety vulnerabilities through memory shad-
owing. Similarly, AddressSanitizer [68] also discovers a vari-
ety of out-of-bounds access as well as use-after-free errors,
while FlowDist [22] and PolyCruise [44] detects various types
of taint-style vulnerabilities—but these techniques work by
combining static and dynamic analysis techniques.

A main class of dynamic approach is fuzzing, which gen-
erates run-time inputs to trigger vulnerabilities [87]. For in-
stance, UAFuzz [57] identifies use-after-free (UaF) vulnerabil-
ities through directed greybox fuzzing, while UAFL [71] mod-
els the same type of vulnerabilities as typestate properties and
checks property violations during fuzzing. FUZE [79] also fo-
cuses on detecting UaF bugs in OS kernels by combining ker-
nel fuzzing and symbolic execution. Likewise, Dowser [26]
addresses a particular kind of (i.e., buffer overflow/underflow)
vulnerabilities using taint tracking combined with symbolic
execution. More fuzzing approaches, however, are devised to
discover a wider range of vulnerabilities [25,45,52,54].
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Another major direction in vulnerability detection is to
leverage machine learning, especially deep learning (DL) [11,
64]. For example, VulCNN [81] detects vulnerabilities by
modeling programs as images hence leveraging the merits
of convolutional neural network (CNN). Like Devign [86],
VulChecker [53] learns a graph neural network (GNN)
based program representation for detecting vulnerabilities.
Many other DL-based approaches, such as LineVul [20] and
LineVD [30], detect vulnerabilities through sequence mod-
eling of code as natural language tokens based on Trans-
former [70]. In addition, IVDetect [46] offers explainabil-
ity alongside detected vulnerabilities, and like LineVul and
LineVD it advances over function-level detection [11,47].

Our work explores vulnerability identification/discovery us-
ing LLMs, which generally falls in the DL-based category. A
key difference lies in that traditional DL-based detection relies
on a sizable labeled training dataset, which LLM-prompting-
based like ours only needs a few prompting exemplars.

Vulnerability patching/repair. VuRLE [51] repairs vulner-
able code by clustering code transformation edits in a set of
repair examples, similar to Seader [85] using fixing edit pat-
terns. ExtractFix [24] fixes a vulnerability for which the test
(exploit) is available using symbolic execution. VRepair [12]
attempts to fix security vulnerabilities by utilizing knowledge
learned from functionality-bug fixes through transfer learn-
ing based on a vanilla Transformer [70]. Also by fine-tuning
Transformer but leveraging a pre-trained code model, VulRe-
pair [21] improves repair accuracy over VRepair by using the
TS5 Transformer [74] along with the BPE tokenization [23].
Lately, Pearce et al. [65] applied several LLMs in the zero-
shot setting to vulnerability repair, showing the challenges
with repairing real-world vulnerabilities.

In comparison, we explore LLM-prompting-based ap-
proaches which do not rely on (sizable) fine-tuning datasets
or known exploits. Also, unlike [65], we also examine various
settings beyond zero-shot on LLMs.

Prompting LLMs. Different from prompt learning [29, 50]
and fine tuning [83] as part of model fraining (which thus
requires downstream-task-specific labeled datasets), prompt-
ing is an inference-time technique to improve (pre-trained)
model’s responses. It also does not iteratively adjust prompts
as in prompt tuning [39]. For instance, chain of thought (CoT)
prompting elicits complex multi-step reasoning through step-
by-step answer examples [75], while zero-shot CoT is a CoT
variant replacing those examples with a simple prompt (“Let’s
think step by step") [37]. Later, tree of thoughts (ToT) gener-
alizes over CoT by considering multiple different reasoning
paths to allow for deliberate decision making [84], and graph
of thoughts (GoT) [6] further generalizes CoT by modeling
the LLM’s reasoning process as a graph, enhancing model
capabilities through networked reasoning.

In contrast, while our VSP approach is initially inspired by
the general CoT methodology, it differs from it in focusing on
selectively prompting LL.Ms only with the thoughts (i.e., vul-



nerability semantics) that are most relevant to the downstream
tasks (i.e., vulnerability analysis).

9 Conclusion

We performed the first extensive study exploring how to lever-
age the potential of LLMs for software vulnerability analysis
through vulnerability-semantics-guided prompting (VSP). In-
spired by and instantiating chain-of-thought (CoT) prompting,
VSP focuses on the most essential program behaviors that
cause vulnerabilities when demonstrating to LLMs with the
vulnerability analysis reasoning steps. Our experiments and
case studies on three representative defense tasks against soft-
ware vulnerabilities (identification, discovery, and patching)
on two datasets and three LLMs reveal impressive merits of
VSP over five LLM-based approaches as baselines.
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Appendices

A Full Results for each Task

Task 1. Tables 9, 10, and 11 show the recall, precision, and
F1 of each CWE for Task 1.
Task 2. Tables 12, 13, and 14 show the recall, precision, and
F1 of each CWE for Task 2.
Task 3. Table 15 show the accuracy of each CWE for Task 3.
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B Zero-day vulnerability discovery

The full list of the latest CVEs that VSP prompting and stan-
dard prompting can and cannot discover is shown in Table 16.

C Failure Reasons and Recommendations

Figures 5 and 6 show the examples for the failure reasons
"insufficient contexts" and "oblivion of CWE" as well as their
possible solutions.



Model | Dataset Strategy CWE-787 | CWE-125 | CWE-416 | CWE-476 | CWE-190 | Macro avg | Micro avg
Standard Prompting 68.56% 71.54% 10.00% 75.00% 0.77% 45.17% 50.60%

Standard Few-Shot 32.31% 34.96% 20.00% 37.50% 3.08% 25.57% 25.20%

SARD Naive CoT Learning 12.23% 8.94% 30.00% 12.50% 0.00% 12.73% 8.62%
Zero-Shot VSP 83.84% 82.11% 40.00% 37.50% 3.85% 49.46% 60.92%

VSP Prompting 61.57% 66.67% 60.00% | 100.00% 84.62% 74.57% 69.40%

GPT-3.5 Other-Type VSP 78.17% 82.11% 90.00% 87.50% 84.62% 84.48% 81.36%
’ Standard Prompting 2.60% 1.96% 0.00% 0.00% 0.00% 0.91% 1.86%
Standard Few-Shot 0.73% 0.00% 0.00% 0.00% 0.00% 0.15% 0.40%

CVE Naive CoT Learning 5.09% 7.84% 2.13% 2.78% 0.00% 3.57% 4.81%

Zero-Shot VSP 3.27% 1.94% 0.00% 0.00% 2.56% 1.56% 2.41%

VSP Prompting 64.00% 79.41% 48.94% 75.00% 92.31% 71.93% 68.74%

Other-Type VSP 65.45% 73.53% 48.94% 72.22% 69.23% 65.87% 66.33%

Standard Prompting 58.52% 78.86% 40.00% | 100.00% 99.23% 75.32% 74.40%

Standard Few-Shot 56.77% 81.30% 70.00% 37.50% 59.23% 60.96% 63.40%

SARD Naive CoT Learning 48.91% 58.54% 30.00% 25.00% 33.08% 39.10% 46.40%

Zero-Shot VSP 63.76% 68.29% 20.00% 37.50% 43.08% 46.53% 58.20%

VSP Prompting 72.05% 76.42% 80.00% 37.50% 77.69% 68.73% 74.20%

Llama? Other-Type VSP 71.95% 68.54% 50.00% 85.71% 81.72% 71.59% 73.54%
Standard Prompting 24.44% 27.45% 27.66% 25.00% 35.90% 28.09% 26.43%

Standard Few-Shot 25.28% 20.59% 29.79% 19.44% 33.33% 25.69% 25.00%

CVE Naive CoT Learning 19.78% 5.88% 6.38% 8.33% 17.95% 11.66% 14.64%

Zero-Shot VSP 29.85% 39.22% 29.79% 44.44% 30.77% 34.81% 32.58%

VSP Prompting 36.94% 35.29% 57.45% 41.67% 61.54% 46.58% 40.74%

Other-Type VSP 41.42% 32.35% 46.81% 38.89% 51.28% 42.15% 40.62%

Standard Prompting 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Standard Few-Shot 54.15% 48.78% 40.00% 25.00% 50.00% 43.59% 51.00%

SARD Naive CoT Learning 2.76% 19.19% 12.50% 0.00% 30.36% 12.96% 14.53%

Zero-Shot VSP 0.44% 0.00% 10.00% 0.00% 0.77% 2.24% 0.60%

VSP Prompting 48.91% 55.28% 50.00% 25.00% 53.85% 46.61% 51.40%

Falcon Other-Type VSP 53.71% 42.28% 40.00% 37.50% 50.00% 44.70% 49.40%
Standard Prompting 2.24% 1.96% 2.13% 8.33% 0.00% 2.93% 2.46%

Standard Few-Shot 22.71% 13.73% 34.04% 27.78% 28.21% 25.29% 22.42%

CVE Naive CoT Learning 15.99% 15.69% 8.51% 11.11% 23.08% 14.87% 15.34%

Zero-Shot VSP 16.79% 17.65% 14.89% 8.33% 12.82% 14.10% 15.78%

VSP Prompting 25.56% 29.41% 38.30% 25.00% 38.46% 31.35% 28.46%

Other-Type VSP 24.91% 28.43% 40.43% 27.78% 20.51% 28.41% 26.79%

Table 9: Full vulnerability identification effectiveness in terms of recall.
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Model | Dataset Strategy CWE-787 | CWE-125 | CWE-416 | CWE-476 | CWE-190 | Macro avg | Micro avg
Standard Prompting 60.15% 68.22% 100.00% 100.00% 50.00% 75.67% 63.41%

Standard Few-Shot 50.68% 51.81% 66.67% | 100.00% 66.67% 67.17% 52.28%

SARD Naive CoT Learning 57.14% 73.33% | 100.00% | 100.00% 0.00% 66.10% 63.24%

Zero-Shot VSP 53.48% 50.00% | 100.00% | 100.00% 20.83% 64.86% 51.44%

VSP Prompting 66.20% 67.21% 50.00% 72.73% 53.66% 61.96% 61.63%

GPT-3.5 Other-Type VSP 54.57% 55.80% 56.25% 77.78% 50.69% 59.02% 54.21%
’ Standard Prompting 53.85% 50.00% 0.00% 0.00% 0.00% 20.77% 52.94%
Standard Few-Shot 66.67% 0.00% 0.00% 0.00% 0.00% 13.33% 66.67%

CVE Naive CoT Learning 63.64% 72.73% 50.00% | 100.00% 0.00% 57.27% 64.86%

Zero-Shot VSP 60.00% 50.00% 0.00% 0.00% 33.33% 28.67% 54.55%

VSP Prompting 51.16% 52.26% 42.59% 50.94% 50.70% 49.53% 50.89%

Other-Type VSP 49.45% 48.70% 46.94% 52.00% 45.76% 48.57% 48.96%

Standard Prompting 38.29% 44.91% 30.77% 50.00% 49.81% 42.75% 43.56%

Standard Few-Shot 55.56% 49.02% 50.00% 75.00% 47.53% 55.42% 51.29%

SARD Naive CoT Learning 49.12% 49.66% 37.50% 40.00% 48.86% 45.03% 48.95%

Zero-Shot VSP 50.34% 48.55% 25.00% 33.33% 49.56% 41.36% 49.07%

VSP Prompting 51.89% 48.45% 57.14% | 100.00% 49.51% 61.40% 50.61%

Llama? Other-Type VSP 50.21% 48.41% 33.33% 54.55% 50.67% 47.43% 49.72%
Standard Prompting 53.23% 52.83% 50.00% 45.00% 53.85% 50.98% 52.23%

Standard Few-Shot 53.13% 51.22% 53.85% 70.00% 50.00% 55.64% 53.51%

CVE Naive CoT Learning 51.46% 35.29% 50.00% 60.00% 63.64% 52.08% 50.71%

Zero-Shot VSP 53.33% 53.33% 48.28% 48.48% 48.00% 50.29% 52.32%

VSP Prompting 49.75% 46.15% 50.94% 53.57% 52.17% 50.52% 49.75%

Other-Type VSP 47.03% 53.23% 46.81% 48.28% 45.45% 48.16% 48.05%

Standard Prompting 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Standard Few-Shot 51.03% 48.00% 36.36% 40.00% 48.87% 44.85% 49.32%

SARD Naive CoT Learning 31.25% 63.33% 25.00% 0.00% 55.74% 35.06% 51.75%

Zero-Shot VSP 100.00% 0.00% | 100.00% 0.00% | 100.00% 60.00% 60.00%

VSP Prompting 51.38% 55.74% 71.43% 25.00% 47.30% 50.17% 51.09%

Falcon Other-Type VSP 54.19% 50.49% 40.00% 42.86% 49.24% 47.35% 51.57%
Standard Prompting 54.55% 40.00% 33.33% 60.00% 0.00% 37.58% 50.00%

Standard Few-Shot 48.82% 42.42% 50.00% 47.62% 44.00% 46.57% 47.44%

CVE Naive CoT Learning 48.86% 53.33% 44.44% 44.44% 50.00% 48.22% 49.34%

Zero-Shot VSP 47.87% 56.25% 43.75% 60.00% 41.67% 49.91% 49.36%

VSP Prompting 48.59% 53.57% 47.37% 56.25% 50.00% 51.16% 50.36%

Other-Type VSP 49.63% 60.42% 59.38% 55.56% 36.36% 52.27% 52.19%

Table 10: Full vulnerability identification effectiveness in terms of precision.
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Model | Dataset Strategy CWE-787 | CWE-125 | CWE-416 | CWE-476 | CWE-190 | Macro avg | Micro avg
Standard Prompting 64.08% 69.84% 18.18% 85.71% 1.52% 47.87% 56.28%

Standard Few-Shot 39.47% |  41.75% | 30.77% | 54.55% 5.88% 34.48% 34.01%

Naive CoT Learning |  20.14% 1594% | 46.15% 22.22% 0.00% 20.89% 15.17%

SARD | 7ero-Shot VSP 6531% |  62.15% | 57.14% | 54.55% 6.49% 49.13% 55.78%

VSP Prompting 63.80% | 66.94% | 54.55% 8421% |  65.67% 67.03% 65.29%

Other-Type VSP 6427% | 66.45% | 69.23% | 82.35% | 63.40% 69.14% 65.06%

GPT-3.5 Standard Prompting 4.96% 3.77% 0.00% 0.00% 0.00% 1.75% 3.59%
Standard Few-Shot 1.44% 0.00% 0.00% 0.00% 0.00% 0.29% 0.80%

Naive CoT Learning 9.43% 14.16% 4.08% 5.41% 0.00% 6.61% 8.96%

CVE | Zero-Shot VSP 6.21% 3.74% 0.00% 0.00% 4.76% 2.94% 4.62%

VSP Prompting 56.87% | 63.04% | 4554% | 60.67% | 65.45% 58.31% 58.48%

Other-Type VSP 56.34% | 58.59% | 47.92% | 6047% | 55.10% 55.68% 56.34%

Standard Prompting 4629% | 57.23% | 34.78% | 66.671% | 66.32% 54.26% 54.95%

Standard Few-Shot 56.16% | 61.16% | 5833% | 50.00% | 52.74% 55.68% 56.71%

Naive CoT Learning | 49.02% | 53.73% | 33.33% 30.77% 39.45% 41.26% 47.64%

SARD | Zero-Shot VSP 56.26% 56.76% 22.22% 35.29% 46.09% 43.33% 53.25%

VSP Prompting 60.33% | 5931% | 66.67% | 54.55% | 60.48% 60.27% 60.18%

Other-Type VSP 59.15% | 56.74% | 40.00% | 66.67% | 62.55% 57.02% 59.33%

Llama2 Standard Prompting 33.50% | 36.13% | 35.62% 32.14% | 43.08% 36.09% 35.10%
Standard Few-Shot 3426% | 2937% | 38.36% 30.43% | 40.00% 34.48% 34.08%

Naive CoT Learning |  28.57% 10.08% 11.32% 14.63% | 28.00% 18.52% 22.72%

CVE | Zero-Shot VSP 38.28% | 45.20% | 36.84% | 46.38% 37.50% 40.84% 40.15%

VSP Prompting 4240% |  40.00% | 54.00% | 46.88% | 56.47% 47.95% 44.80%

Other-Type VSP 4405% |  4024% | 46.81% | 43.08% | 48.19% 44.47% 44.02%

Standard Prompting 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Standard Few-Shot 52.54% | 4839% | 38.10% 30.77% | 49.43% 43.84% 50.15%

Naive CoT Learning 5.08% | 29.46% 16.67% 0.00% 39.31% 18.10% 22.69%

SARD | 7Zero-Shot VSP 0.87% 0.00% 18.18% 0.00% 1.53% 4.12% 1.19%

VSP Prompting 50.11% | 55.51% | 58.82% 25.00% | 50.36% 47.96% 51.25%

Other-Type VSP 53.95% | 46.02% | 40.00% | 40.00% | 49.62% 45.92% 50.46%

Falcon Standard Prompting 4.30% 3.74% 4.00% 14.63% 0.00% 5.33% 4.69%
Standard Few-Shot 31.00% | 20.74% | 40.51% 35.09% 34.38% 32.34% 30.45%

Naive CoT Learning | 24.09% | 24.24% 14.29% 17.78% 31.58% 22.39% 23.40%

CVE | Zero-Shot VSP 24.86% | 2687% | 22.22% 14.63% 19.61% 21.64% 23.91%

VSP Prompting 33.50% | 37.97% | 42.35% 34.62% | 43.48% 38.38% 36.36%

Other-Type VSP 33.17% | 38.67% | 48.10% 37.04% 26.23% 36.64% 35.41%

Table 11: Full vulnerability identification effectiveness in terms of F1.
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Model Dataset | Strategy CWE-787 CWE-125 CWE-476 CWE-416 CWE-190 Macroavg Micro avg
Standard Prompt 83.84%  27.64%  7500%  60.00%  76.92%  50.84%  49.60%

Standard Few-shot 63.59%  3577%  81.50%  90.00%  18.46%  59.06%  45.89%

Naive CoT Learning | 42.79%  15.45% . 75.00%  30.00% 231%  33.11%  25.80%

SARD | Zero-Shot VSP 80.80%  2121%  7273%  45.45% 294%  44.63%  45.74%

VSP Prompting 65.94%  52.03%  7500%  30.00%  71.54%  5890%  63.40%

Other-Type VSP 7729%  8130%  62.50%  30.00%  73.08%  64.83%  76.00%

GPT-3.5 Standard Prompt 5.09% 3.92% 0.00% 0.00% 0.00% 1.80% 3.61%
Standard Few-shot 3.64% 5.83% 27.78% 4.25% 15.38% 11.37% 6.69%

Naive CoT Learning 7.96% 12.05% 8.33% 8.11% 6.25% 8.54% 8.75%

CVE | Zero-Shot VSP 18.22%  12.37% 8.82% 227%  1143%  10.62%  14.13%

VSP Prompting 2873%  2427% | 61.11% 638%  41.03%  3230%  29.00%

Other-Type VSP 28.83%  18.44% 5.56% 2.13%  12.82%  1355%  21.24%

Standard Prompt 90.82% 4.07% 0.00% 0.00% 3.08%  19.59%  43.40%

Standard Few-shot 53.28%  37.33% 0.00% 0.00% 923%  19.98%  36.00%

Naive CoT Learning | 93.88% 0430% "  62.50%  40.00%  24.61% = 63.06%  74.40%

SARD | 7e16-Shot VSP 90.83% 4.89% 0.00% 0.00% 0.76% 1929%  43.00%

VSP Prompting 95.63%  5772%  62.50%  40.00%  80.00%  67.17%  80.60%

Other-Type VSP 80.00% 9.41%  28.57% 000%  1828%  2725%  44.15%

Llama2 Standard Prompt 43.07% 9.00% 13.89% 0.00% 0.00% 13.19% 26.38%
Standard Few-shot 24.06%  15.15%  22.22% 851%  12.82%  1655%  19.71%

Naive CoT Learning | 4023%  19.19%  25.00%  14.89%  25.64%  2499%  31.21%

CVE | Zero-Shot VSP 27.27% 2.00% 5.56% 0.00% 0.00% 6.96%  15.61%

VSP Prompting 5265%  3333%  30.55%  3829%  52.63%  41.49%  45.66%

Other-Type VSP 27.65% 3.03% 2.78% 0.00% 0.00% 6.69%  1591%

Standard Prompt 0.44% 0.00% 0.00% 0.00% 0.00% 0.09% 0.20%

Standard Few-shot 7.42% 2.44%  25.00% 0.00%  10.77% 9.13% 7.20%

Naive CoT Learning 2.88%  13.83% 000%  12.50%  33.94%  12.62%  14.32%

SARD | 7./0-Shot VSP 0.00% 0.81% 0.00% 0.00% 0.77% 0.32% 0.40%

VSP Prompting 14.41% | 8049% |  37.50%  40.00%  60.78%  46.63%  43.60%

Other-Type VSP 6.99% 1.63% 0.00% 0.00% 3.08% 2.34% 4.40%

Falcon Standard Prompt 0.75% 1.00% 0.00% 0.00% 0.00% 0.35% 0.61%
Standard Few-shot 10.48% 5.00% 16.67% 4.26% 5.13% 8.31% 8.79%

Naive CoT Learning 5.99% 5.00% 0.00% 426%  25.64% 8.18% 6.75%

CVE | Zero-Shot VSP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

VSP Prompting 16.10%  2500%  19.44%  21.28%  2821%  22.01%  19.63%

Other-Type VSP 3.00% 0.00% 0.00% 0.00% 0.00% 0.60% 1.64%

Table 12: Full vulnerability discovery effectiveness in terms of recall.
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Model Dataset | Strategy CWE-787 CWE-125 CWE-476 CWE-416 CWE-190 Macroavg Micro avg
Standard Prompt 5275%  59.65%  85.71%  100.00%  34.48%  66.52%  53.56%

Standard Few-shot 51.42%  5432%  7778%  60.00%  2608%  53.92%  47.81%

Naive CoT Learning |  48.28%  55.88% | 100.00%  100.00% | 27.27%  66.28%  50.19%

SARD | Zero-Shot VSP 51.80%  3836%  100.00%  100.00%  26.67%  6336%  50.30%

VSP Prompting 62.65%  60.95%  54.54%  50.00%  48.95%  5542%  57.32%

Other-Type VSP 5331%  58.82%  45.45% [U100000%° 46.12%  60.74%  52.63%

GPT-3.5 Standard Prompt 4827%  44.44% 0.00% 0.00% 000%  18.54%  46.15%
Standard Few-shot 5556%  31.58%  43.48%  50.00% ~ 42.86%  44.69%  43.59%

Naive CoT Learning | 42.11%  55.56%  66.67%  75.00%  50.00%  57.87%  49.25%

CVE | Zero-Shot VSP 55.12%  3871% | 10000%  50.00%  3636%  56.04%  50.40%

VSP Prompting 50.96%  49.01%  53.65%  60.00%  47.06%  52.14%  50.69%

Other-Type VSP 56.02%  50.00%  20.00% | 100.00% ~ 45.45%  5429%  52.73%

Standard Prompt 5375%  62.50% 0.00% 0.00% [ 10000%  4324%  54.39%

Standard Few-shot 5021%  44.66% 0.00% 0.00%  40.00%  2697%  47.37%

Naive CoT Learning | 49.19%  50.65%  4545%  50.00%  48.48%  48.75%  49.53%

SARD | 7e16-Shot VSP 53.74%  50.00% 0.00% 000%  20.00%  2475%  53.22%

VSP Prompting 49.89%  48.63%  3846%  50.00%  47.93%  4698%  48.97%

Other-Type VSP 52.46%  5333%  66.67% 000%  6296%  47.08%  53.63%

Llama2 Standard Prompt 53.24% 60.00%  55.56% 0.00% 0.00% 33.76% 53.75%
Standard Few-shot 53.78%  4839%  57.14%  40.00% | 8333% = 56.53%  53.33%

Naive CoT Learning | 52.97%  47.50%  52.94%  5833%  55.56%  53.46%  52.59%

CVE | Zero-Shot VSP 50.70%  50.00% | 100.00% 0.00% 0.00%  40.14%  51.01%

VSP Prompting 51.67%  51.56%  48.83%  48.65%  55.56%  50.65%  51.39%

Other-Type VSP 47.40%  75.00%  50.00% 0.00% 0.00%  34.48%  47.53%

Standard Prompt 50.00% 0.00% 0.00% 0.00% 0.00%  10.00% _ 50.00%

Standard Few-shot 4474%  23.08%  50.00% 000% | 63.64%  3629%  46.15%

Naive CoT Learning | 29.41%  65.00% 0.00% [10000%" 61.67%  51.22%  57.14%

SARD | 7./0-Shot VSP 0.00% [100.00% 0.00% 0.00% [ 10000%  40.00% [ 100.00%

VSP Prompting 4783%  51.56%  52.86%  66.67%  50.32%  51.85%  50.58%

Other-Type VSP 57.14%  33.33% 0.00% 000%  57.14%  29.52%  53.66%

Falcon Standard Prompt 100.00%  100.00% 0.00% 0.00% 0.00%  40.00% | 100.00%
Standard Few-shot 5833%  7143%  60.00%  22.22%  25.00%  4739%  52.44%

Naive CoT Learning | 34.04%  41.67% 000%  50.00%  58.82%  3691%  39.29%

CVE | Zero-Shot VSP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

VSP Prompting 51.19%  58.14%  41.18%  40.00%  44.00%  46.90%  49.48%

Other-Type VSP 66.67% 0.00% 0.00% 0.00% 0.00%  1333%  66.67%

Table 13: Full vulnerability discovery effectiveness in terms of precision.
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Model Dataset | Strategy \ CWE-787 CWE-125 CWE-476 CWE-416 CWE-190 Macroavg Micro avg
Standard Prompt 64.75%  37.78% | 80000%  7599%  12.57%  54.02%  51.50%

Standard Few-shot 6426%  56.14%  63.16%  37.50%  58.12%  55.19%  46.83%

Naive CoT Learning | 63.12%  27.31% | 8421%  62.49% 529%  41.13%  34.08%

SARD | Zero-Shot VSP 4537%  2420% | 8501%  46.15% 426%  4849%  4791%

VSP Prompting 56.86%  43.14% = 82.35%  72.00% = 21.62%  55.83%  60.21%

Other-Type VSP 63.10%  68.26%  52.63%  45.15%  56.54%  5733%  62.19%

GPT-3.5 Standard Prompt 9.21% 7.21% 0.00% 0.00% 0.00% 3.28% 6.70%
Standard Few-shot 6.83% 9.83%  33.89% 7.84%  22.64%  1621%  11.60%

Naive CoT Learning ~ 13.39%  19.80%  14.81%  14.63%  11.11%  1475%  14.86%

CVE | Zero-Shot VSP 2738%  1875%  16.22% 434%  17.39%  1681%  22.07%

VSP Prompting 36.74%  3247% = 57.14%  11.54%  43.83%  3634%  36.89%

Other-Type VSP 38.07%  26.95% 8.69% 417%  20.00%  19.58%  30.28%

Standard Prompt 67.53% 7.63% 0.00% 0.00% 5.97% 16.22% 48.27%

Standard Few-shot 51.69%  40.71% 0.00% 0.00%  1500%  21.48%  4091%

Naive CoT Learning | 64.56%  65.90%  52.63%  44.44%  32.65%  52.04%  59.47%

SARD | 745-Shot VSP 67.53% 8.89% 0.00% 0.00% 148%  15.58%  47.56%

VSP Prompting 6557%  52.79%  47.62%  44.44%  59.94%  5407%  60.92%

Other-Type VSP 6337%  16.00%  40.00% 0.00%  28.33%  29.54%  48.44%

Llama2 Standard Prompt 47.62% 15.65%  22.22% 0.00% 0.00% 17.09% 35.39%
Standard Few-shot 3324%  23.07%  32.00%  14.04% = 2222% = 2492%  28.79%

Naive CoT Learning ~ 45.72%  27.33%  3396%  2373%  3509%  33.16%  39.17%

CVE | Zero-Shot VSP 35.47% 3.85%  10.53% 0.00% 0.00% 9.96%  23.97%

VSP Prompting 52.15%  4049%  36.67%  42.86%  5405%  4525%  4835%

Other-Type VSP 34.93% 5.83% 5.26% 0.00% 0.00% 920%  23.83%

Standard Prompt 0.87% 0.00% 0.00% 0.00% 0.00% 0.17% 0.39%

Standard Few-shot 12.73% 441%  3333% 0.00%  1842%  13.78%  12.46%

Naive CoT Learning 524%  22.81% 000%  2222%  43.79%  1881%  22.90%

SARD | 7¢0-Shot VSP 0.00% 1.61% 0.00% 0.00% 1.53% 0.63% 0.79%

VSP Prompting 22.15%  62.86%  40.00%  50.00%  55.05%  46.01%  46.83%

Other-Type VSP 12.45% 3.10% 0.00% 0.00% 5.84% 4.28% 8.13%

Falcon Standard Prompt 1.49% 1.98% 0.00% 0.00% 0.00% 0.69% 1.22%
Standard Few-shot 17.78% 935%  26.09% 7.14% 851%  13.77%  15.06%

Naive CoT Learning ~ 10.19% 8.93% 0.00% 784%  3571%  12.54%  11.52%

CVE | Zero-Shot VSP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%  23.97%

VSP Prompting 2450%  3497%  2642%  27.78%  3438%  29.61%  28.11%

Other-Type VSP 5.73% 0.00% 0.00% 0.00% 0.00% 1.15% 3.19%

Table 14: Full vulnerability discovery effectiveness in terms of F1.
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Model | Dataset Strategy CWE-787 | CWE-125 | CWE-416 | CWE-476 | CWE-190 | Macro avg | Micro avg
Standard Prompting 64.29% 71.43% 0.00% N/A N/A 45.24% 65.88%

Standard Few-Shot 98.21% 96.43% 0.00% N/A N/A 64.88% 96.47%

SARD | Zero-Shot VSP 47.32% 42.86% 0.00% N/A N/A 30.06% 45.29%

VSP Prompting 98.21% 96.43% | 100.00% N/A N/A 98.21% 97.65%

Other-Type VSP 92.86% 89.29% 0.00% N/A N/A 60.71% 90.59%

GPT-3.5 Standard Prompting 13.04% 6.25% 0.00% 0.00% 0.00% 3.86% 8.24%
Standard Few-Shot 13.04% 31.25% 25.00% 0.00% 7.69% 15.40% 15.29%

CVE | Zero-Shot VSP 6.52% 6.25% 0.00% 0.00% 0.00% 2.55% 4.71%

VSP Prompting 17.39% 25.00% 25.00% 0.00% 30.77% 19.63% 20.00%

Other-Type VSP 6.52% 6.25% 0.00% 0.00% 7.69% 4.09% 5.88%

Standard Prompting 15.18% 7.14% 0.00% N/A N/A 7.44% 12.35%

Standard Few-Shot 9.82% 7.14% 0.00% N/A N/A 5.65% 8.82%

SARD | Zero-Shot VSP 16.07% 17.86% 0.00% N/A N/A 11.31% 16.47%

VSP Prompting 21.43% 17.86% 50.00% N/A N/A 29.76% 20.59%

Other-Type VSP 12.50% 7.14% 0.00% N/A N/A 6.55% 10.59%

Llama2 Standard Prompting 4.35% 0.00% 0.00% 0.00% 0.00% 0.87% 2.35%
Standard Few-Shot 8.70% 6.25% 0.00% 0.00% 46.15% 12.22% 12.94%

CVE | Zero-Shot VSP 8.70% 18.75% 0.00% 0.00% 0.00% 5.49% 8.24%

VSP Prompting 13.04% 25.00% 0.00% 0.00% 38.46% 15.30% 17.65%

Other-Type VSP 6.52% 6.25% 0.00% 0.00% 15.38% 5.63% 7.06%

Standard Prompting 0.00% 0.00% 0.00% N/A N/A 0.00% 0.00%

Standard Few-Shot 0.00% 0.00% 0.00% N/A N/A 0.00% 0.00%

SARD | Zero-Shot VSP 0.00% 0.00% 0.00% N/A N/A 0.00% 0.00%

VSP Prompting 0.00% 0.00% 0.00% N/A N/A 0.00% 0.00%

Other-Type VSP 0.00% 0.00% 0.00% N/A N/A 0.00% 0.00%

Falcon Standard Prompting 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Standard Few-Shot 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

CVE | Zero-Shot VSP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

VSP Prompting 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Other-Type VSP 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Table 15: Full vulnerability patching effectiveness in terms of accuracy.

25




CWE ID | Project CVEID VSP Prompting | Standard Prompting
CWE787 | linux 2023-3090 failed failed
CWE787 | libtiff 2023-30775 | failed failed
CWE787 | libjpeg 2023-2804 failed failed
CWE787 | gpac 2023-4754 | failed failed
CWE787 | nettle 2023-36660 | correct failed
CWE787 | linux 2023-35788 | correct failed
CWE787 | radare 2023-4322 failed correct
CWE787 | libjpeg 2023-37837 | correct failed
CWE787 | chrome 2023-4863 correct correct
CWE787 | libx11 2023-3138 failed failed
CWE787 | linux 2023-2124 failed failed
CWE787 | linux 2023-31436 | failed failed
CWE787 | linux 2023-3812 failed correct
CWE787 | linux 2023-3090 failed failed
CWE787 | libx11 2023-3138 failed failed
CWE787 | linux 2023-3611 failed failed
CWEI125 | libcoap 2023-35862 | failed failed
CWEI25 | linux 2023-38432 | failed failed
CWEI125 | bzip3 2023-29418 | failed failed
CWEI125 | bzip3 2023-29419 | failed failed
CWEI25 | linux 2023-38427 | failed correct
CWEI25 | linux 2023-3268 failed failed
CWEI25 | linux 2023-38428 | correct correct
CWEI125 | gpac 2023-4721 correct failed
CWEI25 | linux 2023-34256 | correct failed
CWEI125 | linux 2023-38431 | correct failed
CWEI25 | linux 2023-38426 | correct correct
CWEI125 | gpac 2023-3523 | correct failed
CWEI125 | gpac 2023-4778 correct failed
CWE476 | vim 2023-2609 failed failed
CWEA476 | linux 2023-3358 failed failed
CWE476 | linux 2023-4459 correct failed
CWE476 | linux 2023-3359 failed failed
CWEA476 | linux 2023-3355 correct failed
CWEA476 | gpac 2023-4681 correct failed
CWE476 | linux 2023-3358 correct failed
CWE476 | linux 2023-32248 | failed failed
CWEA476 | linux 2023-4385 correct failed
CWE416 | linux 2023-4244 failed failed
CWE416 | gpac 2023-4755 | correct failed
CWE416 | vim 2023-4752 failed failed
CWE416 | linux 2023-4387 failed failed
CWE416 | linux 2023-4622 failed failed
CWEI190 | freerdp 2023-40186 | failed failed
CWEI190 | vim 2023-2610 failed failed
CWEI190 | libtommath | 2023-36328 | correct failed
CWEI190 | NTSC-CRT | 2023-39125 | correct failed
CWE190 | garmin 2023-23298 | correct correct
CWEI190 | vim 2023-4722 failed failed
CWEI190 | sysstat 2023-33204 | correct correct
CWEI190 | rizin 2023-40022 | correct correct
CWEI190 | sofia-sip 2023-32307 | failed failed
CWEI190 | vim 2023-4734 failed failed
CWEI190 | android 2023-35681 | failed failed
CWE787 | chrome 2023-5217 failed failed

Table 16: Latest vulnerabilities discovered by VSP prompting and standard prompting.
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1 int avpriv_ac3 parse_header(AC3HeaderInfo **phdr,
2 const uint8_t *buf,size t size){

3 GetBitContext gb;

4 AC3HeaderInfo *hdr;

5 int err;

6 hdr = *phdr;

7 // Initialize “&gb . If failed, &gb will still be NULL.
8 init_get bits8(&gb, buf, size);

9 // Parse the header "&gb’.

10 err = ff_ac3 parse_header(&gb, hdr);

11 if (err < 0)

12 return AVERROR_INVALIDDATA;

13 return get bits count(&gb);

14}

Answer without comments:
A: CWE-476 is NULL pointer dereference. Thus, the part that is mostly likely to have
CWE-476 vulnerability is the dereference of pointers:

err =ff_ac3_parse_header(&gb, hdr);

Looking at the contexts of the code, “init_get bits8(&gb, buf, size);’ guarantees that
the pointer "&gb’ is not NULL.

Therefore, the code does not have a CWE-476 vulnerability.

Answer with comments:
A: CWE-476 is NULL pointer dereference. Thus, the part that is mostly likely to have
CWE-476 vulnerability is the dereference of pointers:

err =ff_ac3_parse_header(&gb, hdr);

Looking at the contexts of the code, there is no guarantee that the pointer "&gb" is
not NULL.

Therefore, the code has a CWE-476 vulnerability.

Figure 5: An example that telling the model the contexts by adding comments helps the model do correct analysis.
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//Exemplars with questions behind the code like this.

Q: Given the following code:

// Code for “CWE125 Buffer_Underread__malloc_wchar_t_ncpy_ 14 vul.c”

Does the code above have CWE-125 out-of-bound read vulnerability? Please focus on
the part that is most likely to have the vulnerability.

Answer with original VSFP prompt:
A: CWE-125 is out-of-bounds read. Thus, the part that is mostly likely to have CWE-
125 vulnerability is the read of the buffers:

wcesncpy(dest, data, weslen(dest));

Looking at the contexts of the code, if (globalFive == 5)" guarantees that the pointer
‘data’ is not NULL, otherwise the code inside the if statement will not be executed.

Therefore, the code does not have a CWE-125 vulnerability.

Answer with modified VSFP prompt:
A: CWE-125 is out-of-bounds read. Thus, the part that is mostly likely to have CWE-
125 vulnerability is the read of the buffers:

wcesncpy(dest, data, weslen(dest));

Looking at the contexts of the code, ‘data’ is assigned "dataBuffer - 8", which means
‘data’ is pointing to a location 8 elements before the start of "dataBuffer’. This can
lead to reading out-of-bounds memory if "dataBuffer is not large enough

Therefore, the code has a CWE-125 vulnerability.

Figure 6: An example that moving the question behind the code and telling the CWE ID meaning help prevent oblivion of CWE.
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