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Abstract

Oneof theprimarybarriersto deploying securesystemss key management—thgroblem
of mappingreal-world notionsof identity ontocryptographidkeys. Systemsypically man-
datea particularway of performingkey managementyhichis generallyill-suited to mary
situations. The wrong key managemenpolicy canreducesecurityand severelyincornve-
niencepeople.Thus,to avoid unnecessarilypurdeningusersa systemmustallow people
constructnew key managemendéchemeso meetunanticipatedeeds.

This thesisdescribesa toolkit approachto key managementimplementingkey man-
agementby plugging togethersmall componentutilities in the spirit of Unix command
pipelines. We presenta key managementramenork that facilitatesthis approachbased
on agents Agentsareseparatgrocessethatrunson a client, answeringkey management
guerieson behalfof theuser Thisframavork letsuseranvoke simple,one-linecommands
to chooseamongkey managementechniquessvariedascertificationauthorities secure
passverd protocols KerberosSSL,SSH,andseveralnovel techniques.
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Chapter 1

Intr oduction

Oneof theprincipalchallengedor securdistributedsystemss managingncryptionkeys.
Giventheright keys, cryptographypermitssecurecommunicatiorover untrustechetworks
like the Internet. To make meaningfuluse of suchcommunicationhowever, one must
somehav mapreal-world notionsof identity onto cryptographickeys—for instance,ob-
taining the public key of a well-known compaly, or of a privatesener on which onehas
an account. Unfortunately no fixed mappingfits all situations. However, for ary given
real-world situation,theregenerallydoesexist a correspondingvay of corvenientlyman-
agingkeys. Thus,to supportthe broadespossiblerangeof usesa systemmustlet people
constructnew key managemendéchemeso meetunanticipatedeeds.

This thesisdescribes toolkit approacho key managemeniWe describea framewnork
in which, ratherthanmanagekeys in a monolithic pieceof software,onedoessoby plug-
ging smallutilities togethetin a stylereminiscenbf Unix commandoipelines.As aresult,
powerful key managementechanisméave implementationshortenoughto be typedat
thecommandorompt. Differentmechanismsanbe cascadedr bootstrappedveronean-
otherto managekeys in waysnot previously possible.Moreover, a numberof commands
andutilities developedfor otherpurposexannow be exploitedfor managingkeys.

We implementedhetoolkit framevork in anagentprogramthatmanageeys for two
applications—th&FSglobalfile systemiMKKW99] andSFS-HTTHKB]. SFSseparates
key managementrom file systemsecurity makingit anideal target for innovative key
managementechniques.SFSalsonamesremotefiles by the public keys of their seners,
makingthe keys easily manipulablethroughordinaryfile systemcalls. SFS-HTTPtakes
SFS5 approachto securityand appliesit to the web and SSL [FKK96]. Both systems
invoke usersuppliedagentprogramgo authenticateisersandto translatehuman-readable
senernamedo public keys.

The principalbuilding blocksfor key managemeni our systemarecertificationpro-
grams—ultilities thattake a human-readableameasanargumentandprint eitheranother
nameor the ASCII-encodedspecifierof a public key to standardutput. Usersgive their
agentsaanorderedist of certificationprogramswith which to mapnamedo public keys.

The SFSfile systemcalls into agentsto resole unknown file names.The agentsrun
certificationprogramsrom thelist to producea public key or anothemame.The SFSfile
systemencodesheresultsassymboliclinks mappingonefile nameto another SFS-HTTP
similarly obtainspublic keys for URLSs throughagentsandmapsone URL to anotherby
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meansof HTTP redirects.

Certificationprogramscanleveragethe SFSfile systemto greatadvantage By placing
key managemerdatain thefile systempnecanensureghedatasintegrity with thesecurity
of thefile system.BecauseSFSnamesemotefiles by public keys, onecanbypassll key
managemeno accesgrustedsenerswith known keys. Moreover, becausehe resultsof
certificationprogramsmanifestthemselesin the file namespaceas symboliclinks, any
certificationprogramcan invoke ary otherby simply accessing file of the appropriate
name.Thus,mostcertificationprogramscanaccomplishtheir taskwith little morethana
few file systemcalls. Very few certificationprogramsheedevencontainary cryptography

The remainderof this thesisis organizedasfollows. First, we presenta brief back-
groundof SFSfor readersvho areunfamiliar with the system.Then,Chapter3 describes
SFSagentwhich aredesignedaroundthe ideaof certificationprograms.Chapter4 eval-
uatesour framenork by shaving a numbercertificationprogramsin action. Finally, we
presentSFS-HTTPasanexampleof our framevork’s wider applicability.
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Chapter 2

Background

This chaptemprovidesbackgroundnformationandterminologyfor SFS[MKKW99] used
throughouthis thesis.SFSis a secureglobal network file systemthatseparatekey man-
agementrom file systemsecurity SFSaccomplisheshis by specifyingthe public keys of
senersin file namesknown asself-certifyingpathnamesBYy specifyingkeys in this way,
self-certifying pathnamedree the file systemfrom the needfor any key managemento
mapfile namego keys.

Eachself-certifyingpathnamdnastheform /sfs/Location: HostID/. Locationis sim-
ply a DNS hostnameor IP addressit is a hint telling thefile systemhow to connectinse-
curelyto thesener for thatfile name.HostID is a cryptographichashspecifyinga sener’s
public key [MKKW99]. HostIDs supplythefile systemwith enoughinformationto com-
municatesecurelywith thesenerfor aparticularfile. Underneattself-certifyingfile names
(which aretypically directories)file namescorrespondo filesin thesener’slocalfile sys-
tem.

Of coursewhile SFSeliminateghe needfor thefile systemto managekeys, it doesnot
eliminatetheneedfor key managemeninsteadjt reducekey managemerto theproblem
of securelyobtaininga sener’s HostID—or finding the correctfile nameto access.

Symboliclinks playanimportantrolein SFSallowing usergo assigrshort,corvenient
namesgo long, hard-to-typeself-certifyingpathnamesWhena usertraversesa symbolic
link thatpointsto a self-certifyingpathnamethe SFSfile systemclient seeshefull path-
nameand establishes secureconnectionto the sener. Symboliclinks canexist locally
or on remoteSFSfile systems.In the secondcase, SFSfile senerscanplay therole of a
trustedcertificationauthority assigninghuman-readableamedo the self-certifyingpath-
namesf otherseners.

A third type of symboliclink resultsfrom a mechanisntalleddynamicserverauthen-
tication. Usersrun agentprogramshathave the power to createsymboliclinks on-the-fly
in the /sfs directory Whena userreferences non-self-certifyingfile namein /sfs, the
file systemcallsinto his agent,giving it a chanceo createa symboliclink andredirectthe
usersfile access.In this way, agentshave the power to authenticatesenersby mapping
human-readabli#le namedo self-certifyingpathnamesontainingtheappropriatéHostiD.

The file systemalso calls into a users agentthe first time he accesses new self-
certifying pathnameln this case the agenthasthe opportunityto authenticatehe userto
theremotesener, or to verify thatthe sener’s public key hasnot beenrevoked.
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Figure2-1: Overview of SFS

Figure 2-1 showns an overview of SFSfile systemsoftware. At the highestlevel, SFS
dividesinto componentghat run on the client and on the sener; the two sidescommu-
nicatethrougha cryptographicallysecurecchannel. The client componentg“SFS Client
Software”) consistof the SFSclient masterwhich coordinatedetweerthe otherpiecesof
the softwareandwhich manageshe global /sfs directory individual file systemclients,
andthe SFSagent.Currently therearetwo file systemprotocols:read-write for standard
file systemaccessandread-onlyfor highly available,replicateddata.

Onthesenersideof theconnectionthe SFSservemmasteracceptsll connectiongrom
clientsanddispatcheshemto the appropriatecomponentf the sener software. After in-
comingconnectionsrehandedff, thespecificclientandsenercomponentsommunicate
directly. Thefinal componenbnthesenersideof theconnectiors the SFSauthentication
sener (theauthservey which handlesuserauthenticatiorior thefile system All SFScom-
ponentsarewrittenin C++anduseSunRPCto communicatevith eachother;furthermore,
all 10 andRPCis asynchronous.
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Chapter 3

Pluggableagentarchitecture

This chapterdescribesa framework for extensiblekey managemenimplementedn the

SFSagentprogram. The agentallows the userto plug in smallkey managementtilities

to handlethe authenticatiorprocess.The userregisterstheseutilities, called certification
programs with the agent.Whenthe agentsubsequentlgetsa queryfrom thefile system,
it invokesthe certificationprogramgo determinethe appropriateesponseThe pluggable
interfaceto key managemenilets different userseasily employ differenttechniquesand
policies.

This chaptebeginswith adiscussiorof thebaseunctionalityrequiredof anSFSagent
by the file system. The next sectiondescribeghe high-level architectureof the agentas
it fits into a completesystem. We then give a detaileddescriptionof how certification
programswvork andgetpluggedinto theagent.We discussarelatedmechanismrevocation
programs Finally, we discusgshe RPCprotocolsbetweerthe SFSagentandtherestof the
system. Throughoutthis chaptey we will talk aboutagentsin the contet of the SFSfile
systemChapter5 will demonstratéheir wider applicability.

3.1 Basefunctionality

As describedn [MKKW99], an agentis a separatgrocesshatrunsin the background
to performauthenticatioror key managementn behalfof a user Whenthe SFSsystem
softwareneedsnformationfrom auser it simply querieshisagentasynchronouslyAgents
areunpriileged, so that userscanmodify their agentsor replacethementirely Further
more,SFSagentsupporiagentforwarding similarto the SSH[Y1 696 agent.If auserlogs
into a remotemachineandthenaccessea file over SFS,theremotemachine$ SFSclient
softwarecancontacttheuserslocal agent.

This sectiondescribeghe basicfunctionsan agentmustperformfor the file system,
andthe goalswe hadfor implementinghosefunctions.In eachcasewe sketchthedesign
decisionghatallow theagentto achieveits goal.
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3.1.1 Userauthentication

The first function of the SFSagentis to authenticataisersto remotefile seners. User
authenticatiomeedso be transparenaindeasyfor remotefile accesdecausen a global
file system,userscaneasilytouchfiles on several differentmachineswvithout noticing. If
the authenticatiorprocessvereinteractve, accesgso a new file sener would have to stall
andwait for theuserto respondfor instancey typing a passverd).

Thereforetheagentoperatedy keepinga proof of theusersidentity in memory Typ-
ically, this meangheagentholdstheusers privatekey, andthefile senersto whichhehas
accessstorethe correspondingpublic key. Whena useraccessea remotefile sener for
thefirst time, the client file systemsoftware contactshis agentand asksit to signan au-
thenticationrequestlf the sener cansuccessfullyerify the signaturejt mapsfile system
requestgrom thatuseron the client to the appropriateeredentialon the sener.

Becausdhe agentkeepsthe users privatekey in memory it canauthenticatehe user
without manualintervention. Theusertypically loadshis key into theagentwhenhe starts
it by typing in a passphraseThe passphrasallows the userto safely storean encrypted
versionof thekey ondisk. The userauthenticatioomechanismn the SFSagentis similar
to thatfoundin the SSHagent.

3.1.2 Server authentication

The secondfunction of the SFSagentis to provide an easyand corvenientway for the

userto customizesener authentication.Traditionally, key managemenin file systemsds

built into thefile systemsoftwareitself by its designer&ndcannotbe modifiedor replaced.
Usersareboundto aparticularschemewhichmaynotbeappropriatdor theirenvironment
andneeds.

Agentsoffer flexible sener authenticatiorby offering the userthe opportunityto map
file names(for instance,DNS host names)to the public keys of file serers (or, more
specificallyto HostIDs). The SFSsoftwareautomaticallynountsremotefile systemsvhen
auseraccessethemfor thefirsttime. Duringthemountingprocessthe SFSclientsoftware
verifiesthe identity of the file sener usingthe HostID. BecauseHostIDs are suppliedby
theuser(eitherdirectly or via his agent) the meansy which he namediles determinesis
key managemenpolicy.

With dynamicsener authenticationthe SFSclient software contactsthe users agent
at mount-timeto assistin authenticatinghe sener. The agentis free to invoke arbitrary
programsin orderto mapthe givensener’s nameto a HostlD. Theseprogramshave the
freedomto employ ary existing key managementechniquesr novel onesto resol\e the
name.If successfulthe agentreturnsthe HostID to thefile systemclient softwarewhich
mountstheremotesener. Otherwisetheclientwill notbeableto mountthesener. Finally,
thefile systenclientcreatesa symboliclink for theuserunderthe /sfs directoryfrom the
sener's nameto its self-certifyingpathname.
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Figure3-1: SFSagentarchitecture

3.1.3 Keyrevocation

Thefinal function of the SFSagentis to allow the userto managekey revocationpolicies.
Revocationis anotheraspecbf key managemerthatis oftenbuilt into systemsor into key

distribution mechanismsThe agentarchitectureaswith sener authenticationprovidesa

wayfor thefile systenclientto actbasedntheusers preferenceWhentheclientattempts
to mounta remotefile system,it againcontactsthe requestingusers agent,askingit for

ary revocationinformationit hasfor the givenhost. The SFSagentsupportswo typesof

revocation.

First, theagentcanpresent key revocationcertificatefor the givenHostID. Key revo-
cationcertificatesareself authenticatingn thatthey aresignedby their own privatekeys.
Thus,if their privatekey is compromisedsite administratorsanissuekey revocationcer
tificatesthatanyonecantrust. If the agentreturnsa properlysignedrevocationcertificate,
thefile systenclientwill refuseto mountthesener.

Second,in additionto key revocationcertificates,userscan configuretheir agentsto
simply block accesso specificfile seners. Thetechniqueof HostID blocking allows users
to arbitrarily decidethatthey do notwantto access particularsetof seners(e.g.,they do
nottrustthefile seneradministrators)At mounttime, theclientaskstheagentf thegiven
seneris acceptablelf the useris blockingthatsener, the SFSclientwill refuseto allow
access.

3.2 Architecture

Figure3-1 shownsthatthe agentcommunicate®oth with the SFSclient software (“above”
it) andwith arbitrarycertificationprogramgq“below” it). A third interfaceis availablefor
theuserto configurehis agentwith aprogramsfslkey. Themodulardesignof the SFSagent
architecturaallowsiit to accomplistithe goalslisted above.

Theflow of informationis asfollows. Whenthe SFSclient seesafile systemrequest
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from auser it first attemptgo do dynamicsenerauthenticatiort,queryingthe users agent
for thesener'sHostID. Theagentbasedntheusers configurationJauncheneor more
external programsto mapthe sener’s nameto a HostID. The agentreturnsthe full self-
certifying pathnameo thefile systenclient.

Next, the SFSclient asksthe agentfor revocationinformation. The client sendsthe
agentthe sener’s self-certifying pathname. The agentagainlaunchesary external pro-
gramsdefinedby the userto potentiallymapthe senerto arevocationcertificate.lf sucha
certificateis available,or if theagentis HostID blockingthatsener, the agentnotifiesthe
SFSclient,which deniesheuseraccesso the sener.

If the HostID is not revoked or blocked, the agentwill thenattemptto authenticatehe
userto the sener. The SFSclient generatesin authenticatiomequestandpassest to the
agentwhichsignsit with theusers privatekey. Theagentreturnsthesignedauthentication
requesto the client, which sendsit over the encryptedchannelto the SFSsener. If the
userhasloadedmore than one private key into the agent,the SFS software repeatshe
entireuserauthenticatiorprocessuntil it succeedsr it exhaustsall availablekeys.

Usersconfigurethe SFSagentthrougha utility programcalledsfsley. Userscanload
private keys into the agentfrom disk or over the network from an authenticatiorsener
using SRP[Wu98]. With sfsley, usersalsoregisterpluggablekey managemenprograms
with the agenttelling it how to respondto sener authenticatiorand revocationqueries.
All configurationis dynamic;changinguserprivatekeys or key managemerpoliciestakes
effectimmediately

The SFSagentarchitecturesupportsdiverseconfigurationdy allowing the userto run
morethanone SFSagentconcurrently Usersassociatgrocessesvith a particularagent,
determiningwhatkey managemenpoliciesapplyto the process.Chapter3.5.2describes
themechanisnby which processearemappedo agents Moreover, evenasingleprocess
canhave differentkey managemenpoliciesbasedon thefile sener beingcontacted.The
usercandefinemultiple key managemenpolicies,eachof which canbe associatedvith
differentsenersbasedon regularexpressionsThis ideais discussedn moredetailin the
next section.

3.3 Certification programs

Eachuserhasa differentview of the /sfs directory sfsayentcancreatesymboliclinks in
/sfs on-the-fly Whenauseraccesseafile otherthana self-certifyingpathnamen /sfs,
the SFSfile systemclient notifiesthe users agentof the event, giving the agenta chance
to createa symboliclink andredirectthe users access.This mechanisntandynamically
maphuman-readableamedo self-certifyingpathnames.

sfsayent hasno built-in interpretationof non-self-certifyingnamesin /sfs. Instead,
it relieson certificationprogramsto map thosenamesto other pathnames.sfsley gives
sfsayentalist of certificationprogramdo usefor thetask.Eachentryin thelist is a4-tuple

1The SFSfile systemclient cacheghe resultsof userand sener authenticatiorrequestsandthusonly
contactghe agentwhenrequired(usuallywhena nex nameis accessed).
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of theform:
(suffiz, filter, exclude, program [arg . ..])

sufix, filter, and excludeare all optionaland canbe left empty sufix partitionsthe
namespacef the/sfs directoryinto links managedy separat@rogramslf acertification
programs sufix is non-empty the programwill only be run to look up namesendingin
sufix, andsfsagent will strip sufix from namesbeforeary further processing.filter and
excludeareregularexpressiongo controlthe scopeof a certificationprogram.Whenfilter
is specified the agentwill only invoke the certificationprogramon namescontainingthe
regular expression.Analogously whenexcludeis specifiedthe agentwill notinvoke the
certificationprogramon arny namecontainingexclude

Finally, programis the actualcertificationprogramto run, alongwith the initial argu-
mentsto give that program. The final agumentwill be the actualnameto look up. If
a certificationprogramexits successfullyand prints somethingto its standardutput, the
agentwill usethe programs outputasthe contentsof the dynamicallycreatedsymbolic
link. If not, theagentwill continuedown thelist of certificationprograms.

As a simple example, supposea directory /mit containssymboliclinks to the self-
certifying pathnamesf variousSFSsenersaroundMIT. A usermightwantto mapnames
of the form /sfs/group.mit to /mit/group but exclude ary group ending.1lcs. The
following certificationprogramwould accomplistthis task:

(.mit,,.lcs$,sh -c ’test -L /mit/$0 && echo /mit/$0’)

The sufix .mit appliesthis certificationprogramto namesn /sfs ending.mit. An
emptyfilter signifiesthe certificationprogramappliesto all names. The excluderegular
expressiorexcludesary namesending. 1cs. Finally, programconsistof threearguments,
sh, -c, anda shortshell script. The agentwill supplythe namebeinglooked up asthe
final agument,which the shell calls $0. The script simply checksfor the existenceof a
symboliclink in /mit. If oneexists,it printsthe pathandexits successfullyptherwisejt
exits with non-zerostatusjndicatingfailure.

3.4 Serwer keyrevocation

As with dynamicsener authenticationsfsayent usesexternalprogramsto handlesener
key revocation. sfsley givessfsayent a list of revocationprogramsto run on eachself-
certifying pathnamehe useraccessesachentryin thelist is a4-tupleof theform:

(block, filter, exclude, program [arg . ..])

blok is a booleanvalue that enablesHostID blocking in additionto key revocation.
filter andexcludeareregularexpressiorfilters, aswith certificationprogramsthathereget
appliedto the Locationpart of self-certifyingpathnamesprogramis the programto run
to checkthevalidity of a self-certifyingpathnameThe pathnames HostID is appendedo
theprograms alguments.

A revocationprogramcanwrite a self-authenticatingevocationcertificateto standard

19



output. If it doesso, the agentuploadsthe certificateto the file systemclient, which sub-
sequentlyblocksall accesgo files underthat pathnameby ary user If the programexits
successfullybut doesnot outputa revocationcertificate,then, in the casethat the block
flagis set,the agenttriggersHostID blocking, preventingits own userfrom accessinghe
self-certifyingpathnamevithout affectingotherusers.

Becauseaevocationprogramsmay needto accesdiles in SFS,thereis a potentialfor
deadlock.For instance a revocationprogramcannotsynchronouslycheckthe validity of
Verisign's self-certifying pathnamewnhile also searchingor revocationcertificatesunder
/verisign (asymboliclink to Verisign's hypotheticatertificationauthority). Thus,sfsley
alsogivessfsayenta “norevoke list” of HostlDs not to checksynchronously HostIDs in
the norevoke list canstill be revoked by uploadinga revocationcertificate,but this is not
guaranteedo happerbeforethe useraccessetherevokedpathname.

3.5 API/Protocols

The SFSagenthasthreeinterfaces.For communicatiorto the SFSfile systemclient soft-
wareandfor configurationwith sfsley, the agentusesSunRPC[Sri95]. Certificationpro-
gramssimply take their agumentsandprint their resultsin plain ASCII text. This makes
it easyto build senerauthenticatiorout of standardJnix file andtext utilities.

3.5.1 The RPC programs

The SFSagentdefinesthreeRPC programsthroughwhich it communicatesvith the rest
of the system.Two programsallow theagentto call into thefile systemclient (AGENT) and
vice-versa(AGENT-CALLBACK). Thethird programis for theuserto configurethe SFSagent
(AGENT-CONTROL).

The AGENT RPC programallows the agentto requestan action from the file system
client, typically in respons&o adirectrequestrom userrunningsfslkey. For example,if the
userwantsto createa specialsymboliclink under/sfs for dynamicsener authentication,
the agentusesa SYMLINK RPC to requestthat the SFS client software createthe link.
Similarly, if the userdecidesto kill his agent,the agentnotifiesthe SFSclient usingthe
KILL RPCfrom the AGENT program.

The AGENT-CALLBACK programdefinesa setof procedureshatthe SFSclient usesto
call into the agent. TheseRPCsform the basisfor the key managemendescribedabore.
Theinterfaceconsistf threecateoriesof RPCscorrespondingo thethreegoalslistedin
Chapter3.1. First, two proceduresAUTHINIT andAUTHMORE, allow the agentto authenti-
cateits userto aremotefile sener. Theuserauthenticatioomechanisnis opaqueo thefile
systemitself andonly needsto be agreeduponbetweerthe agentandthe entity handling
authenticatiorfor the file sener. The AUTHMORE procedureallows the userauthentication
procesgo take multiple rounds.

Secondthe SFSclientusesanRPCLOOKUP to querytheagentfor senerauthentication.
The RPCallows the agentto do its own key managementor sener authentication.The
procedurdakesa plainfilenameasanargument(oftenthesener'sname)andreturnseither
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afully specifiedself-certifyingpathnameor the nameof anothersymboliclink. Theagent
usespluggablekey managememrogramgo answerthequery

Thethird RPCcateyory consistsof the REVOKED procedure.This RPCfunctionssim-
ilarly to LOOKUP. Here,thefile systemclient sendsthe agenta filenameand asksfor ary
relevantrevocationinformation. The agenthasthreeresponsesnone,indicatingthatthe
clientis freeto connectto the sener; blocked, telling the client not to allow thatuserac-
cessandcertificate jnformingtheclientthatit hasarevocationcertificatefor thefile sener
in question(which it includesin the response) As with the LOOKUP RPC,the agentuses
pluggablekey managemerprogramgo generatets answer

The AGENT-CONTROL RPC programallows the userto configurehis agentand en-
vironment. The userinvokes the proceduresheredirectly or indirectly through sfsley.
The AGENT-CONTROL programprovidesfor the registration,removal, andlisting of user
authenticatiorkeys, certificationprogramsandrevocationprograms.TheremainingRPCs
in this programhelpimplementauxilliary functionality suchasagentforwarding,creating
symboliclinks, avoiding deadlock andseedingandomnumbergenerators.

3.5.2 Agentidentities

While the currentagentimplementatiorstoresmultiple private keys for authenticatiorto
morethanone SFSsener, usersneedinggreaterflexibility canalsorun severalagentpro-
gramssimultaneouslyTheSFSclientsoftwaremapseachfile systenrequesto aparticular
agent. It doesso not simply througha processs userlD, but througha moregeneralized
notion calledtheagentiD or aid.

Ordinarily, a processs aid is the sameasits 32-bituserID. Dependingon a process
grouplist, however, the processcan have a different64-bit aid with the samelow-order
32-bitsasits userlD. Systemadministratorsetarangeof reseredgrouplDs in the main
SFSconfigurationfile, andthesegroupsmark processeasbelongingto differentaids. A
150-linesetuidroot programnewaid letsusersswitchbetweerresernedgrouplDs to spavn
processesndernew aids.

aids let differentprocessesun by a singlelocal useraccessemotefiles with different
credentials—foinstanceasa userandsuperuserCorversely a usermaywantto become
root on thelocal machineyet still accessemotefiles ashimself. Rootprocessetherefore
canbeassignedry aid of any user(i.e.with any low-order32-bits).A utility ssuletsusers
becomelocal superusewithout changingaids. ssuis a wrapperaroundthe setuidUnix
utility su, andthusdoesnotitself needary specialprivileges.
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Chapter 4

Evaluation

This sectionoffersa meandy which to evaluateagentsandcertificationprogramsastools
for doing key management.Traditional performancemetricsare lessillustrative than a
demonstratiorof the effectivenessof the toolkit approachto key managementFurther
more,in practice the costof mountingaremotefile seneris apublic key operationwhich
typically overshadws the costof aninterproces®RPC and spavning a small numberof
certificationprograms.

We presentseveralexamplesof how to useSFSagentgo do variouskinds of key man-
agementn the context of SFS.In particular we show trivial implementation®f certifica-
tion paths(seebelow) aswell asSSL, KerberogSNS8§, and SSH-styleauthentication.
Furthermorewe demonstratéow to do key revocation. In Chapter5, we thenshow that
the SFSagentis generapurposeznoughto do sener authenticatiorior the Weh

The examplesbelown usesfsley to register pluggablekey managemenprogramswith
an SFSagent.Therelevantsfsley usagds asfollows:

sfskey certprog [-s suffix] [-f filter] [-e exclude] prog [arg ...]
sfskey revokeprog [-b [-f filter] [-e exclude]] prog [arg ...]

Theseinvocationscorrespondo the 4-tuplespresentedn the previous chapter In the
secondorm, the-b optiontells theagentto do HostID blocking.

4.1 Server authentication

Becausdhe SFSagentcanbe configuredwith certificationprogramsthe usercaneasily
and efficiently devise entirely new authenticatiorschemesr evenimplementor exploit
existing key managemertechniquesHere,we give oneexamplefrom theformercateyory
andthreefrom thelatter.

4.1.1 Certification paths

A certificationpathis a setof directoriesthat containsymboliclinks to SFSfile seners.
Conceptuallycertificationpathsare similar to the $PATH variablein shells;directoriesin
thepatharesearchedor linksin apredefinedrder permittingtheuserto setupahierarchy
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of trust. A particularink namemayappearin morethanonedirectory sodirectoriesearlier
in the certificationpath are more trustedthanthosewhich appearater The directories
can be eitheron a local disk or a network file sener allowing the userto rely on local
certificationauthoritieshenremote globalones for example.

A programdirsearch simplifiesthe taskof searchinghrougha certificationpathfor a
givenlink name. In its basicinvocation,dirseach takesa list of directoriesfollowed by
a nameas command-linearguments. It searchegachdirectoryin turn for a file with the
givenname,andif successfuldirsearch printsoutthefull pathto thefile.

Thus, a user can easily implementcertification paths. He configureshis agentto
run dirseach asone of his certificationprograms. The userprovidesthe list of directo-
ries, andthe agent,at executiontime, will supplythe final agument,which is the name
of the sener to lookup. For example,if a userwantsto searcha personaldirectory
$HOME/ . sfs/known_hosts followedby auniversity-widesymboliclink repository/ campus,
he canrunthefollowing command:

% sfskey certprog dirsearch $HOME/.sfs/known_hosts /campus

The name/campus hereitself is a symboliclink pointingto the users university’s public
SFSfile sener. Furthermoreuserscanrefine how lookupsare doneby registeringmul-
tiple instancef the dirseach programusing the regular expressionfilters describedn
Chapter3:

% sfskey certprog -f ’\.lcs\.mit\.edu$’ dirsearch /lab/links

4.1.2 Kerberos

Kerbeross theprimarymeanof authenticationn theAndrew File System(AFS)[HKM *88].
The two systemsaretightly integrated,requiring usersto fetch Kerberosticketsin order
to authenticatdile systemrequests.With the SFSagent,userscanalsouseKerberosto
authenticateemoteSF Sfile systems.

First, theusergetsticketsasusual(typically throughkinit or login). Then,heissues
thefollowing command:

% sfskey certprog -s krb sh -c ’rsh -x $0 sfskey hostid -’

When he accessea remotesener nameunderthe /sfs directorywith the .krb suffix,
the agentwill invoke the shellcommandenclosedn single quoteswith the sener’s name
(without the .krb suffix) asthe $0 argument. The scriptinvokes Kerberizedrsh, which
attemptgo starta shellfor the useron theremotemachine.Thershprogramauthenticates
the userto the remotelogin sener using Kerberos,andif successfult runssfsley. The
sfsley hostid- commandconnectsecurelyto thelocal SFSsenerandasksit for its public
HostID. Thescriptprintsthesener’s self-certifyingpathnamewhich theagentsendsback
to thefile systenclient.
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4.1.3 SSL

The SecureSoclet Layer (SSL) is the key distribution mechanismusedon the Web for
secureHTTPR. If a userhasa certificatefor a sener or a certificateauthority public key
to vouchfor a certificate,he caneasyuseSSL to authenticatehe correspondingsFSfile
sener. Again,theuserloadsa one-lineshellscriptinto his agent:

% sfskey certprog -s ssl sh -c ’lynx -source https://$0/sfspath.txt’

Thisexampleassumethatseneradministratorarewilling to distribute SFSself-certifying
pathnamefom afile ontheirWebsenerscalledsfspath.txt. Herethesuffix .ssl tells
the agentto do SSL sener authenticatdor namesendingin .ss1. The scriptsimply in-
vokesan existing Web browserto make a secureSSL connectionand downloadthe SFS
pathname.

4.1.4 SSH-style

The SecureShell (SSH)is a popularremotelogin programthatdealswith the problemof
key distribution by allowing for the possibilityof aman-in-the-middlettack. Thefirsttime
a userconnectgo a givenremotemachineusing SSH, the client softwaretruststhe host
key with which it is presentedusually after askingthe userfor confirmation). The SSH
clientstoreshekey in a“known hostsfile, and,on subsequentonnectionsit verifiesthe
senerwith thestoredkey.

The agentcan usethis ideafor authenticatingSFSseners. Whena useraccesses
remotesener, a certificationprogramlooks up the sener in a certificationdirectory If it
finds a symlink by thatname,it returnsthe correspondingself-certifyingpathnameusing
dirseach. If not, the scriptretrievesthe sener’s HostID over the network insecurelyand
storesit in thedirectory Thenon subsequenbokups,the certificationprogramcanreturn
the self-certifyingpathnameo the file systemclient. The following codeimplementshis
idea:

#!/bin/sh

# Make known_hosts directory if it does not exist
linkdir=${HOME}/.sfs/known_hosts
test -d $linkdir || mkdir -p $linkdir || exit 1

# Use link in known_hosts directory if one exists
dirsearch -1 $linkdir $1 && exit O

# Retrieve and store pathname (insecurely, for the first time)
srvpath="‘sfskey hostid $1°"

test "$srvpath" || exit 1

1n -s "/sfs/$srvpath" "$linkdir/$1"

# Print self-certifying pathname just retrieved
exec dirsearch -1 $linkdir $1
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4.2 Keyrevocation

Thetoolkit ideais alsoeasilyappliedto revocationcertificatesand HostID blocking. As

anexample,a usermay not wantto connectto ary senersin the some-ca.com domain,a

certificationauthoritythathe doesnottrust. Thus,hedoesnotwantto accidentallytraverse
a symboliclink thatpointsto an SFSfile sener in this domain. The following command
instructshis agentto block suchmounts:

% sfskey revokeprog -b -f ’\.some-ca\.com$’ /bin/true

As anotherexample,a centralauthoritylik e Verisignmight keepanonline directoryof
revocationcertificates.Eachfile in the directorywould containa single certificateand be
namedby revoked HostID. The usercould configurehis agentto checkthe directoryfor a
particularHostID asfollows:

% sfskey revokeprog dirsearch -c /verisign/revoked

Thedirectory /verisign/revoked containsthe revocationcertificates;the -c optionto
dirseach saysto output (“cat”) the contentsof the matchingfile insteadof printing its
pathname.
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Chapter 5

Key managementfor the Web

Thischaptermaddressekey managemeranthe Webandattemptgo shav thattheapproach
presentecarlierin this thesisappliesto securesystemseyond SFS.A key issuefor users
of asecuresystemlik e the Web (whenusinghttps) is thatthey wantto be surethatwhen
they askto be connectedo a particularsener, they areactuallyconnectedo thatsener.
The Internet, however, cannotbe trustedto ensurethat userswill really reachthe right
place. As usersincreasinglysendprivateinformation suchas passwrds and credit card
numbersover the Web, thisissuebecomesnoreimportant.

The currentapproachto key managemenon the Web is basedon the existenceof
several well-known, trustedcertificationauthorities(CAs). Every secureWeb sener has
an SSLcertificate[FKK96] which containsthe sener’s public key. For a fee,the CAs will
digitally signaWebsener’s certificate;later, thesener canpresenthe signedcertificateto
ary clientthatasksfor it. If theclientsuccessfullyerifiesthe signaturejt will proceedo
setup a secureconnectiorusingthe public key containedn the certificate.Clientsverify
signaturesusinga built-in setof CA public keys thatshipswith the browser

ThecurrentWebsecuritymodelhasseveralproblemswith respecto key management.
First, the certificationauthoritymodelof key managementay not be appropriatefor all
users. For example,a studentin dorm room may lack the authority or money to geta
certificatefor his personalcomputersignedby a commercialCA. Alternately an organi-
zationlike MIT which relies heavily on Kerberosmay preferto have its Web usersrely
on pre-arrangederberopassverdsto authenticat&\Veb sitesinsteadof botheringwith an
external CA.

Anotherproblemwith the Web’s notionof key managamens thatusergrustary certi-
ficationauthoritykey thatthey haveinstalledin theirbrowsers.Specifically to authenticate
the sener, the client needsto verify the certificates signaturewith one of the CA public
keysthatit knows. If theclientcanverify thesignaturewith anykey, it truststhesenerand
establisheghe secureconnection.Thus,in the currentstateof the Web,a users securityis
only asgoodastheleasttrustedcertificationauthorityknown to his browser

Finally, Web userssuffer from the inability to directly specifya public key. If a user
obtainsthe public key for a sener he wishesto contactin a completelynovel way, he has
noway to tell his browserhow to useit. Theability for auserto provide his own mapping
from somesener (i.e.,ahostnamejo its public key is the essentiaproblem.

The solutionto this Web securityproblemis to offer usersthe ability to usekey man-
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Figure5-1: A self-certifyingURL

agemenscheme®therthan SSL and CAs to authenticatéVeb connections.Becauseno
subsetof key managementechniquess sufficient, usersneeda genericway to do key
managementJustas SFSagentsprovide this flexibility for the SFSfile systemthey can
dothe samefor theWeh SinceSFSagentsnvoke certificationprogramgo handleall key
managementhey canbe configuredto authenticat&Veb senersin arbitrary userdefined
ways.

Theremaindenf thischaptediscussea solutionto the Webkey managemeniroblem.
Thefollowing sectionsoutline the basicconceptghat comprisethe solution. Section5.3
describesheparticularimplementatiorcalledSFS-HTTRincludinghow the userinteracts
with the system.

5.1 Self-certifying URLSs

Thebasicideain SFS-HTTRis to useself-certifyingURLs to namesecuréMebssites.Like
self-certifying pathnamesself-certifying URLs containa HostID that uniquely specifies
thepublickey of thesener. Thus,onceauserobtainsaself-certifyingURL, the URL is by
itself completelysufiicient to establisha secure authenticate@onnectiorto aremotema-
chine. Theanatomyof a self-certifyingURL is shavn in Figure5-1. Self-certifyingURL
HostIDs have aspecialsuffix . web thatdistinguisheshemfrom self-certifyingpathnames.

With self-certifying URLS, userscannow directly specifythe public key of a sener.
Thus, similarly to SFS,userscan authenticatéVeb seners by transforminga Location
(hostname)nto a HostID (public key). Againlike SFS,the mappingprocessanbe coor
dinatedby anagentwhich runscertificationprogramso producecompleteself-certifying
URLs from hostnames.

5.2 Keymanagementexamples

With SFSagentsaandarbitrarycertificationprogramsthe useris ableto definehis own key
managemergchemesThe examplesgivenin Chapter4 apply equallyto the Webandcan
in mary case$eusedwith little modification.Thefollowing example,specificto the Web,
shawvs how to implementcertificationauthoritiesthe sameway thatWeb browsersdo.

% sfskey certprog -s ssl sslgetkey

This certification programonly runs for hostnamesendingin .ss1l. The program
sslgetkey takes the hostnameas its argumentand establishesan SSL connectionto the
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Figure5-2: The SFS-HTTPsystem

Web sener runningon thatmachine.It downloadsthe sener’s certificateand,like a Web
browser hasa databasef CA keys with which it attemptdo verify the certificates signa-
ture. If successfulsslgetkey printsoutthe self-certifyingURL for thesener (i.e., with the
HostID hashedrom the public key). Thus,if the usertypeshttp://www.bn.com.ssl,

theagentwould launchsslgetkey to producea URL similar to thatshavn in Figure5-1. In

effect,thisURL is equivalentto https://www.bn.com/.

5.3 SFS-HTTP

The SFS-HTTPsystem[KB] consistsprimarily of one nev componentcalledthe client
daemon Like SFS,the SFS-HTTPsystemis designedto run transparentlywith exist-
ing software; systemadministratorsand usersdo not needto modify their Web sener or
browsersoftware. The basicsystemdesignis shovn in Figure5-2. Boxed componentsire
partof SFS-HTTRandunboxdcomponentsepresenpre-eisting software.

Eachhalf of the diagramrepresents single machine. The right-handside consists
solelyof theWebsenerwhichis assumedo speakSSL.Theleft-handsideof thediagram
shaws the client daemonWeb browserand SFSagent;all local communicatiorbetween
processe®n the samemachineis secure. The two machinescommunicatethroughan
authenticatedencryptedconnection.

WhenausertypesaURL into theWebbrowser thebrowsergenerateanHT TP request
andsendsit to the client daemonwhich actslike a Web proxy. The client daemonwill
analyzethe given URL andtake oneof two paths. If the URL is self-certifying,thenthe
clientdaemorwill proceedo connecto theWebsenerusingSSL.Thebrowser however,
only usesSSL asits encryptedtransport,not for key management.The client daemon
verifiesthepublic key is getsfrom the sener usingthe HostID in the URL.

If the userentersa URL thatis not self-certifying,the client daemonwill contactthe
users agentto do key management.As describedabore, the agentwill decidewhich
certificationprogramsto launchbasedon oneor more patternshat aretestedagainstthe
sener’s hostname.lf a certificationprogramreturnsa nev URL for the given hostname,
theclientdaemorwill generateanHTTP redirect. Typically, the certificationprogramwill
returnaself-certifyingURL which thebrowserwill useto connecto thesenersecurely

By default, the clientdaemorwill revertto insecureHTTP if no certificationprogram
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cansuccessfullyperformthe mapping(or thereareno matchingcertificationprogramso
run). For a given suffix pattern,the usercanforce the Web browserto only connectto
seners securelyby registeringa certificationprogramthat runs after all othersand that
returnsaninvalid URL. Thebrowserwill beredirectedo thisimproperURL andfail. For
example,in additionto the SSL certificationprogramgiven above, the uesrcould register
thefollowing program:

% sfskey certprog -s ssl echo ":INVALID:"

If the sslgetkey programcannotmapthe hostnameo a HostlD, the agentwill try this
certificationprogramwhich causeshe browserto accessaninvalid URL.
5.4 Summary

Becausecurrentkey managemenbn the Web is limited and not very configurable users
are requiredto usecertificationauthoritiesto do sener authentication.The SFS-HTTP
systemusesself-certifyingURLS, agentsandcertificationprogramgo allow arbitrarykey
managemertechnique®n the Weh
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Chapter 6
RelatedWork

This sectionfirst addressework relatedto agentsandconcludesvith work relatedto SFS-
HTTPR Theideaof an agentthat actsautomaticallyfor a userin somecapacitywasfirst
popularizedby the remotelogin programSSH[Y1096. The SSHagent,however, is not
generalpurposeandis only limited to public-key-baseduserauthenticatiorfor remotelo-
gin. An importantideafoundin the SSHagentis forwarding.

SFSis thefirst file systemto usethe notion of an agent. Otherfile systemshave a
predetermineanodeof hostauthentication.For example,NFS [Sun89 hasno notion of
host authenticatiorbeyond that provided by the DNS and IP routing. AFS [HKM +88]
usesKerberog SNS88]andrequiresthat administratve realmswantingto communicate
exchangekeys aheadf time.

The TaosoperatingsystemLABW92, WABL94] andthe Echofile systemhave a no-
tion of an authenticatioragent,but unlike SFS,their agentrefersto a componenbof the
operatingsystemratherthana usercontrolledprocess.In Taos,key managemens based
onahierarchyof trustin which amachinenameghe pathto its destinationandthe source
trustseachnodealongthe way to authenticatehe next one.

SFS agentscan leverageother key-managemenapproacheshan the examplesdis-
cussegreviouslyin thisthesis.For example anagentcouldhave acerticationprogramthat
usesSDSI[RL], SPKI[EFL"], or SecureDNS [EK97]. Ourwhole approachis to allow
usergo easilytake advantageof existing scheme®r combinationf existing schemes.

SFS-HTTPIs relatedto a numberof otherproxy-basedapproachesThe Geclo NFS
Web Proxy [BH] hasan overall designsimiliar to SFS-HTTPin its tunnelling of Web
requestsover a differentprotocol, NFS. Geclo presentslatafrom a web sener asa file
systemby translatingfile systemrequestdanto Web requestsand vice-versa. Userscan
accespagevntheWebsenerjustasthey accesafile system. Additionally, Geclo offers
usersaWebproxy by whichthey canusea browser(speakingdTTP) to accesshesystem.
Becauséseclo usesNFS, it doesnot offer the securityandname-mappingf SFS.

WebNFS[Cal96], from Sun Microsystems offers similar functionality to Geclo by
providing a modifiedversionof the NFS protocolwhich is moreadeptto handlingHTTP
requestsUnlike SFSandGeclo, WebNFSrequiresusergo installanew protocol(beyond
stockNFS).Moreimportantly like Geclo, WebNF Salsolackssecurityandnamemapping.

TheWebFS[Vah98]systemfrom UC Berkeley hassimilar goalsto the above projects
by providing file systemacces$o the URL namespacebut it usesheHTTP asits network
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protocolinsteadof NFS. A kernelmoduleonthe clientinterpretsfile systemrequestsand
passeshemto aremote,userspaceHTTP sener. WebFSaimsto provide securitythrough
certificationauthoritieslayeredon top of HTTP. WebFSdoesnot provide ary proxy for

browsers;usershave no way to sendHTTP headerdo seners(making CGl impossible).
Furthermorethesecuritymodelin WebFSlackstheprimaryadwantageof SFS-HTTPeasy
andarbitraryhostauthentication.
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Chapter 7

Summary

Key managemen a primary barrierto deploying securesystems.Existing key manage-
mentsystemsare often fixed by the software designerand areimmutableor awkward to
configure.SFSagentgprovide aflexible andcorvenientmechanisnior doingkey manage-
mentin awide variety of scenario®y providing a“toolkit” approacto the problem.Any
systemthatrequireskey managememjuerieshe users agentto performthenecessarau-
thentication.Basedon the users configuration the agenteffectsthe appropriategpolicy by
invoking oneor morepluggablecertificationprograms.

Certificationprogramscombinedwith agentsprovide a framework in which userscan
quickly andeasilydesign,build, and configurenen key managemenpolicies. Although
the pluggablenatureof certificationprogramsprovidesa corvenientway to useandcom-
bine existing software, the agentcan ultimately executearbitrary codeto do sener key
managemeni(Thus,the userhasthe power to authenticate sener usingvirtually any key
managemertechnique.ln mary scenarioshowever, implementingnen key management
policiesis assimpleasaone-lineshellscript.

Thoughoriginally designedor file systemsSFSagentsaregeneral-purposandcanbe
usedto solvethekey managementroblemin otherareasuchastheWeh TheSFS-HTTP
systemallows usersto browse the Web securelywithout dependingon SSL for sener
authentication.
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