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Data is mrsodumteiwon factor and the foundati or
intelligent transformation. As businesses a:
transformation, the demand for c¢cloud comput
brings both esliogpnmefnitc aonptp odretvuni ti es and numer
especially in data security. Risks |like sen:
and data use violations have become major ¢
cloud

Huawei Cl oud, asuda sreerswiocnes ipbrloevicdeor, under st
of data security and views it a cruci al el e
established a comprehensive data security g
organizational structrowrcesspalpieciids catswystsem
and measurement & supervision, to provide s
customer dat a I nternall vy, Huawei Cloud con:
and management measur esl,ayienpdpeinmetnts ynsgt eam mntud
entd@end data security compliance. Externally
security services and features throughout t
certifications fpamtiynoepgpemdemdti omise diot sl emi
standards and ongoing effectiveness in dat a
To further address customer s’ security conc
Huawei Cloud continues to adher e mai nthaei rpsr i
that "customers own and use their data." 1|1
customers' business data and never forces ¢
Cloud, and ensures that all data processing
regwlnat.i Huawei Cloud helps customers | ever a
build secure, controllable cloud data secur
Additionally, to better safeguard customer s’
establishingipni vacytpedotectoud services, H
a comprehensive privacy protection manageme
effective privacy protecti omruahkvern mdroa di PPfro
Protection iwhiRtheewiagdetfTer isnt Center

| ss3u.g@ 0 205620 3 Copyright © Huawei Technologies Co., Ltd. 1



Huawei Cloud Data Secur.i 2Huawe i Cl oud Data S

Huawe.i Cl oud Dat
Architect

Figure2-1Huawei Cloud data security architecture
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Figure3-2Huawei Cl oud datanstemechawni mamnage me

Raise security awareness and enhance security capabilities

Legal requirements in BCG and cyber security

i @Rl e Customer requirements Cyber security statements balicies
. ) Cyber security Management of
Audience Awareness education capability improvement key positions
Basic cyber security Pre-employment
. Key groups General awareness training background check
education
On-the-job training On-the-job training
All Ordinary Publicity activities
staff  employees On-boarding qualification On-boarding qualification
BCG and management management
commitment letter —— ) )
) New signing Competency & qualification Off-boarding (rights
employees (C&Q) guidance for security clearance)
Policy implementation Process support Effect evaluation and improvement
Management requirements & HR process and IT HR business assessment and
accountability system management improvement
Huawei Cloud has established a comprehensi v
empl oyees and contractors, covering the ent
resignation. By continuously enhancing dat a
relamv¥ personnel, Huawei Cloud effectively e
cloud platform. All staff must adhere to em
after onboarding. Anyone who breaches secur |
consequencexcien waddortchae security violation
Additionally, Huawei Cloud provides regul ar
training for al/l staff. Empl oyees in differ
security and privacygi pgotecmi bi gate securit:
by insufficient awareness and capabilities
Some of Huawei Cloud services used by custo
Cloud and suppliers together. Huaweir €l oud
partnering with suppliers and contractually
protect customer dat a. Huawei Cloud also fo
management regulations for outsourcing supp
cl auses citns ,coamntdr aspeci fies the penalties for

3.3 Institutions & Processes

To ensure effective i mplementation of data
Huawei Cloud integrates these requirements
as R&DD&M, operations, supply chain, marketi
and technical services, enabling continuous
requirements. This includes developing comp
gui des, andr esqpeamgsencpyl ans, which are regul ar
keep the security manta@emenandeatapi swmeupo |
threat | andscape, ensuring the security and
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Figure3-3Huawei Cloud data security management s

Institution Level Policy File

(o] T2 S mitagy & Data Security Compliance Guide

policy
Level 2: Management Data Security Management Regulations; Management Regulations on Data
regulations Security Compliance

Data Security Classification and Review Process; Cross-Border Data Transfer

RevaiiocesSjotides Application and Review Process

Level 4: Standards and General Technical Specifications for Data Security; Technical Specifications for
specifications Cross-Border Data Transfer Compliance of Cloud Services

Data Security Risk Assessment Checklist; Cloud Service Data Security

LevelbChackliste Compliance Hardening List

Dedicated data security processes are estab
review process. Additionally, security requi
business processes to ensure that they are
instanceurdatyarsegqgaoairements are incorporated
Security, which is a basic requirement in t|
effectively ensured through management syst
Huawei monitors andsi ppocesseist $ hbwsiigme i nt e
as security certificationpaang ageincseby in
3.4 Measurement & Supervision

Huawei Cloud has designed a comprehensive s
mechani sm to emdgduwr e eafufradtyi vmmndagement . Thi s
encompasses all aspects from routine monito
continuous tracking of key performance i ndi
can be promptly identified and mitigated.
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Data security measurement and supervision mechanism

Multi-pronged supervision

measur ement

asurem| Capabllity
o)
U ‘glg\? '09%, 3: Independent internal audit
dﬁ’ % 4 Internal audit: Perform routine audits on data
<t o security every year.
Continuous
measurement
<j 2: Independent internal inspection and
assessment
Security Office: Inspect data security
compliance every year.
Result KPIs
1: Self-checks by business teams
Each business department conducts regular
Effect data security self-check and correction, usually
- twice a year.
Huawei Cloud has devel oped KPIs from three
and effect. These KPlIls are classified into
t hese KPI s,udHucaawne ic onlitoi nuously evaluate and
data security controls and drive sustained
business domai ns.
Huawei Cloud has al 90 osamgtealblvieshdd cattilomeapp
security supervision.
The first verification is performed by fr
specialist from each business domain regu
conducdheeK fand correction based on the cc¢
The second cvoemeisf ifcraotm oann i ndependent secur
Huawei Cloud. The security inspection tea
i nspections on key business every year an
closing identified issues.
For the thmnrdawerndepgpandent audit team of
spot checks on key business or domains evV
data security audits.
This -prudnged supervision mechanism not only
security def dnfxas krwtstalmea so a higher | evel
ensuring that security requiremehtisopeeatt o
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Overview of Huawe.i
Security So

Huawei Cloud bui lwiscadsaatandefcaatitryes,erf ocusir

throughout the entire data I|ifecycle, to he

over data security.

Principle Capability Sub-capability | Capability or Product

Stability & Security of Data reliability Assurance for storage

reliability data at rest service reliability

Assurance for service
reliability

Data isolation

Virtual compute resource
isolation

Network isolation
Service isolation

Storage
encryption

Encryption of data at rest

Secure data
destruction

Logical destruction of data
Physical destruction of data

Access control

Separation of duties (SOD) of
O&M personnel

Role-based access control
(RBAC)

Attribute-based access
control (ABAC)

Multi-factor authentication
(MFA) and audit

Security of
data in transit

Transmission
encryption

Virtual private network (VPN)

Application layer TLS and
certificate management

| s sai.g@ 0 20630 3
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Cloud Trace Service (CTS)
Cloud Bastion Host (CBH)

Huawei Cl oud Data Securi 40vervi eweodf CHwasd Data
Principle Capability Sub-capability | Capability or Product
Stable and Direct Connect
reliable
transmission
Security of Confidential QingTian virtualization
data in use computing platform
Homomorphic Homomorphic encryption
encryption technology
Multi-party Multi-party computation
encryption (MPC)
Autonomous Data residency location Global network infrastructure
control
Controllabllity | Autonomous Data Security Center (DSC)
throgghout control over Log Tank Service (LTS)
the lifecycle data collection

Autonomous
control over
data migration
and
transmission

Cloud migration
methodology: 12 steps in 7
phases

Simple Message Notification
Distributed Message Service
Cloud Data Migration (CDM)

SSL Certificate Manager
(SCM)

VPN

Direct Connect

Cloud Connect

Data Express Service (DES)
Migration Center (MgC)

Autonomous
control over
data storage

DSC

Data Encryption Workshop
(DEW)

Dedicated HSM

Key Management Service
(KMS)

Key Pair Service (KPS)

Cloud Secret Management
Service (CSMS)

Database Security Service
(DBSS)

Object Storage Service
(OBS)
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Huawe.i Cloud Data Securi 40verview of Huawei Cl ou
Principle Capability Sub-capability | Capability or Product
Autonomous Identity and Access
control over Management (IAM)
data use Application Trust Center
(ATC)
CBH
DBSS
API data security
Digital watermarking
Data masking
Autonomous Cloud Data Migration (CDM)
control over CTS
data
destruction KMS
Transparency | Customer service response Contractual commitment
and visibility Response to data subjects'
rights requests
CTS
LTS
Response to regulatory Response to legal and
requirements regulatory requirements
Judicial assistance
Requirements for contractors Contractor management
mechanism
Audit & certification Certificates
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Building a Security
Ensure Data Securit

S e

airdv i
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clo
infras
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curity protection of content data on
ronment. Huawei Cloud has built a sec
tructure based on Huawei's more than
ces in cloud security both within and

t ecpga linl ictai es for customer s’ content dat e

Huawei
dat a (
Cloud
busine
securi

Cloud provides basic security protec
data at rest, data in transit, and da
embeds rmanagemesrtcuand ygovernance act.i
Sss processes and tools, ensuring cons
ty requirements and measures.

5.1 Key Protection

Huawei
throug
create
|l eakag

KMS

KMS
to p
prot
t hei

ser vi

KMS
dat a

requi

tran
per f

KMS

1. Ke
SC
mo

Cloud provides a-ta@securkey frevlsditcaemige s ea
h the KMS in the DEW. KMS uses HSMs t
and manage keys. All keys are protec:
e.

S a secuwseeakedyehwpting service on t

[

rotect keys, and can be integrated wi

ectredadatanstlboese services. Customers cC:

rrown encryption applicationmsat iKW i n

ices to offer native cloud encryption

can be applied in many diifd esteomtage,r vt
dat abases, and | oT scenari os. Bot h

irements of Chinese cryptographic alg
sactions per second (TPS) for a singl
ormanees ftdher inidmstry average.
p

rovides the following core functions

y |lifecycle management: includes crea
heduling and cancebktoget hmadtekbetaknedg s o
di fying aliases MKrsd descriptions of C
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Huawei Cl oud Data Securi Security ol
2. Cloud service encryption: encrypts cl ou
EVS, I MS, SFS, RDS, DDS, and DWS.
3. Key rotation Wi dely or repeatedly used
ensures the security of encryption keys

Figure5-1K MS

service architecture

Storage service

——-
Data migration

Service data Compare| Data storage

/ = A\

—

DHSM on

KMS the cloud
KMS provides three methods for customers
di fferent security requirements:
Full hiosKeéwywsgy are generated, stored, and me
mi ni mi ze key management wor kl osadhsd. Thi s m
medi-sazned enterprises and individual user s.
S e mi hosting (Bring YolWrusOwmeKesy,geh¥ok)t e
i mport them to Huawei Cloud, where the ke
met hod is suitable for users whosearktey,s a
and it promotes autonomous control over k
governments and enterprises, including ga
Full control (Hold YoCusOwmeKseycoHYODK) ke
storage, and magadenchéecttked WHSMs provided
met hod is suitable for users who face str
sensitive data on the cloud. I't helps the
|l i fecycl e. I't is appl, camd eenntoetbmmikse s ,goivi
mul tinational compani es

| ss3u.g@ 0 205620 3 Copyright © Huawei Technologies Co., Ltd. 13



5Buil ding a Securnguwr &
Huawei Cl oud Data Securi Security ol

Figure5-2Thr ee service models of KMS

ECS MySQL  PostgreSQL
D)
HSM KMS 0BS T

EVS VBS

Key generation, storage, and Cloud services
management by Huawei

ot

Full hosting of
keys

8 > o ECS mMySQL Postoresal
o @
8 Customer HSM KMS OBS EVS VBS

Key storage and Cloud services
management by Huawei

“
W© A

=
1
[T ECS mMySQL PosigreSQL
28§ & E G
firar) Bl
z g § Customer's KMS
OBS VBS
o © O dedicated HSM Eve
X

. Cloud services
Key generation, storage, and management

under customer control

Service resources
KMS

5.2 Security of Data at Rest
5.2.1 Data Reliability

Data reliability is a crucial area of focus
To ensure the stafbidugtyomerrd detld,abiudwei oCl o
products, such as EVS, databases, and OBS,
of f err ehliigahbi | ity data storage capabilities t
some of the exampl es.
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Table5-1Huawei Cloudi setyice reliab

Storage Type

Reliability Assurance

Elastic Volume
Service (EVS)

EVS provides a multi-copy (three-copy) data redundancy
mechanism, storing data redundancies in multiple physical
locations to ensure data reliability and consistency. It adopts
synchronized data read and write mechanisms for all copies. It
can automatically rectify hardware faults in the backend and
quickly rebuild data. The data durability reaches 99.9999999%.
EVS backup and restoration are implemented using CBR, and
EVS instances can be created through backup.

Cloud Backup
and Recovery
(CBR)

Backup data is stored across data centers, with data durability
up to 99.999999999%.

CBR allows you to create multi-AZ vaults to store the backup
data to multiple AZs of a Region. When an AZ is unavailable,
data can still be accessed from other AZs. CBR applies to
scenarios where high reliability is required.

OBS

Data durability reaches up to 99.9999999999%. The Service
Availability Rate of the Standard storage in a single AZ per
Service Cycle is not lower than 99.99%; and that of the Standard
storage across three AZs per Service Cycle is not lower than
99.995%.

Data check: OBS uses the hash algorithm to verify data
consistency before and after storage to ensure that the stored
data is the uploaded data.

Slice redundancy: Data slices are stored redundantly in different
disks, allowing the system to verify data consistency and
automatically recover compromised data in the backend.

Scalable File
Service (SFS)

With high-reliability network and redundancy design of service
nodes, the data durability of SFS reaches up to 99.99999999%,
and the service availability reaches 99.95%. File storage backup
and restoration are achieved through CBR.

Relational
Database
Service (RDS)

RDS uses the hot standby architecture, offering two backup and
restoration methods: automated backups and snapshots. RDS
automatically backs up full data and incrementally backs up
transaction logs every five minutes. This allows tenants to
restore data to any point in time ahead of the last incremental
backup.

A failover upon fault occurrence takes only one minute. Data is
automatically backed up every day and uploaded to OBS
buckets. Backup files are stored for 732 days. One-click
restoration is supported.

Image
Management
Service (IMS)

Private images are stored in multiple copies, achieving up to
99.999999999% data durability.

agreement
products such as

(SLA) of

e |l evel
t EVS,

y for
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falls below the promised standards, cust ome
i nethgreement
5.2.2 Data Isolation
Huawei Cloud designs data isolation at the
network | ayer, and service | ayer, achieving
underlying physical storage -laanyde rcvosntcpeut e r es
resources. This approach prevents unauthor
comprehensive data security and controll abi
Figure5-3Huawei Cloud data isolation solution
Tenant isolation
Service isolation Tenant 2 Service isolation
Service layer
Service A Service B Service A Service B
VPC/Security group network segment
VPC 1 VPC 1
Network layer M VM vM vM
VM VM VM VM
VCPU isolation vMemory isolation vNIC isolation
VM layer vCPU vCPU vMemory vMemory VvNIC VvNIC
vCPU vCPU vMemory vMemory vNIC vNIC
Physical resource ﬁ ﬁ ﬁ

layer CPU Memory NIC

Virtual compute resource isolation

Huawei Cloud abspghysitsalundemp wtiengr esour ce s

memory, and |/ O devices, into virtualized

virtual memory, and virtual I/ O devices.

access of VMs to virtual clohomyMtteoracoes s e

own compute resources, ensuring data secu

resource isolation are as foll ows:

1. CPU isollatimannly refers to the isolatio
platform and VMs, p ersmi sasndoni sad Il aotciaact ni obne
VMs. CPU isolation is implemented-by sw
root modes, allocating running rights i
and switching virtual compute resources
CPU isol abeotVP controls the access rig
devices and virtual running environment
resources can be isolated between the v
bet ween di fferent VMs. Tosbeianpocimait ¢ on:
resources of the virtualization platfor

| ss3u.g@ 0 205620 3 Copyright © Huawei Technologies Co., Ltd. 16



5Buil ding a Security Fi
Huawei Cl oud Data Securi Security ol
2. Memory i sbhatviomtualization platform al :

resources for VMs and ensures that each
memory. To achieve t hies gtohadt, memeo rpyl ast g a
by each VM-a@hmes mapepi ng with the physical
VM accesses memory through address tran
This ensures that each VM can access o0n

to itnmaod @a@acess the memory used by ot h
virtualization platform.

3. '/ O isol®he owmirtualization platform pr o\
VMs, including disks, NI Cs, mouse devic
independent de&/WwW des pfrernveandgch nf or mati on
device sharing between multiple VMs. Ea
i mage file or | ogical volume on the vir
ensures that only one virtual mdgekfbfea
This enstoee oma@pi ngs between virtual d
and |/ O managed objects on the virtual
VMs cannot access |/ O devices of other

Net work isolation

Huawlioud isolates the data in the cloud U

The VPC uses a network isolation technol o

tenants at the Layer 3 network, allowing

and configumwatritawrmalofnettwoirk s. A VPC can be
tenant's traditional data center through
and data migration to the c¢cloud. The ACLSs

VPC can be confi gur egdaianse dr encgeuiwoerck fiosrolfaitn

A VPC can be used to create a private net:

VPC can be partitioned into multiple zone

zones, and security groups can be wused to

andMwithin the VPC. Customers can empl oy
control policies of the VPC and security

border access.
Servisoéati on

By default, different VPCs cannot eemmuni
data isolation between customers and sign
breaches between different customers. Fur
configure network isolation policies for
VPC. By depl osytionrga gdei fafnedr ednatt abase servi ce
OBS and RDS instances, into different sec
t h VPC can be isolated, reducing the ris
communi cation between storage services.
5.2.3 Storage Encryption
With reference to industry best practices,
i mpl emented cryptographic algorithm applica
encryption |l evels and methods. I n complianc
ues the Advanced Encryption Standard (AES)
cloud infrastructure, effectively protectin
Regarding key management, the Huawei Cl oud
how keVs bkBamanaged throughout their |ifecy
transmi ssi on, us e, storage, updat e, and des
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5.2.4 Secure Data Destruction

When customer data is destructed
| eared. Afterma datsadodmelrefttcioohm,j rHuawei
ationship between the customer

r the storage resour ces ar e

=3
oo

¢hrei end of

o= =
SZ no

hand]l
i s

3%®» T 03
(O]

@

I on

ooTsS Do —
®®d®CSC IO 505
-~ oo
cCCc-SSsS 0o
oo

(72}
o< o “+@>S

~® O O

o -
=]

5.2.5 Access Control
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Additionally, Huawei Cloud has establis
coll ecte
system. Huawei Cloud regularly monitors
process, and any abnormal operations ar
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audit syisntteenmm.naAl |[O&M operati ons

5.3 Security of Data in Transit

5.3.1 Transmission Encryption

On Huawei Cloud, wh
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Currently, Huawei Cloud encrypts-data tra
assisted I nternet Key Exchange (I KE) an
VPN to ensure transmission security.

Applicatio
Huawe.i Clo

Bot h met ho

n L@yewud TC&Sr minfdi cat e Manager ( Cf
u
d
al so suppor
e
e
u

d sappoHitghREBTdata transmi ssi
S support encrypted transmi ssi
t i dentitybasutkRentbiacatdi om XoikO0
certificates

CCM i s a serwcale foer i iafrigeat e i ssuance an
on the c¢cloud, providing SSL certificate m
management services. I't provi dterseamrerti fic
cryptographic algorithms (RSA and ECC) an
and relevant cryptographic algorithms. CC
mu kyteiar SSL certificates applied to other
wor kl oadwst sanydour time and | abor cost s. It
abundant APls, meeting diverse service re
and HSMs to provide stable and reliable s
Figure5-4CCM service architecture
Enterprise loV loT Website Application Data
informatization o _° ) trustworthiness trustworthiness transmission
application application application | .. certification certification encryption

CA

(CA_ ~ A

= N u

. Privat

Private GA cel‘rtli\f,iacaie cerﬁﬁtate

Private certificate 8SL certificate
management management
I
Secume ey ks S
CCM pdesithe following core functions:

1. Certificate lifecycle management: Customers can request, issue, query, and
revoke public SSL certificates and private certificates and manage tens of
millions of certificates.

2. Private CA hosting: Customers can easily manage CAs on Huawei Cloud on a
pay-per-use basis, without the need to build or maintain complex CA
infrastructure.

3. One-click SSL certificate deployment: Certificates can be deployed to
mainstream cloud products in one-click mode and automatically updated and
rotated upon expiration.

5.3.2 Stable and Reliable Transmission

Huawei Cloud not only ensures the security
al so provides cwpetrdmerma medt,ihathiigdihtaty enaiyd | ow
net wor k tr ans miosusdi opnr.o vHludaemsle i nduid staist er r ecovel
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customers by allowing them to access their
via multiple dedicated connections from dif
entire network dfrad fdear raiugaronfagiilcal 'y fail s
by another carrier, ensuring service contin|
Direct Connect
Direct Conngeptedfbabhewcygh stabldedbodt edcu
net work connection that connects a | ocal
I't extends Huawei Cloud services and exi s
scal able hybrid cloud computing environme
dedi catreal shasnafeguarding service securit)
channel to connect to a Huawei Cloud VPC,
security.
Service resources
VPN
CCM

Direct Connect

5.4 Security of Data in Use
5.4.1 Confidential Computing

To ensure the security and trustworthiness
Huawei Cloud has developed the QingTian con:
the trustworthiness design principles and t
nfrasterruclfthi s platform proeird®s mamsteo HELCISs w

[
instances that are highly seefcfuerce,i vset.r ofrhgel yf o
figure illustrates the I

h platform's security
Figure5-5Qi ngTi an security conceptual model
"""" Another VM | - Customersvm
Confidential app Ordinary app

i — 1

Guest OS
QingTian Hypervisor -~
Mainboard (frontend) (BIOS, BMS, etc.) —
- - ﬁ 4 = ] [ Verified Boot
,,,,,,,,,,, 4 N
QingTian offload Virtualization I,
ﬁ l:> card (backend) uninstallation Hardware RoT QingTian controller
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Then@®mTi an virtualization platform is design:
security control and privacy protection cap
integrity protection, the platform builds t
basedhenf dll owing design principles: reacti v
access control, mi ni mi zed attack surface, f
hardware identity proof and trtue®mnd hardwar e
encryption/adedatypty omecumre boot, and integr.i
|l sol ation di mension 1: Customer's applicati
O&M and cloud system software of c¢cloud serv
Figure56Cust omers' application codepearnsdo ndnaetla aanrc

cloud system software of c¢cloud service provi

QingTian compute node

ECS VM1 ECS VM2
........................................ =
=
L
=
Trusted Trusted g
Guest OS Guest OS ‘:
2
[0]
(7]
QingTian Hypervisor
PCle @
Management | | Network | | Storage | | Security
=
E =
c 5
| SDI 0S | 82
28
| Hardware | ¢
No access from OROM epresrusroen nneddndat ory i sol at
customer instances and between customer i

QingTian Hypervisor doeissmoftoproemdee ahgg]l
mitigate attacks such as memory dumpi ng.

only wutilize O&M APl s for remote diagnost:
frontend Hypervisor or access meenory dat a
frontend servers.

Escape pr elvheent@Qionng:Ti an system is a fronten
VMM architecture, where the frontend and

based on the PCle bus. Huawei Cloud adher
principlne.enTdh edHyfpreor vi sor is minimally desi
protocol stack, | ocal storage, or SSH man
Hypervisor creates and isolates customer
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Figure5-7Cust om@mps'i cati on code and data are isol

and -ttrowst worthiness software
QingTian compute node
ECS VM1 ECS VM2
e e I e —
| ©
, Z 5
@B | || E
Untrusted é Trusted Guest 03 ‘CI;J
Guest OS % Enclave E
(Rich 0S) / 0
QingTian Hypervisor
PCle@
Management | Network || Storage || Security
el
8%
| SDI 0S | 52
28
‘ Hardware | ¢
Enclave's miGridianlarTyCBccust omer instances ty
substantial TCB (such as Rich 0OS), which
surcfea Qi ngTian Enclave is not designed to
Rich OS but to thoroughly keep the Rich O
Therefore, security threats to the Rich O
and data withinn nEnzcel avtes. aTtot alcck sur f ace, C
not support | P network access, persistent
|l sol ation from customers' QinngTisdredErmylsd \we
i solated from customer s’ meavane ECSrtonat amna
There is no shared physical memory or CPU
and ECS instances QingTian Enclave is co
via a unique vsock channel protected by H
runni ng aiinn tihnestmance cannot access the cod
Encl ave.
Protection from customers' AsntHuasveéed CO&MAd
pl aces customers' main instances (such as
of QingTian Encl ave, gO&M opte rosro nandemi n(iisntcrlaut
l og in to the instances are denied access
Encl ave
Qi ngTian Enclave integrityUpomtstcdri toinngnd
QingTian Enclave, QingTian Hypefvisaer i mamg
measures the QingTian Enclave i mage file
certificate, and stores the measur ement r
(QT S M) The QTSM is a dedicated security
measur emelnts ries cl oud scenari os.
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Hi gh wusability athudaweimp@ltduwd lddasyi:gns Qi ngT
a deveflroipeerd!l y pl atf or m. Devel opEncl & ea
applications without the need to understa
advanced cryptography. Currently, QingTial
ARM architectures, allowing developers to
framewor ks and diiraenctElny | mwiel d m@Qigreg based
i mages.
Cloud serviceThentQignrgaltiiaonrn:system supports
attestation for QingTian Enclave identiti

QingTian Enclave applicationerusyg thei At tE
identities and foster trust with external
i nherently support QingTian Enclave attes
devel opers cansourkez&nthavep&bDK to acces
obtdanha encryption/decryption keys or sec
entd@end security. The customer administrat
access control based on attestation for K
authorization pdl ipoyicry.the guardr ai

Qi ngTian Enclave enables customers to creat

computing environments within ECS VMs. Rece
their system components into functions with
f eathilarse been favored by many c¢loud customers
applications developed by customers based o
HSM (v HSM), CSMS, Web3 Digital Wal | et , conf

secure keay omegacetmdaderecdcryption. Huawei Cl ouc
range of open source QingTian Enclave tool s

(such as confidential container), aiming to
application cotdemantdo btulhé dcilsqygud wi thout reql
efforts.

5.4.2 Homomorphic Encryption

Huawei Cloud uses homomorphic encryption to
the cloud. During data processing, the orig
i naccetsecidiyone, ensuring the security of se

encrypt sensitive data and then send the en
and subsequently decrypt the results with s
scenarios, kRomowme@tplinc enabl es Huawei Cloud
on ciphertext without requiring decryption
enhances data security while reducing commu

5.4.3 Multi-Party Computation

Based on MPC, Huaweij oGIlndud oomgprutpdri fommr-mnd an
party data across organizations or industri
customers' iimportant data and privacy dat a.
be established among muwldt iagmlde nparutaildsy iumta u

environment , -peanratbyl idnagt amuantail ysi s and joint |
organi zations or induparigysdaM®Ccenabl gsnmu:
ensuring the confidential i tbyy oufn Icoucsktionnge rgsr'e a
value of data wutilization.
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ei Cloud continues to expapttwdaka aepnua
gl obe..neMivwdhr ke | ourder gy, it strives to con
ications, provide one global network wi
cient distribution and proces<sisng anf bien
kly delivered to where they are needed.
ally, covering more than 170 countries |
ations in over-oB8r egdoapd(poktdtbprbesf) i
fic, Latin America, Africa, Europe, Mi d «
ched over 220 cloud services and over 2
i rements.

ks to the extensive infrastructure netw
omers can deploy applications and servi
tions to meet their business requiremen
d, customers can gain a comprehensive u
oymkeodingntocations, sizes, technical s
centers Such transparency not only en
e their data is stored but also provide
idf demési ons based on their business e
|l atory requirements, and performance op
this information, customers can clearl
pecific Regionshtnbdewhseth serosseRegign:
icularly important for enterprises with
ain industries that mandate data be sto
tionally, for appl iromatniceen santdh dtow d cqauiernec
ta center close to the user base is cru
ided by Huawei Cloud enables customers

ring alignment with bohri dalsirnegwsi rodbmerct
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6.2 Controllabllity Throughout the Lifecycle

Centering on data, Huswadcék Claoaua sevet iopypg ¢ eI
the entire data |ifecycledegrhtdea¢nsatmecls:
Fustack encrypthietndr keyssauchotromed remote O0O&
other measures are adopted to ensure that <c
over their data security.

6.2.1 Autonomous Control over Data Collection
6.2.1.1 Data Collection

At the applicaticoann luasyee rL,T Sc utsot occroelrlsect | og d
and cloud services. The collected | og dat a
and orderly manner. Huawei Cloud offers CTS
coll ection of all 0 poerrrmeetdi o nns ca nodu dc heannvg er so npree
can be used to support security analysis, ¢
fault |l ocation.

6.2.1.2 Data ldentification, Classification, and Categorization

DSC

Customers can use Huawei Cloud DSC to cl a
DSC proviidresamdiéddseared sensitive data scani
sensitive information for classification
customize sensitive data categories, iden
their business needs, automating sensitiyv

classification & categorizati on.
Figure6-1Sensi tive data identification by DSC

Three-layer data
identification engine

O,

~ Default compliance
rule
Sensitive data Natural semantic
identification recognition
File similarity
detection
Customer

a5s cloud system

Application server
RDS or ECS self-built database

DSC can help customers discover privacy d
and rapidly identify sensitive fields fro
t hrleeyer data identification engine to pre
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dat @geiner at ed. It supports 200 data for mat
unstructured data, ensuring comprehensive

Service Re

LTS
CTS
CBH
DSC

sources

6.2.2 Autonomous Control over Data Transmission

Data transrmifsesriso to the transfer of data ove
a destination. Huawei Cloud enables cust ome
data migration, data transmission, and tran
services andnchboadtmcegsati o
6.2.2.1 Autonomous Control over Data Migration
Huawei Cloud has developed a "12 steps in 7
that covers all scenarios and stages of dat
This methodologyuicsgebgiflul kédoed omgsati on p
extensive experience in helping a |l arge num
security during c¢cloud migration, Huawei Clo
professional services, and $9gl miigomas et 6 hleelr
applications and data to the c¢cloud and main
services. During migration, MgC can be wused
and data, achieving cost effectiveness and
6.2.2.2 Autonomous Control over Data Transmission

Huawei Cloud offers services to help custom
environment s. I f a customer's business <chan
by either stopping the usneg odt hreerl etvraannts nsiesrsvi
services, such as SMN, DMS, and CDM. Huawei
capabilities to assist customers in enhanci
they use these services

6.2.2.3 Autonomous Control

Huawei Clo
Direct Con
transport,

encrymeéeclani s ms

Huawei Cl o
security.

over Transmission Encryption

ud offers multiple transmission e
nect, Cloud Connect, and DES, for
and physical |l ayers. Customers ¢

for specific scenarios to el
ud recommends that customers encr
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Figure6-2Huawei Cloud's data transmissi securi

Supported security capabilities Supported cloud services

Transport-layer encryption Direct Connect

Cloud Connect

Physical-layer encryption

SCM

When customers provide web services over
They can also apply for and configure cer
trustedautdleenntiitoyati on and secure data trar
protocol s.

VPN

For customers with hybrid cloud depl oymen
Huawei Cloud proevhdaes YEPNyi DPesest Connect
to achieve interconnectivity and secure d
Regions. VPN uses Huawei's professional e
private network over the Inteooetsbabkbedbo
stable and reliable encrypted transmissio
center and Huawei Cloud VPC, as well as b

Cloud Regions.
Di rtecConnect

Direct Connect | everages various types of
carriers to establish a dedicated encrypt
|l ocal data center and Huawei Cloud VPC. E
physically isolated from others, meeting
stability.

Cloud Connect
Cloud Connexcttop sclaowcdeconnecti on networ k ¢

yeras of gl obal I T operations experience an
countries and areas. It can quickly estahb
bet ween ultiple I ocal data centers and m
interconnection acr owsdss VaPnCdk gorne adti Ifyf eirmemrto v
security and speed of customers' global s
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DES
DES is a massive data transmission soluti
can utiporztepklied mr mance storage devices or
transport data to Huawei Cloud in a secur
AES® 56 -dfiuslkik encryption, and customers can |
themsel ves. Al dat@auglomat nshentcr gmps mids $ ih

effectively ensuring the security of dat a
rvice Resources

SCM
VPN
Direct Connect
Cloud Connect
DES
Mg C

6.2.3 Autonomous Control over Cross-Border Data Transfers

Cu
w h
| a
D a
La
Cr
Bo
re
cu

Hu
di

stomers may need to transfer cloud data a
en using Huawei Cloudxstervhegsnekbd tbisoa
ws and regulations, such as the EU Genera
ta Security Law of the People's Republic
w of the People's Repubilei cSeccfurGhiyn aAs sMeaar
o-Berder Data Transfers, and Regul at-i ons o]
rder Data FIl ows. Rel evant | aws and regul a
guirementhorfder deransfers of as pecnidf itch eoaeetfe
stomers need to identify such requirement

awei Cloud ensures seltarcdermandlatca mpil a maft ercs
fferent measures, including gaining-insig

bodrer data transfer sclomndénstrassfearsi nigsks o

co
t a
tr

mpliance measures, and conducting regular
kes into account | ocal |l egal-banderedat ato
ansferrsi dsn amdindareas where iTropter@e¢emrmtser Fc

Chi na

For Chinese multinational companies or <co
data needs t o boef tQha nnsaf,e rsreecdu roiutty assess me

of chosder data transfers must be conduct «
Chinese |l aws and rbguldaeti onansFersconbseyper
information, companies must eomamlty WwWiatsk dl
on the type and scale of the daotra.erTHiag ai
transfer security assessments, ebhobedieng i
transfers of personal information, or obt
ceri fications.

Additionally, companies shall confirm the
receiving party abroad and check whether

and technical measures and capabilities.

nati ercallridy, public interests, and | eqgiti
i ndividual s or organizations.

EU
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I n EU-bcorrodsesr data transfer scenarios, comp
protection i mpact assessment (DPIA) to en
ri ¢gkos the privacy and security of data sub
complianc®oofdlecr pes sonal data transfers b
clauses (SCCs) or wusing other protection
Commi ssi on.

6.2.4 Autonomous Control over Data Storage

Huawei Cloud provides customers with a vari
query for Region information ofarndat@ aclealt er
l evel services, data storage securirtyegmonotee
and backup. These features help customers a
storage security. Specifically, they incl ud:¢

6.2.4.1 Query for Region and Location Information of Data Centers

Customers can choose to deploy their own da

Huawei Cloud services and tools to manage t
| ocations, protection noentsh.odFso r ainnds taacnccees,s tph
Region information of their data centers to

requirements ar e met .

6.2.4.2 Data Storage of Region- and Global-Level Services

Huawei Cloud services are deployed mas ¢ae R
utilize the data s-aoda¢gd efvaedde seafviRegi dm ga
|l ocation information about their data.

6.2.4.3 Data Storage Security Protection

Huawei Cloud offers advanced data encryptio
choose their encryption algorithms and key
security needs and compliance requirements.

OBS, and SFS, providesdataeceamciyyppti iomn @andar w
strength aé¢gorypthmst ooed dat a.

DEW

DEW is a compréohergdi datal emar ypti on servi
DHSM, KMS, ,apdokPHing dedi cated encryptio
pair mantagempd ot.helrt sairmsi cteos of fer conven

efficient data encryption capabilities. D
cloud services. Keys can be fully hosted,
user s. Users canveeventaoasdevhiepstheir own
applications, controlling data security m

The foll owi ng tfhieg males ainltdallpEe¥®r at e s
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Figure6-3Cor e advantages of DEW
X KMS is integrated with ECS, OBS, EVS,
and IMS to manage the keys of these
integration services. Users can encrypt and decrypt
data using KMS APls.
You can use a key pair to log in
to a Linux ECS, preventing Enhanced login
password leakage caused by security
interception or cracking.
Reduced DHSM makes the encry_pt|on capabilities
encrvotion costs AN of off-cloud devices available on the
ryp cloud, reducing O&M costs.
CSMS manages the storage,
retrieval, and use of secrets Unified secret
throughout their lifecycles in a management
unified manner.
DHS M
DHSM is a cloud platform service that bui
pool based on Cloud Hardware Security Mod
schedul magagetent of | T and cryptographic
Virtual Security Modules (VSMs) on demand
HSMs to the c¢cloud, i mplement unified sche
resources, and aut omate malhHh3M neannt haanndd |mea
operations such as encryption, decryption
generation, and secure key storage, which
integrity of data on ECSs and meet regul a
can mheage keys generated by dedicated en
di verse algorithms for data encryption an
encryption modul es t2halte vneelet3 tshteanFdlaPdSd .14 0
DHSM i s <cert ipfairegdy boyr gda nie eisan disapse.ehdl gchonc ur r ¢
operations under different encryption pro
cryptographic computing power.
Figure6-4DHSM service architecture
Cloud
platform
Tenant CLI/Manager Virtual HSM Encryption component
API 7 API
Principle r r
> B
ECS ECS
The foll owing table describes the key alg
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Table6-1Al gori thms sulMported by DHS
Key Type Algorithm Type
Symmetric keys AES
3DES
DES
SM1
SM4
Asymmetric keys RSA_1024
RSA_2048
SM2
Digest algorithms SM3
SHA1l
SHA256
SHA384
DHSM provides the following core function
1. Unified management ofesoyptegragphpponnsd
platform's automated, wunified schedulin
cryptographic resource pools, in conjun
2. Dynamic elastic scaling: supports quick
aut omatMd O&
3. Data encryption: supports both internat
algorithms, covering both symmetric and
KMS
KMS providesl sablue¢ masred keaysyhosting servic
HSMs to protect CMKs, hel ping customers ¢
are protected by root keys in HSMs to pre
numer ousnactliovued ser vi cemscnyptoifdrerc amabivlei tei
cloud storage services can be encrypted,
DDS, and DWS.
The foll owing table describes the algorit
Table6-2Al gori thms supported by KMS
Key Type Algorithm Type Key Specifications
Symmetric keys AES AES_256
SM4 SM4
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Key Type Algorithm Type Key Specifications

Asymmetric keys RSA RSA_2048

RSA_3072

RSA_4096
ECC EC_P256

EC_P384
SM2 SM2

KPS

KPS is a secure,tawstiabbed sadveasydesi gn

customers manage and protect SSH key pair

random numbare,tWwéhchhsed to produce key p.

comprehensive, reliable key pair manageme

i mport, and manage SSH key pairs

CSMS

CSMS Bsecare, relitathse,claomudd esasgret manage.l

Users or applications can use CSMS to cre

secrets in a unified manner throughout th

prevents sensitiage icrmafusremdatbiyormalredalodi ng o

configuration, and service risks that res

enabl es autonomous control over key manag
interconnected with RDS and CCE to secure

for memss .o

I't can be used in sanarmdarn ines -maacchh irmee, hRCGER,N

RDS, anbduisletl fapplications. APls are provid

can be easily integrated into existing sy

exceeds 508t TPHE,rengui rements in various s

CSMS provides the following core function

1. Secret encryption: Secrets are encrypte
Encryption keys are generated and secur
third parties.

2. Secure sewvcalet C@2NM3 ical |l s secrceotdeAddPl s i ns
secrets in applications so that secrets
managed programmatically for security.

3. Centralized secret management: 't is in
aut hor i zoean ursetrrsi eve and modify secrets.
to monitor access to secrets. These ser
to and |l eakage of sensitive information

VBS

VBS a«trees online backup for individual or r

shutdown or restart. I't all ows data to be

scenarios such as virus intrusion, accide

software failures.t eé8dca&kudp dtadrae d sa cernacs sy pd e

CSBS

CSBS creates consistent online backup for

requiring shutdown. I't all owsoidnatt ai nt o be

scenarios such as wvirus intrusi on, acci de
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software failures. Backup data is stored
againstemfaermael failures.

SDRS

SDRS provides disaster recovery capabilit
Distributed Storage (DSS) services. It us
cache acceleration, and otlhevelt edcihsnnad togr er
protection across AZs. When a producti on

restored at the disaster recovery site wi
reliability and service continuity.

Service Resources

DEW
CBS
VBS
CSBS
SDRS
VPC

6.2.5 Autonomous Control over Data Sharing

Data sharing refers to the exchange of dat a
contractors. Openness and sharing are the p
mi ni ng, |lwhsi ceHh ihme nate information silos and
secure data sharing and protect customers'

advised to strictly control data access and
rel ated to daittaalmawa&ti edrgmardi s, and secure MP(

6.2.5.1 Data Masking

DSC supports static data masking and dynami
configure masking rules for specified data
data, and invoke APls masikmmigememteveynmamigc s
information | eakage. During data sharing, ¢
met hods to mask sensitive data of different
data can be masked using charaicseromadé&vinge
data can be masked by replacing keywords.

6.2.5.2 Digital Watermark

DSC provides digital watermarks that can be
documents, images, and JSON data. Digital w
government deparsmentus, omsdi ¢ahaineci al i nsti
research institutions for copyright protect

1. Data copyright protection: In scenarios where important documents and images
need to be provided to third parties, watermarks can be embedded into related
data. In case of copyright disputes, digital watermarks can be used to identify the
copyright owner.

2. Source tracing: When data is shared with an internal third party, user information
is watermarked to identify the user and remind them to comply with security
regulations. When a data breach occurs, digital watermarks can help
organizations track the source and find the cause of the data breach.
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6.2.6 Autonomous Control over Data Use
6.2.6.1 Access Control

Hu
cu
po
an

awei Cl oud al ways obtiati ncso nsheen tc ubset foonreer ' asc c
stomer's c¢cloud data. Customers can also u
|l icies for different service scenarios, s
d cloud resource access, preventing unaut

I AM

| AM provides customers with user account
and -§fr aened cl oud resource access control

user s. | te pMPA ifduensc ttihon t o i mprove the sec
i mportant operations. I't also supports th
mechanisms to prevent APl requests from b
against replay attacikdsentlitt ys ugpwtotlret st if ceadteirc
customers to access Huawei Cloud resource

existing account management system.
CBH

Mal i cious operabingndyosymiteomp O&Mt per sonne
greater damage to the system than those p
personnel wusually have higher permi ssions
underlying data than others. Therefore, H
cutsomers use CBH to manage and cont+ ol O&N
stop account management, asset management
audit functions based on Huawei Cloud's vy
CBH supports MFA tgo ne nsseucruer irteymo tfeaclid i t at i
O&M control and compliance audit.

Figure6-5CBH service architecture

. Access control (o |
MFA User - Resource T — > _
.......................... * acoount1 .+ account A
Common user s . 4 Server
N Resource - -
A accountB TR > [ ~1"]
v MPA ., User o —
“ CESTINIZ o Database
Administrator S .
Authorization “y Resource . i >
X, .+ account C
MFA | User p
""""""""""""" " account3 ",
Third-party O&M ¥ o :ci'.;c:]l:t«:g N Cloud server
personnel -, —
.."‘. '."'-. -
.............. MPA ... (User .7 ., Resource
account 4 e &
Temporary user Network device
Operation audit
Planning Control Audit
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CBH provides the following core functions

1. User management: user management, rol e
policy

2. Resource manageneonstt:i npga, s spnaosrsdwor d change
aut horization, and application release

3. Access controh: (SSOy)Lecosmgand i ntercept
aut horizati on, and service ticket manag

4, Operation-tdaunki tmonrigalri ng, opedatiudntpl a

and report analysis

6.2.6.2 Data Masking and Data Breach Prevention
DBS8 Database security audit

The database security audit service is de
operations without affecting databaee per
database in real -gtriamen,e dg eanuedriatt er$eipfoeentes, s e
alarms for risky operations and attack be
security audit service generates complian
standards (wedkxklaey RFanhato | ocate interna
i mproper operations, thereby ensuring dat
The database security audit service is ea
mode for safer O&M. With the dat asdbsaesse sec
can be audi-ftreade imodaag.enkul | audit can be er
side. SSL encrypted connections can be au

service provides comprehensive SQL parsin
Chi nese datsaupapsoerst eadc.e The database securit
the database audit-Leegli Pemeé¢eetcsi oh MHehteime
Lev®land complies with [ aws and regul ati or
Law and S@xlbeaynesct (SOX).

Figure6-6DBSS capalvilewt y 19over

. ~ / Policy Retrieval and
> N | matching storage \
System
administrator & Cross- i \
. = instance 1 : \
i A i
~~-..| pBss aggregation Data _ e sz-:;em Report engine - Pars_lng
m console - ggregation/" I/ engine
adminjstrator _ ~#¥ ; !
.- L ‘
* /
Security Audit instance
administrator |

.................................... > " ____i_"__"__i_"_ Self-built e e aeaeas
DBA O&M client > databases > Agent
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DBSS provides the following core function

1. Fi meg ained behavior audit: Associates ac
| ayer and database | ayer and records da

2. Security risk alar m: Megiti ons mawds o ms&y
operations, and i mmediately generates a

3. Muldtiimensi onal analysis: Analyzes clues
statements.

4. Refined reports: Proltedeb bepbawitsren seé

di stributiloingn@ae.d comp

DBS8 Database security encryption

The database security encryption service
and multiple encryption algorithms. It ca
meeting MLPS and cryptographpyntest pequid
access authorization mechanism independen
unaut horized access and database cracking
compliance and security.

The data security encryption seyvice prev
database password | eakage, advanced persi
i nternal management. The seriviisc,e eclanmibneatii
the need for reconstruction and making it
| egacy appl icclaotuido nwsi tthoo uttheany modi fi cati on
guery can be executed properly, and no se
ciphertext index acceleration technology,
service cuts the randbmcgubemgsti medafacta
million records from 21.7 seconds to 6 mi
Figure6-7DBSS capability overview (2)

The database security encryption service

Sensitive data idenitddmtciaftii ®sn:s Amug$iomiav e
the signature dat abasne saemdsipriowi dleast aa sh
dat abase.

Sensitive data enc
data confidenti al

ption: Supports mul

Fime ained access aattihomiacfatriioght seprad p
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