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Abstract— Peerto-peer systemsin which the peersare
truly autonomoushave valuable properties,including resis-
tanceto certain forms of organizationalfailur eand legal at-
tack. Unfortunately, they canbevulnerable to malign peers.

In the context of the LOCKSS system, a peerto-peer
digital presewation systemfor e-journals, we describe a
set of techniques that enable a large population of au-
tonomous peersto resistattack by a substantial minority
of malign peersendowed with unlimited computational re-
sources.LOCKSS peersare ableto detectattacks and alert
the community of peer operators before damagebecomes
irr eversible. Thesetechniquesinclude rate limitation and
making peers*“pay” certain costsby demanding proofs of
effort from them.

1. INTRODUCTION

We are investigatingways of building systemsfrom
large numbersof autonomousynreliable mutually suspi-
ciouspeersthat cansustainhigh probabilitiesof meeting
specifiedservicelevels over long periodsof time. Dur-
ing thesetimes, suchsystemsanustexpectto be attacled
and subverted. Our initial test-bedfor theseideasis the
LOCKSS™ (Lots Of CopiesKeep Stuff Safe) system,
a peerto-peerdigital preseration systemfor academic
journals publishedon the Weh An initial version[18]
hasbeenundertestfor seseral yearsat about50 libraries
world-wide.

Scientificcommunicatiorhastransitionedto the Weh
In particular much peerreviewed sciencenowv appears
onlyin e-journalform[12]. Academigournalsarefunded
by universityandotherlibrarianspayinginstitutionalsub-
scriptionrates. Thelibrariansconsiderit partof their job
to presere accesgo therecordof sciencefor future gen-
erations.Thetransitionto the Webhasmeanta transition
from a purchasamodel,in which librariansbuy andown
acoypy of thejournal,to arentalmodel,in whichthey rent
accesso thepublishers copy. Rentalprovidesno guaran-
teeof futureaccessandlibrariansfeartheworst[15].

The LOCKSS programis implementingthe purchase
modelfor the Web, providing tools librarianscan useto
take custodyof, and presere accesso, web-published

materials.Theseoolsallow librariesto runpersistentveb
cachegbuilt from low-cost,unreliable off theshelfhard-
wareandfree, OpenSourcesoftware)that:

« collectmaterialby cravling the e-journalWebsites,

« distribute materialasa proxy cachedoes,to make it
seemto a library’s readersthat the materialis still
availableat its original URLS, evenif it is no longer
availabletherefrom the original publishef{19], and

« preservamaterialin cooperatiorwith othercachesn
a peerto-peernetwork by, at intenals, having sam-
plesof thepeersvotein opinionpollsontheircontent
andtherebydetectandrepairdamage.

We have recently designedand simulatedan entirely
new opinionpolling protocol,which we planto useasthe
basisfor the productionLOCKSS system. Despitesig-
nificantdesignconstraintsjt shavs anencouragingbil-
ity to resistattackseven by a substantiaminority of ma-
lign peersendaved with unlimited computationapower.
It alsodetectgheseattacksandraisesalarmsto alertthe
communityof peeroperatordeforeirrecoverabledamage
hasbeendone.

In this paperwe presenta brief descriptionof the de-
sign principleswe use, the opinion polling protocolwe
developedusing them, and the various stratgies adwer
sariescan useto attackit. On this basiswe develop a
researcltagendao guidefuturework in thisarea.Thefull
specificatiorof the protocolcanbefoundin [14].

2. RELATED WORK

Superficially the LOCKSS systemmay appearsimilar
to peerto-peerstorage systemssuchas FreeHaven [5],
the Eternity Service[2], Oceanstord¢l3] and Intermem-
ory [11]. In reality, thegoalsof the LOCKSSprogramare
morelimited:

« In P2Pstoragesystemspeerscooperateo storedata,
with thepeersasawholeacceptingesponsibilityfor
storingenoughcopiesto provide robustness.In the
LOCKSSsystemeachpeeris responsibldor obtain-
ing and storing its own copy of eachdocumentit



wishesto presere. Peerscooperateonly to reduce
the cost of preservingtheir copy, by detectingand
repairingary damagecausedy the poor reliability
of low-costhardware.

« Most P2Pstoragesystemsdependon long-termse-
crets, both as a basisfor peeridentity and as en-
cryption keys to control accesgo the materialthey
store.Long-termsecretsarenot appropriateor dig-
ital preseration [4]. They are highly likely to leak
or be forgottenin the long time horizonsfor which
preseration systemsareintended.

« SomeP2Pstoragesystemsstrive for anorymity (e.g.,
Free Haven). The DMCA requiresthat LOCKSS
cacheshave permissionfrom the publisherto pre-
sene their copyrighted content,making anorymity
countefproductve.

Althoughit doesnot provide anorymity, the LOCKSS
systemhasmary similaritieswith peerto-peeranorymity
systemssuch as MorphMix [16], [17] and Tarzan[7].
In both casesack of centralcontrol is fundamentalo
achierzing the systems goal of resistinga powerful adver
sary Thesesystemssharethe needfor discovering peers,
for using statisticaltechniquedo detectthe actiities of
malign peers,andfor limiting the ability of a malicious
adwersaryto deggradethe systemasawhole.

3. SYSTEM OVERVIEW

Long-termdigital preseration is an unusualapplica-
tion. It hasvery long time horizons,much longer than
themeantime betweerfailuresof affordableoff-the-shelf
technologies. Libraries and their contentsare subject
to physicaland organizationalattackby powerful adver
saries,including governments. It is not realisticto ex-
pectthe systemto survive all suchattacksunaided but it
shouldhave a high probability of detectingthem before
irrecoverabledamages done. The goal of the systemis
to preventchangeo data,notto expediteit, sothereis no
needfor speed. Therefore,the systemmusthave a high
probability of delivering correctcontenteven undersus-
tainedattack.

The LOCKSSsystemconsistsof large numbersof un-
reliable, persistentweb cachescooperatingn a peerto-
peernetwork. The cachesareinstalledin librariesin a
wide rangeof countriesand are autonomousand equal
thereis no centralcontrolor administratiorto which they
aresubservientnor areary peersmoreequalthanothers.

The designprinciplesthat have evolved from experi-

encewith this applicationdiffer in almostevery respect

from the conventionalwisdom. We regardthis not asa
critique of the corventionalwisdom as appliedto more

corventionalapplicationshut asafascinatingopportunity
to exploretheutility of adifferentsetof principles:

o Limit the rate of opemtion. nothing in the sys-
temshouldhapperary fasterthanstrictly necessary
which ensureghatthe systemdegradesasslowly as
possible.

« Assume powerfuladvesary. do notplacearbitrary
limits on the assumedadwersarys capabilities. In
particular assumethat, for example, by the use of
flashworms[20], he canexert enormousefforts for
limited periodsfrom a potentiallyunlimited number
of hostaddresses.

« Do not keep secets for long. do not assumethat
peersarecapableof keepingsecretdor longerthana
few days.

« Do notdependon peeridentity. with no centralcon-
trol and no long-term secrets peeridentity can be
spoofedatlow cost. It mustnotbegivensignificance,
andshouldsene at mostasa hint to help operations
proceed.

« Avoid third-party reputation relying on third-party
testimoty asto thebonafidesof otherpeersrenders
apeervulnerableto falseor tamperedestimoty; this
vulnerabilityis furtheraggraiatedby thelack of sta-
bleidentities.

« Curtail credit accumulation with neither stable
identitiesnor a trusted“bank; historiesof pastbe-
havior in the form of reputationor accumulated
credit balancesare not dependable.”Payment” for
servicegnustconsistof proof of recenteffort.

« Minimizepeerstate all memoriesn the systemare
unreliablein our time frames,so the lessstate,and
the shorterthe time for which it hasto be kept, the
better

« Makeintrusiondetectiorinherent thesystenshould
exploit bimodalbehaior [3] to triggeralarmswhen
the adwersaryappliesenougheffort that thereis a
substantiaftisk of irrecoverabledamage.

Peersusingour opinion polling protocolkeepa refer
encelist containinga sampleof the peerpopulation. At
intenals they choosea subsebf the peersin thelist and
invite themto take partin a poll. The inviteesexact a
specifiedamountof otherwiseuselesomputationakef-
fort from the caller of the poll using a memory-bound
function(MBF) [1] schemedueto Dwork etal. [6]. On
receiptof a proof of this effort they:

« nominateasamplingof peerdromtheirreferencdist

for possibleinclusionin the caller’s referencdist,

« andconstructvotein aserief roundseachinvolv-

ing someotherwiseuselesMBF effort anda hashof
theresultof this effort with a partof thedocument.



When votes are completethey are sentto the caller,
who verifies and tallies them to decidethe result. If
the votesindicate overwhelmingdisagreementvith the
caller’s copy of the documentthe callerrepairshis copy.
If thevotesinsteadndicateoverwhelmingagreementhe
callerassumedis copy doesnot requirerepair Results
betweerthesewo modesndicatecoherentlamagen the
systemandtriggeranintrusiondetectioralarm.Thecaller
also sendsinvitations to the nominatedpeers,computes
the necessaryMBF proofs, and verifies— but doesnot
tally — theirvotes.

In eachpoll, votersareremovedfrom thereferencdist;
nominategeersvhoagreedvith theresultarethenadded
to thelist. The effort exertedby the nominatedpeersin
constructingavoteis their price of admissiorto, andtheir
“investment”in, the caller’s referencdist. This invest-
mentis important, becausethe protocol requiresthat a
peersupplyrepairsonly to peersin its list, to avoid theft.
Entriesin referencdists time out afterafew polls.

By requiring proof of recent,directly-obsered invest-
ment,we avoid two hurtful adwersarybehaiors: first, we
prevent him from gaining a foothold in a referencelist
with only modestsustaineceffort over time, andsecond,
we preventhim from affectingthe systemto a greaterex-
tent than his recentinvestmentjustifies. Both of these
behaiors are possiblewhen decisionsare basedon in-
put measure@n a scalethatis independenof the sizeof
peers’recentinvestmenin the systenm[21].

Ourassumea@dwersaryis aconspirag of malignpeers.
We areappropriatelyconserative for a preseration sys-
tem,assumingor the purposeof simulationthatthe con-
spiray startswhenanimplementatiorvulnerabilitycom-
mon to a fraction of the peersallows the adwersaryto
subvert that fraction of the peersinstantaneouslat zero
cost. An equialentscenariowvould be that, by threatsor
bribery the adwersarysubrertsthe operatorof thatfrac-
tion of the peers. Thereafter he hasthree stratgies to
choosdrom:

« Thenuisancestratgy attemptgo wastetime andre-
sourcesattheunsulyertedpeersby raisingalarms.

« Thestealthstratgy attemptgo avoid detectionwhile
changingthe consensusn the contentsof the docu-
ment,by causingpolls to agreeoverwhelminglyona
faulty versionof thedocument.

« Theattrition stratgy attemptgo preventpeersfrom
verifying their replicaof the documentiong enough
for randomdamageto corruptit, by calling mary
spuriouspolls.

Frustratingthe nuisanceadwersaryrequiresboth that

the systemhave a very low naturalrate of falsealarms,
andthat the adwersaryexert large effort over a long pe-

riod of time to causean alarm. If it weremerelyenough
thattheeffort bebrief but large, or low but sustainedthen
thenuisanceadwersarywith aflashworm or suficient pa-
tiencewould succeed.

Frustratingthe stealthadwersaryrequiresthat biasing
the samplingprocesdake large efforts over long periods,
andthattheinherentintrusiondetectiorbe effective.

Frustratingthe attrition adwersaryrequiresthat it take
large efforts overlong periodsof time for theadwersaryto
consumesnoughresourcest unsulvertedpeersto cause
their polls to fail.

4, ANALYSIS OF TECHNIQUES

We distill our experiencewith the designof a peerto-
peersystemhatresistamaliciousattacksalongthreeaxes:
memory effort, andautonomy

Memoryis persistenstate suchasreferencdists, opin-
ions aboutother peers,statisticson pastlocal operation,
etc. Peeraisememoryto understandfrom their own van-
tagepoint, how the systemevolvesover time. However,
relianceon large amountsof memory or memoryfrom
longago,is risky whena peers own storagds unreliable,
andwhenpeeridentitiescanbe spoofedor subverted.

Effort is an instantaneoudndication of a peers will-
ingnessand ability to contritute to the well-being of the
system.Peeranay exact proofsof effort from eachother
in the processof a transaction;this canlimit the trans-
actionratefor both unsulvertedand malign peers.MBF
effort doesnot contrikute directly to thewell-beingof the
systemandthusreducests ability to deliver service. In
ourdigital preseration contet thisis not significant.

Autonomyis a measureof how independeneachpeer
is within the system.If autonomyis low, peeroperations
aredeterminecby informationfrom otherpeersor, in the
limit, from a centralcontroller This canleadto sophis-
ticatedandefficient behaiors, but it allows anadwersary
capableof spoofingor subverting peersto have unduein-
fluenceover the operationsof unsulvertedpeers. If au-
tonomyis high, peeroperationsare determinedby local
information,or in our caseby local estimatef the con-
sensuf the peerpopulation. This skepticismaboutin-
formation from other peerslimits both the ability of an
adwersaryto control the behaior of unsulverted peers,
yet alsothe ability of unsulvertedpeersto cooperatén
reactingto exceptionalconditions.

In the restof this section,we describethe techniques
we usein the LOCKSSsystemwe analyzehow they fare
onthethreeaxes,andwe provide reasoningor, andsim-
ulation evidenceof, their usefulnessOverall, the nature
of our preserationapplicationallows usto tradeeffort for
increase@dutonomyandmoderataiseof memory We use
the Narseq10] simulator
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Fig. 1. Worst-caseeffort exertedby the stealthadwersarycapableof
unlimited effort towardsdamagingthe systemin a network of 1000
peers,over 20 simulatedyears. On the left y axis, we graphthe pro-
portion of overall systemeffort exertedby the adwersary(“relative”
curwe). Ontheright y axis,we graphthe absoluteeffort exertedby the
adwersary(“absolute”cune).

4.1 Rate-limiting

Designersshouldidentify the maximumrate at which
damageanbeincurredin thesystem.Thismaximumrate
is animportantmeasuref the systems resilienceagainst
adwersariesvho can commit overwhelmingresourcego
attacks,for shortor long periodsof time. Limiting this
maximumdamageateis a powerful tool againstattacks,
sinceit canprotectthe systemevenfrom adwersarieswith
unlimitedresources.

LOCKSS peerscan limit the rate of damagethey in-
cur becausehey decideautonomouslywhenit is time
to reevaluatetheir state,insteadof watchingthe system
aroundthem for hints. As a result, an adwersarywho
wishesto damagea peerthroughthe protocol(asopposed
to usingphysical,social, or legal means)mustwait until
that peerdecidesto reevaluateits state. Only then can
the adwersaryapply his resourcesgven when thosere-
sourcesareunlimited, to sway the poll calledby the peer
andtherebyaffect the peers documenteplica.

Figure 1 shaws that the systemlimits adwersariesca-
pableof unlimited computationakffort to applyingonly
a limited amountof it. In a network of 1000 peersover
20 simulatedyears,the adwersarynever managego ex-
ert morethan40% of the total systemeffort actually ex-
pended,which translatesto no more than 65 machine
years. And yet, even when the adwersaryinitially sub-
verts30%of thepeershecanaddno morethan5%to the
initial 30% probabilitythata readeraccesseanincorrect
copy beforedetection14].

Rate-limitingfareshigh ontheautonomyaxisbut is in-
dependendf necessargffort or memory

4.2 CostlySignaling

A peermustdecidewhetheror notto admitotherpeers
in a systemoperation:if the peeris calling a poll, it must
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Fig.2. Changen the meantime betweenLOCKSSpolls, asa func-
tion of the computationapower of the attrition adversary They axis
isin logarithmicscale.Thereare1000peersin thesystem.

decidewhich of the votesit recevesto use;if the peer
is invited to vote in somebodyelses poll, it mustdecide
whetherto vote in that poll or not. The decisionis im-
portantin bothcasesIn the formercase the peerreeval-
uatesits local statebasedon the consensusf the votes
it acceptsijn the latter case the peercommitssignificant
resourcesn producingvotes,soit mustmale sureits re-
sourcesarenotwasted.

LOCKSSpeersusecostlysignalingto help make such
decisions.Costly signalingis communicatiorthatcarries
averifiable proof of effort alongwith protocolmessages,
basednthepremisehatasignalthatwasmoreexpensve
to producemustcomefrom a sendemwho is goodto do
busineswith. In thefield of biology, Gintisetal. [9] have
shawvn thatgroupscanevolve cooperatiorbasedsolelyon
costlysignalingunderplausibleconditions.

Thetypeof verifiableeffort in ourcostlysignalsis com-
putation. In the MBF schemewe use[6], therearetwo
systemparametersfirst, the systemcan set, almostar
bitrarily, the costof verifying effort; secondthe system
cansethow muchmore expensve the costof producing
the effort is thanverifying that sameeffort. By setting
theseparametersippropriatelywe ensurethatwastedef-
fort causedy theattrition advwersaryis paidfor with prior
adwersaryinvestment. Similarly, we ensurethat unde-
tectablyincorrectvotesare expensve for the stealthad-
versaryto produce.

Figure2 graphsthechangen the utility of our system,
i.e.,thechangen meantime betweerpolls, asafunction
of thecomputationabower of theattritionadwersary The
longerthetime betweemolls, thelongerrandomdamage
to a replicaremainsundetected.The attrition adwersary
can only increasethe meantime betweenpolls signifi-
cantlyif hecommits60nodesor moreto theattack.Using
costly signalingthis way we raisethe barrierto an attri-
tion attack,but not enoughto be safe. Very preliminary
simulationghattake into accountanodes time aswell as



its effort in our signalingcoststructuredemonstratenore
encouragingesults.

Costlysignalingrequireshigh effort, butis independent
of memoryandof autonomy LOCKSS peersusecostly
signalingasan optionthat permitshigh autonomyasop-
posedo its alternatve, third-partyreputation.

4.3 Reputation

Reputations a metric of the “trustworthiness”or qual-
ity of apeer usedby onepeerto decidewhetherandhow
muchto interactwith another It canbefirst-peson based
solelyonthelocal peers experiencepr third-party, based
ontestimoly from otherpeers.

Third-partyreputations theresultof peercollaboration
to maintainthe reputationdatabasecollectively reward-
ing good beha&iors and punishingbadbehaiors asthey
are obsered by subsetsf the peerpopulation. Third-
party reputation,asa specialcaseof peerstate,is placed
high onthememoryaxis. It is low on the autonomyaxis,
however, becausét is accumulateaver transactionghat
do not necessarilynvolve the peerusingit.

To move higheron the autonomyaxis and avoid rely-
ing on the testimoly of others,we focus on first-person
reputation. LOCKSSpeersrely only on their own expe-
rience,verifying costly signalsfrom otherpeersto popu-
latetheir referencdists. This preventsmalignpeersfrom
cheaplyinflating their own reputationsor degradingthe
reputationsof unsulverted peers,but this approachcan
suffer in systemswherethereis a low probability of re-
peattransactiondetweerary two peers.

4.4 Expiration of Memory

Adversariexantry to populatehereferencdists of un-
subvertedpeerswith malign peersto achieve their goals.
By doing so, the nuisanceadwersarycan causean alarm
to beraisedfastey andthe stealthadwersarycandamage
moredocumentgor longerbeforedetection.

To prevent this, entriesin the referencdists time out
andareevicted after a few polls. Similarly, after a peer
callsapoll, it removesfrom its referencdist thosepeers
thatparticipatedn the poll. This approachs particularly
effective againstprudentadwersarieswith limited power,
whomanageheirresourcesoasto launchthe mostcost-
effective attack.As aresult,anadwersarymustinvestsus-
tainedeffort for aslong ashe wishesto maintaina pres-
encein unsulvertedpeers’referencdists.

Becausememory expiration limits the lifetime of a
peers obsenations,we placethetechniqueatthelow end
of the memoryaxis. Becausememoryexpiration results
in higherandsustaineeffort requirements$or thesystem,
we placethetechniqueat the high endof the effort axis.

4.5 A ReulatedEconomy

We believe a successfubystemcannothave an unreag-
ulatedeconomy It is unrealisticto expecta completely
autonomousunregulatedsystemto be ableto healitself
alwaysunderall circumstancesvithout externalinput. A
systemmay achieve an equilibriumduringnormalopera-
tion, but it is rarefor exceptionalactwvities, in our casean
attackbasedon a commonvulnerabilityamonga fraction
of the peers,to be handledpurely within the system. In
suchcasegfraudin therealworld), theinterventionof an
externalagent(law enforcemenfigenciesandthe courts
in therealworld) is necessaryo resole the problemand
restorenormaloperation.

LOCKSSpeersusealarmsasindicatorsof exceptional
conditionsin thesystem A peerraisesanalarmwhenl) it
detectoherentiamagen the systemp) it suspectsam-
peringwith its local network or otherresourcesor 3) it
hasbeenunableto participatein the systenfor atimein-
consistentvith transientnetwork failures.

Aloneorin concerthumanoperatorsespondo alarms
by identifying the problemusingthe forensicinformation
thesystencollectsandby restoringnormaloperation We
agreewith conventionalintrusion detectionsystemsthat
attackson a systemcanonly be repelledby cooperation
betweerthe softwareandthe humangesponsibldor it.

We classify our kind of regulatedeconomyas highly,
but not completely autonomous,becausefor the first
alarmtype, morethanafew peersmustinteractto thwart
theattemptof theadwersary Becausehelattertwo alarm
typesrequiretemporarilystoringobsenationsfrom multi-
ple systemoperationsye placethistechniquan the mid-
dle of thememoryaxis.

5. RESEARCH AGENDA

Our investigationsinto the effectivenessof economic
measuresit resistingattackson the LOCKSS systemare
encouraging. In simulations,the systemresistsseveral
kindsof attackfrom avery powverful adversary For exam-
ple,with aninitial sulversionof 30% of the peersanun-
limited adwersaryincreasesheworst-casgrobabilitythat
areadewill accessanincorrectcopy by only 5%. How-
ever, thereis muchmoreto do beforewe understandhe
limits of ourtechnique®r how bestto applythemin prac-
tice. Theprimarytopicsof the LOCKSSresearclagenda
includebetteradwersarystratgies,the useof first-person
reputatiorto thwart selfishpeersjmprovedattrition resis-
tance andtrade-ofs betweemrmemoryandeffort.

We have not yet shavn our adwersary stratgjies are
optimal from his perspectie. We needto explore other
stratgjies, measuringthe degradationthey producefor



giventime andeffort investedby theadwersaryandinves-
tigatewaysto prove thatanadwersarystratay is optimal.

We also believe that rememberindirst-personreputa-
tion for longer could help us tackle certain selfish be-
haviors. For example, althougha peercannotobtain a
repair for a damageddocumentwithout having partici-
patedn otherpeers’recentpolls,the LOCKSSprotocolis
currentlyvulnerableto peerswho participatecorrectlyin
pollsbut never supplyrepairsto others.We couldpenalize
thereputationof suchselfishpeers.

Usingcostly signaling,we have raisedthe barrierto an
attrition attack, but not enoughto be safe. A LOCKSS
poll begins with a three-vay handshad: poll invitation,
followed by a challengefrom the invitee, followed by a
proof of effort from the poll initiator. Currently construc-
tion of theinitial poll invitation messagés cheap.As a
result, a malicious adwersarycan sendsucha message,
causinga peerto responcandthenwait for aneffort proof
thatmight never come. By taking this time into account,
in additionto effort, in the designof our signalingcost
structure,we can reducethis kind of cheapattack path
opento the adwersary Extendingour simulationto in-
cludethesecostshasproducecencouragingnitial results.

Anotherapproactio thwartingtheattrition adwersaryis
to combinecostly signalingwith first-personreputation.
Currently the signalrequiredof a peerinitiating a poll is
the sameregardlessof whetheror not that peerhashad
ary previous interactionwith the invited peers. For ap-
plicationswhererepeattransactionsre frequent,desig-
natingall recently-unseepeersaspotentiallyuncoopera-
tive canperhapdimit theadwersaryin amannersimilarto
the make-nevcomers-paystratgy [8]. Accordingto this
stratgy, LOCKSSpeerswould requirea higherpayment
(i.e.,costliersignal)for servicesrom thosefor whomthey
have no recentopinionthanfor thosefor whomthey have
a positive recentopinion. This is anexampleof the need
to combinereputationandcostly signaling;neitheris ad-
equateindependently Theremay well be otherareasin
which this synegy could be exploited.

The trade-of betweenmemory and recenteffort de-
senesinvestigation.Accumulatingmemoryover several
polls may allow peersto detectlong-termattacksor self-
ish behaior. It would also allow peersto make better
decisionsaboutwhereto deplo/ their limited resources.
But the longerthe periodover which this historyis accu-
mulated thegreateithevulnerabilityof thesystemnto sud-
densubrversionof previously unsulvertedpeerspr sudden
change®f tacticsby themalignpeers.Proofof recentef-
fort insteadhelpsusreducethesevulnerabilities.

Finally, we hopeto migrateour techniquego the de-
ployed LOCKSSsystemover the courseof the next year

As we do so, we will surelylearnmoreaboutthe practi-
cality of ourideasfor resistingattackin realsystems.
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