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1 Intr oduction

With the wide availability of low-costcomputersand penasie network connectvity,
mary organizationsarefacingthe needto managedarge collectionsof distributedre-
sources.Thesemight include personalworkstations dedicatechodesin a distributed
applicationsuchas a web farm, or objectsstoredat thesecomputers. The comput-
ersmay be co-locatedin a room, spreadacrossa building or campus,or even scat-
teredaroundthe world. Configurationf thesesystemshangerapidly—failuresand
changesn connectvity arethe norm,andsignificantadaptatiormayberequiredif the
applicationis to maintaindesiredevelsof service.

To a growing degree, applicationsare expectedto be self-configuringand self-
managingandasthe rangeof permissibleconfigurationggrows, this is becomingan
enormouslycomplex undertaking.Indeed,the managemensubsystenfor a contem-
porary distributed system(i.e., a Web Servicessystemreportingdatacollectedfrom
a setof corporatedatabasedile systemsandotherresourcesjs often morecomplex
thantheapplicationitself. Yetthetechnologyoptionsfor building managementech-
anismshave lagged.Currentsolutions suchasclustermanagemergystemsdirectory
servicesandeventnotificationservicesgitherdo not scaleadequatelyr aredesigned
for relatively staticsettings(seeSection8).

At thetime of this writing, the mostwidely-used scalabldaistributedmanagement
systemis DNS[18]. DNSis adirectoryservicethatorganizesnachinesnto domains,
and associatesttributes (called resouce recods) with eachdomain. Although de-
signedprimarily to mapdomainnamedo IP addresseandmail seners,DNS hasbeen
extendedin avariety of waysto make it moredynamicandsupporta wider variety of
applications.TheseextensionsncludeRound-RobilDNS(RFC 1794)to supportioad
balancing,the Serverrecord (RFC 2782) to supportservicelocation, and the Nam-
ing Authority Pointer (RFC 2915) for Uniform ResourceNames. To date,however,
acceptancef thesenav mechanisméasbeenlimited.

In this paper we describea new information managemenservicecalled Astro-
labe. Astrolabemonitorsthe dynamicallychangingstateof a collectionof distributed
resourcesteportingsummariesf this informationto its users.Like DNS, Astrolabe
organizegheresourceénto a hierarchyof domainswhich we call zonego avoid con-
fusion,andassociatesttributeswith eachzone. Unlike DNS, zonesarenot boundto
specificseners,theattributesmay be highly dynamic,andupdatepropagatejuickly;
typically, in tensof seconds.

Astrolabecontinuouslycomputessummariesof the datain the systemusing on-
the-flyaggreyation. Theaggreationmechanisnis controlledby SQL queriesandcan
beunderstoodsatype of datamining capability For example Astrolabeaggreyation
canbe usedto monitor the statusof a setof senersscatteredvithin the network, to
locatea desiredresourceon the basisof its attribute values,or to computea summary
descriptionof loadson critical network componentsAs this informationchangesAs-



trolabewill automaticallyandrapidly recomputehe associatedggreyatesandreport
thechangedo applicationghathave registeredtheir interest.

Aggregationis intendedasa summarizingnehanism* For example, anaggreate
couldcountthenumberof nodessatisfyingsomeproperty but notto concatenatéheir
namesnto a list, sincethatlist couldbe of unboundedize. Theapproachs intended
to boundthe rate of informationflow at eachparticipatingnode, so that even under
worst-caseconditions,it will beindependenbf systemsize. To this end,eachaggre-
gateis restrictedo somescopewithin whichit is computedn behalfof andvisible to
all nodes.Only aggregateswith high globalvalueshouldhave globalscope.The num-
ber of aggraeyatingqueriesactive within ary givenscopeis assumedo be reasonably
small,andindependentf systemsize. To ensurehatapplicationsdo not accidentally
violatethesepolicies,nodesseekingo introduceanew aggrejatingfunctionmusthave
administratve rightswithin the scopewhereit will be computed.

Initial experiencewith the Astrolabeaggregation mechanismslemonstrateshat
the systemis extremelypowerful despiteits limits. Managersof anapplicationmight
usethe technologyto monitor and control a distributed applicationusing aggreyates
that summarizethe overall statewithin the network asa whole, and alsowithin the
domains(scopes)f which it is composed.A new machinejoining a systemcould
use Astrolabeto discover information aboutresourcesavailable in the vicinity: by
exploiting the scopingmechanism®f the aggraeyationfacility, the resourceseported
within a domainwill bethoseof mostlikely valueto applicationgoining within that
region of the network. After afailure, Astrolabecanbe usedbothfor notificationand
to coordinatereconfiguration.More broadly arny form of looselycoupledapplication
coulduseAstrolabeasa platformfor coordinatingdistributedtasks.Indeed Astrolabe
usedts own capabilitiesfor self-management.

It maysoundasif designinganaggrejateto be sufficiently conciseandyetto have
high valueto applicationds somethingof anart. Yet the problemturnsoutto berela-
tively straightforvardandnot unlike thedesignof a hierarchicadatabaseA relatively
smallnumberof aggreggatingmechanismsuffice to dealwith awide variety of poten-
tial needs.Indeed,experiencesupportsthe hypothesighat the forms of information
neededor large-scaleananagementonfigurationandcontrol aregenerallyamenable
to acompactepresentation.

Astrolabe maintainsexcellent responsienesseven as the systembecomesvery
large, and evenif it exhibits significantdynamicism. The loadsassociatedvith the
technologyare small andbounded both at the level of messageatesseenby partic-
ipating machinesand loadsimposedon communicationlinks. Astrolabealsohasa
small“footprint” in the senseof computationalndstorageoverheads.

The Astrolabesystemlooksto a usermuchlik e a databasealthoughit is a virtual
databas¢hatdoesnotresideon acentralizedsener, anddoesnot supportatomictrans-
actions.This databas@resentatiorextendsto seseralaspectsMost importantly each
zonecan be viewed as a relationaltable containingthe attributesof its child zones,
whichin turn canbe queriedusingSQL. Also, usingdatabaséntegrationmechanisms
like ODBC [24] andJDBC[22] standarddatabas@rogrammingools canaccessand
manipulatehe dataavailablethroughAstrolabe.

1Aggregationis a complex topic. We have only just begun to explore the power of Astrolabe$ existing
mechanismsandhave alsoconsideredereralpossiblesxtensions This papedimits itself to themechanisms
implementedn the currentversionof Astrolabeandfocuseson whatwe believe will be commonways of
usingthem.



Thedesignof Astrolabereflectsfour principles:

1. Scalabilitythroughhierarchy: A scalablesystemis onethatmaintainsconstant,
or slowly degrading,overheadandperformancesits sizeincreasesAstrolabe
achieves scalability throughits zonehierarchy Given boundson the size and
amountof informationin a zone,the computationabnd communicationcosts
of Astrolabearealsobounded.Informationin zonesis summarizeceforebe-
ing exchangedbetweenzones,keepingwide-areastorageand communication
requirementsita manageabléevel.

2. Flexibility through mobile code: Differentapplicationsmonitor differentdata,
anda singleapplicationmay needdifferentdataat differenttimes. A restricted
form of mobile code,in the form of SQL aggreationqueries,allows usersto
customizeAstrolabeby installingnew aggrejationfunctionsonthefly.

3. Rolustnesshrougha randomizegeerto-peerprotocol: Systemsasecdbn cen-
tralizedsenersarevulnerableto failures,attacks andmismanagementnstead,
Astrolabe usesa peerto-peerapproachby running a processon eachhost?
Theseprocessesommunicatehroughan epidemicprotocol. Such protocols
arehighly tolerantof mary failure scenarioseasyto deploy, andefficient. They
communicateusingrandomizedpoint-to-pointmessag&xchange an approach
thatmakesAstrolaberobustevenin thefaceof localizedoverloadswhich may
briefly shutdown regionsof theInternet.

4. Securitythrough certificates: Astrolabeusesdigital signaturego identify and
rejectpotentiallycorrupteddataandto controlaccesdo potentiallycostly oper
ations.Zoneinformation,updatemessagegonfigurationandclientcredentials,
all areencapsulateéh signedcertificates.The zonetreeitself formsthe Public
Key Infrastructure.

This paperdiscussegachof theseprinciples.Iln Section2, we presenanovervien
of theAstrolabeservice.Section3 illustratesthe useof Astrolabein anumberof appli-
cations.Astrolabesimplementations describedn Sectiord. We describeAstrolabes
securitymechanismén Section5. In Section6, we explain how Astrolabeleverages
mobile code,while Section7 describegperformanceand scalability Here,we shov
that Astrolabecould scaleto thousandsndperhapanillions of nodeswith informa-
tion propagatiordelaysin thetensof secondsSection8 describevariousrelatedwork,
from which Astrolabeborrows heavily. Section9 concludes.

2 AstrolabeOverview

Astrolabegathers,disseminatesind aggreatesinformation aboutzones. A zoneis
recursvely definedto beeithera hostor asetof non-overlappingzones.Zonesaresaid
to benon-overlappingif they do not have any hostsin common.Thus,the structureof
Astrolabes zonescanbeviewed asatree. The leavesof this treerepresenthe hosts
(seeFigurel).

2Processesn hoststhat do not run a Astrolabeprocesscanstill accesshe Astrolabeserviceusingan
RPCprotocolto ary remoteAstrolabeprocess.



Figurel: An exampleof athree-level Astrolabezonetree. Thetop-level root zonehas
threechild zones.Eachzone,includingtheleaf zones(the hosts),hasan attribute list
(calleda MIB). Eachhostrunsa Astrolabeagent.

Eachzone(excepttheroot) hasalocal zoneidentifier, a stringnameuniquewithin
the parentzone. A zoneis globally identified by its zonename which is its path of
zoneidentifiersfrom theroot, separatedby slashes(e.g., “/USA/Cornell/pc3”).

EachhostrunsanAstrolabeagent.Thezonehierarchyis implicitly specifiedvhen
the systemadministratorinitializes theseagentswith their names. For example,the
“/USA/Cornell/pc3”agentcreateghe/”, “/USA", and“/USA/Cornell” zonesif they
did notexist already Thusthezonehierarchyis formedin adecentralizeananneybut
one ultimately determinedby systemadministrators.As we will see,representaties
from within the setof agentsare electedto take responsibilityfor runningthe gossip
protocolsthatmaintaintheseinternalzonesif they fail or becomeunsuitablethe pro-
tocol will automaticallyelectothersto take their places.Associatedvith eachzoneis
an attribute list which containsthe informationassociatedvith the zone. Borrowing
terminologyfrom SNMP [26], this attribute list is bestunderstoodasa form of Man-
agementnformationBaseor MIB, althoughtheinformationis certainlynotlimited to
traditionalmanagemerinhformation.

Unlike SNMR the Astrolabeattributesare not directly writable, but generatedy
so-calledaggregation functions Eachzonehasa set of aggreyation functionsthat
calculatethe attributesfor the zones MIB. An aggraegationfunction for a zoneis an
SQL programwhich takesa list of the MIBs of the zones child zonesandproducesa
summaryof their attributes.

Leafzonesform anexception.Eachleaf zonehasa setof virtual child zones The
virtual child zonesare local to the correspondingagent. The attributesof thesevir-
tual zonesare writable, ratherthan being generatedy aggreyationfunctions. Each
leaf zonehasat leastonevirtual child zonecalled“system”, but the agentallows new
virtual child zonego becreated For example anapplicationonahostmaycreateavir-
tual child zonecalled“SNMP” andpopulateit with attributesfrom the SNMP’s MIB.
Theapplicationwould thenberesponsibldor updatingAstrolabes MIB wheneverthe
SNMP attributeschange.



Astrolabeis designedunderthe assumptiorthatMIBs will berelatively small ob-
jects—afew hundredor eventhousandytes,notmillions. An applicationdealingwith
largerobjectswould notincludetheobjectitselfinto theMIB, butwouldinsteadexport
informationaboutthe object,suchasa URL for downloadinga copy, atime stamp,a
versionnumber or a contentsummary In our exampleswe will treatindividual com-
putersasthe ownersof leaf zonesandwill assumehatthe machinehasareasonably
smallamountof stateinformationto report.

Astrolabecanalsosupportsystemsn which individual objectsaretheleaf zones,
and hencecould be usedto track the statesof very large numbersof files, database
records,or other objects. Using Astrolabes aggrayation functions, one could then
querythe statesof theseobjects. However, keepin mind that aggreyationfunctions
summarize- their outputsmustbe boundedin size. Thus, one might designan ag-
gregationfunctionto countall picturescontainingimagesof a very tall, thin, bearded
man, or evento list the threepictureswith the strongessuchmatch. One could not,
however, useaggreyationto make alist of all suchpictures.In fact, it is easyto enu-
meratethe nodesthatcontributeto a countingaggreyate but this would be doneby the
applicationnotthe aggreyationfunction.

We cannow describethe mechanismwherebyaggreyationfunctionsare usedto
constructheMIB of azone.

Aggregationfunctionsare programmable . The codeof thesefunctionsis embed-
dedin so-calledaggregationfunctioncertificates(AFCs), which aresignedandtime-
stampedcertificatesthat are installed as attributesinside MIBs. The namesof such
attributesarerequiredto startwith theresenedcharactet&’.

For eachzoneit is in, the Astrolabeagentat eachhostscanghe MIBs of its child
zoneslooking for suchattributes. If it finds morethanoneby the samename,but of
differentvaluesit selectshemostrecentonefor evaluation.Eachaggreyationfunction
is thenevaluatedo producethe MIB of thezone.Theagentdearnsaboutthe MIBs of
otherzonegthroughthe gossipprotocoldescribedn Section4.1.

Thus,if onethinks of Astrolabeasa form of decentralizedhierarchicaldatabase,
therewill beatable(arelation)for eachzone.Each“column” in aleafzoneis avalue
extractedfrom the correspondingiodeor object. Eachcolumnin aninnerzoneis a
valuecomputedby anaggreyatingfunctionto summarizets children. Thesecolumns
might be very differentfrom thoseof the children. For example the child zonesmight
reportloads,numberf files containingpicturesof tall, thin, beardednen,etc. An in-
nerzonecouldhave onecolumngiving themeanloadonits children,anothercounting
the total numberof matchingpicturesreportedby its children,anda third listing the
threechild nodeswith thestrongestatchesin thelattercasewe would probablyalso
have a columngiving the actualquality of thosematchesso that further aggreyation
canbe performedat higherlevels of the zonehierarchy However, thisisn’'t required:
using Astrolabes scopingmechanismwe could searchfor thosematchingpictures
only within asinglezone,or within somecornerof theoveralltree,or within ary other
well-definedscope In effect, any two leaf nodessharingacommonancestrazonewill
agreeon the layout of the MIB for that ancestrakzone,but two sibling zonesat the
samelevel of the hierarchycould have differentschemasnddifferentkinds of data-
differentcolumns.

In additionto code AFCsmaycontainotherinformation. Two importantotheruses
of AFCsareinformationrequestandrun-timeconfiguration. An InformationRequest
AFC specifiesvhatinformationthe applicationwantsto retrieve at eachparticipating



| Method | Description |
find_contacts(timescope) searchfor Astrolabeagentsn thegivenscope
setcontacts(addresses) specifyaddressesf initial agentso connecto

getattributes(zonegventqueue) | reportupdatego attributesof zone
getchildren(zoneeventqueue) reportupdateso zonemembership
setattribute(zoneattribute,value) | updatethe givenattribute

Tablel: ApplicationProgrammetnterface.

host,and how to aggreyatethis informationin the zonehierarchy Both are specified
using SQL queries.A Configuation AFC specifiesun-time parametershatapplica-
tions may usefor dynamicon-line configuration. We will presentexamplesof these
usedaterin this paper

Applicationsinvoke Astrolabeinterfacesthroughcalls to a library (seeTable 1).
Initially, the library connectgo an Astrolabeagentusing TCP. The setof agentsfrom
which thelibrary canchooses specifiedusingset _cont act s. Optionally, eligible
agentscan be found automaticallyusingf i nd_cont acts. Theti ne parameter
specifieshow long to searchwhile thescope parametespecifieshow to search(e.g.,
using a broadcastequeston the local network). (In the simplestcase,an Astrolabe
agentis run on every host, so that applicationprocessegan always connectto the
agenton thelocal hostandneednot worry aboutthe connectiorbreaking.)

Fromthenon, the library allows applicationsto peruseall the informationin the
Astrolabetree, settingup connectiongo otheragentsasnecessaryThe creationand
terminationof connectionss transparento applicationprocessessothe programmer
canthink of Astrolabeasonesingleservice.Updatego theattributesof zonesaswell
asupdatedo the membershipf zonesarepostedon local eventqueuesApplications
canalsoupdatethe attribute of virtual zonesusingset _at tri but e.

Besidesa nativeinterface thelibrary hasan SQL interfacethatallows applications
to view eachnodein the zonetree asa relationaldatabaseable,with a row for each
child zoneanda columnfor eachattribute. The programmeicanthensimply invoke
SQL operatorgo retrieve datafrom thetables.Using selectionjoin, andunionopera-
tions,the programmercancreatenew views of the Astrolabedatathatareindependent
of the physicalhierarchyof the Astrolabetree. An ODBC driver is availablefor this
SQL interface,so that mary existing databaseools can use Astrolabedirectly, and
mary databasesanimport datafrom Astrolabe. SQL doesnot supportinstantnoti-
ficationsof attribute changesso that applicationsthat needsuchnotificationswould
needto obtainthemusingthe native interface.

Astrolabeagentsalsoact asweb seners, henceinformationcan be browsedand
changedisingary standardvebbrowserinsteadof goingthroughthelibrary.

3 Examples

Theforegoingoverview describeshefull featuresetof thesystembut maynotcornvey
the simplicity and eleganceof the programmingmodelit enables.The examplesthat
follow are intendedto illustrate the power and flexibility that Astrolabebringsto a
distributedervironment.



3.1 Example 1: Peerto-peer Cachingof Lar ge Objects

Many distributedapplicationsoperateon oneor a few large objects. It is ofteninfea-
sible to keeptheseobjectson one centralsener, and copy them acrossthe Internet
wheneer a procesmeedsa copy. Theloadingtime would be muchtoo long, andthe
loadonthenetwork too high. A solutionis for processeto find anearbyexisting copy
in the Internet,andto “side-load” the object using a peerto-peercopying protocol.
In this sectionwe look at the useof Astrolabeto locatenearbycopiesandto manage
freshness.

Supposave aretrying to locatea copy of thefile ‘game.db’.Assumeeachhosthas
adatabaséiles’ thatcontainsoneentry perfile. (We have, in fact,writtenan ODBC
driverthatmakesahostsfile systemappeatik e adatabase.Jo find outif a particular
hosthasa copy of thefile, we mayexecutethe following SQL queryon this host:

SELECT
COUNT(*) AS file_count
FROM fil es

WHERE nane = ' gane. db’

If file_count > 0, thehosthasatleastonecopy of thegivenfile. Theremaybe
mary hoststhathave a copy of thefile, sowe alsoneedto aggreatethis information
alongwith thelocationof thefiles. For the purposeof this example,assumdhateach
hostinstallsan attribute 'result’ containingits hostnamein its leaf MIB. (In practice,
this attribute would be extractedusinganotherueryon, say theregistry of the host.)
Then,the following aggreyationquerycountsthe numberof copiesin eachzone,and
picks one hostfrom eachzonethat hasthefile. This hostnameis exportedinto the
"result’ attribute of eachzoné:

SELECT
FIRST(1, result) AS result,
SUMfile _count) AS file_count
WHERE file count > O

We now simply combineboth queriesin an InformationRequesiAFC (IR-AFC),
andinstallit. AsthelR-AFC propagatethroughtheAstrolabehierarchythenecessary
informationis collectedandaggreated.

This discussionmay make it soundasif a typical applicationmight install new
aggreyationquerieswith fairly broad,evenglobal,scope.As notedearlier, this is not
the case:sucha patternof usewould violate the scalability of the systemby creating
zones(thosenearthe root) with very large numbersof attributes. An aggregatesuch
asthe onejust showvn shouldeitherbe of globalimportanceandvalue,or limited to a
smallerzonewithin whichmary programseedtheresult,or usedwith ashortlifetime
(to find thefile but then“terminate”). But notice,too, thataggreationis intrinsically
parallel. The aggreyatedvalue seenin a zoneis a regional valuecomputedfrom that
zoneschildren.

In our example,if searchingor ‘game.db’is acommonneed,eachnodedoing so
canusethe aggrejateto find a nearbycopy, within the distancemetric usedto define

SFIRST(n, attrs) isanAstrolabeSQL extensionthatreturnsthe namedattributesfrom thefirst n
rows. It is not necessaryo specifythe“FROM” clauseof the SELECTstatementasthereis only oneinput
table.“FROM” is necessarjn nestedstatementshowvever.



the Astrolabehierarchy In effect, mary applicationscanusethe sameaggreyationto
searchfor differentfiles (albeit onesmatchingthe samequery). This is a somavhat
counterintuitive propertyof aggreyatesand makesAstrolabefar more powerful than
would be the caseif only theroot aggreyationvaluewasof interest.Indeed,for mary
purposesthe root aggreyationis almosta helperfunction, while the valuesat inner
zonesaremoreuseful.

In particular to find the nearestopy of the file, a processwould first inspectits
mostlocal zonefor a MIB thatlists a 'result’. If not, it would simply travel up the
hierarchyuntil it finds a zonewith a 'result’ attribute, or the root zone. If the root
zones'result’ attributeis empty thereis no copy of thefile.

In the exampleabove, we did not careaboutthe freshnesof the copy retrieved.
But now supposesachfile maintainsa versionattribute aswell. Now eachzonecan
list the hostthathasthe mostrecentversionof thefile asfollows:

SELECT

result, version
VWHERE version ==

( SELECT MAX(version))

Any procesamay determinewhat the mostrecentversionnumberis by checking
the’version’ attribute of theroot zone. A processwishingto obtainthe latestversion
cansimply go up the tree, startingin its leaf zone,until it finds the right version. A
procesghatwantsto downloadnew versionsasthey becomeavailable simply hasto
monitortheroot zones versionnumber andthenfind a nearbyhostthathasa copy.

This exampleillustratesthe useof Astrolabefor datamining andresourcediscov-
ery. Beforewe move onto the next example,we will explore how the“raw” informa-
tion mayactuallybe collected.

ODBC is a standardmechanisnfor retrieving datafrom a variety of sourcesjn-
cludingrelationaldatabaseandspreadsheefsom alargevarietyof vendors.Thelan-
guagefor specifyingwhich datais to beaccesset SQL. Thedataitself is represented
usingODBC datastructures.

We have developedanotheragentthatcanconnecto ODBC datasourcesretrieve
information,andpostthis informationin the Astrolabezonetree. Eachhostrunsboth
an Astrolabeandan ODBC agent. The ODBC agentinspectscertificatesin the As-
trolabetree whosenamesstart with the prefix &odbc: . Thesecertificatesspecify
which datasourceto connecto, andwhatinformationto retrieve. The agentpoststhis
informationinto the virtual systenmzone of the local Astrolabeagent. The &odbc:
certificatesmay also specify how this informationis to be aggregatedby Astrolabe.
Applications can updatethesecertificateson the fly to changethe datasourcesthe
actualinformationthatis retrieved,or how it is aggrejated.

With this new agent,the hostof an Astrolabezonehierarchyis no longera true
leaf node. Instead the hostcanbe understoodhsa zonewhosechild nodesrepresent
the objects(programs files, etc) that resideon the host. Astrolabenow becomesa
representationapableof holdinginformationaboutevery objectin apotentiallyworld-
wide network: millions of hostsandperhapgillions of objects.

Of course,no userwould actually“see” this vastcollectionof informationat ary
oneplace.Astrolabeis a completelydecentralizedechnologyandary givenusersees
only its parentzonesandthoseof its children. The power of dynamicaggreationis
thatevenin a massve network, the parentzonescandynamicallyreporton the status



Figure2: In this exampleof SelectCasteachzoneelectstwo routersfor forwarding
messagegventhoughonly oneis usedfor forwardingmessagesThesenderA, sends
themessagéo arouterof eachchild zoneof theroot zone.

of thesevastnumbersof objects.Supposefor example thata virus entersthe system,
andis known to changea particularobject. Merely by definingthe appropriatéAFC, a
systemadministratomwould be ableto identify infectedcomputersgvenif their virus
detectionsoftwarehasbeendisabled.

Otheragentdor retrieving dataarepossible.We have written a Windows Registry
agentwhichretrievesinformationout of the Windows Registry (includingalarge col-
lectionof local performancénformation).A similaragentfor Unix systeninformation
is alsoavailable.

3.2 Example 2: Peerto-peer Data Diffusion

Many distributedgamesandotherapplicationsgequirea form of multicastthatscales
well, is fairly reliable,anddoesnot put a TCP-unfriendlyload on the Internet. In the
faceof slow participantsthe multicastprotocol’s flow controlmechanisnshouldnot
forcetheentiresystemto grind to a halt. This sectiondescribesSelectCasta multicast
facility we have built usingAstrolabe.SelectCastisesAstrolabefor control,but setsup
its own treeof TCPconnectiondor actuallytransportingnessagesA full-length paper
is in preparatioron the SelectCassubsystemhere,we limit oursehesto a high-level
summary

Eachmulticastgrouphasa name say“game”. Theparticipantaotify theirinterest
in receving messagefor this groupby installingtheir TCP/IPaddressn the attribute
“game”of theirleafzones MIB. Thisattributeis aggreyatedusingthequery“SELECT
FIRST(2,game)AS game”. Thatis, eachzoneselectswo of its participants TCP/IP
addresse¢seeFigure 2). We call thesepatrticipantsthe routers for their zone. Two
routersallowsfor fastrecoveryin caseonefails. If bothfail, recorerywill alsohappen,
as Astrolabewill automaticallyselectnew routers,but this mechanismis relatively
slow.
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Participantsexchangemessagesf theform (zone,data). A participantthatwants
to initiate a multicastlists the child zonesof theroot zone,and,for eachchild thathas
anon-empty‘game” attribute, sendghe messagéchild-zone data)to a routerfor that
child zone(moreonthis selectionater). Eachtime aparticipantrouteror not) receves
amessagé¢zone,data) the participantfindsthechild zonesof thegivenzonethathave
non-empty‘game” attributesandrecursvely continueghe disseminatiomprocess.

This approacteffectively constructsa treeof TCP connectionspanninghe setof
participantsEachTCP connectioris cachedsolong astheend-pointgemainactive as
participantsfor re-use(perhapsvenby a differentquery). The treeis updatedauto-
matically, whenAstrolabereportszonemembershighangesby terminatingunneeded
TCP connectionsndcreatingnen onesasappropriate.

To make surethat the disseminatiodateng doesnot suffer from slow routersor
connectiondn the tree, somemeasuresnust be taken. First, eachparticipantcould
post (in Astrolabe)the rate of messageshatit is ableto process. The aggreyation
querycanthenbeupdatedasfollowsto selectonly thehhighestperformingparticipants
for routers.

SELECT
FI RST(2, gane) AS gane
ORDER BY rate

Senderganalsomonitortheir outgoing TCP pipes.If onefills up, they maywant
to try anotherparticipantfor the correspondingzone. It is even possibleto useall
routersfor a zoneconcurrently thus constructinga “f at tree” for disseminationput
thencareshouldbetakento dropduplicatesandreconstructhe orderof messagedie
are currently investigatingthis option in our implementation.Thesemechanismso-
gethereffectively routemessagearoundslow partsof theInternet,muchlik e Resilient
OverlayNetworks[3] accomplishe$or point-to-pointtraffic.

SelectCastloesnot provide anend-to-endacknaviedgemenmechanismandthus
thereare scenariosn which messagesnay not arrive at all membergparticularly if
the setof receiversis dynamic). Additional reliability canbe implementedon top of
SelectCastFor example,Bimodal Multicast[5] combinesa messagéogging facility
with anepidemicprotocolthatidentifiesandrecoverslost messagesherebyachieving
end-to-endreliability (with high probability). Running Bimodal Multicast over Se-
lectCastwould also remove Bimodal Multicast’s dependencen IP multicast,which
is poorly supportedn the Internet,and provide Bimodal Multicast with a notion of
locality, which may be usedto improve the performanceof messageetransmission
strat@jies.

Notice that eachdistinct SelectCastnstance— eachdatadistribution pattern—
requiresa separataggreyationfunction. As notedpreviously, Astrolabecanonly sup-
port boundednumbersof aggreyationfunctionsat ary level of its hierarchy Thus,
while a single Astrolabeinstancecould probablysupportasmary asseveralhundred
SelectCasihstancesthenumbemwould notbeunboundedOurthird exampleexplores
optionsfor obtaininga moregeneraform of Publish/Subscribby layeringadditional
filtering logic over a SelectCasinstance.So doing hasthe potentialof eliminatingthe
restrictionon numbersof simultaneoushactive querieswhile still benefitingfrom the
robustnessndscalabilityof the basicSelectCastlatadistributiontree.

Although a detailedevaluationof SelectCasts outsideof the scopeof this paper
we have comparedhe performanceof the systemwith that of otherapplication-leel
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router architectureand with IP multicast. We find that with steadymulticastrates,
SelectCasimposeanessagdéoadsandlatenciescomparableéo otherapplication-level
solutions,but that IP multicastachieveslower latenciesand lower messagdoads(a
benefitof beingimplementedn the hardwarerouters). Our solutionhasnot yet been
fully optimizedbut thereis no reasonthat peakmessagdorwarding ratesshouldbe
lower thanfor otherapplication-leel solutions,sincethe critical pathfor SelectCast
(whenthe tree is not changing)simply involves relaying messageseceived on an
incoming TCP connectioninto somenumberof outgoingconnections. Thereis an
obvioustradeof betweerfanout(hencework doneby therouter)anddepthof thefor-
wardingtree(hencelateng), but thisis notunderour controlsincethetopologyof the
treeis determinedy the humanadministrators assignmenof zonenames.

3.3 Example 3: Publish-Subscribe

In Publish/Subscribeystemg19], receiverssubscribeo certaintopicsof interestand
publishergpostmessageto topics. As just noted,while the SelectCasprotocolintro-
ducedin the previoussectionsupportsaform of Publish/Subscribéaswell asthegen-
eralizationthatwe termedselectivanulticas), the mechanisntanonly handlelimited
numbersof queries.Here,we explorea meanof filtering within a SelectCasinstance
to obtaina form of subsetelivery in which thatlimitation is largely eliminated.

In the extendedprotocol,eachmessagés taggedwith an SQL condition,chosen
by the publisherof the message Saythat a publisherwantsto sendan updateto all
hostshaving aversionof someobjectlessthan3.1. FirstshewouldinstallaSelectCast
querythatcalculateghe minimumversionnumberof thatobjectin eachzone,andcall
it, say“M N( ver si on”. We call this the coveringquery. Next shewould attachthe
condition“M N( ver si on) < 3. 1" tothemessageThemessagés thenforwarded
usingSelectCast.

Recallthatin SelectCastthe participantsat eachlayer simply forward eachmes-
sageto the routers,which are calculatefor eachzoneusingthe SelectCastjuery In
the extendedprotocol, the participantsin the SelectCasprotocolfirst apply the con-
dition asa filter (usinga WHERE clauseaddedto the SelectCastjuerythat calculates
the setof routers),to decideto which routersto forward the messagé. Topic-based
Publish/Subscribeanthenbe expressedy having the publisherspecifythata mes-
sageshouldbe deliveredto all subscribergo a particulartopic. Our challengeis to
efficiently evaluatethis querywithout losing scalability For example,while anew at-
tribute could potentiallybe definedfor eachSQL conditionin useby the systemdoing
soscalegoorlyif therearemary conditions.

A solutionthatscaleseasonablyvell usesa Bloom filter to compressvhatwould
otherwisebe a single bit per queryinto a bit vector[§.> This solution associatest
fixed-sizebit mapwith eachcaovering query Assumefor the momentthat our goal
is simply to implementPublish/Subscrib# a potentiallylarge numberof topics. We
definea hashingfunction on topics, mappingeachtopic to a bit value. The condition
taggedto the messagés “Bl TSET( HASH(t opi ¢) ) ", andthe associatedttribute
canbe aggreatedusingbitwise OR. In the caseof hashcollisions, this solutionmay

4Theresultof thequeryis cachedor alimited amountof time (currently 10 seconds)sothatunderhigh
throughputhe overheaccanbe amortizedover mary messagesassuminghey oftenusethe samecondition
or smallsetof conditions.

5Bloom filters arealsousedin thedirectoryserviceof the Ninja system.[14
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leadto messagebeing routedto more destinationghan strictly necessarywhich is
safe,but inefficient. Thusthesizeof thebitmapandthenumberof coveringSelectCast
queriesshouldbe adjusted perhapslynamically so thatthe rate of collisionswill be
acceptablyow.

Notice thatthe resultingprotocolneedgime to reactwhena conditionis usedfor
thefirst time, or whena new subscribejoins the system sincethe aggregjationmech-
anismwill needtime to updatethe Bloom filter. During the periodbeforethefilter has
beenupdatedn Astrolabe(a few tensof seconds)the new destinatiornprocesamight
not receve messagemtendedfor it. However, after this warmupperiod, reliability
will bethesameasfor SelectCastandperformancdimited only by the speedatwhich
participantsforward messagesAs in the caseof SelectCastgossip-basedecovery
from messagéogs canbe usedto make the solutionreliable®

With a more elaboratdfiltering mechanismthis behaior could be extended. For
example, the Sienasystemprovides content-basedPublish/Subscribe[]0 In Siena,
subscribersspecify information aboutthe contentof messagehey are interestedn,
while publishersspecify information aboutthe contentof messagehey send. Sub-
scribers’specificationsreaggreyatedn theinternalroutersof Siena,andthenmatched
againsthe publishers’specificationsBy addingsuchaggreationfunctionalityto As-
trolabes SQL engine we couldextendtheabove solutionto supporexpressiongrather
thanjust singletopic at atime matching)or evenfull-fledgedcontentaddressingn the
mannerf Siena.

3.4 Example4: Synchronization

Astrolabemay be usedto run basicdistributed programmingfacilities in a scalable
manner For example,barrier synchronizatiormay be doneby having a counterat
eachparticipatinghost,initially 0. Eachtime a hostreacheghe barrier, it increments
the counter and waits until the aggregateminimum of the countersequalsthe local
counter

RecallthatAstrolabeis currentlyconfiguredto imposevery low backgroundoads
atthe expenseof someavhatslower propagatiorof new data.More precisely although
gossiprateis aparametemostof ourwork usesagossiprateof onceperfive seconds.
The delaybeforebarriernaotification occursscalesasthe gossipratetimesthe log of
the size of the system(the logarithmicbasebeingthe size of anaveragezone). If we
assumeonesof size 64, a systemwith 500,000nodeswould updateglobal aggreja-
tionsin abouttwenty seconds- quite acceptabldor settingssuchasgrid computing,
wherelatenciesarehighin any case.

Similarly, voting canbe doneby having two attributes ,yesandno, in additionto the
nmembesgattribute,all aggreyatedoy takingthe sum. Thus,participanthave accesso
thetotal numberof membersthe numberthathave votedin favor, andthe numberthat
have votedagainst.This informationcanbe usedin avarietyof distributedalgorithms,
suchascommitprotocols.

6At the time of this writing, animplementatiorof reliable Publish/Subscribever SelectCastvas still
underdevelopmentanda systematigperformancevaluationhadnot yet beenundertakn.

It is temptingto speculateaboutthe behaior of Astrolabewith very high gossiprates,but doing so
leadsto misleadingconclusions.Gossipcornvemgencetimeshave a probabilisticdistribution andtherewill
always be somenodesthat seean event mary roundsearlierthanothers. Thus,while Astrolabehasrather
predictablebehaior in large-scalesettings,the value of the systemlies in its scalability not its speedor
real-timecharacteristics.
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Again, thevalueof suchasolutionis thatit scalessxtremelywell (andcanco-exist
with other scalablemonitoring and control mechanisms).For small configurations,
Astrolabewould be a ratherslow way to solve the problem. In contrast,traditional
consensugrotocolsarevery fastin small configurationsput have costslinearin sys-
tem size (they often have a 2-phasecommit or somesort of circular token-passing
protocolatthe core). With asfew asafew hundredparticipantssucha solutionwould
breakdown.

A synchronizatiorproblemthatcomesup with Astrolabeapplicationds that AFC
propagatiomot only takessometime, but thatthe amountof time is only probabilisti-
cally bounded.How long shoulda processwait beforeit canbe sureevery agenthas
recevedthe AFC?Thisquestioncanbeansweredby summingup thenumberof agents
thathaverecevvedthe AFC, asa simpleaggregationquerywithin the AFC itself. When
this sumequalsthe nmembes attribute of the root zone,all agentshave recevedthe
AFC.

4 Implementation

Eachhostruns an Astrolabeagent. Suchan agentruns Astrolabes gossipprotocol
with otheragentsandalsosupportsclientsthatwantto accesshe Astrolabeservice.
Eachagenthasaccesgo (thatis, keepsa local copy of) only a subsebf all the MIBs
in the Astrolabezonetree. This subseincludesall the zoneson the pathto theroot,
aswell asthesibling zonesof eachof those.In particular eachagenthasalocal copy
of theroot MIB,® andthe MIBs of eachchild of the root. As statedbefore,thereare
no centralizedsenersassociatedvith internalzones;their MIBs arereplicatedon all
agentswithin thosezones.

However, this replicationis not lock-step:differentagentsn a zonearenot guar
anteedo have identicalcopiesof MIBs evenif queriedat the sametime, andnot all
agentsareguaranteedo perceve eachandevery updateto a MIB. Instead the Astro-
labe protocolsguaranteehat MIBs do not lag behindusingan old versionof a MIB
forever. More precisely Astrolabeimplementsa probabilisticconsisteng modelunder
which, if updatego theleaf MIBs ceaseor long enoughanoperationabhgents arbi-
trarily likely to reflectall the updateghat hasbeenseenby otheroperationalagents.
We call this eventualconsistencynddiscusghe propertyin Sectior4.3. Firstwe turn
our attentionto theimplementatiorof the Astrolabeprotocols.

4.1 Gossip

Astrolabepropagatesnformation using an epidemicpeerto-peerprotocolknown as
gossip[11]. As we will seelater, this protocolis scalable fast,andsecure.The ba-
sic ideais simple: periodically eachagentselectssomeotheragentat randomand
exchangesstateinformationwith it. If thetwo agentsarein the samezone,the state
exchangedelatesto MIBs in that zone;if they arein differentzonesthey exchange
stateassociatedvith the MIBs of their leastcommonancestorzone. In this manney
the statesof Astrolabeagentswill tendto corvergeasdataages.

8Becauseheroot MIB is calculatedocally by eachagent,it never needsto be communicatedetween
agents.
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Figure 3: A simplified representationf the datastructuremaintainedby the agent
correspondingo /USA/Cornell/pc3.

Conceptuallyeachzoneperiodicallychoosesnothersibling zoneat random,and
thetwo exchangethe MIBs of all their sibling zones After this exchangegachadopts
the mostrecentMIBs accordingto the issuedtimestamps.The detailsof the protocol
aresomevhatmorecomplicatedparticularlysinceonly leaf zonesactuallycorrespond
to individual machineswhile internal zonesare collectionsof machineshat collec-
tively areresponsibldor maintainingtheir stateandgossipingthis stateto peerzones.

As elaboratedn Sectiond.2, Astrolabegossipsaaboutmembershipnformationjust
asit gossipsaboutMIBs andotherdata. If a procesdfails, its MIB will eventually
expire andbe deleted. If a procesgoins the system,its MIB will spreadthroughits
parentzoneby gossip,andasthis occurs,aggreyateswill begin to reflectthe content
of thatMIB.

Theremainderof this sectiondescribedstrolabes protocolin moredetail.

EachAstrolabeagentmaintainsthe datastructuredepictedin Figure3. For each
level in the hierarchy the agentmaintainsa recordwith the list of child zones(and
their attributes),andwhich child zonerepresentits own zone(self). Thefirst (bottom)
recordcontainghelocalvirtual child zoneswhoseattributescanbeupdateddy writing
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themdirectly (throughanRPCinterface).In theremainingrecordsthe MIBs pointed
to by selfarecalculatedy theagentocally usingtheaggregationfunctions.The other
MIBs arelearnedthroughthe gossipprotocol.

TheMIB of ary zoneis requiredto containatleastthe following attributes:

e id: thelocal zoneidentifier;

e rep thezonenameof therepresentativeagentfor the zone—theagentthatgen-
eratedtheMIB of thezone;

¢ issued atimestamfor theversionof theMIB, usedfor thereplacemenstrateyy
in theepidemicprotocol,aswell asfor failure detection;

e contacts asmallsetof addressefor representatie agentof this zone,usedfor
the peerto-peemrotocolthattheagentsun.

e serveb. asmallsetof TCP/IPaddressefor (representatie agentsof) thiszone,
usedby applicationgo interactwith the Astrolabeservice®

e nmembes. the total numberof hostsin the zone. The attribute is constructed
by taking the sumof the nmembes attributesof the child zones. It is usedfor
pacingmulticastlocationmechanismsaswell asin the calculationof averages.

id andrep areautomaticallyassignedthatis, their valuesare not programmable.
Theid attributeis setto the local identifier within the parentzone,while repis setto
the full zonenameof the local agent. The AFCs can provide valuesfor eachof the
otherattributes. If the AFCs do not computea valuefor issued the local wall clock
timeis used.

The contactsattribute is dynamicallycomputecbasedon anaggregationfunction,
muchlike the routersin SelectCas{Section3.2). In effect, eachzoneelectsthe set
of agentsthat gossipon behalfof that zone. The electioncanbe arbitrary or based
on characteristicdike load or longevity of the agentst® Note that an agentmay be
electedto representmorethanonezone,andthusrun morethanonegossipprotocol,
asdescribedelov. The maximumnumberof zonesanagentcanrepresentis bounded
by the numberof levelsin the Astrolabetree.

Eachagentperiodically runs the gossipalgorithm. First, the agentupdatesthe
issuedattribute in the MIB of its virtual systenzone,andre-esaluateshe AFCsthat
dependon this attribute. Next, the agenthasto decideat which levels (in the zone
tree)it will gossip. For this decision,the agenttraverseghe list of recordsin Figure
3. An agentgossipson behalfof thosezonesfor which it is a contact,ascalculated
by the aggreyationfunction for that zone. The rate of gossipat eachlevel canbe set
individually (usingthe&conf i g certificatedescribedn Section6.2).

Whenit is time to gossipwithin somezone,theagentpicks oneof the child zones,
otherthanits own, from the list at random. Next the agentlooks up the contacts
attribute for this child zone,andpicks arandomcontactagentfrom the setof hostsin

9Typically theserefer to the sameagentsas contacts but applicationscan chooseother agentsby in-
stallingthe appropriateAFC.
10Thelattermaybeadvisedf thereis a high rateof agentgoining andleaving the system.Mary peerto-
peersystemssufier degradedperformancevhennetwork partitioningor a high rateof churnoccurs.We are
currentlyfocusedon usingAstrolabein comparatiely stablesettingsbut seethis topic asaninterestingone
deservindurtherstudy
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this attribute. (Gossipsalwaysare betweendifferentchild zones thusif thereis only

onechild zoneat a level, no gossipwill occur) The gossipingagentthensendsthe
chosemagenttheid, rep, andissuedattributesof all the child zonesat that level, and
doesthesamethingfor the higherlevelsin thetreeup until therootlevel. Therecipient
comparegheinformationwith the MIBs thatit hasin its memory andcandetermine
which of the gossipers entriesare out-of-date,and which of its own entriesare. It

sendghe updatedor thefirst cateyory backto the gossiperandrequestsipdatesor

thesecondcateyory.

Thereis oneimportantdetail when decidingif one MIB is newer than another
Originally, we simply comparedhe issuedtimestampswith one another but found
thataswe scaledup the systemwe could not rely on clocksbeingsynchronizedThis
lack of synchronizatioris the reasorfor the rep attribute: we now only comparethe
issuedtimestampf the sameagent,identified by rep. For eachzone,we maintain
themostrecentMIB for eachrepresentativethatis, the agentthatgeneratedhe MIB.
until it timesout (seeSection4.2). We exposeto the Astrolabeclientsonly the MIB
of oneof theserepresentaties. Sincewe cannotcomparetheir issuedtimestampsye
selectthe onefor which we recevedanupdatemostrecently

We are currently in the processof evaluating various compressiorschemedor
reducingthe amountof informationthathasto be exchangedhis way. Nevertheless,
gossipwithin azonespreadsjuickly, with disseminatiotime growing O(log n), where
n is the numberof child zonesof the zone (seeSection7.1). Gossipis going on
continuously its rate beingindependendf the rate of updates.(The soleimpactof
a high updaterateis that our compressioralgorithmswill not performaswell, and
hencenetwork loadsmay be somevhatincreased.)Thesepropertiesareimportantto
the scalabilityof Astrolabe aswe will discusdn Section?.

4.2 Membership

Up until now we have tacitly assumedhat the setof machiness fixed. In a large
distributedapplication,chancesrethatmachineswill bejoining andleaving atahigh
rate. The overall frequeng of crashegiseslinearly with the numberof machines.
Keepingtrack of membershipn a large distributed systemis no easymatter[32]. In
Astrolabe,membershigs simpler becauseeachagentonly hasto know a relatively
smallsubsebf the agentglogarithmicin thetotal size of the membership.)Theseare
its own gossipcontactsandthosefor its parentandchild zones.

Therearetwo aspectdo membershipremoving memberghat have failed or are
disconnectedand integrating membersthat have just startedup or were previously
partitionedaway.

The mechanismusedfor failure detectionin Astrolabeis fairly simple. As de-
scribedabove,eachMIB hasarepattributethatcontainghe nameof therepresentatie
agenthatgeneratethe MIB, andanissuedattributethatcontainghetime atwhichthe
agentlastupdatedhe MIB. Agentskeeptrack,for eachzoneandfor eachrepresenta-
tive agentof the zone,thelastMIBs from thoserepresentatie agents Whenanagent
hasnot seenan updatefor a zonefrom a particularrepresentatie agentfor thatzone
for sometime T't4;, it removesits corresponding/IB. WhenthelastMIB of azoneis
removed,the zoneitself is removedfrom the agents list of zones.This algorithmwiill
always detectand remove failed participantsand empty zoneswithin 7',; seconds.
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T, Shouldgrow logarithmicallywith membershigsize (see[32]), whichin turn can
be determinedrom the nmembes attribute.

The otherpart of membershigs integration. Either becausef true network par
titions, or becauseof settingT,; too aggressiely, it is possiblethat the Astrolabe
treesplits up into two or moreindependenpieces.New machinesandmachinese-
coveringfrom crashesalsoform independentjegenerateAstrolabetrees(whereeach
parenthasexactly onechild). We needa way to gluethe piecestogether

Astrolaberelieson IP multicastto setup theinitial contactbetweerrees.Eachtree
multicastsa gossipmessagat a fixedratep whichis typically onthe orderof tensec-
onds.Thecollective memberof thetreeareresponsibldor this multicasting.andthey
dosoby eachtossingacoinevery p secondshatis weightedby thenmembes attribute
of therootzone. Thuseachmembemulticastsatanaveragerateof p/nmembers.

The currentimplementatiorof Astrolabealsooccasionallybroadcastgyossipson
thelocal LAN in orderto integratemachineghat do not supportlP multicast. In ad-
dition, Astrolabeagentscanbe configuredwith a setof so-calledrelatives which are
addressesf agentsthat shouldoccasionallybe contactedusing point-to-pointmes-
sages.This stratgyy allows the integration of Astrolabetreesthat cannotreacheach
otherby ary form of multicast. Thesemechanismaredescribedn moredetailin [31].

Astrolabeassumedshat the administratorgesponsibldor configuringthe system
will assignzonenamesn a mannerconsistentvith physicaltopologyof the network.
In particular for good performanceit is desirablethat the siblingsof a leaf nodebe
reasonablylose(in thenetwork). Sincezonegypically contain32to 64 membersthe
vastmajority of messageareexchangedetweersiblingleafnodes.Thus,if thisrather
trivial placementproperty holds, Astrolabewill not overloadlong-distancenetwork
links.

4.3 Eventual Consistency

Astrolabetakes snapshot®f the distributed state,and provides aggrejatedinforma-
tion to its users. The aggreyatedinformationis replicatedamongall the agentsthat
wereinvolvedin taking the snapshotThe setof agentds dynamic. This raisesmary
questionsaboutconsisteng. For example,whenretrieving anaggreyatevalue,doesit
incorporateall the latestchangego the distributedstate?Whentwo usersretrieve the
sameattribute atthe sametime, do they obtainthe sameresult?Do snapshotseflecta
singleinstancein time? Whenlooking at snapshot, andthenlaterat snapsho®, is it
guaranteethatsnapsho® wastakenaftersnapshof.?

The answerto all thesequestionsis no. For the sale of scalability robustness,
and rapid disseminatiorof updatesa weak notion of consisteng hasbeenadopted
for Astrolabe.Givenanaggrejateattribute X thatdependon someotherattribute Y,
Astrolabeguaranteesvith probability 1 thatwhenanupdateu is madeto Y/, eitheru
itself, oranupdateto Y madeafterw, is eventuallyreflectedn X. We call thiseventual
consistencybecausef updatesceasereplicatedaggregateresultswill eventuallybe
thesame.

Aggregateattributesare updatedrequently but their progressmay not be mono-
tonic. Thisis becauseheissuedtime in a MIB is thetime whenthe aggreyationwas
calculatedbutignoresthetimesatwhich theleafattributesthatareusedin the calcula-
tion wereupdated.Thusit is possiblethata new aggreation,calculatedby a different
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agent,is basedon someattributesthatareolderthana previously reportedaggreyated
value.

For example,perhapsagenta computegshe meanload within somezoneas6.0 by
averagingtheloadsfor MIBs in thechild zonesknown ata. Now agentb computeghe
meanloadas5.0. Thedesignof Astrolabeis suchthatthesecomputationsouldoccur
concurrentlyand might be basedon temporarilyincomparableattribute sets: a might
have morerecentdatafor child zonex andyetb might have morerecentdatafor child
zoney.

Thisphenomenorouldcausecomputedattributesto jumparoundn time, aneffect
that would be confusing. To avoid the problem, Astrolabecantrack the (min, max)
interval for theissuedattributeassociatedavith theinputsto any AFC. Here,minis the
issuedtime of the earliestupdatednput attribute,andmaxthe issuedtime of the most
recentlyupdatednputattribute. An updatewith suchaninterval is notacceptedinless
the minimum issuedtime of the new MIB is at leastaslarge asthe maximumissued
time of the currentone. This way we canguaranteenonotonicity in thatall attributes
thatwere usedin the aggreyationare strictly newer thanthoseof the old aggreyated
value.

Ratherthanseeingan updateto an aggreyateresultafter eachrecevved gossip,an
updatewill only be generatedftera completelynew setof input attributeshashada
chanceto propagate As we will seelater, this propagatiormay take mary roundsof
gossip(5 — 35 roundsfor practicalMariner hierarchies). The userthus seesfewer
updateshut the valuesrepresent sensibleprogressiorin time. Thetrade-of canbe
madeby theapplications.

4.4 Communication

We havetacitly assumedhatAstrolabeagentshave a simpleway to addresgachother
andexchangegossipmessagesUnfortunately in this ageof firewalls, Network Ad-
dressTranslationNAT), andDHCR mary hostshave noway of addressing@achother,
andevenif they do, firewalls often standin the way of establishingcontact. One so-
lution would have beento e-mailgossipmessagebetweerhosts but we rejectedthis
solution,amongothers,for efficiency considerationsWe alsorealizedthat IPv6 may
still bealongtime in coming,andthatIT managersarevery reluctantto createholes
in firewalls.

We currentlyoffer two solutionsto this problem. Both solutionsinvolve HTTP as
thecommunicatiorprotocolunderlyinggossip andrely ontheability of mostfirewalls
andNAT boxesto setup HTTP connectiondgrom within a firewall to anHTTP sener
outsidethe firewall, possiblythroughan HTTP proxy sener. One solution deploys
Astrolabeagentson the core Internet(reachabldy HTTP from anywhere),while the
otheris basedon Application Level Gatevays(ALGs) suchasusedby AOL Instant
Messengefwww.aol.com/aimpndGroove (www.groove.net).Thesolutionscanboth
be usedsimultaneously

In thesolutionbasen ALGs, ahostwishingto receveamessagsendsanHTTP
POSTrequesto anALG (seeFigure4). The ALG doesnot responduntil amessage
is available. A hostwishingto senda messagesendsan HTTP POSTrequestwith a
messagén the bodyto the ALG. The ALG forwardsthe messagéo the appropriate
recever, if available,asaresponseto thereceiversPOSTrequestThe ALG haslim-
ited capacityto buffer messagethat arrive betweerrecever's POSTrequests When
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Figure4: Application Level Gatavay. (1) Recever sendsa RECEIVE requestusing
anHTTP POSTrequest(2) Sendesendghe messageisinga SENDrequestusingan
HTTP POSTrequest;(3) ALG forwardsthe messagédo the recever usingan HTTP
200response(4) ALG sendsanemptyHTTP 200responsdackto thesender

using persistentHTTP connectionsthe efficiency is reasonabléf the ALG is close
to its connectedecevers. (It turnsout that no specialencodingis necessaryor the
messages.)

The ALGs caneitherbe deployed stand-alonen the core Internet,or asservlets
within existing enterpriseweb seners. For efficiency and scalability reasonshosts
preferablyreceve througha nearbyALG, which requiresthata sufficient numberof
senersbe deployed acrossthe Internet. Note alsothat machineghat are alreadydi-
rectly connectedo the corelnternetdo not have to receive messagethroughanALG,
but canreceve themdirectly.

This solutionevenworksfor mobilemachinesbut for efficiency we haveincludeda
redirectionmechanisninspiredby the oneusedin cellularphonenetworks. A mobile
machine,when connectingin a new part of the Internet,hasto setup a redirection
addresdor a nearbyALG with its “home” ALG. Whena sendertries to connectto
the (home)ALG of the mobile host,the sendeiis informedof the ALG closerto the
mobile host.

Anothersolutionis to deploy, insteadof ALGs, ordinary Astrolabeagentsin the
corelnternet.Astrolabeagentscangossipbothover UDP andHTTP. Oneminor prob-
lem is thatgossipcannotbeinitiated from outsidea firewall to the inside,but updates
will still spreadrapidly becaus®ncea gossipis initiated from insidea firewall to the
outside theresponseausesipdatego spreadn theotherdirection. A largerproblem
is thatthe Astrolabehierarchyhasto be carefully configuredso thateachzonethatis
locatedbehinda firewall, but hasattributesthat shouldbe visible outsidethe firewall,
hasatleastonesibling zonethatis outsidethefirewall.

To increasescalabilityandefficiency, we designeda new way of addressingend-
points. In particular we would like to have machineghat cancommunicatelirectly
throughUDP or someother efficient mechanisnto do so, insteadof going through
HTTP.

We definearealmto bea setof peersthatcancommunicatevith eachotherusing
a singlecommunicatiorprotocol. For example,the peerswithin a corporatenetwork
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Figure5: Themary waysgossipcantravel from a sourcehostin Site1 to adestination
hostin Site 2. Eachsite hasfour hosts,two of which are representatie agentsfor
their associatedites,behinda firewall. The representatiesof Site 2 connectto two
differentALG senersto receve messagefom outsidetheir firewall.

typically form arealm.In fact,therearetwo realms:aUDP andanHTTP realm.Peers
thatusethe ALG alsoform arealm. The peerswith staticIP addressesn the core
Internetthat are not behindfirewalls alsoform a UDP andan HTTP realm. Thus,a
peermay bein multiple realms.In eachrealm,it hasalocal addressTwo peersmay
have morethanonerealmin common.

We assignto eachrealma globally uniqueidentifier called RealmID. The ALG
realmis called“internet/HTTP”. A corporatenetwork realmmay be identifiedby the
IP addresof its firewall, plusa “UDP” or “HTTP” qualifier (viz “a.b.c.d/UDP”resp.
“a.b.c.d/HTTP”).

We definefor eachpeerits AddressSetto bea setof triplesof theform (RealmiD,
AddressPreference\where

e RealmlD is theglobally uniqueidentifier of therealmthe peeris in,
¢ Addressis theaddresswvithin therealm(andis only locally unique),

e Prefeenceindicatesa preferencesortingorderon the correspondinggommuni-
cationprotocols.Currently UDP is preferredoverHTTP.

A peermay have multiple triplesin the samerealmwith differentaddresse$'multi-
homing”), typically for fault-toleranceeasonsaswell as,the sameaddressn distinct
realms.For fault-tolerancgourposesareceverregisterswith multiple ALGs, andthus
hasmultiple addressem the Chatrealm(seeFigureb).

When peer X wantsto senda messagdo peerY, X first determineghe com-
monrealms. Next, it will typically usea weightedpreferencgbasedon both X and
Y’s preferencesjo decidewhich addresgo sendthe messagdo. Astrolabeagents
randomizethis choicein orderto dealwith permanennetwork failuresin particular
realms.

More detailon wide-areanetworking in Astrolabeis describedn [31].

4.5 Fragmentation

Messagem Astrolabegrow in sizeapproximatelyasafunctionof thebranchingactor
usedin the hierarchy Thelargerthe branchingfactor, the morezonesthatneedto be
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gossipedabout, and the larger the gossipmessages.For this reason,the branching
factor shouldbe limited. In practice,we have found that Astrolaberequiresabout
200 to 300 bytesper (compressedMIB in a gossipmessage.The concernis that
UDP messagearetypically limited to approximately8 Kbytes,which cantherefore
just containabout25 - 40 MIBs in a messageThis limit is reachedvery easily and
thereforeAstrolabehasto be ableto fragmentits gossipmessagesentacrossJDP.

The Astrolabeagentsusea simpleprotocolfor fragmentation Ratherthaninclud-
ing all updatedVIBs in agossipmessageanagentwill justincludeasmary aswill fit.
In orderto compensatéor losttime, theagentspeedsip therateof gossipaccordingly
For example,if on averageonly half of the updatedMIBs fit in a gossipmessagethe
agentwill gossiptwice asfast. It turnsout that a good strateyy for choosingwhich
MIBs to includein a messagés randomselectionasdescribedn Section7.4.

5 Security

EachAstrolabezoneis a separateinit of managemengachwith its own setof policy
rules.Suchpoliciesgovernchild zonecreation gossiprate,failuredetectiortime-outs,
introducingnew AFCs, etc. Thesepoliciesareunderthe securecontrol of anadmin-
istrator Thatis, althoughthe administrationof Astrolabeasawholeis decentralized,
eachzoneis centrallyadministeredn a fully securefashion.Eachzonemay have its
own administratorevenif onezoneis nestedwithin another

We believe thatanimportantprinciple of achieving scalein a hierarchicalsystem
is thatchildrenshouldhave a way to overridepoliciesenforcedby their parents.This
principle is perhapsunintuitive, sinceit meansthat managersof zoneswith only a
few machineshave morecontrol (overthosemachinesthanmanagersf largerencap-
sulatingzones. This createsan interestingtension: managerf large zonescontrol
moremachinesbut have lesscontrolover eachmachinghanmanagersf smallzones.
Astrolabeis designedo conformto this principle,which guaranteeghatits own man-
agements decentralized@ndscalable.

Securityin Astrolabeis currently only concernedvith integrity andwrite access
control,notconfidentiality(secreg).*! We wishto preventadwersariesrom corrupting
information,or introducingnon-eistentzones.

Individual zonesin Astrolabecaneachdecidewhetherthey wantto usepublic key
cryptographysharedkey cryptographyandno cryptographyin decreasingrder of
securityand overhead.For simplicity of exposition,in what follows we will present
justthepublickey mechanismsalthoughexperiencewith therealsystensuggestshat
thesharedkey cryptographyoptionoftenrepresentshe besttrade-of betweersecurity
andoverhead.

5.1 Certificates

Eachzonein Astrolabehasa correspondindCertification Authority (CA) thatissues
certificates.(In practice,a single sener processs often responsibldor several such
CAs.) EachAstrolabeagenthasto know andtrustthe public keys of the CAs of its

11The problemof confidentialityis significantlyharder asit would involve replicatingthe decryptionkey
onalarge numberof agentsaninherentlyinsecuresolution.
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ancestorzones.Certificatescanalsobeissuedby otherprincipals,and Astrolabecan
autonomouslylecideto trustor not trustsuchprincipals.

An Astrolabecertificateis a signedattribute list. It hasat leastthe following two
attributes:

e id: theissuerof thecertificate;

o issued thetime atwhich the certificatewasissued.Astrolabeusesthis attribute
to distinguishbetweerold andnew versionsof a certificate.

Optionally, a certificatecanhave anattribute expires which specifieghetime atwhich
the certificatewill be no longervalid. (For this mechanisnto work well, all agents
clocksshouldbe approximatelysynchronizedvith realtime.)

Eachzonein Astrolabehastwo public/privatekey pairsassociatedvith it: the CA
keys (the private key of which is keptonly by the correspondingCA), andthe zone
keys. Theseareusedto createfour kinds of certificates:

1. azonecertificatebindsthe id of a zoneto its public zonekey. It is signedus-
ing the private CA key of its parentzone. Note thatthe root zonecannothave
(andwill turn out not to need)a zonecertificate. Zone certificatescontaintwo
attributesin additionto the id andissued name which is the zonename,and
publey, whichis the public zonekey. As only the parentCA hasthe privateCA
key to signsuchcertificatesadwersariecannotintroducearbitrarychild zones.

2. a MIB certificateis a MIB, signedby the private zonekey of the correspond-
ing zone. Theseare gossipedalongwith their correspondingonecertificates
betweerhoststo propagataipdates.The signaturepreventsthe introductionof
“falsegossip”aboutthezone.

3. anaggregationfunctioncertificate(AFC) containsthe codeand otherinforma-
tion aboutan aggreationfunction. An agentwill only install thoseAFCsthat
areissueddirectly by oneof its ancestozones(asspecifiedby theid attribute),
or by oneof their clients(seenext bullet).

4. aclient certificateis usedto authenticatelientsto Astrolabeagents. A client
is definedto be a userof the Astrolabeservice. The agentsdo not maintaina
client databasebut if the certificateis signedcorrectlyby a CA key of one of
the ancestorzonesof the agent(specifiedby theid attribute), the connectionis
acceptedClient certificatescanalsospecify certainrestrictionson interactions
betweenclient and agent,suchaswhich attributesthe client may inspect. As
such,client certificatesarenot unlike capabilities.A client certificatemay con-
tainapublickey. Thecorrespondingrivatekey is usedto signAFCscreatedy
theclient.

In orderto functioncorrectly eachagentneeddo be configuredwith its zonename
(or “path™), andthe public CA keys of eachzoneit is in. (It is importantthatagentsdo
nothave accesso privateCA keys.) As we saw whendiscussinghenetwork protocols
(Section4.1), someagentsin eachzone(exceptthe root zone)needthe private zone
keys andcorrespondingonecertificatesof thosezonesfor which they areallowedto
postupdatesin particular eachhostneedghe privatekey of its leaf zone.
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Theroot zoneis anexception:sinceit doesnot have sibling zonesjt nevergossips
updatesandthereforeonly needsCA keys, which it useswhensigningcertificateson
behalfof top-level child zones. Thereis the commonissueof the trade-of between
fault-toleranceand security: the more hoststhat have the privatekey for a zone,the
morefault-toleranthe system but alsothe morelikely the key will getcompromised.
(Potentiallythis problemcanbefixedusingathresholdschemewe have notyetinves-
tigatedthis option.)

Notethatzonecertificatesare not chained Althougheachis signedby the private
CA key of the parentzone,the agentsare configuredwith the public CA key of each
ancestozone,sothatno recursve checkingis necessaryChainingwould imply tran-
sitive trust,which doesnot scaleandviolatesAstrolabes governingprinciple of zones
beingmorepowerful thantheir ancestorzones.

TheCA of azone,andonly thatCA, cancreatenew child zonesy generatinganew
zonecertificateand a correspondingrivate key, and thus preventingimpersonation
attacks. The privatekey is usedto sign MIB certificates(updatesof the MIB of the
new zone),whichwill only beacceptedf the zonecertificates signaturechecksusing
the public CA key, andthe MIB certificates signaturechecksusingthe public key in
thezonecertificate.Similarly, azoneCA hascontroloverwhat AFC codeis installed
within thatzone. This is describedn moredetailin the next section,which treatsthe
questionof which clientsareallowedwhich typesof access.

5.2 Client Access

As mentionedabore, Astrolabeagentsdo not maintaininformationaboutclients. The
CA of a zonemay chooseto keepsuchinformation, but it is not accessibleo the
Astrolabeagentgshemseles,aswe do notbelieve this solutionwould scale(eventually
therewould betoomary clientsto track). Instead Astrolabeprovidesamechanisnthat
hasfeaturesf both capabilitiesandaccessontrollists.

A clientthatwantsto useAstrolabehasto obtaina clientcertificatefrom aCA. The
clientwill only beableto acces#strolabewithin thezoneof the CA. Whenit contacts
one of the agentsin the CA, the agentwill usethe id attribute in the certificateto
determinghe zone,andif it isin factin thiszone,will havethepublic key of thezone.
It usesthe public key to checkthatthe certificateis signedcorrectly beforeallowing
ary accesso theagent.Thus,in somesensetheclient certificateis a capabilityfor the
zoneof the CA thatsignedit.

Additional fine-graineccontrolover clientsis exercisedn (atleast)two ways:

1. the client certificatecan specify certainconstraintson the holder’s access.For
example,it mayspecifywhich attributestheclientis allowedto reador update.

2. eachzonecanspecify (andupdateat run-time) certainconstrainton accesdy
holdersof client certificatessignedby ary of its ancestorzones.

Thatis, the clientis constrainedy the union of the securityrestrictionsspecified
in its certificate,andthe restrictionsspecifiedby all zoneson the pathfrom the leaf
zoneof theagentit is connectedo, to the zonethatsignedits certificate.

In general,client certificatesissuedby larger zoneshave differentsecurityrules
thanclient certificatesssuedby its child zones.The formerwill have morepowerin
thelarger zoneswhile the latterwill have morepower in the smallerzones.For this
reasonusersmayrequirea setof client certificates.
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Securitywill notscaleif policiescannotbechangeanthefly. Thezonerestrictions
canbe changedat run-timeby installingan“&config” AFC for the zone(seeSection
6.2). But client certificatessharea disadwantagewith capabilitiesand certificatesin
general:ithey cannotbe easilyrevokeduntil they expire. We areconsideringwo pos-
siblesolutions.Oneis to have client certificateswith shortexpirationtimes. Theother
is to useCertificationRevocationLists (CRLs). Both have scalingproblems.

The mechanismsliscussedo far take careof authenticatiorandauthorizationis-
sues. They preventimpersonatiorand spoofingattacks,but they do not prevent au-
thorized agentsand clients from lying abouttheir attributes. Suchlies could have
significantimpacton calculatecaggreyates.Take, for example,the simpleprogram:

SELECT M N(! oad) AS | oad,;

This function exportsthe minimum of the load attributesof the childrenof some
zoneto thezones attribute by thesamename.Theintentionis thattherootzonesload
attributewill containthe globalminimumload. Both clientsandagentswhenholding
valid certificatescando substantiadamageto suchaggreyateddata. Clientscanlie
aboutloadby installinganunrealisticallylow or highloadin aleaf zones MIB, while
anagentthatholdsa privatekey of a zonecangossipa valuedifferentfrom the com-
putedminimum of its child zones’loads. To make an applicationrobustagainstsuch
attackswe recommendemoving outliersasmuchaspossible.Unfortunately standard
SQL doesnot provide supportfor removing outliers.We areplanningto extendAstro-
labe’s SQL enginewith suchsupport.More problematicallywhenappliedrecursvely,
theresultof aggreyationafterremaoving outliersmayhave unclearsemantics.

6 AggregationFunctions

Theaggrayationfunctionof a zonereadsthe list of MIBs belongingto its child zones,
and producesa MIB for its zoneas output!®> The codefor an AFC is provided in

attributes of its child zone MIBs whosenamestartswith the character&’. AFCs
themselesareattributelists. An AFC hasat leastthe following attributesin addition
to the standarctertificateattributes:

e lang: specifieghelanguagen which the programis coded.
e code containghe SQL codeitself.

e deps containsthe input attributeson which the outputof the function depends.
Astrolabereducesoverheadby only re-evaluatingthoseAFCsfor which thein-
puthaschanged.

e category. specifiegheattributein which the AFC is to beinstalled. As we will
seelater, this explicit specificatiorpreventsrogueusersfrom misusingcorrectly
signedAFCs.

12pstrolabeis not securedagainstaulty aggrgyationfunctions.For example,supposéhatanaggregation
functionis expectedto reportthe highestload in somezone,but sometimesncorrectlyreportszero. The
aggregationvalue seenby userswould seemto bouncearound,sometimeseflectingthe correctvalue,and
sometimegeflectingthis erroneousnput. It may be possibleto usea form of voting to overcomesuch
failures,but at presentthisis simply aknown securitydeficieng of theinitial system.
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| Function | Description
MIN(attribute) Find the minimumattribute
MAX (attribute) Find the maximumattribute
SUM(attribute) Sumtheattributes
AV G(attribute[, weight]) Calculatetheweightedaverage
OR(attritute) Bitwise OR of a bit map
AND(attribute) Bitwise AND of abit map
FIRST(n,attribute) Returna setwith thefirst n. attributes
RANDOM(n, attribute[, weight]) | Returnasetwith n randomlyselectedhttributes

Table2: ExtendedSQL aggrayationfunctions.The optionalweightcorrectsfor imbal-
ancein the hierarchyandis usuallysetto nmemobers.

As describedater, an AFC mayalsohave thefollowing attributes:

e copy. aBooleanthatspecifiesf the AFC canbe “adopted’ Adoption controls
propagatiorof AFCsinto sibling zones.

e level anAFC is either“weak” or “strong’ StrongAFCscannotbereplacedy
ancestozonesput weakAFCscanif they have morerecentissuedattributes.

e client in caseof an AFC issuedby a client, this attribute containsthe entire
client certificateof theclient. Theclient certificatemaybe checledwith the CA
key of the issuer while the AFC may be checled using the public key in the
client certificate.

In this section,we will discusshow AFCs are programmedandthe propagation
rulesof AFCs.

6.1 Programming

We have extendedSQL with asetof new aggreyationfunctionsthatwe foundhelpfulin
theapplicationghatwe have pursued A completetableof the currentsetof functions
appearsn Table2.

The following aggreyationqueryis installedby Astrolabeperdefault (but may be
changedatrun-time):

SELECT
SUM nnenbers) AS nnenbers,
MAX(depth) + 1 AS depth,
FI RST(3, contacts) AS contacts,
FI RST(3, servers) AS servers

Here,nmembes is thetotal numberof hostsin the zone,depthis the nestinglevel
of the zones contactsarethefirst three“representatie” gossipaddressem the zone,
andserves thefirst threeTCP/IPaddressesjsedby clientsto interactwith this zone.
nmembegis oftenusedto weighthevalueswhencalculatingtheaverageof avalue,so
thatthe actualaverageis calculatedratherthanthe averageof averages).

Astrolabes SQL enginealsohasa simpleexceptionhandlingmechanisnthat pro-
duceddescriptie errormessage a standardutputattribute.
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6.2 Propagation

An applicationintroducesa new AFC by writing an attribute of a virtual child zone
at someAstrolabeagent. This Astrolabeagentwill now automaticallystartevaluat-
ing this AFC. The Astrolabearchitecturencludestwo mechanismsvherebyan AFC
canpropagatahroughthe system.First, the AFC canincludeanotherAFC (usually
acopy of itself) aspartof its output. Whenthis propagatiormechanisnis employed,
theoutputAFC will be copiedinto theappropriatgparentMIB andhencewill beeval-
uatedwhenthe MIB is computedor the parent.This approacttauseshe aggreation
procesgo recursvely repeatitself until theroot MIB is reached.

Becauseof the gossipprotocol, theseAFCs will automaticallypropagateo the
otheragentgust like normalattributesdo. However, sincethe otheragentsonly share
ancestorzoneswe needa secondmechaniso propagateheseAFCsdown into the
leafMIBs. Thissecondmechanism¢alledadoption worksasfollows. EachAstrolabe
agentscandts ancestorzonedor new AFC attributes.If it detectsanew one,theagent
will automaticallycopy the AFC into its virtual “system” MIB (describedabove in
Section?2). Thisway, anintroducedAFC will propagatdo all agentswithin the entire
Astrolabetree.

Jointly, thesetwo AFC propagatiormechanismpermitanapplicationto introduce
a new AFC dynamicallyinto the entire system. The AFC will rapidly spreadto the
appropriatenodes,and, typically within tensof secondsthe nev MIB attributeswill
have beencomputed.For purposesf garbagecollection, the creatorof an AFC can
specifyanexpirationtime; unlessthetime is periodicallyadvancedby introducingan
AFC with a new issuedandexpirationtime), the aggregationfunctionwill eventually
expire andthe computedattributeswill thenvanishfrom thesystem.

It is clearthata securemechanisiris necessaryo preventclientsfrom spreading
codearoundthatcanchangeattributesarbitrarily. Thefirst securityrule is that certifi-
catesareonly consideredor propagationf

e the AFC is correctlysignedby an ancestorzoneor a client of one, preventing
“outsiders” from installing AFCs. In caseof an AFC signedby a client, the
client hasto be grantedsuchpropagationin its client certificate.

e the AFC hasnotexpired.

¢ the category attribute of the AFC is the sameas the nameof the attribute in
whichit is installed. This preventsa rogueclient from trying to usean AFC for
anattributeit wasnotintendedfor.

We call suchAFCsvalid.

It is possible,andin fact common,for an AFC to be installedonly in a subtree
of Astrolabe.Doing so requiresonly thatthe correspondingonesign the certificate,
which signaturds easierto obtainthanthe CA-signatureof therootzone.

The adoptionmechanismallows certificatesto propagate‘down” the Astrolabe
tree. Eachagentcontinuouslyinspectsits zones,scanningthemfor new certificates,
andinstallsonein its own MIB if the AFC satisfieghefollowing conditions:

o if anothewoneof thesamecategoryis alreadyinstalled thenew oneis prefeiable

e its copyattributeis notsetto “no” (suchAFCshave to beinstalledin eachzone
wherethey areto beused).
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“Preferable”is a partial orderrelation betweencertificatesin the samecategory:
x > y meanghatcertificater is preferableo certificatey. = > y iff

e zisvalid,andy is not,or

e 1 andy arebothvalid, the level of x is strong,andz.id is a child zoneof y.id,
or

e 1 andy arebothvalid, z is not strongetthany, andz.issued > y.issued.

Note thattheserulesof propagatiorallow the CAs to exercisesignificantcontrol
overwherecertificatesareinstalled.

This controlledpropagatiorcanbe exploited to do run-time configuration.Astro-
labeconfigurestselfthisway. The&conf i g certificatecontainsattributesthatcontrol
the run-time behaior of Astrolabeagents.Using this certificate,the gossiprate and
securitypoliciescanbe controlledat every zonein the Astrolabetree.

7 Performance

In this section,we presentsimulationresultsthat supportour scalability claims,and
experimentaimeasurement® verify theaccurag of our simulations.Finally, we de-
scribevariousimplementatiordetailswith the gossipprotocolin the currentinternet.

7.1 Latency

Sincesibling zonesexchangegossipmessagedhe zonehierarchyhasto be basedon
thenetwork topologysothatload on network links androutersremainswithin reason.
As arule of thumb,if acollectionof machinesanbedividedinto two groupsseparated
by a singlerouter, thesegroupsshouldbein disjoint zones.On the otherhand,aswe
will seethesmallerthebranchingactorof thezonetree,theslowverthedissemination.
Sosomecareshouldbe taken not to make the zonestoo smallin termsof numberof
child zones.With presentday network paclet sizes,CPU speedsand memorysizes,
the numberof child zonesshould be approximatelybetween5 to 50. (In the near
future, we hopethat throughimproving our compressiortechniquesve can support
higherbranchingfactors.)

As themembershigrows, it maybenecessaryo createmorezones Initially, new
machinesanbe addedsimply to leaf zonesput at somepointit becomesecessaryo
divide theleaf zonesinto smallerzones.Note thatthis re-configuratioronly involves
themachinesn thatleaf zone.Otherpartsof Astrolabedo not needto know aboutthe
re-configurationandthisis extremelyimportantfor scalinganddeplogying Astrolabe.

We know thatthe time for gossipto disseminatén a “flat” populationgrows log-
arithmically with the size of the population,even in the face of network links and
participantdailing with a certainprobability[11]. The questionis, is this slow growth
in lateng alsotruein Astrolabe,which usesa hierarchicalprotocol? The answerap-
pearsto beyes,albeitthatthe lateng grows someavhatfaster To demonstratehis, we
conducteda numberof simulatedexperiments'3

BAlthough Astrolabeis currentlydeplo/ed on approximatelys0 machinesthis is not a sufficiently large
systemto evaluateits scalability
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Figure 6: The averagenumberof roundsnecessaryo infect all participants,using
differentbranchingfactors. In all thesemeasurementshe numberof representaties
is 1, andtherearenofailures.

In the experimentswe variedthe branchingfactorof the tree,andthe numberof
representatiesin a zone,the probability of messagdoss,andtheratio of failed hosts.
In all experimentsyve usedabalancedreewith afixedbranchingractor We simulated
up to 5% (390,625)members. In the simulation,gossipoccurredin rounds,with all
membergyossipingat the sametime 14 We assumedhatsuccessfugjossipexchanges
completewithin a round. (Typically, Astrolabeagentsare configuredto gossiponce
everytwo to five secondssothis assumptiorseemgeasonable.[Eachexperimentwas
conductedat leasttentimes. (For small numbersof membersmuch more often than
that.) In all experimentsthe varianceobsenedwaslow.

In thefirst experiment,we variedthe branchingfactor We usedbranchingfactors
5,25,and125(thatis, 5, 52, and5?). In this experimenttherewasjust onerepresen-
tative perzone,andtherewerenofailures.We measuredhe averagenumberof rounds
necessarjo disseminaténformationfrom onenodeto all othernodes'® We shaw the
resultsin Figure6 (onalog scale),andcomparehesewith flat (non-hierarchicalyos-
sip. Flat gossipwould be impracticalin areal system,asthe requiredmemorygrows
linearly, and network load quadraticallywith the membershig32], but it providesa
usefulbaseline.

Flatgossipprovidesthelowestdisseminatiotateng. Thecorrespondingine in the
graphis slightly curved, because\strolabeagentsnever gossipto themseles, which
significantlyimprovesperformancef the numberof memberds small. Hierarchical

141n moredetaileddiscreteaventsimulationsjn which thememberslid notgossipin roundsbutin amore
randomizedashion,we found that gossippropagates$aster andthusthatthe round-basedjossipprovides
useful“worst-case'tesults.

15We useda non-representatt nodeasthe sourceof information. Representates have an adwantage,
andtheir informationdisseminatesignificantlyfaster
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Figure 7: The averagenumberof roundsnecessaryo infect all participants,usinga
differentnumberof representaties.In all thesemeasurementshe branchingfactoris
25, andtherearenofailures.

gossipalsoscaleswell, but is significantly slower thanflat gossip. Lateng improves
whenthe branchingfactoris increasedbut doing soalsoincreasesverhead.

For example,at 390,625membersaandbranchingfactor5, thereare8 levelsin the
tree. Thuseachmemberonly hasto maintainand gossiponly 8 x 5 = 40 MIBs.
(Actually, sincegossipmessagedo notincludethe MIBs of the destinatioragent,the
gossipmessag®nly contains32 MIBs.) With a branchingfactorof 25, eachmember
maintainsand gossips4 x 25 = 100 MIBs. In thelimit (flat gossip),eachmember
would maintainandgossipanimpractical390, 625 MIBs.

With only onerepresentatie perzone,Astrolabeis highly sensitve to hostcrashes.
The protocolsstill work, asfaulty representatiesare detectedandreplacedautomat-
ically, but this detectionandreplacementakestime andleadsto significantdelaysin
disseminationAstrolabeis preferablyconfiguredwith morethanonerepresentatiein
eachnon-leafzone. In Figure7, we shav the averagenumberof roundsnecessaryo
infectall participantsn anAstrolabetreewith branchingfactor25. In theexperiments
that producedthesenumbers,we varied the numberof representatiesfrom oneto
three. Besidesncreasingfault-tolerancemorerepresentatiesalsodecreasehe time
to disseminateew information. But threetimesasmary representatiesalsoleadsto
threetimesasmuchloadon therouters sothe advantagesomeat somecost.

In the next experiment,we determinedthe influenceof messagdosson the dis-
seminationlateng. In this experimentwe used,again,a branchingfactorof 25, but
this time we fixed the numberof representatiesat three. Gossipexchangeswereal-
lowed to fail with a certainindependenprobability loss, which we variedfrom 0 to
.15 (15%). As canbe seenfrom theresultsin Figure8, lossdoesleadto slower dis-
seminationbut, asin flat gossip[32], the amountof delayis surprisinglylow. In a
practicalsetting,we would probablyobsene dependentmessagéossdueto faulty or
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Figure 8: The averagenumberof roundsnecessaryo infect all participants,using
differentmessagéossprobabilities.In all thesemeasurementshe branchingfactoris
25, andthe numberof representatiesis three.

overloadedoutersand/ornetwork links, with moredevastatingeffects. Nevertheless,
becausaf therandomizechatureof the gossipprotocol,updatessanoften propagate
aroundfaulty componentsn the system.An exampleof suchdependenmessagéoss
is the presencef crashechosts.

In this final simulatedexperiment,we stoppedcertainagentsfrom gossipingin
orderto investigatehe effect of hostcrashe®n Astrolabe.Againwe useda branching
factorof 25, andthreerepresentaties. Messagdossdid not occurthis time, but each
hostwas down with a probability that we varied from 0 to .08 (8%). (With large
numbersof membersdoing so madethe probability thatall representatiesfor some
zonearedown ratherhigh. Astrolabes aggreyationfunctionswill automaticallyassign
new representatiesin suchcases.)As with messagéoss, the effect of crashechosts
onlateng is quitelow (seeFigure9).

If we configureAstrolabeso thatagentsgossiponceevery two to five secondsas
we normally do, we canseethat updategpropagatevith latencieson the orderof tens
of secondstatherthanhours,ascanbethe casewith DNSif TTL settingsarelarge.

7.2 Load

We were alsointerestedn the load on Astrolabeagents. We considertwo kinds of

load: the numberof recevedmessageperround,andthe numberof signaturechecks
thatanagenthasto performperround. The averagemessageeceptionload is easily
determined:on average,eachagentrecevesone messagger roundfor eachzoneit

represents.Thus, if thereare k levels, an agentthat representzoneson eachlevel

with have theworstaveragdoadof k£ messagepersecond Obviously, thisloadgrows

O(logn).
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Figure 9: The averagenumberof roundsnecessaryo infect all participants,using
differentprobabilitiesof a hostbeingdown. In all thesemeasurementshe branching
factoris 25, andthe numberof representatiesis three.

Dueto randomizationit is possiblethatanagentrecevesmorethanonemessage
per round and per level. The varianceof messagdoad on an agentis expectedto
grow O(logn): if aprocesss involvedin & epidemicswith iid distributions, where
eachepidemicinvolvesthe samenumberof participants(the branchingfactor of the
Astrolabetree), thenthe varianceis simply & timesthe varianceof the load of each
individual epidemic.

In orderto evaluatethe load on Astrolabeagentsexperimentally we usedthree
representatiesper zone,but eliminatedhostand messag®missionfailures(asthese
only seneto reducdoad). We rana simulationfor 180rounds(fifteenminutesin case
eachroundis five seconds)andmeasuredhe maximumnumberof messageeceved
perroundacrossall agents.Theresultsareshovn in Figure10. Thisfigure perhapse-
flectsbestthetrade-of betweerchoosingsmallandlarge branchingfactorsmentioned
earlier

If we simply checled all signaturesn all messagethat arrived, the overheadof
checkingcould becomeenormous. As the numberof MIBs in a messagegrows as
O(log n), the computationaload would grow as O(log®n). The larger the branch-
ing factor, the higherthis load, aslarger branchingfactorsresultin more MIBs per
messageand caneasilyrun in the thousandof signaturechecksper round even for
moderatelysizedpopulations.

Ratherthancheckingall sighaturesachtime a messagarrives,the agentbuffers
all arriving MIBs without processinghem until the startof a new round of gossip.
(Actually, only thoseMIBs thatarenew with respecto whatthe agentalreadyknows
arebuffered.) For eachzone,the agentfirst checksthe signatureon the mostrecent
MIB, thenonthesecondnostrecentMIB, etc.,until it findsacorrectsignaturgusually
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Figure10: Themaximumloadin termsof numberof messageperroundasafunction
of numberof participantsandbranchingfactor

| Experiment| # agents| agents/hos{ Description |

1 48 1 (888889)

2 48 1 ((88) (88) (88))

3 63 1 (88878889)

4 63 1 ((88)(878)(888))

5 96 2 (1616161616 16)

6 9 2 ((1616) (16 16) (16 16))

7 126 2 (161616141616 16 16)

8 126 2 ((1616) (16 14 16) (16 16 16))

Table3: Hierarchiesusedin eachexperiment.

thefirst time). The otherversionsof the sameMIB arethenignored. Thuswe have
artificially limited the computationaload to O(logn) without affecting the speedof
gossipdissemination.In fact, the maximumnumberof checksper roundis at most
k x (bf — 1), wherek is thenumberof levelsandb f the branchingfactor Moreover,
the computationaload is approximatelythe sameon all agentsthatis, not worseon
thoseagentshatrepresentnary zones.

Anotherapproacho limit computationabverheads basedon a Byzantinevoting
approachlt removesalmostall needfor signaturechecking[17].

7.3 Validating the Simulations

In orderto verify theaccurag of our simulator we performedexperimentswith up to
126 Astrolabeagentson 63 hosts. For theseexperimentswe createdhe topology of
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Figure 11: The experimentaltopology, consistingof 63 hosts,eight 10 Mbps LANSs,
andthreeroutersconnectedy a 100 Mbpsbackbondink.

Figurellin theEmulabnetwork testbedf the Universityof Utah. The set-upconsists
of six LANs, eachconsistingof eightCompadDNARD Sharkg233MHz StrongARM
processqr32MB RAM, 10MbpsEtherneinterface runningNetBSD)connectedo an
Asante8+2 10/100Ethernetswitch. (As indicatedin the figure,oneof the Sharkswas
broken.) The set-upalsoincludesthreerouters,consistingof 600 MHz Intel Pentium
Il “Coppermine”processorseachwith 256 MB RAM and4 10/100Mbps Ethernet
interfacesandrunningFreeBSD4.0. All therouters’Etherneinterfacesaswell asthe
Asanteswitchesareconnectedo a Cisco6509switch,andthenconfiguredasdepicted
in Figure11l.

On this hardware, we createdeight different Astrolabehierarchies(seeTable 3)
with theobviousmappinggo thehardwaretopology For example,in Experimen8 we
createdathree-level hierarchy Thetop-level zoneconsistedf a child zoneperrouter
Eachchild zonein turn hada grandchildzoneper LAN. In Experimentsl, 3, 5, and
7 we did not reflectthe presencef the routersin the Astrolabehierarchy but simply
createda child zoneper LAN. Experimentsl, 2, 5, and6 did not usethe 4th and 7th
LAN. In thelastfour experimentswe rantwo agentsperhost. Here,the agentsavere
configuredo gossiponceeveryfive second®ver UDP, andthe (maximum)numberof
representatiesperzonewasconfiguredto bethree.

In eachexperimentwe measuredhow longit tookfor avalue,updatecatoneagent,
to disseminateo all agents.To accomplishthis disseminationye installeda simple
aggreationfunction’SELECT SUM(test)AS test'. All agentamonitoredthe attribute
'test’in thetop-level zone,andnotedthe time at which this attribute wasupdated We
updatedhe’test’ attributein thevirtual systenzoneof the“right-most” agent(theone
in thebottom-rightof thetopology),sincethis agenthasthelongestgossipingdistance
to the otheragents.Eachexperimentwasexecutedat least100times. In Figure12(a)
we reportthe measuredwverage minimum, maximum,and 95% confidencentervals
for eachexperiment.

Figure 12(b) reportsthe simulationresultsof the sameexperiments.In the simu-
lations,we assumedo messagédoss,aswe hadno easyway of modelingthe actual
behaior of lossonthe Emulabtestbed.Thesimulationstherefore shov moreregular
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Figure 12: Resultsof (a) the experimentalmeasurementand (b) the corresponding
simulations. The x-axesindicatethe experimentnumberin Table 3. The error bars
indicatethe averagesandthe 95% confidenceantervals.

behaior thanthe experiments. They give sometimesslightly pessimisticresults,as
in the simulationsthe agentsgossipin synchronousounds(non-synchronizedossip
disseminatesomeavhatfaster).Neverthelesstheresultsof thesimulationscorrespond
well to theresultsof the experimentsgiving usconfidencehatthe simulationspredict
the actualbehaior in large networks well. The experimentalresultsshow the pres-
enceof someoutliersin thelatencieqalthoughnever morethantwo roundsof gossip),
which couldbeexplainedby occasionamessagéoss.

We planto presenttomprehensie experimentaldatafor Astrolabein someother
forum. At presentpur experimentsarecontinuingwith anemphasi®n understanding
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Figure13: Costof fragmentation.

how the systembehaes on larger configurations,under stress,or when the rate of
updatess muchhigher

7.4 Fragmentation

As describedn Sectiond.5,theunderlyingnetwork mayenforcea maximuntransmis-
sionunit size.In orderto dealwith this limitation, we reducethe numberof MIBs in a
messageandspeedup the gossiprateaccordingly In orderto decidewhichis agood
methodfor choosingMIBs to includein messagesye simulatedtwo basicstrateies,
with a variantfor each. The two basicstratgiesareroundrobin andrandom. In the
first, the agentfills up gossipmessagem a roundrobin mannerwhile in the second
the agentpicks random(but different)MIBs. The variantstratey for eachis thatthe
agentsown MIB is forcedto beincludedasexactly oneof theentries.

In Figure 13 we show the resultswhenthe numberof hostshereis 16, andthe
hierarchyis flat. Roundrobin performsbetterthanrandom,andincluding the local
MIB of the sendingagentis agoodidea. The currentimplementatiorof the Astrolabe
agentactuallyusesrandomfilling, but alsoincludesthelocal MIB. Thereasorfor not
usingroundrobin is that,in a hierarchicalepidemic,roundrobin cancausethe MIBs
of entirezonesto beexcluded.

8 RelatedWork

8.1 Directory Sewices

Much work hasbeendonein the areaof scalablemappingof namesof objects(often
machinespntometa-informatiorof theobjects. Thebestknown examplesaretheDNS
[18] andX.500[21], andLDAP (RFC 1777)standards Similar to DNS, and particu-
larly influential to the designof Astrolabeis the Clearinghouselirectoryservice[11].
Clearinghous&vasanearlyalternatveto DNS, usedinternallyfor the Xerox Corporate
Internet. Like DNS, it mapshierarchicalnamesonto meta-information.Unlike DNS,
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it doesnotcentralizeheauthorityof partsof thenamesspaceo ary particularseners.
Instead the top two levels of the namespacearefully replicatedandkepteventually
consistentusinga gossipalgorithm muchlike Astrolabes. Unlike Astrolabe,Clear
inghousedoesnot apply aggregationfunctionsor hierarchicalgossiping,andthusits
scalability is inherentlylimited. The amountof storagegrows O(n), while the to-
tal bandwidthtaken up by gossipgrows O(n?) (becausehe size of gossipmessages
grows linearly with the numberof members) Clearinghousdasnever beenscaledto
morethana few hundredseners. (NeitherhasAstrolabeat this time, but analysisand
simulationindicatethat Astrolabecould potentiallyscaleto millions.)

More recentwork appliesvariantsof the Clearinghous@rotocolto databasege.g.,
Bayou’s anti-entropy protocol[20] and Golding’s timestampednti-entropy protocol
[12])). Thesesystemssuffer from the samescalability problems Jimiting scaleto per
hapsa few thousand®f participants.

Also influentialto thedesignof Astrolabeis Butler Lampsons paperonthedesign
of a globalnameservice[16], basedon experiencewith Grapevine [7] andClearing-
house.This paperenumeratethe requirement®sf a nameservice which includelarge
size,high availability, faultisolation,andtoleranceof mistrust,all of whichwe believe
Astrolabesupports. The papers designdoesnot include aggreyation, but otherwise
sharesnary of theadvantage®f Astrolabeover DNS.

In the IntentionalNaming System[1], namesof objectsare basedon properties
ratherthanlocation. A self-organizingresoher mapsnamesonto locations,and can
route message$o objects,evenin an ervironmentwith mobile hosts. A recentex-
tensionto INS, Twineallows for partial matchingof propertiedbasedn a peerto-peer
protocol[4.

The Globesysten[33] is anexampleof avery scalablalirectoryservicethatmaps
arbitraryobjectnamesonto objectidentifiers,andthenontolocation. Globealsosup-
portslocatingobjectsthatmove around.

8.2 Network Monitoring

Network monitorscollectruntimeinformationfrom varioussourcesn the network. A
standardior suchretrieval is the SNMP protocol (RFC 1156,1157). A large variety
of commercialandacademimetwork monitorsexist. Many of thesesystemsprovide
tools for collecting monitoring datain a centralizedplace, and visualizing the data.
However, thesesystemsprovide little or no supportfor disseminatiorto a large num-
berof interestecparties,aggreationof monitoreddata,or security The scaleof these
systemss oftenintendedfor, andlimited to, clustersof upto afew hundredmachines.
Of these Argent's Guardian(www.argent.com)s closestto Astrolabe,in thatit uses
regionalagentgo collectinformationin a hierarchicaFashion(althoughit doesnotin-
stallagentson the monitoredsystemgshemseles).Monitoring informationis reported
to asinglesite,or at mosta few sites,andGuardiandoesnot supportaggreyation.
Note that Astrolabedoesnot actuallyretrieve monitoringinformation; it just has
providesthe ability to disseminateand aggregatesuchdata. Neither doesAstrolabe
provide visualization.The monitoringagentsandvisualizationtools providedby these
productstogethemwith Astrolabecouldform aninterestingmarriage.
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8.3 Event Notification

EventNotificationor Publish/Subscribservicesallow applicationgo subscribgo cer
tain classeof eventsof interest,and systemdo postevents. ExamplesareISIS [6],
TIB/Rendez\Wus19], Gryphon[2], andSieng10]. NotethatalthoughAstrolabepro-
cessegvents,it doesnot routethemto subscribersbut processeshemto determine
someaggreyatestate‘snapshot’of adistributedsystem.However, a Publish/Subscribe
systemhasbeenbuilt ontop of Astrolabeandis describedn Section3.3.

XMLBIlaster (www.xmlblastercom)anda systembuilt at MIT [25] encodesvents
in XML format,andallow routingbasedon queriesoverthe XML contentin themes-
sages. The latter systems protocolfor this routing is similar to SelectCas{Section
3.3), althoughour protocolcando routing not only basedon the contentof the mes-
sageshut alsoon the aggrejatestateof the ervironmentin which the messageare
routed.

Although mary of thesesystemssupportboth scaleand security the eventsare
eitherverylow-level, or generatedrom aggreyatinglow-level eventhistories.In order
to monitorthecollective stateof adistributedsystemaprocessvould haveto subscribe
to mary eventsourcesanddotheentireeventprocessingnternally. This stratgyy does
notscale.EventnotificationandPublish/Subscribservicesareintendedo disseminate
informationfrom few sourcedo mary subscriberstatherthanintegratinginformation
from mary sources.

8.4 SensorNetworks

In a sensornetwork, a large numberof sensoramonitor a distributed system. The
problemis detectingcertainconditionsand queryingthe stateof the network. There
aremary projectsin thisarea.A couplethatrelatecloselyto our work areCougar{9]
andanunnamedrojectdescribedn [15].

In Cougarausercanexpressalong-runningSQL query asin Astrolabe.A central-
izedsenerbreakghequeryinto componentshatit spreadsamongthevariousdevices.
Thedevicesthenreportbackto the sener, which combineshe resultsandreportsthe
resultto theuser Althoughmuchof theprocessings in thenetwork, Cougarscentral-
izedsener may preventadequatecalingandrobustness.

In [15], asensonetwork for awirelesssystenis describedAs in Active Networks
[28], codeis dynamicallyinstalledin the network thatroutesandfilters events.Usinga
routingmechanisntalled“Directed Diffusion; eventsareroutedtowardsareasof in-
terest.The eventmatchingis specifiedusingalow-level languagehatsupportshinary
comparisoroperatorson attributes. The systemalsoallows application-specifidilters
to beinstalledin the network thatcanaggreateevents.

We have studiedvariousepidemicprotocols,including the onesthat are usedby
Astrolabe,for usein power-constraintwirelesssensometworks [30]. Whatis clear
from this studyis thatthe hierarchicalepidemicsusedin Astrolabecannotbe usedas
is in suchnetworks, asthe protocoldoessendmessageacrosdarge distancesalbeit
occasionally

8.5 Cluster Management

As madeclearabove, directoryservicesand network monitoringtools do not support
dynamicdistributed configuration. Thereare a numberof clustermanagementools

38



availablethattake careof configurationfor example Wolfpack,Beowulf, NUCM, and

the “Distributed ConfigurationPlatform” of EKS. Unlike Astrolabe they do not scale
beyondafew dozenmachinesbut they do provide variousproblem-specifiéunction-

ality for themanagemenf distributedsystem Astrolabeis not suchashrink-wrapped
application,but could be incorporatednto a clustermanagemensystemto support
scalability

8.6 Peerto-Peer Routing

A peerto-peerrouting protocol (P2PRP)routesmessageso locations,eachdeter
mined by a location-independeritey includedin the correspondingnessage.Such
a protocol may be usedto build a so-calledDistributed Hash Table, simply by hav-
ing eachlocationprovide a way to mapthe key to a value. Well-known examplesof
P2PRPsncludeChord[27], Pastry[23], and Tapestry34] Theseprotocolshave been
usedto implementdistributedfile systemsandapplication-lerel multicastprotocols.

As in Astrolabe eachlocationrunsanagent.Whenreceving amessageheagent
inspectghekey and,unlesst is responsibldor thekey itself, forwardsthe messag¢o
anagentthatknows moreaboutthe key. Thenumberof hopsgrows O(logn) for each
of the P2PRPsamedabove, asdoesthe size of the routing tablesmaintainedby the
agents.

The functionalitiesof a P2PRPand Astrolabeare orthogonal,yet, a comparison
provesinteresting. Although sometimesgalledlocation protocols P2PRP<ant find
an object—thg canonly placethe objectin a location wherethey will be ableto
retrieve the objectlater Astrolabe,on the otherhand,is ableto find objectbasedon
attributesof the object. However, Astrolabeis quitelimited in how mary objectsit can
find in ashortperiodof time, while P2PRPganpotentiallyhandlehighloads.

In their implementationsthere are someinterestingdifferencesbetweena P2P
routing protocol and Astrolabe. While Astrolabeexploits locality heavily in its im-
plementationP2PRPsnly try to optimize the length of hopschosenwhen routing
(so-calledproximity routing). At eachhopin therouting path,the numberof eligible
next hopsis small,andthusthe effectivenesof this approachmaybevariable.Worse,
asagentgoin andleave the system(so-calledchurn), objectshave to be movedaround
potentiallyacrossvery large distances)The P2PRPprotocolsalsoemploy ping-based
failure detectionacrosshesedargedistances.

Additionally, whereasP2PRPgreatagentsasidentical, Astrolabeis ableto select
agentsasrepresentatiesor routersbasedn variousattributessuchasload, operating
systentype,or longevity. Thatis, while P2PRPassumehe agentsarehomogeneous,
Astrolabetriesto exploit the heterogeneitpfferedby the agents.

8.7 Epidemic Protocols

The earliestepidemicprotocol that we are aware of is GeneSpaford’s Usenetpro-
tocol, the predecessoof today's NNTP (RFC 977, February1986), which gossiped
news over UUCP connectionstartingin 1983. Although epidemicin nature the con-
nectionswere not intentionally randomizedso that a stochastianalysiswould have
beenmpossible.Thefirst systenthatusedsuchrandomizatioron purposevasthepre-
viously describedClearinghouselirectoryservice[11], to solve the scalingproblems
thatthedesignersverefacingin 1987 (initially with muchsuccess)Morerecentlythe

39



REFDBMSbibliographicdatabaseystem[13] usesa gossip-basedeplicationstrat-
egy for referencedatabasesyhile Bimodal Multicast[5] (seealsoSection3.2)is also
basedn gossip.Astrolabeitself is basedirectly on earlierwork describedn [29].

9 Conclusionsand Future Work

Astrolabeis aDNS-like distributedmanagemergervice put differsfrom DNSin some
importantways. First, in Astrolabe,updategpropagaten secondor tensof seconds,
ratherthantensof minutesat best(and daysmore commonly)in DNS. Second As-
trolabeuserscanintroducenew attributeseasily Third, Astrolabesupportson the fly
aggreyationof attributes,makingit possible for example,to find resourcedbasedon
attributesratherthanby name. A restrictedform of mobile code,in theform of SQL
SELECT statementsmakesit possibleto changethe way attributesare aggreyated
rapidly. This,andotheraspect®f our database-lik presentationhuild ontheexisting
knowledgebaseandtool setfor databasapplicationdevelopmentmakingit easyto
integratethe technologyinto existing settings. Finally, Astrolabeusesa peerto-peer
architecturehatis easyto deploy, andits gossipprotocolis highly scalablefault tol-
erant,andsecure.

Thesepropertiesenablenew distributedapplicationssuchasscalablesystemman-
agementresourcdocationservicessensometworks, andapplication-leel routingin
peerto-peerservices.

We arecurrentlypursuingseveralimprovementgo Astrolabe.Currently theamount
of information maintainedby the attributesof a Astrolabezonecannotgrow beyond
abouta kilobyte. By sendingdeltasratherthan entire new versions,we believe we
cansignificantlycompresghe amountof informationsendin the gossipprotocoland
increaseahesizeor numberof the attributessignificantly Alternatively or additionally
thesetreconciliationtechnique®f [17] canbeused.

Also aimedatincreasingscale we arealsolooking at waysto directtheflow of in-
formationtowardsthenodesequestingggrejation.Although,usingthecopyattribute
of AFCsa certainlevel of control over the flow is alreadypossible we arelooking at
additionalwaysthatwould allow us to increasethe numberof concurrentlyinstalled
aggreyationsconsiderably
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